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Abstract 

In the cloud computing era, security has become a renewed source of concerns. Distributed 

Denial of Service (DDoS) that affects network availability and Economic Denial of 

Sustainability (EDoS) that can harm the pay-per-use model, which is one of the most valuable 

benefits of the cloud, can again become very relevant. Loss of availability and accessibility of 

cloud services have greater impacts than those in the traditional enterprises networks. The 

thesis provides an overview of network security threats, cloud-related technologies, cloud 

threats, DDoS, and EDoS attacks. The attacks are evaluated in terms of their principles, 

launching ways, and their variants. The thesis evaluates the existing solutions to such attacks 

in terms of their types, mechanisms, and relevance to the proposed framework. Next, a 

comparison between the existing solutions according to specific criteria is made, with the 

outcome showing that there is no sufficient effective solution against the attacks. Therefore, 

the research presents a new proactive mitigation system which is called Enhanced DDoS-

Mitigation System (Enhanced DDoS-MS) that helps in countering DDoS attacks and their 

economic version, EDoS attacks, which form a specific cloud threat. The proposed framework 

is evaluated experimentally, and the test results are displayed. The results revealed the 

resilience of the proposed method under attacks, in addition to reducing the response time for 

legitimate users. The proposed solution is the first Anti-EDoS, to the best of the author’s 

knowledge, as it is implemented in the correct place which is the customer's network. 

Moreover, its firewall can make more accurate decisions regarding users based on the 

verification and ongoing monitoring processes’ results. The crypto puzzle scheme has been 

used in a different way from the traditional usage of puzzles to decrease the latency for 

legitimate users who can access the protected system even if it is under attack. Moreover, a 

layered defence system has been used to check the users’ legitimacy, their packets integrity, 

and to monitor their traffic rate. Furthermore, the proposed framework intends to hide the 

location of the protected servers to enhance their security. Hence, the contribution in this work 

lies in providing a proactive protection for the cloud on its customers’ networks from the 

economic effects of DDoS attacks, in addition to reducing the response time for legitimate 

users by testing only their first packets. The research also suggests some future directions to 

improve the proposed framework in terms of its design, scope, and scenarios. 
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Chapter 1- Introduction 
 

Cloud computing is a new computing technology which involves delivering services and 

applications to customers through the Internet by adopting an on-demand basis. It has changed 

the way of managing businesses, especially for small and mid- sized companies. Actually, it 

has received much-deserved hype in the computing world over the last few years, due to its 

distinctive features which make it an attractive technology for many companies around the 

world. The most important features in this regard are scalability, flexibility, agility, on-demand 

basis, storage capacity boosting, elasticity, collaboration support, and security. In fact, 

elasticity is a great advantage that forms a base for all other benefits which customers can 

obtain from this technology such as decreasing the total cost and IT overheads and concerns.  

Traditionally, enterprises have their own servers and IT staff for operating these servers and 

maintaining them. The target of these enterprises is to provide services to their users either to 

get profits as commercial companies or to perform their mission as universities. With regard to 

cloud computing, these organisations can save the cost of purchasing the hardware, software 

licenses, and data storage in addition to the cost of maintenance and the IT employees’ salaries 

by transferring IT overheads to a Cloud Service Provider (CSP). CSPs have huge resources 

that can be offered as on-demand service in a scalable manner. Moreover, they have much more 

security professionals to protect their data centres and, as a result, their customers’ data. 

Despite the distinctive properties which the cloud has, its security issues may pose obstacles to 

customers migrating to the cloud. If customers do not trust the cloud, they will not adopt it. 

Therefore, security aspects form a good area for research in the academic and industrial fields. 

There are several security aspects which may pose multiple threats to the cloud. List of these 

threats includes possibility of a breach of privacy, likelihood of phishing, possibility of 

information loss and loss of direct control of data. In addition, several important aspects need 

to be addressed prior to migration to the cloud, which are data location, a disaster recovery 

plan, information segregation, regulatory compliance, long-term viability and investigation 

support (Kuyoro et al., 2011). 

Protecting networks from malicious attacks is a must in order to ensure their availability and 

capability to provide services for their users. Network security can be achieved by applying a 
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strong authentication process to external users, allocating resources to internal users based on 

their roles, and managing access control policies. Failure in designing such procedures can 

leave the network be exposed to several threats such as stealing sensitive information. 

Moreover, network security aims to protect the information from being corrupted and prevent 

the network from being damaged. In cloud computing era, importance of network security is 

increased according to the role that it can play in securing the cloud.  

In network security, there are several types of attacks which can harm the network resources 

and services. Denial of Service (DoS) is one of the best known attacks in this regard. However, 

there is a problem that may render customers to withdraw from the cloud services. This problem 

can affect the customer's bill by exploiting the cloud scalability causing more payments for 

cloud services than cost of owning and managing the customer's in-premise network. In such 

case, benefits of the cloud are converted to be drawbacks. How can this be done? This is done 

by generating attacks that are known as Economic Denial of Sustainability (EDoS) attacks 

(Hoff, 2008). 

EDoS attack is a DDoS attack with a different impact. Traditional DDoS attack aims to 

overwhelm servers and/or the bandwidth of a network or a website in order to make them 

unavailable to their intended users. The technical term "network bandwidth" is used in the 

thesis to describe the communication channel that allows data transfer between every two 

network points. The channel can be physical or logical links or paths. Exhausting the channel 

as mentioned in the thesis can be done by overwhelming it in a way that forbids more requests 

from being transferred through this channel.  

It is very hard for DDoS attack to harm the cloud resources in the same way as the cloud has a 

huge pool of resources which are larger than attackers’ resources. However, attackers can 

generate DDoS attack against the cloud customer's network. In this scenario, a huge amount of 

faked requests will be sent to the customer's system which- under cloud contract- will be served 

by the cloud provider. Hence, the provider can scale up the required infrastructure of the 

customer in response to its high demand. This process will be reflected in the customer's bill. 

So, customers will find that the cloud is not affordable. Spreading the same feeling among 

many customers will affect the providers' profit. Therefore, EDoS attack is a specific cloud 

threat caused by DDoS attacks. It is a technical problem with an economic effect. Therefore, 

the solution of this problem must be a technical solution. 
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Based on what is mentioned above, a network security method is proposed to counteract DDoS 

attack against a cloud customer's network. It is a proactive technique that verifies the legitimacy 

of users in the beginning of accessing network and then providing an ongoing monitoring for 

the remaining packets using other security layers, in addition to hiding the protected servers' 

locations and classifying users into four groups based on verification tests. 

This will be beneficial for the organisation that is a customer for cloud services. CSP is 

expected to have advanced security measures. However, putting security measures onto its 

edge, which is, its customers' networks will tighten its security by offering proactive protection 

to their system. In this regard, the idea of designating a maximum threshold for customer usage 

to ensure that the customer's bill does not exceed their satisfied limit in order to prevent EDoS 

impacts is not acceptable under cloud concept. The service can be considered as a cloud service 

if and only if it is scalable and elastic, is metered by use, has broad network access, has shared 

a pool of resources, and is provided as an on-demand self-service (Mell & Grance, 2011). 

Therefore, this thesis presents a novel framework called Enhanced DDoS- Mitigation System 

(Enhanced DDoS-MS) which can be used to counteract DDoS and EDoS attacks by testing the 

first packet from the source of requests (legitimate or malicious) to establish legitimacy of the 

source using a Graphic Turing Test (GTT); followed by monitoring its remaining packets using 

an Intrusion Prevention System (IPS) and a Reverse Proxy (RP) server to inspect malware 

components which are contained within them, and to detect any potential DDoS attacks. In 

case of suspicious DDoS attempts, the system will delay requests of suspicious users using 

crypto puzzles.  

 

Therefore, Enhanced DDoS-MS framework performs different actions against different types 

of attackers who attempt to harm the protected system. It avoids existing solutions' limitations 

of testing more than a packet, that led to increasing response time for legitimate users. 

1.1. Problem Statement 

Research began in the cloud security field by studying the cloud computing literature and 

browsing its related security issues. It is found that availability is a chief aspect in the success 

of deploying the cloud. Besides electricity and continuous Internet connection importance, 

Distributed Denial of Service (DDoS) attacks can affect availability of the cloud services. 

Therefore, this area has been chosen to be the research focus. By studying the nature of DDoS 

attacks and cloud, it has been found that it is difficult for attackers to succeed in affecting the 



Chapter 1: Introduction 

 
4 

cloud service due to the huge resources that the cloud has in its data centres, which are 

distributed globally. However, there is another way that adversaries can use to affect the cloud 

by carrying out traditional DDoS attacks against cloud customers. This point is explained by 

Christopher Hoff in 2008, and he named it Economic Denial of Sustainability (EDoS). It is the 

phenomenon that exploits the elasticity and scalability of the cloud to increase the amount of 

payments and therefore hit the cloud payment model (pay-as-you-use) by generating DDoS 

attacks against customers networks by sending a huge number of fake requests, leading 

customers to ask the provider, according to Service Level Agreement (SLA), to allocate them 

more resources. The result of such a technique will be high bills for customers, forcing them 

to withdraw from cloud services.  

This withdrawal from the service by Small and Medium Enterprises (SMEs) companies, which 

are the main source of profit for the cloud because individuals do not have the same impact and 

large companies do not need the cloud services because of their ability to cover the expenses 

of IT services, will eventually affect the sustainability of the cloud computing industry. Thus, 

it is important to protect the cloud from such threats by focusing on protecting the cloud edge, 

that is, the customer network. This is the reason why the emphasis is on implementing the 

proposed framework there. Actually, the framework can be implemented in any network out 

of the cloud, or even in the cloud providers' networks, to protect them from  traditional DDoS 

attacks. Moreover, this is the reason of naming the proposed framework DDoS-MS, because it 

works against DDoS attacks in general, but also protects the cloud from EDoS phenomenon 

that threatens its existence. 

Since 2008, EDoS has not received enough attention, and most publications that talk about it 

did not explain it well. This meant that previous papers were talking about EDoS while they 

were working on traditional DDoS attacks against cloud providers. They used the attractive 

name of a new phenomenon (EDoS) and worked on traditional DDoS attacks. This work has 

helped to fill this gap and focuses on this specific point, besides understanding technical aspects 

of DDoS attacks. A framework has been proposed to protect the cloud from EDoS and DDoS 

attacks, in particular, and to ensure network security in general. 

The proposed framework is a network security method for counteracting DDoS attacks against 

a cloud customer's network. Therefore, it can be considered as a proactive prevention method 

for cloud providers by protecting their edges, which are their customers’ networks, from EDoS 
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attacks, as well as protecting traditional networks from DDoS attacks. This is the reason why 

even the solutions that are proposed to counteract EDoS attacks are DDoS-countermeasures. 

There are a number of methods proposed to counteract these attacks. However, these methods 

either test all packets coming from the source causing a higher response time or testing the first 

packet only without any other verification process, which is not enough to protect the system. 

Reducing the response time is a very important feature besides providing a robust defence 

system against malicious attacks. Newman (2006) emphasises the importance of such an 

aspect, as organisations must provide a balance between security and convenience for their 

users in order to facilitate secure user access to network to obtain their requested services. To 

solve the above problem, the proposed solution verifies the legitimacy of users at the beginning 

of accessing the network, and then provides ongoing monitoring for remaining packets using 

other security layers. Thus, the proposed framework is an Anti-EDoS in the cloud computing 

environment that provides protection and reduces the response time to legitimate users. 

1.2. Research Objectives 

The main aim of this project is to propose a proactive framework which can be considered a 

new solution for counteracting Distributed Denial of Service (DDoS) and Economic Denial of 

Sustainability (EDoS) attacks against cloud customers and mitigates their impacts. It involves 

verifying the users’ legitimacy at the beginning and then monitoring their behaviour using 

several methods and components in cloud customers' networks in order to provide a secure and 

convenient cloud environment as well as reducing the response time for legitimate users.  

 

This aim can be achieved by meeting the following objectives: 

1. To survey the network security vulnerabilities and attacks types including passive and active 

attacks against networks, Denial of Service (DoS) and Distributed Denial of Service (DDoS) 

attacks, Economic Denial of Sustainability (EDoS) attacks as an economic impact of DDoS 

attack in the cloud computing environment, and Identity and Access Management (IAM) in 

order to improve security of cloud customers' networks. 

2. To analyse the existing solutions and techniques which are used to mitigate the impacts 

resulting from DDoS and EDoS attacks in terms of their mechanisms, effectiveness, and 

limitations.   
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3. To identify the security gap in the cloud customer's network, which can be exploited by 

attackers attempting to harm customer network through direct DDoS attacks, and by exploiting 

the cloud scalability in order to increase the cloud customer's bill through EDoS attacks. 

4. To design a framework which can be considered a new method for counteracting DDoS and 

EDoS attacks against the cloud by gaining benefits from the effective elements in the existing 

solutions, and avoiding or improving their weak aspects. The proposed framework aims to 

strengthen the authentication process in a network of enterprise which is a customer of cloud 

services, to protect it from DDoS attacks and protect the cloud as a result from EDoS attacks 

in addition to reducing the response time for legitimate users. 

5. To evaluate and test the developed framework practically to obtain real results in order to 

ensure its correctness and effectiveness in protecting cloud customers from DDoS and EDoS 

attacks. 

6. To draw conclusions about the proposed framework, including its background, architecture, 

mechanism, and results, in addition to determining future work which can be carried out to 

enhance and tighten security methods against DDoS and EDoS attacks.  

 

 

 

 

 

 

 

1.3. Scope of the Study 
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Figure (1-1): The Thesis Scope 1 

There are several security aspects of cloud computing that are known in the traditional network 

security field. Figure (1-1) shows these aspects and the intersection between traditional 

networks and the cloud. There are three main areas represented by circles: cloud computing 

security aspects, network security threats, and the security threats that are of concern to the 

cloud customers. Actually, there are no specific risks threaten the cloud customers, which are 

not related to network threats or cloud secueity risks. Among these areas, there are six groups 

of security threats. The first group contains the main cloud security aspects that do not threaten 

the traditional network. The second part includes the security aspects of the cloud that affect 

its customers. The third intersection is the threats that related to network security consideration, 

and these also affect the cloud customers by exploiting the weaknesses in their networks. The 

fourth group contains network security threats that are not necessarily affect in the cloud 

environment. The fifth group represents shared threats between traditional networks and the 

cloud that do not affect customers directly. Lastly, the sixth group comprises shared threats to 

traditional networks and the cloud technology that is of concern to cloud customers. It includes 

loss of availability and accessibility (service outage), either due to electricity outage or Internet 

disconnection. The latter can be caused by traditional DDoS attacks that can also generate 

EDoS attack which is a specific security issue for the cloud. The physical security is the threat 

that affects all network types’ providers and customers.  
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The focus of this thesis is on the sixth group. Specifically DDoS attacks against cloud 

customers that cause EDoS risk, which harms the customer in the short term and the provider 

in the long term. 

1.4. Research Methodology 

The methodology that has been used in conducting this research is an experimental 

methodology that is built on content analysis of the previous literature. This research has been 

conducted by reviewing and analysing state-of-the-art cloud computing, cloud security, 

network security, DDoS attacks, EDoS attacks, and evaluating the existing countermeasures to 

these attacks. 

The review revealed that there is a need to propose an effective solution that can counteract 

DDoS and EDoS attacks in the cloud computing environment. Therefore, the proposed 

framework has been designed, and this is set out in chapter Four. To evaluate its performance, 

three types of evaluations have been conducted: simulation, conceptual, and real test bed 

experimental. 

The conceptual evaluation has been conducted to assess the framework’s capability to perform 

the suggested functions by studying its performance theoretically. The result of such evaluation 

is to propose another version of the proposed framework, which is explained in chapter Five.  

The simulation evaluation has been conducted using OPNET, which is a discrete event 

simulation tool, to evaluate the threat of DDoS attacks against the cloud and how the configured 

firewall can mitigate their impact and protect the cloud systems. The evaluation has proven the 

capability of the firewall to manage the protection process. However, the lack of support for 

security applications in OPNET simulation tool forbids the proposed framework from being 

fully implemented. Therefore, a real experiment using a test bed has been conducted to 

implement and evaluate the proposed system in a realistic environment. 

The results analysis of the proposed solution proved its correctness and effectiveness in 

protecting the targeted system, besides reducing the response time. Lastly, the scope of the 

proposed framework is suggested to be expanded as part of future research to include more 

complex scenarios in addition to other research directions concerning cloud security in general, 

and DDoS and EDoS attacks in particular. These suggestions are presented at the end of this 

research thesis. 
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1.5. Main Contributions 

The proposed framework has the following novel aspects: 

1. To the best of the author’s knowledge, the proposed framework is the first solution that 

works against EDoS attacks by protecting customers' network from DDoS attacks, and thus 

protecting their bills from escalating due to fake requests generated by DDoS attacks. It protects 

the cloud environment at the client edge. 

2. Another contribution is proposing a new protection system which is managed by a firewall 

with four lists. The design of the firewall lists and its control process are different from the 

previous design and management. 

3. Providing access to the system for legitimate users, even when the system is under attack. It 

reacts against adversaries and provides services to legitimate users at the same time. 

4. Reducing the response time for legitimate users compared to other malicious and suspicious 

users, besides providing ongoing monitoring for incoming packets to the network. Latency 

reduction will result from testing only the first packet of the legitimate user through an indirect 

route to the verifier node, and by limiting number of incoming packets to the protected server 

by permanently forbidding malicious users from accessing the network, and increasing latency 

for suspicious users by indirectly sending their packets to the client puzzle server to perform 

additional authentication of their legitimacy.   

5. Using multi-layered defence system that combines several proposed methods such as 

distinguishing humans from bots, testing packets’ payloads, hiding the protected server’s 

location, and randomization. 

6. Puzzle usage against suspicious users only in order to limit-rate their traffic and to enhance 

reducing latency for legitimate users. 

7. Using the reverse proxy as a component in a security system to hide the protected servers' 

location. 

1.6. Thesis Structure 

The thesis has the following structure: 
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The first chapter is dedicated to clarifying the research gap; its main aim and objectives; the 

scope of the study; the research methodology, and the main contributions. A list of publications 

that are part of the thesis is also presented in this chapter. 

The second chapter presents the literature review, including an overview of cloud computing 

technology, current security threats to networks in general, and a general overview 

demonstrating basic security risks within the cloud computing environment. This chapter also 

discusses specific threats that may affect availability of the cloud, particularly Denial of Service 

(DoS) and distributed version of DoS, known as DDoS. Lastly, it explains the concept of 

Economic Denial of Sustainability (EDoS) attacks. 

Chapter Three presents an overview of current defence mechanisms designed to mitigate DDoS 

security threats. Additionally, the chapter evaluates these countermeasures and classifies them 

into relevant and irrelevant countermeasures to the proposed framework. Furthermore, a 

comparison is conducted between the relevant solutions based on specific criteria that are 

expected to be part of any suggested Anti-EDoS solution. 

Chapter Four introduces the proposed framework which is called DDoS-Mitigation System 

(DDoS-MS). It explains its design, components, mechanism, assumptions and scope. A 

conceptual evaluation has been conducted to review its process and to discover limitations of 

the proposed framework. 

The fifth chapter presents the second version of the proposed framework which is called 

Enhanced DDoS-Mitigation System (Enhanced DDoS-MS). This version is the improved 

version of the DDoS-MS framework that is proposed to fix its limitations and to render the 

framework more robust against malicious attacks. The architecture, components, mechanism, 

assumptions and scope of the Enhanced DDoS-MS are presented in this chapter. 

The evaluation of the proposed framework has been performed, and its results are presented 

and analysed in the sixth chapter. The chapter introduces different types of evaluations to assess 

the importance of the problem itself and to evaluate the effectiveness and correctness of the 

proposed framework. 

Finally, chapter Seven concludes the thesis with a discussion on future challenges and the 

research direction presented from three perspectives; namely, general security challenges 

within the cloud, future concerns regarding DDoS attacks, and future challenges regarding the 

Enhanced DDoS-Mitigation System.  
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In the rest of the thesis, the term ‘customer’ will be used to mean the enterprise which is a 

customer of the cloud and has its own users; the term ‘users’ refers to those who have 

subscribed to the customer to receive its services. The term ‘cloud computing environment’ in 

the thesis consists of a cloud provider and its customers that are connected through the Internet 

as a base communication channel. 

1.7. List of Publications 

The following list represents this research study-related publications: 

1. Alosaimi, W., Zak, M., and Al-Begain, K. (2016) ‘Mitigation of the Distributed Denial of 

Service Attacks in the Cloud’, Journal of Information Security and Applications (JISA). 

Elsevier. 29 (1). (Submitted) 

2. Al-Begain, K. Alosaimi, W., and Zak, M. (2016). Economic Denial of Sustainability Attacks 

Mitigation in the Cloud. IEEE Transactions on Cloud Computing. 4 (2). (Submitted) 

3. Alosaimi, W., Alshamrani, M., and Al-Begain, K. (2016). ‘Simulation-Based Study of 

Distributed Denial of Service Attacks Counteract in the Cloud Services’. WSEAS Transactions 

on Computer Research. 4 (1). pp. 19-30. 

4.  Alosaimi, W., Zak, M., and Al-Begain, K. (2015) ‘Denial of Service Attacks Mitigation in 

the Cloud’, In the proceedings of the 9th International Conference on Next Generation Mobile 

Applications, Services, and Technologies (NGMAST), 9th-11th September 2015. IEEE. 

Cambridge, United Kingdom. pp. 47-53.  

5. Alosaimi, W., Alshamrani, M., and Al-Begain, K., (2015). ‘Simulation-Based Study of 

Distributed Denial of Service Attacks Prevention in the Cloud’, In the proceedings of the 9th 

International Conference on Next Generation Mobile Applications, Services, and Technologies 

(NGMAST), 9th-11th September 2015. IEEE. Cambridge, United Kingdom. pp. 60–65.  

6. Al-Begain, K., Alosaimi, W., Zak, M., and Turyagyenda, C. (2015) ‘Security in the Cloud’, 

In Bagshi, S. (ed) Emerging Research in Cloud Distributed Computing Systems. IGI Global. 
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Chapter 2- Research Background 
 

The evolution of computer networks presents a great chance to an evolution of the adversaries’ 

capabilities as well. Therefore, there is a need for the security researcher to understand network 

principles and network security threats in order to narrow the research focus into a specific area 

that can be studied well in order to propose a new method to detect, tackle and mitigate the 

chosen attack impacts. 

In this thesis, Denial of Service (DoS) and Distributed DoS (DDoS) attacks are considered to 

be the persistent risk to all kinds of networks including the cloud computing related networks. 

http://www.cms.livjm.ac.uk/pgnet2013/Proceedings/papers/1569763513.pdf.


Chapter 2: Research Background 

 
13 

Therefore, the mechanisms of these attacks have been studied in this chapter. Moreover, the 

new specific cloud attack, which is, Economic Denial of Sustainability (EDoS) emerges as a 

result of launching DDoS attacks against cloud customers' network. Thus, understanding cloud 

computing concept, types, models, related technologies, and threats is a must in order to build 

a strong background about the nature of the protected system. This chapter provides the reader 

with essential knowledge about the base of the proposed framework in terms of the problem 

that it tries to solve and the selected attacks' nature. 

2.1. Network Security Threats 
Computer networks facilitate the global communication between individuals, companies, and 

countries. However, their security poses huge concerns to the users. This section is dedicated 

to security risks that can threaten the network and its users.  

2.1.1. An Overview of Network Security 

Protecting networks from malicious attacks is a must in order to ensure their availability and 

to provide services for their users. Network security can be achieved by applying a strong 

authentication process of users, allocating resources to users based on their roles, and managing 

access control policies. Failure in designing such procedures can leave the network exposed to 

several threats. Moreover, network security aims to protect information from being corrupted 

or manipulated and prevent the network from being damaged.  

Attackers can exploit the weakness in designing security system through several methods. They 

can generate attacks against servers or any other network component by a direct attack 

exploiting open ports or by exploiting the users’ legitimacy in accessing the network. 

Therefore, network administrators must be ready for counteracting adversaries by ensuring that 

their security systems are built well, performing self tests, monitoring the network permanently, 

and mitigating impacts of any successful attack. Administrators and security teams must have 

sufficient knowledge and appropriate security tools in order to perform  their required tasks 

(Comer, 2000; Furnell et al., 2006). 

2.1.2. Security Goals 

Network resources and data need to be protected from malicious attackers in order to provide 

services for users effectively. Therefore, security procedures aim to provide the protected 

system with the following features: 
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1. Availability: It means that resources are accessible to authorised users at proper times. It 

ensures that services and data are available even if the network is under a denial of service 

attack (Stamp, 2006; Zissis & Lekkas, 2012). 

2. Confidentiality: It means that only authorised users can access network resources. It ensures 

that confidential data are kept secret from users who do not have privileges to access them 

(Stamp, 2006; Zissis & Lekkas, 2012). 

3. Integrity: It means that data can be altered only by authorised users or only in an authorised 

manner. Alteration includes creation, deletion, and modification. It ensures that transmitted 

data is uncorrupted (Stamp, 2006; Zissis & Lekkas, 2012). 

4. Authentication: It is the process of verifying a user or a device from a security perspective. 

It enables a machine to ensure that the address of its other connection party, either a user or a 

machine, is not spoofed (Goyal et al., 2010; Zissis & Lekkas 2012). 

5. Nonrepudiation: It ensures that the sender and the receiver of a message cannot deny that 

they have exchanged this message. This feature is ensuring the integrity of the nodes that send 

and recieive the messages (Goyal et al., 2010). 

6. Anonymity: It means all data that can be employed to determine the current user or the owner 

of the machine must be kept secret by default and not be disseminated by the system software 

or by the machine itself (Goyal et al., 2010). 

2.1.3. Network Vulnerabilities, Threats, and Attacks 

Wang et al. (2009) define the network vulnerability precisely as a technical weakness or 

absence of protection system in some resources or assets that can be exploited by adversaries 

to harm the network's security procedures. This weakness can be in the implementation, 

management, operation, or even the design. This leads to the possibility of an attack, then will 

be known as a threat. Network security tools work on patching network vulnerabilities (Wang 

et al., 2009; Newman, 2006; Goyal et al., 2010). 

Newman (2006) defines threat as any possible occurrence, either malicious or accidental, 

which can have a harmful effect on organisation's resources and assets. Security applications 

aim to provide techniques and methodologies that can mitigate threats. List of threats to the 

networking environment that can affect the organisation and users includes the theft of data, 
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blockage of access, data damage, fraud, and web or internet threats such as Worms, Trojan 

Horses, and Viruses (Newman, 2006). 

The attacks that threaten a network from a security perspective can be classified into the 

following two types: 

2.1.3.1. Passive Attacks 

Goyal et al. (2010) define the passive attack as the attack that does not affect the normal 

performance of the network. Thus, attackers do not alter information exchanged in the network 

while they snoop it. However, this snooping can violate data confidentiality, and it is difficult 

to be detected as the network performance did not affected (Goyal et al., 2010).  

 

Examples of this kind of attacks are the following: 

 

1. Eavesdropping (Sniffing): 

In this attack, the attacker who is an unintended receiver can intercept, read, and respond to a 

message sent to other receiver that is the intended receiver. Mobile wireless and satellite 

communications can be exposed to eavesdropping (Newman, 2006; Goyal et al., 2010). 

 

2. Traffic Monitoring: 

Traffic monitoring aims to identify the data sender and receiver and analyse the quantity of 

processed data between communication parties (Goyal et al., 2010). 

 

3. Port Scanning:  

In the network, there is a known mechanism for performing communication process between 

several machines within the network or between an internal device and another one in an 

external network. To make a connection between such devices, both UDP (User Datagram 

Protocol) and TCP (Transmission Control Protocol) protocols employ port numbers to 

determine application protocols. Data exchanged between the sender and receiver in a form of 

packets. Each packet header contains the source (sender) IP address and its port number as well 

as the destination (receiver) IP address and its port number. Port scanning is the process of 

connecting to UDP and TCP ports on the targeted machines to identify services that are in a 

listening state and other services that are currently running. Listening state identification is 

very important to gain information of the operating system type and the used applications 

(Newman, 2006; Modi et al., 2012). 
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2.1.3.2. Active Attacks 

Active attack is the attack which involves some alteration of data flow or creates false flow. 

Such attack costs adversaries some power in order to perform the attack. Active attack can be 

external attack, which is, performed by machines out of the network, that includes the targeted 

machines, or internal attack, which is, generated from penetrated (affected) machines within 

the network (Goyal et al., 2010). Examples of active attacks are the following: 

 

1. Black-hole Attack: 

In this kind of attacks, a malicious machine works as a black hole for all destinations. 

Therefore, all machines route their packets towards that malicious one. This attack starts from 

the malicious machine that sends faked routing data forcing good machines to route 

information packets through the adversary device that does not forward the received packets 

normally. Instead, it drops all received packets (Goyal et al., 2010). 

 

2. Disclosure Attack: 

Goyal et al. (2010) define this attack as discovering the location of a machine or any resource 

in the internal network and employing the traffic monitoring and analysis techniques in order 

to disclose network privacy requirements (Goyal et al., 2010). Attackers attempt to identify 

communication parties and analyse their traffic in order to understand network traffic patterns 

and track modifications in them (Wang et al., 2009).  

 

Newman (2006) called the process of disclosing some confidential information which is stored 

on a network machine or in transit between network machines to anyone other than the intended 

receiver as a leakage process. Such process can lead to more harmful impacts if the network 

belongs to an organisation with high sensitivity data such as the  military (Newman, 2006; 

Goyal et al., 2010). 

 

3. Reply Attack: 

Reply attack involves collecting data and routing packets and then replaying them in a later 

period. The process of capturing data units and retransmitting them can allow unauthorised 

access. Hence, this can assist to spoof a different resource identity and gain access to 

information that is requested by replayed packets thereby allowing unauthorised access into a 

system (Newman, 2006; Goyal et al., 2010). 
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4. Impersonation: 

Impersonation attack involves using other machine's identity address. This address can be the 

physical address (Media Access Control (MAC) address) or the Internet Protocol (IP) address. 

The most important point here is not just the nature of fraud that this attack involves, but most 

sophisticated attacks that can be launched against the network based on this attack's success 

such as address spoofing and Man-In-The-Middle Attacks which will be clarified below (Goyal 

et al., 2010). 

 

5. Address Spoofing: 

The attacker, in this case, impersonates other machine's address and receives messages that are 

sent to that machine. It can be launched by an external machine that exists on a trusted network. 

The attacker changes all routing tables to redirect to the spoofed IP address in order to enable 

a bi-directional connection. As a result, the attacker can sniff all network packets that are sent 

to the spoofed IP address and responds to the requests as an authorised user (Newman, 2006; 

Goyal et al., 2010; Modi et al., 2012). 

There are three common types of IP spoofing: random spoofing, subnet spoofing, and fixed 

spoofing.  In  random  spoofing,  the  attacker  randomly generates  32-bit  numbers  for  use  

as  source  addresses  of  the attacking  packets.  In  subnet  spoofing,  addresses  are generated  

from  the  address  space  corresponding  to  the subnet  in  which  the  agent  machine  resides. 

For example, a machine which is part of the 167.168.22l.0/24  network  may spoof  any  address  

in  the  range  from  167.168.22l.0  to 167.168.22l.255.  Another  type  of  IP  spoofing  called  

fixed spoofing chooses  source  addresses  from  a  given  list.  In  this case,  the  attacker  

typically  wants  to  perform  a  reflector attack  or  impose  a  blame  for  attack  on  several  

specific machines (Zhang et al., 2007). 

6. Flooding (Denial of Service): 

In this kind of attacks, malicious machines send a huge amount of bogus packets to the targeted 

network in order to exhaust its processing resources and its bandwidth. The traffic (number of 

packets received by the network) can be considered as a factor that facilitates detecting 

adversary attempts to overwhelm the network bandwidth and servers (Newman, 2006; Goyal 

et al., 2010; Modi et al., 2012). 

7. Man-In-The-Middle-Attack (MITM): 
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Insecure network such as Internet uses a mechanism called store-and-forward. This feature can 

be exploited by the attacker who stands between two connected devices and intercepts their 

messages then transfers these messages to their supposed destinations. Sometimes, the attacker 

impersonates the receiver to reply to the sender's messages or even impersonates the sender to 

establish connection. Web spoofing is a type of the Man-In-The-Middle attacks. In this regard, 

the user trusts existence of a secured session with a specific web server. So, the user provides 

the attacker with his/her sensitive data such as credit/debit card data and/or passwords. This 

leads to corruption of the transmitted information, accessing an organisation's network, and 

theft of data (Newman, 2006; Goyal et al., 2010; Modi et al., 2012). 

 8. Session Hijacking: 

This attack is an alternative to establishing a session based on spoofing technique. Instead, the 

attacker tries to take over a present active session between two network machines. This can be 

done by the ability of the attacker to monitor the connection by controlling a LAN (Local Area 

Network) device such as the firewall. If the attacker succeeds, he can identify the sequence 

number that is used by communication parties. Then, the attacker can generate messages that 

appear to be coming from one of the communication parties and steal the session (Newman, 

2006). 

2.2. Identity and Access Management (IAM) 
IAM is the comprehensive term for aspects of verifying the users’ legitimacy such as 

Authentication, Authorisation, and Access Control (AAA). Jensen (2009) considers the 

capability to adapt user privileges and maintain control over access to resources as parts of 

IAM (Jensen et al., 2009). 

Access control prevents unauthenticated and unauthorised users from accessing the network 

and using its resources respectively (Johnson et al., 2010). In security systems, Access Control 

List (ACL) has an important role in determining rules of accepting or denying users from 

accessing the protected system. This list is usually implemented in network firewalls.  

Authentication guarantees that a user’s identity is verified before granting the requested 

services. The authorization gives the users a specific privilege based on their credentials in 

order to give their access to the network (Johnson et al., 2010). 
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  In the cloud model, the request is delivered as a service to customers, generally through a web 

browser. Therefore, "network-based controls are becoming less relevant" and are increased or 

replaced by user access controls, such as privilege management, provisioning, and 

authentication, in order to protect the data hosted by the cloud provider (Sabahi, 2011).  

    The effectiveness of these methods depends on the robustness of the authentication 

techniques used, and the base of providing privileges to users which must be granted precisely 

according to their positions (roles) taking into account that these privileges must be offered at 

the least degree.  IAM methods are based on the following assumptions: 

1. Each user has privileges designated according to his/her roles or attributes. 

2. Each user should be assigned with privileges no more than the entitled to his/her role. 

3. Each resource (object) is accessed only by authorised users, who have the required 

privileges. 

4. Each user must be authenticated before granting him/her access to the network/website using 

multifactor authentication techniques. 

5.  Each packet must be authenticated before permitting it access to the network using proper 

authentication techniques. 

6. Networks must be designed in a way which protects the server against adversaries and paves 

a good infrastructure for applying efficient IAM methods and policies. 

 

    Current IAM methods grant authenticated users access to particular resources based on roles 

of these users in the enterprise (Role-Based Access Control (RBAC) model) or on specific 

attributes determined for users in addition to their roles (Attributes-Based Access Control 

(ABAC) model) (Sirisha & Kumari, 2010). 

Hu et al. (2006) classified access control policies into three types; Role-Based Access Control 

(RBAC), Discretional Access Control (DAC), and Mandatory Access Control (MAC). These 

types will be described briefly below: 

• Role-Based Access Control (RBAC): The individual clients’ roles in an enterprise 

are the base of this approach and its related access control decisions. However, this 

method has its complexity that is increased proportionally with the granularity because 

some users have multiple roles in the enterprise.  
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• Discretional Access Control (DAC): This identity-based method delegates a specific 

amount of access control to the authorised client’s discretion. The weakness of 

verifying traffic of data packets in a network renders the network vulnerable to Trojan 

horse attacks that will motivate masquerading and alteration attacks. 

 Mandatory Access Control (MAC): This rule-based method delegates the policy 

definition which cannot be changed and the management of access control to the 

network administrator (Johnson et al., 2010; Hu et al., 2006).  

2.3. Cloud Computing 
Cloud technology is one of the latest developments in the computing field. It is characterised 

by its modern way of delivering its services to its customers. It has changed the way of 

managing businesses, especially for small and mid- sized companies. This section provides an 

overview of this technology in terms of its definition, features, infrastructure, services, 

transactions, and challenges. The section illustrates importance of the technology from 

customers' perspective; presents features which enable the cloud to provide its distinctive 

services to its customers; explains the role which virtualisation and the Service-Oriented 

Architecture (SOA) can play to support the cloud, and outlines security issues which may form 

barriers for some hesitant organisations, preventing them from migrating to the cloud, and that 

need to be addressed before the migration process. 

2.3.1. Cloud Computing Definition 

Cloud computing is a new computing technology which involves delivering services and 

applications to customers by adopting an on-demand basis through the Internet. These 

applications and services employ huge data centres, owned by cloud service providers (CSPs) 

around the world, and strong servers collected to create what is known as a "cloud" by hosting 

web servers and web applications (Anderson & Rainie, 2010). 

 

The cloud nowadays is deployed gradually, and this spread is expected to continue over coming 

years. The user can note its existence in online backup services such as Dropbox Website, 

private information services like Smart mobiles' applications, social network sites such as 

Facebook, online applications such as Microsoft online services, and web-based operating 

systems (Velte et al., 2009). 

According to Vouk (2008), cloud computing technology is the result of much research 

performed throughout decades on certain technological concepts; such as utility computing, 
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grid computing, virtualisation, the web, network technologies, and  distributed systems (Vouk, 

2008). 

Furht and Escalante (2010) state that the cloud is a set of data storage units, hardware 

components, software applications, virtual operating systems, and services presented by a 

Cloud Service Provider (CSP) as a pay-as-use service to take IT concerns away from the 

customer's enterprise, in order to give the enterprise the chance to expand its activities and 

improve its profitability, as the enterprise can concentrate on its business activities. The chief 

target of the cloud is to decrease the required costs dedicated to providing IT requirements 

(Furht & Escalante, 2010). 

According to Mell and Grance (2011), the cloud gives the user chance to gain "access to a 

shared pool of configurable computing resources (e.g., networks, servers, storage, applications 

and services) that can be rapidly provisioned and released with minimal management effort or 

service provider interaction" (Mell and Grance, 2011). 

 

Rittinghouse and Ransome (2010) mention that Professor John McCarthy predicted that 

computing applications and services will be provided according to the utility model like 

electricity payments. This was in 1961. In the mid-seventies, scientists believed that the thought 

was impossible, as IT technology at that time could not bear this type of development. The idea 

was refreshed at the start of the millennium, and the dream came to reality when IBM 

collaborated with Google in October 2007 in this field (Rittinghouse and Ransome, 2010). 

 

Cloud services are offered on diverse levels- infrastructure, software, and platform. Moreover, 

they can be provided to the customer either individually or together. These levels are known in 

the computing field as Infrastructure as a Service (IaaS), Software as a Service (SaaS), and 

Platform as a Service (PaaS) respectively. In addition, cloud services are classified into three 

chief deployment models in terms of the type of users that can access them; these models are 

private cloud, public cloud, and hybrid cloud (Steve, 2008). 

2.3.2. Cloud Features and Benefits 

The popularity of the cloud is due to the numerous benefits that can be achieved by adopting it. 

It has several features which provide it with the ability to serve its customers efficiently. These 

features are presented in the following list: 

• Scalability:  
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Scalability is an attractive factor in the cloud. It is represented by the ability to boost or reduce 

the required resources according to the real needs of the organisation. It is achieved by relying 

on characteristic of server virtualisation (Myerson, 2009). 

• Flexibility and Agility:  

Raths (2008) pays attention to one of the most important advantages of adopting the cloud which 

is flexibility. In this regard, users can add access points according to their needs. Furthermore, 

enterprise's employees can move freely from the main location of the company. They can work 

from their homes, or even from another city or country, as long as they have machines connected 

to the Internet through a web browser. They can easily access the cloud and use its services 

wherever and whenever they want to do so. Therefore, they can process their data regardless of 

their geographical position. This advantage will serve the employee as well as the organisation  

(Raths, 2008). 

• On-demand:  

In the cloud computing technology, resources and services can be provided instantaneously as 

soon as the user requests them, and these services can be released directly when no longer needed. 

Moreover, the user will pay only for the used services and resources (Anderson & Rainie, 2010; 

Bakshi & Yogesh, 2010). 

 

• Elasticity: 

Herbst et al. (2012) define the elasticity as "the degree to which a system is able to adapt to 

workload changes by provisioning and de-provisioning resources in an autonomic manner, such 

that at each point in time the available resources match the current demand as closely as possible".  

However, there are some factors that play an important role in achieving the highest grade of 

elasticity, such as the workload from the customer's requests, response time of the cloud servers, 

the resources capability of scaling up or down, and the type of cloud platform. In reality, the 

cloud is not completely elastic, but it is the best technology in this regard compared with any 

traditional computing system. Moreover, developers are working to improve this feature in order 

to further enhance cloud growth (Herbst et al., 2012; Brebner, 2011). 

 

• Collaboration supporting: 

The cloud facilitates sharing data between users and others, and between several systems. 

Therefore, it enables the collaboration and sharing of information between collections. It 
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strengthens computing applications and, as a result, improves the enterprise (Mirashe & 

Kalyankar, 2010; Bakshi & Yogesh, 2010 ). 

• Security: 

 Most computing system architecture nowadays has a single security layer. On the other hand, 

cloud technology has security mechanisms which can be more simply distributed to offer 

several security layers. The cloud strengthens data security as the provider will employ security 

experts who can use their knowledge, skills, and experience to protect the clients' information 

in a better manner than the clients themselves (Mirashe & Kalyankar, 2010).  

As a result of having these features, cloud customers can obtain some benefits directly when 

they adopt the cloud. The most important benefits are:  

• Decreasing the cost:  

The most important benefit for enterprises, especially small and mid-sized scale enterprises, 

which adopt the cloud is the observable decrease in the infrastructure and operational costs 

related to IT hardware and software. These costs include buying servers and other hardware 

pieces, the annual payment for buying and updating software licenses, paying salaries to a large 

number of employees in the IT department who are required to manage the processes, and the 

large amount of money which should be spent for regular maintenance purposes. In this 

technology, customers will obtain their IT needs from the provider with cost-effective solutions 

as they will pay less for purchasing hardware equipment and software applications and licenses, 

compared with the amount that they would pay if they did not adopt the cloud (Vouk, 2008; Furht 

& Escalante, 2010 ; Bakshi and Yogesh, 2010). 

• Boosting storage capacity: 

The virtual storage which is provided by the cloud provider is larger than the customer 

enterprise's physical storage in all cases. Therefore, it is worth relying on the provider's storage 

units as they can store a larger amount of data and provide availability, redundancy, and security 

for this information. Moreover, the cloud gives its customer the opportunity to keep its physical 

space empty for other purposes instead of dedicating it to huge servers and other hardware 

components (Rittinghouse and Ransome, 2010). 

• Decreasing IT overheads and concerns: 

 With the cloud, it is the responsibility of the cloud provider to update the software applications 

and programs periodically. The enterprise will obtain the latest updates via automatic upgrades 
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feature which the provider can enable. Indeed, the cloud is not just a technology. It is a new 

method for managing businesses. It offers enterprises a great opportunity to focus on their chief 

activities regardless of IT concerns and issues. This will improve the general performance of 

the enterprise all round (Anderson & Rainie, 2010). Actually, the US National Institute of 

standards and technology (NIST) summarises the essential characteristics of the cloud services 

in the following five features:  

1. on-demand self-service 

2. broad network access 

3. resource pooling 

4. rapid elasticity 

5. measured service (Anitha & Malliga, 2013). 

2.3.3. Cloud Computing Infrastructure 

The cloud computing infrastructure often exists on the cloud provider site. Therefore, the user 

can access it via the Internet. This infrastructure consists of application servers, web servers, 

databases (storage units), operating systems, middleware, data centres, and networking 

equipment. It depends on the virtualization technology in offering its services. Virtualization 

is a way of operating several virtual operating systems on one physical machine. This 

technology is a good method for decreasing costs related to hardware purchasing and 

maintenance. Therefore, the cloud provides virtual servers to its customers through the web 

browser (Rittinghouse and Ransome, 2010). 

2.3.3.1. Data Centres 

The data centre is the foundation layer of cloud computing technology. It contains servers, 

network configurations, storage units, and other hardware components. It performs some 

diverse tasks which are considered to be difficult unless they are managed wisely and 

intelligently. The main tasks of the data centre are: 

1- It hosts software applications and services, which are delivered to the clients, in a secure, 

reliable, and available manner. 

2- It maintains the server hardware. 

3- It performs the daily backup of customer's data. 



Chapter 2: Research Background 

 
25 

4- It has a security policy and implementation which will be required for every layer in the 

cloud technology. 

5- It must have its own service management to accomplish the objectives that the end-user 

expects from the cloud. 

Actually, to offer services to the end-user as an abstract service from the underlying 

infrastructure, virtualization is needed. Therefore, virtual machines used in this process should 

be linked to the physical server interfaces with a virtual link. Physical servers must have huge 

processors to enable them to process the huge amount of data (Bakshi, 2009). 

 

2.3.3.2. Cloud Deployment Models 

There are three main types (structures) of the cloud. These are: 

 

 1. Private Cloud  

In this structure, the infrastructure is owned and managed by the enterprise. It is a good choice 

for enterprises which have responsibilities and think that it is more secure to maintain the data 

on a private infrastructure. In simple words, services in this type are provided to the enterprise's 

internal data centre, or in a private virtual date centre in the provider premises. It is banned for 

external users to access these data centres in order to attain the services offered (Jin et al., 

2010).  

To gain success in this type structure, the enterprise's IT department should manage the data 

centre in terms of setting up and testing. Adopting this structure is more expensive than 

adopting a public cloud as the customer will pay for buying hardware equipment, hosting 

services, backup services, and security settings (Anderson & Rainie, 2010).  

 2. Public Cloud  

In this structure, the infrastructure, and its services are accessible to public customers. The 

infrastructure is provided and administered by a cloud service provider (Mell & Grance, 2011). 

For customers, employing the public cloud enables them to access their stored information on 

the provider's resources. They can pay for these services according to the pay-as-you-go model. 

The customer can gain great benefits by adopting this structure which reduces the costs 



Chapter 2: Research Background 

 
26 

dedicated to buying hardware equipment and software applications, staff training costs, and 

security configurations (Dell, 2012). 

3. Hybrid Cloud  

According to Myerson (2009), the infrastructure of this type is a composition of private and 

public clouds. This combination can provide a quicker way of developing applications and 

services with smaller testing sequences (Myerson, 2009). 

Therefore, the customer has the ability to store the most important information on the enterprise 

servers, and the least important ones on the public cloud provider servers. For instance, 

application servers can be placed on the public server at the same time as the database can be 

stored in the private cloud (Dell, 2012). 

 

 

Figure (2-1): Cloud Deployment Models 1(Rabu, 2011) 

2.3.3.3. Cloud Computing Service Models 

There are three main famous models for providing services in cloud technology: 

 

• Infrastructure as a Service (IaaS) 

In this service model, the provider will offer the customer's required computing resources, such 

as networking components, servers, storage units, data centres, operating systems, and software 

applications. These services and applications are controlled and maintained by the provider as 

they are on the provider's infrastructure. The customer can access these services through the 

http://2.bp.blogspot.com/-fTcX1BCKkco/TlI8U3Tl3qI/AAAAAAAAAE4/eTKLVdCW1vE/s1600/13.png
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Internet and can partially control some networking components like the host firewall (Jin et al., 

2010; Mell & Grance, 2011; Litoiu et al., 2010). Amazon Elastic Cloud Computing (EC2) and 

Google are the most famous examples of the IaaS model providers (Foster et al., 2008; Bates, 

2010; Zhang et al., 2007). 

 

According to Rittinghouse and Ransome (2010), IaaS has the following features:  

1. service-oriented utility computing 

2. automation of administrative tasks 

3. unlimited resources 

4. on-demand self-service 

5. pay-per-use pricing 

6. desktop virtualization 

7. policy-based services. 

 

• Platform as a Service (PaaS) 

The provider, in this service model, will provide the customers, which are mostly developers 

or testers, with tools and proper environment which will enable them to establish, test, and 

install software applications in order to develop and improve them. The consumers either install 

the environment on their infrastructure or access the available tools in the provider's 

infrastructure through the web browser (Foster et al., 2008; Litoiu et al., 2010). 

 

The basic cloud infrastructure is managed by the provider. However, the customer can manage 

the deployed applications and probably the settings of the application's hosting environment 

(Foster et al., 2008; Mell & Grance, 2011). 

 

Google App Engine is the most famous example of the PaaS model providers (Bates, 2010).  

Rittinghouse and Ransome (2010) state that the PaaS model facilitates collaboration with 

experts around the world; decreases the total cost which is usually spent on buying hardware 

components and programming requirements; gives the developer the ability to work on the 

operating system's characteristics and upgrading, or even make changes in order to improve it 

(Rittinghouse and Ransome, 2010). 

• Software as a Service (SaaS) 
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In this type, the provider will provide the customer with applications operating on the provider's 

infrastructure. Therefore, the customers can access these applications using their own machines 

over a web browser. An example of these software applications is web-based email. The 

customer cannot control the provider's infrastructure in this model- it is the provider's 

responsibility to do so (Mell & Grance, 2011; Foster et al., 2008; Litoiu et al., 2010). Bates 

(2010) states that the most famous example of the SaaS providers is Salesforce.com. 

 

SaaS model is beneficial for customers as they do not need to purchase software licenses, worry 

about installing software applications, or worry about the maintenance process. Furthermore, 

the customer will get regular updates and patch administration, and automatic supervision 

tasks. It also facilitates collaboration between users who have a similar software version 

(Rittinghouse and Ransome, 2010). 

 

Figure (2-2): Cloud Service Levels1(Buecker et al., 2009) 

2.3.3.4. Intelligent Services 

The connection between the clouds, inside the cloud, or between the cloud data centres and the 

end-client, relies on intelligent networks. Therefore, these intelligent networks play an 

important role in achieving the cloud targets (Cisco, 2011). 

According to Cisco (2011), there are three necessary factors required to support cloud services: 

1. Cloud customer connection: 
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This factor enables services delivery from the provider to the end consumer. The delivery 

should be performed taking into account the service quality by enhancing the connection 

security and establishing business-based policies which can control security awareness (Cisco, 

2011). 

2. Cloud-to-cloud connection: 

This connection deals with the rising requirement to join the clouds together. Moreover, it 

optimises the information sourcing "from the decentralized delivery centers within the cloud".  

This necessitates expanding the data centres' fabric across the clouds and executing 

technologies which enhance the network’s integration with the cloud deliverance (Cisco, 2011). 

 

3. Network management and automation: 

This is a very important element for cloud services due to the high demand for the agility 

feature of the cloud (Cisco, 2011).  

2.3.3.5. Cloud Underlying Technologies 

There are mechanisms which enable the cloud services to be delivered to the final customer 

with the highest degree of quality, availability, security, and agility. The virtualization concept 

and the Service-Oriented Architecture (SOA) are the most important mechanisms used in this 

regard (Vouk, 2008). 

2.3.3.5.1. Virtualization 

Bakshi and Yogesh (2010) define the virtualization as the “abstraction of logical resources 

away from their underlying physical resources in order to improve agility and flexibility, 

reduce costs and thus enhance business value”.  

Virtualisation technology depends on a hypervisor to ensure effective logical assigning and 

separating physical resources. The hypervisor gives the guest operating system the ability to 

be run on the virtual machine as if it was the sole guest controlling the hardware regardless the 

other guests who share it. Actually, all the sharing guest operating systems are completely 

separated, so each one of them do not affect the others by its own configuration or instability 

issues. The virtualisation features of manageability, isolation, and sharing render it the 

dependable technology in providing a dynamic cloud infrastructure. Moreover, virtualization 
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contributes to decrease the cost as the physical servers can be consolidated into a smaller 

number of more completely used physical servers (Bakshi and Yogesh, 2010).  

Virtualization offers the segregation and abstraction of the underlying infrastructure hardware 

in order to achieve the cloud services in higher levels without forcing the client to understand 

or deal with the physical infrastructure. Historically, this concept started during the era of the 

sixties in the last century and was used in IBM's mainframe architecture. After that, 

virtualisation became a commonplace concept in the computing field as it is used in networks, 

storage, memory, processors, and software. As a result of its economic advantages, 

virtualization plays a very important role in the IT field by providing complex and highly 

developed services at a reasonable cost (Rittinghouse and Ransome, 2010). 

In the cloud technology, it is assumed that the clients' demand for services and resources is 

variable. Therefore, cloud servers cannot be run according to their full capabilities. As a result, 

there is a need to apply virtualization for cloud servers, so, every physical server can be run as 

multiple virtual servers. This technique restricts the need for additional physical servers, boosts 

the existing storage and server utilisation, and decreases the energy consumption (Rittinghouse 

and Ransome, 2010).  

2.3.3.5.2. The Service-Oriented Architecture (SOA) 

  The Service-Oriented Architecture (SOA) is a model which supports the cloud technology by 

enabling the integration between the enterprise's resources and cloud platforms and workloads. 

Actually, it came to exist as a concept in the field many years ago. For instance, the Remote 

Procedure Call (RPC), the Distributed Component Object Model (DCOM), the Object Request 

Brokers (ORBs), and Grid computing solutions and architecture are obvious technologies and 

mechanisms based on the SOA model. It is the transitional step to the cloud. The SOA 

implementation enables the end-user to request a service and receive it at the required 

functional, capacity and quality level, and at the time requested, or at a later period (Vouk, 

2008). 

According to Rittinghouse and Ransome (2010), the SOA model has a framework, principles, 

and policies which explain “how the network service can be leveraged by organisation 

applications to achieve desired business outcomes”. These results allow the business 

capabilities to be consumed and offered as a collection of services. Therefore, the SOA can be 

considered an architectural technique which supports the construction of “coupled business 

services” )Rittinghouse and Ransome, 2010(. 
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Rittinghouse and Ransome (2010) define the service as it is an element of work performed by 

a service provider to gain the required end outcomes for a service user. They consider that SOA 

services are business-based services. An SOA solution includes a connected collection of 

business services which recognise the business process. The SOA model can be considered, at 

a top level,  as allowing developed administration control, enabling business process 

integration with a full observation of business processes, including visibility, revealing grainy 

business actions as services, establishing a new facility to create complex solutions, enabling 

the re-use of presented application resources, and standards for business processes 

(Rittinghouse and Ransome, 2010). 

 

Enterprise services, processes, and data must be managed with a clear strategy when they are 

hosted externally. In this regard, the SOA model offers the framework for employing the cloud 

computing infrastructure when it is used as part of the company's architecture. Actually, the 

SOA model creates essential interfaces from enterprise's IT resources to the external cloud. 

Therefore, cloud computing can be considered to be an expansion of the SOA. It is common 

that the enterprise can run its processes and services internally or externally depending on the 

enterprise's requirements (Rittinghouse and Ransome, 2010). 

  

According to Vouk (2008), the SOA model can enhance the cloud services in terms of service 

design and architecture. Therefore, the cloud can be extended and accessed as required. One 

more important feature of the cloud supported by the SOA model is IT resources sharing. This 

sharing is represented by connecting a huge pool of resources together to offer the services. As 

a result, users can access the virtual machines and computing devices via the cloud. Thus, this 

forms the base for the next development of companies' data centres which will offer additional 

scalability and quick access to the customers. SOA has some distinctive features which enable 

it to perform its role in supporting cloud technology. These are substitutability, composability, 

reusability, security, expandability and scalability, customizability, reliability and availability. 

Vouk (2008) defines most of these features as follows: 

 

• Substitutability: 

This means that different implementations are simple to add; very specific precise interfaces 

are presented; runtime element substitution methods exist, and there is the capability to validate 

and authorise substitutions. 
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• Composability:  

This is a simple structure of more composite practical solutions employing fundamental 

mechanisms and ways of thinking about such compositions. 

 

• Reusability :  

This means that the components can be used again in another workflow. 

 

 

• Customisability :  

This is the capability of converting general features to the requirements of a specific scientific 

field and issue.  

 

• Extensibility and scalability: 

This is the capability to expand the system elements' pool readily, boost the individual 

elements' capability, and contain a scalable and expandable architecture which can 

automatically detect new resources (Vouk, 2008). 

2.4. The Cloud Challenges 
Despite the observable advantages that can be leveraged by adopting the cloud, there are some 

drawbacks which may form barriers to some enterprises using this technology. Actually, most 

of fears can be recognised in order to present methods which can mitigate effects of these 

negative factors.  

According to Mirashi and Kalyankar (2010), the cloud's efficiency requires a permanent high-

speed Internet connection. Therefore, this may form a limitation because any outage in the 

connection will affect the cloud. Moreover, the slow response to requests which may occur 

within the cloud, and the likelihood of losing the stored information or breaching their security, 

are considered as possible factors which may prevent enterprises from migrating to the cloud. 

 

McBorrough (2010) states that security is the crucial factor from the customers’ perspective 

when choosing whether to adopt the cloud or not. He is convinced that the customer should 

discuss the availability, security, support, and capacity with the provider carefully and include 

them in the contract. Unauthorised access to the information stored in the cloud providers’ 

premises might be a chief concern for the customers. Therefore, the providers must apply a 
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policy which can control this process. The policy should focus on compliance, authentication, 

credentials management, and controlling access procedures. In addition, encryption is vital to 

protect the customer's data. Usually, the customer focuses on cost decreasing advantage and 

forgets some other important factors (McBorrough, 2010). 

                                                                                    

There are several security aspects which may pose a threat to the cloud. The list of these threats 

includes possibility of breaching privacy, likelihood of phishing, possibility of information 

loss, and data being out of direct control. In addition, there are some important aspects in this 

regard which are required to be tackled prior to the migration to the cloud. Data location, a 

disaster recovery plan, information segregation, regulatory compliance, long-term viability, 

and investigation support are examples of these aspects (Kuyoro et al., 2011). 

 

Customers must understand their providers’ regulations and start assigning the least important 

applications initially as a test to ensure the validity of the services provided. Moreover, 

customers should choose the most famous providers in the field to ensure their commitment to 

the regulatory compliance. Some providers forbid their clients from knowing the exact location 

of their stored data. Therefore, it is better for the client to review the contract and discuss this 

point with the provider (Kuyoro et al., 2011). 

 

 “Long-term viability” is related to the future business circumstances of the provider. For 

instance, the existence of an offer to the provider company from another firm to buy it. In this 

case, the contract must explain exactly the fate of services and contractual terms which the 

provider should adhere to, regardless of its new situation. Furthermore, the provider must have 

a clear plan for disaster recovery and a business continuity plan in order to protect the clients’ 

information (Kuyoro et al., 2011). 

 

The provider stores and encrypts the information of several users in the same location. 

However, there is a mechanism known as “data segregation” which assists the provider with 

separating the information of each client and deters any interference with the other clients’ 

information. Any failure in this mechanism will cause crucial issues for the clients. Moreover, 

the customer should ensure that the provider can offer proper tools and legal methods to 

investigate any suspected activity the provider may carry out. This is known as “investigation 

support” (Kuyoro et al., 2011). 
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In the following section, security aspects which may threaten the organisation's data will be 

concentrated on. 

2.5. Cloud Security Threats 
Cloud computing has been evolving through the last decade and has improved to be suitable 

for sustainable implementation in the technology and business world. It offers distinct services 

to its users; however, security concerns form the major reason for many organisations taking 

the decision not to migrate to cloud technology. Therefore, security becomes increasingly of 

paramount importance as the impact of any security breach goes far beyond what was known 

so far. Many studies have dedicated more attention to cloud security in order to counteract 

threats and mitigate their impacts. Various aspects which may pose security threats to the cloud 

user or even the cloud provider will be discussed in this section. To facilitate presenting these 

threats, they are classified into four groups, namely: policy and organisational risks, technical 

risks, physical security issues, and legal risks (ENISA, 2009). Each group will be explained in 

the following subsections. 

2.5.1. Policy and Organizational Risks 

This category of threats involves concerns that may affect the customers’ data security as a 

result of changes to the providers’ business situation and/or the lack of their commitment to 

the agreed contract and Service Level Agreement (SLA) with  customers. SLA is a document 

that identifies the relationship between the provider and the customer.  This is obviously a very 

vital piece of documentation for both parties. If employed accurately it must:  

• Recognise and identify the customer’s requirements  

• Facilitate solving the complicated problems  

• Decrease areas of conflict  

• Support dialog in the event of  conflict  

• Reduce unrealistic expectations (Service Level Agreement Zone, 2007). 

 This category of threats is detailed in the subsequent sub-sections.  

2.5.1.1. Loss of Control 

In traditional computing technologies, the enterprise preserves its data in its data centre. The 

enterprise manages this data using its preferred methods, and it has full control over the 

information. However, in the cloud environment, the third party cloud provider will manage 

the customer's data in terms of processing, inserting, deleting, backing up, and retrieving. 
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Therefore, customers may feel that their data is out of their control. The questions that may be 

asked at this stage are: how can the customer trust the provider's management of the data? And 

what evidence can the provider offer the customer about protecting their data against 

compromise, leakage, unauthorised access, damage, or loss? (Roberts & Al-Hamdani, 2011). 

Relying on the most prominent providers in the market, such as Google, Amazon, and IBM, is 

essential to answer the above questions. These providers have a reputation that has been built 

over several years. Therefore, this reputation is of more value to them than any valuable 

customer data; thus, cloud providers are keen to protect the customers' data from consequences 

of any breach or damage. Additionally, cloud providers have teams of dedicated security 

professionals who can offer better security mechanisms than what most individual customers 

can do to protect their assets. However, it is difficult to negotiate these aspects with large 

companies that provide cloud services as compared to small ones.  Therefore, it is necessary to 

strike a balance between the ability of negotiation with the cloud provider and the provider's 

capability to control customers’ data securely and effectively.  

2.5.1.2. Compliance Risk 

The trust between the cloud providers and their customers cannot be built upon verbal 

commitment. The infancy of cloud technology as a new technology for business management 

and its fast dissemination among the industrial field may have caused a lack of standardisation, 

which provides a reference for both the provider and the customer to identify security issues 

and mitigate them. Therefore, roles and responsibilities of every party regarding data security 

must be determined exactly. Moreover, there must be an essence of providing evidence from 

the provider to the customer that it has certificates, accreditations, and external evaluation in 

place to ensure data security is under their control (Sangroya et al., 2010).  

Customers must understand their providers’ regulations and start assigning the least important 

applications initially as a test to ensure the validity of the services provided. Moreover, 

customers should choose the most famous providers in the field to ensure their commitment to 

the regulatory compliance (Kuyoro et al., 2011). Moreover,  customers need to ensure that 

providers have security certificates and accreditations that indicate their capability to protect 

customers' data. These certificates can be cloud security certificates such as Cloud Security 

Alliance - Security, Trust, and Assurance Registry (CSA STAR) or, at least, general security 

certificates such as International Organization for Standardization/International 

Electrotechnical Commission ISO/IEC 27001 certificate for Information Security Management 
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Systems (ISMS). These are similar accreditations to those that providers of banking services 

must comply with, such as the Payment Card Industry Data Security Standard (PCI DSS).   

 2.5.1.3. Portability Issue 

The lack of experience in the field may be reflected in a weak contract, which does not avoid 

the portability (lock-in) problem. This is a problem of dependency on a specific cloud provider 

and forbidding the moving from this provider to another provider or even returning to an in-

house IT system (ENISA, 2009). One way for cloud customers to prevent themselves from 

being victims of this issue is by distributing their requested cloud services among more than 

one cloud provider. However, there are some technical challenges in this regard even if the 

provider does not mind about the customer's migration to another environment. These 

challenges involve the lack of migration standardisation, possibility of different structures 

between providers or with an in-house system, and varied Application Programming Interfaces 

(API's) among several IT platforms. 

2.5.1.4. End of Service  

In the business world, there are many changes that can occur in an enterprise situation. For 

example, the enterprise may add new activities, replace some current activities with others, 

merge with another company, or it may even stop its services and close its shops and offices 

for any reason. In this case, if the enterprise is a cloud provider, then there is a justified question 

about the fate of its customers' data and applications which are under its control. This is a real 

concern for customers as they need to ensure their data's availability and security. Therefore, 

this needs to be tackled legally to eliminate the fear of such scenarios (Kuyoro et al., 2011). 

2.5.2. Technical Risks 

This group of threats contains technical issues that the cloud computing platform is exposed 

to. The cloud is a technical evolution that changes the enterprises management approaches to 

the cloud age. Technical threats to the cloud include: 

2.5.2.1. Virtualisation Vulnerabilities 

The virtualisation especially hypervisors perform many services for the cloud by abstracting 

hardware components to be offered to users through virtual machines. The hypervisor is a 

software program which is considered as a necessary building block for applying a virtualized 

infrastructure in a data centre. On the one hand, virtualization enables a single physical server 

to run as multiple virtual servers. On the other hand, it can expand the surface for attackers. 

Virtualisation is vulnerable to known network attacks such as Man In The Middle (MITM) and 
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data leakage; additionally, there are several new vulnerabilities that have resulted from 

adopting the hypervisor (Vaidya, 2009). 

Due to the simplicity of deployment of new virtual machines on existing servers, many 

organisations have deployed virtual machines without having authorisation policies about 

change management or carrying out a formal review process for virtual machine security. As a 

result of this action, virtual machines' deployment may run out of control. This threat is known 

as “VM Sprawl” (Sabahi, 2011; Vaidya, 2009). 

Virtualization sprawl can be defined as a phenomenon that happens when an administrator 

cannot control Virtual Machines (VMs) on the network effectively because their number is 

higher than normal. This phenomenon is also called virtual machine sprawl or virtual server 

sprawl. The reason of existence of the VM Sprawl is the ease of establishing new virtual 

servers, so the enterprises create new VMs that are over their actual needs 

(Virtualizationadmin, 2008; Rouse, 2004). 

Despite the ease of creation of VMs, there is nonetheless a need for similar; security, 

compliance, support, and licences that physical machines require. Thus, VM sprawl causes 

infrastructure overuse and increases the license costs without a real need for the high number 

of created VMs (Virtualizationadmin, 2008; Rouse, 2004). 

In order to mitigate the VM Sprawl problem, the following tips are recommended. 

• Apply a formal policy that enforces the requesters of new VMs to justify their requests 

and a formal approval for getting VMs. As a result, there will be a control on the number 

of deployed VMs.  

• To prevent VM sprawl, the administrator must analyse and identify the actual need for 

new VMs in terms of the infrastructure cost and VMs licenses by limiting the number 

of new VMs and monitoring the lifecycle of the VM, so that it can be removed if there 

is  no longer a need for it. 

•   Implement a post-virtualisation performance monitoring of VMs by using tools such 

as Virtual Machine Lifecycle Management (VMLM) tools that assist the 

administrators in managing the delivery, implementation, maintenance, and operation 

of the VMs during their life. This kind of tools has a user interfaces (UI) that offers a 

dashboard screen for the administrators to assist them in identifying the number of 

virtual machines and the physical machines that are hosting them. It also determines 

http://whatis.techtarget.com/definition/virtualization-sprawl-virtual-server-sprawl
http://whatis.techtarget.com/definition/virtual-machine-lifecycle-management-VMLM
http://searchsoa.techtarget.com/definition/user-interface
http://searchcio.techtarget.com/definition/dashboard
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the location of the VMs storage and the operating system (OS) and software licenses 

that related to each VM and the user that created it (Virtualizationadmin, 2008; 

Rouse, 2004). 

According to Vaidya (2009), there is another threat known as Hyperjacking. It is an attack that 

controls the hypervisor, which establishes the virtual environment through a virtualisation 

server. As the hypervisor runs under the Host Operating System, it has full control over the 

virtualization server and all the guest virtual machines inside the virtualized environment, as 

well as probably the Host Operating System too. The danger comes from the fact that normal 

security tools like Intrusion Detection Systems (IDS), Prevention Detection Systems (PDS), 

and the firewalls are not enough to counteract this attack because these tools, either in the server 

or in the virtual machine, are sometimes not aware of the compromise to the host machines. 

This is a serious risk to each virtualized environment. Additionally, the isolation between 

virtual machines is very important for their security. Any failure in this isolation could affect 

the whole virtualisation performance and cause a denial of service vulnerabilities (Vaidya, 

2009).  

 The “VM Migration” concept makes security for the virtual machines more difficult. The 

concept is about transferring a virtual machine from a virtual server (VMHost) to another 

virtual host with no or minimal downtime in order to offer load balancing and better 

availability. Security measures and regulations, which exist in the new VMHost, must be 

updated with the moved virtual machine. If this process is not performed efficiently, then there 

might be a risk that threatens both the virtual machine and the new VMHost, which the VMs 

are running on (Vaidya, 2009).  

In addition, there is a similar issue to “VM Migration” known as “VM Poaching”, which takes 

place when one Virtual Machine Guest Operating System consumes more than resources 

allocated to it than other Guest Operating Systems running in the shared virtualised system. An 

escapee Virtual Machine can have complete use of the hypervisor, thereby starving the rest of 

the Virtual Machines running in the hypervisor. This issue can take place with any resource of 

the hypervisor such as a hard drive, the Random Access Memory (RAM), network and the 

Central Processing Unit (CPU) (Vaidya, 2009). 

Another issue that can result from adopting virtualization technology is the hypervisor escape. 

It gives the attacker administrative-level privileges in the hypervisor itself. It enables the 

http://whatis.techtarget.com/definition/operating-system-OS
http://whatis.techtarget.com/definition/virtualization-sprawl-virtual-server-sprawl
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adversary to execute arbitrary code and access accounts in some kinds of hypervisors (Cmeier 

& Mnovellino, 2013).  

However, this type of attack cannot be launched remotely because the attacker should have 

valid local access permission in order to successfully launching an attack. Therefore, 

anonymous attackers cannot generate this attack. The United States Computer Emergency 

Readiness Team (US-CERT) classifies this vulnerability as “local privilege escalation” 

weakness (Schwartz, 2012). 

Another issue is associated with the robustness of a hypervisor. The existence of bugs in the 

hypervisor is expected because of a lot of codes the hypervisor is built on. Therefore, the 

adversary tenants can harm the virtualization layer and hence the physical server by exploiting 

the hypervisor bugs. Consequently, attackers can obstruct other virtual machines and 

compromise availability, integrity, and confidentiality of other customers’ data and code (Jin 

et al., 2012).  

2.5.2.2. Services Outages    

 One of the main security elements is availability, which means that services must be available 

to consumers wherever and whenever they need access. Therefore, an outage of the electrical 

current or Internet connection will affect the customer's business and convert the benefits of 

adopting the cloud into drawbacks. The provider must ensure alternative provisions to 

guarantee continuous service despite unexpected service outage events (Zhou et al., 2010; 

Ramgovind et al., 2010).  This includes providing the required electrical power to each data 

centre owned and managed by the provider in order to avoid any disruption of  services.                                             

2.5.2.3. Confidentiality and Integrity 

  In addition to availability, confidentiality and integrity pose significant security concerns. 

Confidentiality is about enabling only the authorised user to access the data while integrity is 

about protecting data against any modifications by unauthorised users. Therefore, unauthorised 

access to the stored data, which may occur because of poor authentication techniques used by 

customers such as weak passwords and/or poor implementation of monitoring facilities in the 

provider's location, can cause a dangerous breach of the customer's data. If the customer's data 

is stolen, damaged, or altered, this means that data integrity has been affected, and its overall 

security is breached (Ramgovind et al., 2010). A robust authentication system such as filtering 

or hiding the protected server's identity must be applied to prevent unauthorised users from 

accessing the protected system. In addition, an Identity and Access Management (IAM) policy, 
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such as password policy that compels  users to change passwords frequently and select long 

passwords containing, at least, one uppercase letter and one digit, should be implemented to 

protect the system assets and data.                                                                          

2.5.2.4. Data- Level Security  

Securing data at customer's servers before transmitting to the cloud, protecting the 

communication channel between the customer and the provider, safeguarding the provider's 

storage site and the transmission channels between several servers in the cloud or between 

several clouds are essential to protect against attacks that could occur at any of these stages and 

locations. Encryption mechanisms such as Data Encryption Standard (DES), Advanced 

Encryption Standard (AES), Message-Digest algorithm (MD5), and Secure Hash Algorithm 

(SHA-1) play an important role in data security (Mukundrao & Vikram, 2011).  

2.5.2.5. Encryption Issues 

Encryption offers several benefits to the cloud concept. These benefits vary from facilitating 

the data segregation of several customers' data and strengthening the bidirectional 

authentication process, to protecting data in the customer and provider's servers, (Sangroya et 

al., 2010; Rittinghouse & Ransome, 2010). On the other hand, encryption is a very complex 

process involving generating and managing encryption keys used to encrypt and decrypt data. 

The encryption mechanisms’ reliance on encryption keys renders a higher priority to 

encryption keys compared to the data since loss of encryption keys makes the related 

information unrecoverable. Additionally, generating encryption keys is computationally costly 

with more complex encryption requiring more processing time (Ablett et al., 2014). 

2.5.2.6. Network Attacks 

According to Raju et al. (2011), network attacks threaten data during its transmission between 

the client's device and the provider's servers. The following subsections discuss the most 

popular network attacks. 

2.5.2.6.1. Distributed Denial of Service (DDoS) 

 In this type of attack, the attacker sends a huge amount of network traffic to the network server. 

As a result, the server and network cannot respond to their users' requests because the servers 

will be dedicated to dealing with this huge amount of traffic. Consequently, users will not be 

able to gain access to their required services. This attack is called Denial of Service (DoS) 

while the Distributed Denial of Service (DDoS) variant is a DoS attack launched by several 
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distributed sources simultaneously (Raju et al., 2011). In order to mitigate DoS and/or DDoS 

threats, many countermeasures are proposed including the following: 

 

 

• Filtering Techniques (based on a threshold value or attack  patterns) 

• Overlay-based mitigation methods (using distributed firewalls or distributed web 

proxies, and hiding the protected server's location) 

• Trace-back techniques (marking the malicious packets and tracing their sources) 

• Push-back techniques (performing the filtering process by routers nearest to sources) 

However, the majority of existing solutions either neglect the initial verification of the source 

of packets or provide mechanisms that increase the response time for legitimate users. Actually, 

Ismail et al., (2013) stated that the most dangerous threat to the cloud is a denial of service 

attack. 

2.5.2.6.2. Man In The Middle Attack (MITM) 

 According to Raju et al. (2011), MITM attack is a type of active listening, as the attacker 

connects independently with victims' machines and exchanges messages between them, letting 

each one of them believe that they are connecting directly to each other through a private 

channel when indeed the full exchange is managed by the attacker (Raju et al., 2011). Using 

Secure Sockets Layer (SSL) protocol to protect the communication channel is not enough in 

order to protect from MITM attacks. MITM attacks can be mitigated by using some types of 

authentication methods such as voice recognition, cryptography binding, public key 

infrastructures, and mutual authentication (Khan et al., 2009).  

2.5.2.6.3. IP Spoofing  

IP Spoofing is the establishing of a TCP/IP connection employing someone else’s IP address. 

The attacker gains unauthorised access to a machine and sends messages to the victim machine 

with a spoofed IP address convincing it that the connection is created with a trusted source 

(Raju et al., 2011). Filtering systems in firewalls and routers can mitigate this type of attack; 

as they work on the network layer and inspect the IP packet header that has some fields, such 

as Time To Live (TTL) value and Identification Field (ID), all of which can indicate whether 

the packet has been altered or not.  
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2.5.2.6.4. Port Scanning  

If the user permits packets to access a specific port, then this port will be exposed to port scans. 

A port is a place of data entering and leaving the machine. If the port is open, port scanners can 

discover this and access the machine via this port. Once the user connects to the Internet, a 

specific port must be opened for this connection. Therefore, the user cannot stop an attacker 

from such scanning (Raju et al., 2011). Administrator awareness is very important in this 

regard, to monitor and detect repeated requests and close unused ports. Port scanning is usually 

carried out in preparation for an attack. Once the attacker knows the open ports, they can exploit 

the open ports for an attack. Port scanning is carried out to the maximum number of 65535 

ports. This principle is done with use TCP SYN packets, which are addressed to each port, and 

if the port replies with an SYN-ACK packet, it means that the port is open. To avoid 

establishing the connection a Reset (RST) packet is sent back. It is essential that administrators 

should be aware of this practice and close all unused ports. However, monitoring has to be 

carried out even if the unused ports are closed, to discover the repeated requests from specific 

addresses through specific ports in the network.  Monitoring should at the very least raise a 

flag and consequently trigger security countermeasures. 

2.5.2.6.5. Web Application Security Issues 

 The facility used to obtain benefits and services of cloud technology is an Internet connection. 

Therefore, the client, the provider, and the communication channel should be well secured to 

protect the customer's valuable files and applications. Web applications (email and web 

browser) can cause exposure to several threats since attackers can access the web site's 

administrative interface to access all server files and online databases. Hackers can exploit 

programming loopholes, for instance in order to display contemporary dynamic websites; a 

number of data requests are made to several sources using programming languages such as 

PHP and JavaScript. If programmer neglects the security, concerns associated with these 

programming languages, an attacker could gain access to all data and resources accessed 

through the web application (Heng, 2011). Additionally, the malicious code can be written to 

affect the host server and/or the client machine, examples of which include: viruses, worms, 

Trojan horses, SQL injections, and cross-site scripting (XSS) (Meier et al., 2003).  

2.5.2.6.6. Multi-Tenancy Security 

 Supporters of cloud technology consider multi-tenancy and resource sharing to be attractive 

features that can be achieved by using virtualization. There are some isolation mechanisms, 

such as hypervisors, which must be used between several tenants in terms of memory units, 
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storage, and routing to protect the user's data and to prevent data interference and malicious 

attacks which can damage the data. Attacks against these mechanisms are more difficult for 

the attacker than attacks against traditional operating systems (ENISA, 2009).  

The cloud provider usually stores and encrypts the data of several customers at the same 

location. The issue that may occur as a result of that is interference between the customers' 

data. To avoid this problem, the customer should ensure that the provider has suitable practices 

and techniques in place to segregate one client’s data from other clients’ data efficiently, in 

order to ensure that one client’s information does not affect another clients’ information. There 

is a mechanism known as “data segregation” that assists the provider with separating the 

information of each client and prevents any interference with the other clients’ information. 

Any failure in this mechanism will cause crucial issues for the clients (Kuyoro et al., 2011).  

Kaur and Vashisht (2013) stated that there are four methods that can be used in addition to the 

data segregation technique in order to ensure successful data separation in the multitenant 

environment. These methods tighten the authentication process, authorization practices, 

encryption, and data fragmentation (Kaur & Vashisht, 2013). 

2.5.3. Physical Security Issues  

One of the most important risks to the data stored in the cloud is unauthorised access to data. 

Additionally, the provider’s administrators, which can access data according to their privileges 

might misuse the customers’ data if there is an absence of a clear policy. Therefore, the absence 

of an obvious policy and a strong monitoring system could place the customers’ data at the 

disposal of almost anyone; thus resulting into a disastrous cloud migration for customers. 

Moreover, there is the ability for attackers to employ social engineering techniques to gain 

employees’ credentials and access the database(s) as legitimate users. Other physical security 

concerns are fire accidents and/or natural disasters such as floods and earthquakes that could 

destroy the stored data and severely compromise the data integrity (Sitaram & Manjunath, 

2012; Fortinet, 2011; Aslan, 2012). 

The physical location of the cloud data centre must meet the following requirements: 

• A policy that controls accessing data centres by the provider's employees. The policy 

must determine precisely who can access this private place and the type of assets they 

can access and for how long. The policy must provide a strong monitoring system and 

assigns roles to the incident response team and risk management team. 
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• The centre should be protected against human accidents and/or natural disasters such 

as floods and earthquakes. The security policy should include a business continuity plan 

and a recovery plan in the case of physical accidents. 

• Provide frequent training courses to the provider's employees to prevent exploitation 

by social engineering techniques (Sangroya et al., 2010). 

2.5.4. Legal Issues 

Cloud environment management is related to the law in most of its implementations. A contract 

between the provider and the customer must be written in clear terms, and cover all aspects and 

activities which may occur during the contract period. Intellectual property is a very vital aspect 

that must be detailed precisely in the contract, due to significant consequences of any neglect 

in this subject. The contract should clearly define roles and responsibilities related to every 

legal issue. Therefore, SLAs and Terms of Service provide a fundamental legal basis for any 

potential disputes regarding the cloud service (Agarwal, 2010; Trappler, 2012). Cloud legal 

issues include the following: 

2.5.4.1. Data Location 

 Most cloud clients do not appreciate the importance of knowing the location(s) of their data. 

These clients are oblivious of the likelihood of their data being transferred among several 

countries owing to the internationality of their cloud providers that manage distributed data 

centres in multiple countries. On the one hand distributed data location is an advantage for 

sustaining the data; in the event of unexpected incidents such as failures in the storage servers 

in any single data centre. On the other hand, this may cause a problem for data privacy due to 

the varying laws and regulations between the different hosting countries (Sangroya et al., 2010; 

Rittinghouse & Ransome, 2010). Cloud brokers can only inform customers about the region 

but not specific countries hosting the data storage. While this information is sufficient in the 

European Union context, countries in other regions such as America, Asia, or Africa have 

significantly different data protection laws.  

2.5.4.2. Data Breach  

To obtain successful results from adopting the cloud computing technology, the ability to 

investigate and prosecute any illegal action against the customers’ data must be available. The 

absence of such ability may pose an obstacle to potential customers adopting the cloud 

(Sangroya et al., 2010; Foster et al., 2008). In practise, the investigation process is complicated 

by the fact that the data is stored in multiple data centres. Hence, there is a need to use 
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appropriate tools and legal methods in order to trace these illegal actions and analyse them 

(Kuyoro et al., 2011). The contract must include a section(s) detailing the importance of 

providing such investigation services and informing customers about any breach of their data 

or any physical incident occurrence(s) in the location of data storage. 

2.5.4.3. Data Deletion 

A contract between the provider and the customer is usually specified to conclude at a specific 

date. If customers do not have the desire to renew the contract for a further period, the provider 

should delete all of the customer's data from its servers. Under such circumstances, questions 

that may be raised include: what are assurances for doing this efficiently? Are there special 

tools that can be used to ensure that the customer's data are completely purged from all the 

provider's data centres? There is an inherent risk which may threaten the customer's security 

and privacy if their data is not removed completely from the provider's locations (ENISA, 2009; 

Slack, 2011). In order to answer the previous questions, assurances that can be provided by the 

cloud provider to customers are security and compliance certificates discussed in previous 

sections. 

Most providers nowadays apply a process called data sanitization to counteract such threats. 

Data sanitization process involves destroying or removing the stored data in the cloud data 

centre permanently and prevents all potential advanced techniques of recovering the deleted 

data. This process includes employing a software tool that completely deletes the stored 

information and/or a mechanism that physically damages the machine so the erased data cannot 

be recovered (UCRIVERSIDE, 2011).  

2.5.4.4. Investigation Support 

To obtain successful results from adopting the cloud computing technology, there must be the 

ability to investigate any illegal action that may be taken against the customers' data. The 

absence of this ability may pose an obstacle to potential customers adopting the cloud 

(Sangroya et al., 2010; Foster et al., 2008). In fact, the investigation process is complicated, as 

the data is stored in multiple data centres and there is the need to use appropriate tools and legal 

methods in order to trace these illegal actions and analyse them (Kuyoro et al., 2011). 

 

After presenting all the above threats, it was found that the Denial of Service attacks pose a 

persistent risk that threaten the security of all kinds of networks including the cloud networks. 

Therefore, the following section will be dedicated to this threat. 
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2.6. Flooding Attacks, DoS, and DDoS 

2.6.1. Flooding Attacks 

To explain fundamentals of this kind of attacks, Lin et al. (2010) stated that the web page's 

computing power that is built on a cloud platform is unlimited theoritically. However, it still 

needs to be protected from three types of threats that affect the web page in a flooding manner. 

The first type affects its computation by consuming system resources while the second type 

wastes the bandwidth by downloading a large file from the web server repeatedly affecting its 

communication, and the third type harms its security using password guessing attacks and SQL 

Injections (Lin et al., 2010). Flooding attacks against a static web page are generated either 

from a botnet, computer virus, or any other open Denial of Service tool (Yatagai et al., 2007). 

So, the attack can affect the web page, web server, and the whole network as it can be a network 

layer attack.  

 

The flooding can be malicious as a Denial of Service attack or a normal phenomenon like Flash 

Crowd. Xie & Yu (2009) define the flash crowd on the web as the situation of accessing a 

popular website by a very high number of users simultaneously rendering the website 

unreachable (Xie & Yu, 2009). 

 

It is very important to distinguish the Denial of Service from the normal flash crowd. A Denial 

of Service event is a result of huge amount of requests generated by a small group of known 

and unknown users suddenly while a flash crowd event is a result of a huge amount of requests 

generated by a huge number of legitimate users gradually after a specific social event (Xie & 

Yu, 2009). 

 

The focus is on the Denial of Service (DoS) event as it is the harmful type of the flooding 

against the network.  

2.6.2. Denial of Service Attacks (DoS) 

Availability is one of the most important features of any network or service. The Flooding or 

Denial of Service (DoS) attack affects this feature by preventing legitimate users from 

accessing network resources. Adversaries can generate such attacks by sending a huge amount 

of requests in order to consume servers processing power and flood the network bandwidth. As 

a result, legitimate users cannot access the network or the website despite their authenticity and 

right to get their required services in a timely fashion (Liu, 2009; Jeyanthi et al., 2013). 
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According to Lakshminarayanan et al. (2004), Gligor (1983) was the first researcher who used 

the term "denial of service" in the operating systems context (Lakshminarayanan et al., 2004). 

In this type of attack, the attacker sends a huge amount of network traffic to the network server. 

As a result, the server and network cannot respond to their users’ requests because the servers 

are dedicated to dealing with this huge amount of traffic. Consequently, legitimate users are 

not able to gain access to their required services (Kumar et al., 2012). Newman (2006) defines 

denial of service attack (DoS) as an attack that tries to prevent a legitimate user from accessing 

the computer and network resources as a result of a malicious action causing temporary or 

permanent blockage for the benign user. For example, adversaries can send a huge number of 

packets to a specific port on the server. As a consequence, the server is becoming unavailable 

to its legitimate users (Newman, 2006).  

2.6.3. Distributed Denial of Service (DDoS) 

Mopari et al. (2009) define the Distributed Denial of Service (DDoS) as the case of using 

malicious machines by the attacker to generate DoS attack in order to strengthen the attack and 

make its impact more harmful. The machines that are used in the attack are usually infected by 

worms, so their owners do not know that they are participating in a malicious attack. The 

attacker intends to create a network of devices under his control to ensure the success of his 

attack against the victim. The attacker starts with penetrating some machines and creating 

backdoors on them so he can control them for a while. Those machines are called bots 

(zombies). Then, each bot can be managed to infect other machines with worms and control 

them to increase the number of machines participating in the attack. Now, the attacker has a 

full control on the bots in order to generate several types of attacks including DDoS. Nowadays, 

there are some tools that can be used to generate DDoS such as TFN (Choi et al., 2010).  More 

details about the botnet creation mechanism will be in section 2.7. 

In August 1999, the first recorded DDoS attack that targeted a single device in University of 

Minnesota by using a Trinoo DDoS tool. There were 227 infected participated in that flooding 

attack. The consequence of that event was shutting down targeted system for more than 4h 

hours. The history shows that the first large scale DDoS attack is recorded on February 2000 

(Garber, 2000; Bhuyan et al., 2014a). 

Business operations and mission-critical systems can be halted by DDoS attacks. These 

malicious attacks can affect revenue chances, damage reputation, and decrease the productivity 

of these operations and systems (Kumar et al., 2012). 
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2.7. Economic Denial of Sustainability (EDoS) 

2.7.1. EDoS Concept 

Economic Denial of Sustainability (EDoS) term was introduced by Hoff (2008). He is the first 

researcher who paid the attention to the economic risk that may affect the cloud customers from 

being victims of traditional DDoS attacks. EDoS is "packet flood that stretches the elasticity of 

metered-services employed by the server, e.g., a cloud-based server" (Khor & Nakao, 2011).  

An EDoS attack can be generated by distantly running bots to flood the targeted cloud service 

using faked requests that are hidden from the security alarms. Therefore, the cloud service will 

be scaled up to respond to the on-demand requests. As the cloud depends on a pay-per-use 

basis, the user's bill will be charged for these faked requests, causing the user to withdraw from 

the service. EDoS exploits the cloud scalability to affect its pricing model (Sqalli et al., 2011; 

Idziorek & Tannian, 2011). In the end, the cloud provider will lose its customers as they will 

believe that an on-premise data centre is better and cheaper for them than the cloud, which 

forces them to pay for services they did not request (Hoff, 2009; Kumar et al., 2012). Baig and 

Binbeshr (2013) stated that the provider is the main victim of the EDoS attack. Actually, there 

is a debate about the EDoS victim. Some researchers consider the provider as the affected party 

while others think that the customer is the direct victim. Actually, both of them are victims. 

The customer in the short term and the provider in the long term. 

2.7.2. EDoS Mechanism 

The target of the Distributed Denial of Service (DDoS) attacks in the cloud computing 

environment can be the provider or its customers as shown in Figure (2-3). Customers are either 

individual customers or organisations (Small and Medium Enterprises (SME)) that have their 

own network, employees, and end users. Basically, large companies can build their own data-

centres and provide them with professional security teams. Usually, they are subscribing in 

some software services or in a limited infrastructure services if their data-centres need to be 

expanded. They have enough capitals to cover these costs. 
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Figure (2-3): DDoS and EDoS in the Cloud Environment 1 

Now, back to the above classification, the target of EDoS attacks is SMEs as they are more 

valuable for providers than individual customers. These enterprises have their servers and IT 

staff for operating these servers and maintaining them. The target of these enterprises is to 

provide services to their users either to get profits as commercial companies or to perform their 

mission as universities. With regard to the cloud computing, there is a problem that can force 

customers to withdraw from cloud services by affecting the customer's bill exploiting the cloud 

scalability causing more payments for cloud services than the cost of owning and managing 

the customer's in-premise network. In such case, benefits of the cloud are converted to be 

drawbacks. This can be done by generating attacks called Economic Denial of Sustainability 

(EDoS) attacks. 

Now, DDoS attacks against cloud providers’ systems and data-centres are very difficult to be 

successful because additional resources can be available as needed to support sharp spikes in 

demand (Masood et al., 2013; Jeyanthi & Iyengar, 2013; Jeyanthi et al., 2013; Jackson, 2011). 

However, successful attacks have been known to occur in the past leading to a shut down of 

cloud services. Despite this, it is assumed that providers have sufficient capabilities to protect 

their systems and, as a result, their customers’ assets but that does not mean that the provider 

is immune from the risk of DDoS attacks.  

However, attackers can generate DDoS attacks against the cloud customer's network affected 

the customer's bill. So, the DDoS attack in this context has economic effects. So, the customer 

will find that the cloud is not affordable. Spreading the same feeling among many customers 
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will affect the providers' profit. Therefore, DDoS attack against the cloud customers can cause 

an economic harm, and it is called in this case EDoS attack. 

EDoS attack is a DDoS attack with a different impact. Traditional DDoS attack aims to 

overwhelm servers and the bandwidth of a network or a website in order to make them 

unavailable to their intended users while EDoS aims to raise the customer's bill with generated 

faked requests.  

Based on the above, EDoS is an economic problem resulted from a technical problem, and it 

can be solved only by a technical countermeasure. Any solution to counteract DDoS attack 

against a cloud customer's network must be a proactive method so that cloud providers protect 

their edges that are their customers’ networks from EDoS attacks.  

2.7.3. EDoS Solution 

The Anti-EDoS solution must be implemented in the customer’s network to protect it from 

DDoS attacks in order to prevent the customer’s cloud bill from being overpaid. Any solution 

suggested to counteract EDoS is expected to meet the following requirements: 

1. Protecting the customer network, as it is the direct victim of this kind of attacks.  

2. For the EDoS countermeasure, it is important to design it in a way that protect the 

scalability in order to protect the pricing model which is a chief target of the attacker 

against the network in a cloud environment. 

3. Reducing the response time. 

One of the most important objectives of any countermeasure of DDoS attacks is to 

make the sources available  

to legitimate users without delaying their requests.   

4. Verifying the packets 

Checking the packets is very important to authenticate their sources. The packet's 

header has fields that can assist in preventing the protected system from the IP address 

spoofing that is launched by attackers to bypass the monitoring systems. Moreover, 

checking packets payloads and observing their traffic rate can detect malicious users 

and provide security to the protected network. 

The existing EDoS countermeasures have been built on a strategic mistake. They defined the 

problem and stated that it is a specific security issue (Sandar & Shenai, 2012) resulting from 
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traditional DDoS attacks in a cloud computing environment. However, they proposed their 

solutions to be implemented in the cloud provider’s perimeter. Some of them such as Sandar 

and Shenai framework (Sandar and Shenai, 2013) stated that explicitly while others did not 

clarify the suggested location of their proposed frameworks. In this case, their solutions must 

be considered as Anti-DDoS solutions which may be appreciated by providers but cannot be 

considered as Anti-EDoS solutions. So, the solution proposed in this thesis and presented in 

chapters Four and Five must be implemented in the customer’s network, in order to prevent the 

EDoS and fill this gap accurately. Actually, it can be implemented in the provider's side to 

protect it from traditional DDoS attacks, but the priority is to prevent the EDoS attack from the 

cloud edge, which is the customer's network. 

Summary  

This chapter covers the research background of the determined problem which is the EDoS 

attacks against cloud customers. The research area includes an overview of security objectives, 

network security threats, the cloud computing concept, cloud types, cloud models, cloud-

related technologies, cloud threats, Denial of Service (DoS) and Distributed DoS (DDoS) 

attacks, and Economic Denial of Sustainability (EDoS) impacts. The chapter is organised in a 

way that clarifies the problem by stating the main context of its implementation that is the cloud 

environment and its vehicle which is the DDoS attacks. A detailed explanation about EDoS is 

provided in terms of its concept, mechanism, and the criteria that any proposed solution is 

expected to meet in order to be effective in protecting the cloud from such attacks. After gaining 

the required background about the research area in general and the research problem, in 

particular, the next chapter will be dedicated to present and evaluate the existing solutions that 

have been proposed to counteract the DDoS and EDoS attacks, including both suitable methods 

and these considered inappropriate. 
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Chapter 3- Related Work 
 

The analysis of risks that threaten the cloud which are conducted in the previous chapter shows 

that DoS and DDoS attacks pose a permanent risk to the network in general and to the cloud in 

this regard. Moreover, EDoS attacks which are the economic form of DDoS in the cloud 

context is considered as harmful attacks that threaten the cloud sustainability. Therefore, the 

focus of this chapter is on evaluating existing solutions that are proposed to counteract DDoS 

and EDoS attacks in terms of their types, mechanisms, and relevance to the proposed 

framework. Also in this chapter, a comparison between relevant DDoS and EDoS 

countermeasures based on specific criteria is conducted.  

3.1. DDoS and EDoS Countermeasures 

This section is dedicated to existing solutions that have been proposed to counteract DDoS and 

EDoS attacks. Solutions that their authors consider them as Anti-EDoS will be explained in an 

independent subsection from those that are considered as Anti-DDoS methods, that will be 

presented in the following subsections, regardless the correctness of their authors’ claims. 

3.1.1. DDoS Countermeasures 

DDoS attacks are well-known in the security field. Therefore, there are many countermeasures 

that have been suggested to counteract such attacks. In this sub-section, some existing methods 

which are relevant and irrelevant to the proposed framework will be presented. 

First, there are two main types of classifying DDoS countermeasures. The former that will be 

presented in (3.1.1.1.) is based on the time of applying the solution (before or after the attack) 

while the latter which will be explained in (3.1.1.2.) is based on the place where the solution is 

implemented (Bhuyan et al., 2014b; Park et al., 2010).  

3.1.1.1. DDoS Countermeasures Types in terms of Reactive and Proactive Methods 

Beitollahi and Deconinck (2008) stated that DDoS countermeasure techniques are divided into 

two types; reactive and proactive. Reactive methods such as filtering systems need to 

distinguish the legitimate packet from the malicious one in order to drop the latter. Reactive 

solutions mean that the defence system is waiting for an attack to occur and then tries to 

mitigate its impact. On the other hand, proactive solutions such as overlay-based techniques 

involve treating the source of packets before reaching the protected server. These techniques 
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include other components besides the filters. They depend on distributed firewalls or nodes in 

order to hide the location of the protected server (Morein et al., 2003; Beitollahi & Deconinck, 

2008; Kumar et al., 2012). 

Cook et al. (2003) stated that reactive methods identified the attack after its occurrence by 

analysing its patterns and packet headers using filters to block adversaries. They are deployed 

to mitigate the harm that is caused by the attacks after they are discovered. These approaches 

focus on discovering attacks sources and then placing filters on routers close to the sources and 

far from the target of attack as much as possible. Unfortunately, these reactive techniques by 

themselves are not always adequate solutions (Cook et al., 2003; Kumar et al., 2012). 

 

One of the well-known reactive methods is using ingress and egress Filtering Systems.  Ingress  

filtering  aims  to  detect  and  tackle DDoS  attacks generated by the organisation's customers. 

Frankly, ingress filters have already been used extensively to prevent source IP spoofing by 

dropping a packet that has an IP source address that is not related to that client. On the other 

hand, the egress filtering is implemented to filter the network outbound flow. It is employed to 

discard packets with an incorrect or invalid address that are leaving the protected server. These 

incorrect packets might be launched from a misconfigured router in a compromised network 

that is hosting an available DDoS tool. Egress filtering is usually implemented at the network's 

edge either in the firewall or in the border routers (Rameshbabu et al., 2014; Zargar et al., 

2013). 

 

Relying on Ingress and Egress filtering systems requires collaboration with the Internet Service 

Providers (ISPs) which is a complicated task. Focusing on protecting the customer's network 

is better and more reliable than adopting these techniques that need huge efforts of co-operation 

to achieve the required results. 

The major issues of reactive techniques are their accuracy in distinguishing the legitimate 

traffic from the malicious one, and their strength in creating deep filtering systems that can 

minimise the impact of the attack on the targeted server (Cook et al., 2003). 

Beitollahi and Deconinck (2008) stated that filtering techniques have the following limitations: 

1. The filtering system performs its task by observing known attack patterns or statistical 

anomalies. However, it can be defeated by modifying attack patterns or masking the 

anomalies, causing a lack of the filters accuracy. 
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2. If an attacker gains access to a legitimate user's account, the attacker can use the user's IP 

address to access the system and harm it. 

3. The filtering system increases the response time as it needs to process all packets to accept 

or drop. This affects availability and the system's performance (Beitollahi & Deconinck, 

2008). 

Beitollahi and Deconinck (2012) stated that proactive methods are much faster than reactive 

methods in responding to DDoS attacks as malicious requests are dropped prior to reaching the 

targeted server.  

3.1.1.2. DDoS Countermeasures Types in terms of the Solution Location 

Bhuyan et al. (2014a) stated that techniques that are used to counteract DDoS attacks can be 

classified into four groups based on the place where the solution is implemented: victim-end, 

intermediate network, source-end, and distributed methods: 

1. Victim-end defense mechanism: 

Discovering DDoS attacks in the victim side's routers is quite simple because there will be high 

consumption rate of resources. This type is the most applicable protection scheme as Web 

servers offer critical services that are trying to protect their resources for benign clients. 

However, the limitation of this approach is that victim resources are overwhelmed by DDoS 

attacks, so this approach cannot stop the received traffic at victim routers. Moreover, this 

method detects the attack after its occurrence, so legitimate users are already denied. Actually, 

this is the approach followed in the proposed framework in this thesis, with a modification to 

make it a proactive solution. 

2. Source-end defense mechanism: 

The major limitation of this mechanism is that discovering DDoS attacks at the source 

perimeter is difficult. This is because of the nature of such attacks which involves the 

distribution of the sources and every source acts almost in a similar manner as in the normal 

flow. Moreover, it is difficult to implement a defense system at the source end. 

 

3. Intermediate network defense mechanism: 

In this mechanism, traceback and discovering attack sources are simple because of the 

collaborative process. An overlay network can be formed by routers so their observations can 
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be exchanged between them. The chief drawback of this mechanism is the difficulty of its 

deployment. To improve the detection accuracy of such approach, it must be implemented by 

Internet routers because detection and traceback processes will be affected by any 

unavailability of this approach even in a small number of routers. It is clear that the 

implementation of this mechanism is too difficult because it requires reconfiguring all Internet 

routers.  

4. Distributed DDoS defense systems:  

This scheme is effective in protecting an enterprise's system by collaboration between a large 

number of defense techniques. It is implemented to be distributed to offer the optimum solution 

in order to differentiate the legitimate flow from malicious threats. Its limitation lies in the need 

to support from several Internet Service Providers (ISPs) and managerial domains. It is very 

difficult to gain this type of support (Bhuyan et al., 2014a). 

Bhuyan et al. (2014b) conducted a comparison between the above four types of DDoS 

countermeasures and concluded that the victim end scheme is the best method as it is very easy 

to be implemented, it can monitor the protected system closely, and analyse the received flow 

in near real-time. Thus, this type is chosen in the proposed framework. 

3.1.1.3. Relevant DDoS Countermeasures 

Six existing Anti-DDoS frameworks will be presented in this subsection. They are SOS, 

WebSOS, Kill-Bots, Fosel, CLAD, and DaaS respectively. These methods are selected because 

they are the most relevant Anti-DDoS to the Anti-EDoS techniques that will be presented in 

the next subsection. Thus, they are also relevant to the proposed framework. 

The relevance of these countermeasures is based on two features; their capability to be 

proactive and to hide the server's identity. Proactive Anti-DDoS methods can detect malicious 

attacks before they can harm the protected system. Moreover, these methods are preferable as 

they that try to hide the location or identity of the protected server. These features are very 

important to propose a strong solution for DDoS attacks.  

3.1.1.3.1. Secure Overlay Services (SOS) 

The Secure Overlay Services (SOS) is proposed by (Keromytis et al., 2002). 

Lakshminarayanan et al. (2004) stated that SOS is the first framework to use overlay techniques 

to indirect the received packets by the target network besides hiding the location of the target 

server in order to counteract DoS attacks. It aims to allow communication between an 



Chapter 3: Related Work 

 
56 

authenticated user and the victim server. Authentication of the user means that the server gives 

prior consent to this user to access the network. Figure (3-1) shows the SOS architecture that 

consists of a set of nodes that are classified into four groups. The first group is the Secure 

Overlay Access Points (SOAP) while the second group is overlay nodes which connect SOAP 

nodes with the third group, that is, Beacon nodes. The last group is Secret Servlets. This 

structure reduces possibility of harmful attacks by applying the filtering process at the edges 

of the protected network and by providing anonymity and randomness to the architecture and 

making it difficult for the attacker to affect the nodes along the path to the target. SOS uses a 

large number of overlay nodes that are considered as distributed firewalls to augment the 

survivability by increasing the amount of resources the attacker must spend to successfully 

affect the connectivity of legitimate users (Keromytis et al., 2002). 

 

Figure (3-1): SOS Architecture (Keromytis et al., 2002)  1 

 

In SOS, the traffic of clients is authenticated in SOAP nodes by comparing IP addresses of 

sources of incoming packets with the assumed list of known IP addresses. After that, the 

successful traffic are forwarded via the Chord overlay network to beacon nodes that send 

traffics to secret Servlet nodes. Lastly, Servlet nodes send the traffics to the target server that 

is protected by filters (Keromytis et al., 2002).  

Chord is a routing service that can be applied atop the existing IP network structure as a 

network overlay. Consistent hashing is employed to map a random numerical identifier (ID) to 

every single node in the overlay. These identifiers must be in the range [0, 2m], where m is a 

predetermined value. Overlay nodes are sorted by their identifiers as a circle. So, the next node 

in the order is the next one over the circle in a clockwise path. Every overlay node has a table 

that records the identities of all other m overlay nodes. The following example simplifies the 

Chord overlay mechanism. So, if the overlay node x receives a packet whose destination is the 
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identifier y, the packet will be forwarded to "the overlay node in its table whose identifier 

precedes y by the smallest amount" (Morein et al., 2003). 

SOS mechanism works as follows:  

1. The protected server has a filtering router(s) in its perimeter. It also chooses some nodes 

to be secret servlets. Filtering routers grant only the traffic from these servlets access to 

reach the target that is the protected server and drop or rate-limit all other traffics.  

2. The secret servlet calculates the key (k) for every number of the consistent hash 

functions. The calculation process is performed based on the protected server's address. 

Every key identifies a set of overlay nodes that will work as beacons for the protected 

server. 

3. The beacons will be notified either by the protected server or by servlets about the 

existence of servlets by hashing on the server's identifier (which is known by the secret 

servlet) and then employing the Chord routing in a similar way of the SOAP nodes 

mechanism. Therefore, the server or the secret servlet can notify the beacon about the 

identity of the secret servlet. Beacons verify requests then store the essential data to 

forward the request to the proper servlet.  

4. The client contacts a SOAP point that authenticates the request and then forwards it to 

the protected server through a beacon node. It chooses the beacon node depending on a 

proper hash function of the protected server’s address. 

5. The beacon forwards the packet to a secret servlet which redirects the packet via the 

filtering router to the target server.   

SOS uses Internet Protocol Security (IPSec) in its implementation. IPSec is a protocol that can 

be used to generate cryptographic keys and other related factors between a couple of hosts and 

then authenticate and encrypt the traffic between them for protection. Each authorised source 

is provided with a certificate by the target server allowing the source to access the SOS 

infrastructure to deliver traffic to the server. Each SOAP point (access point) authenticates the 

source of incoming packets by the IPSec key-exchange protocol (IKE) that requires the source 

to provide the certificate to the SOAP node. Therefore, the SOAP authenticates the source by 

verifying a cryptographic signature and tests the authorisation data embedded in the certificate 

(Keromytis et al., 2002).  

Morein et al. (2003) state that SOS architecture relies on distributed firewalls across the 

network. The main task of these firewalls is enforcing access control policies. An attacker can 
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generate a denial of service attack with spoofed IP addresses originating from these firewalls 

as their identities cannot be supposed to stay always secret. SOS architecture selects some 

nodes (secret servlets) to be selected authentication points. This means the filtering router only 

allows traffic that is forwarded from these nodes while all other firewalls should forward the 

packets for the target server to these servlets (Morein et al., 2003).  

Morein et al. (2003) noticed that SOS prevents anonymous and even benign users from casual 

access to web servers, which is a limitation of SOS. Moreover, SOS focuses on making 

reaching the protected server more difficult and increasing the number of resources that the 

attacker needs to generate a successful attack. The first target can be accomplished by 

employing a huge number of nodes that work as distributed firewalls across the network. The 

second objective can be achieved by using a huge amount of SOAP nodes at the network’s 

edge. However, spoofed IP addresses can bypass this defence system, and DDoS attacks can 

be launched against any internal node (firewall). Moreover, this mechanism extends the delay 

issue.  

SOS employs static routing via the Chord overlay network and several servlet nodes in case of 

fault tolerance. Adversaries are glad about this mechanism of SOS because their brute force 

method can detect a servlet node in a faster manner. Detecting just one of these servlet nodes 

is sufficient to overwhelm the target server with a flooding attack. Attackers can achieve this 

detection of a servlet node by monitoring the traffic of a legitimate user passively (Beitollahi 

& Deconinck, 2012). 

Kaur et al. (2012) stated that SOS architecture is considered as a milestone in DDoS protection 

research. However, they admitted that it is still not a complete solution as it creates a number 

of security problems that have not been solved in the initial design (Kaur et al., 2012).  

3.1.1.3.2. WebSOS  

Morein et al. (2003) presented an approach called WebSOS. It has the same architecture as 

SOS but differs from it in some aspects of its implementation. Legitimate clients can access 

web servers during the DoS with this implementation. The architecture employs a mixture of 

packet filtering, consistent hashing, Graphic Turing Tests (GTT), overlay networks, and 

cryptographic protocols for data origin authentication to offer services to the casual web 

browsing user (Morein et al., 2003).  
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WebSOS authors stated that it uses graphic Turing tests to distinguish between botnets and 

human clients in a transparent manner. CAPTCHA is used for this purpose by generating a test 

that the human user can pass while machines cannot (Morein et al., 2003). 

 

Morein et al. (2003) state that SOS utilises Chord to route the traffic within the overlay. They 

describe the Chord as a routing service which can be applied as a network overlay over the IP 

network fabric. Consistent hashing is employed to map a random identifier to a single target 

node which is an active part of the overlay. WebSOS employs the Secure Socket Layer (SSL) 

protocol to offer end-to-end encryption for exchanged messages so that only the endpoint 

(either the server or the user) can view the transmitted data (Morein et al., 2003). 

WebSOS mechanism is the similar to that is used in SOS framework. The only difference  is 

that in WebSOS to reduce delays in the coming requests, the user is issued a short-period X.509 

certificate, bound to the user’s IP address and the SOAP node, which can be employed "to 

directly contact the proxy-server component of the SOAP without requiring another 

CAPTCHA test" (Morein et al., 2003).  

Actually, they stated that using their framework on an as-needed base to avoid affecting the 

network performance as much as possible was a huge progressed idea at that time. The 

publication date of their work was prior to cloud computing concept emergence. Also, they 

adopted the TLS protocol to protect the traffic even inside the overlay nodes. Distributed SOAP 

nodes, overlay nodes, beacon nodes, and secret servlet nodes provide redundancy in the case 

of one access point being compromised by attackers. Morien et al. (2003) admitted that their 

framework causes end-to-end communication latency to some extent, and they think that it is 

in the acceptable level and generally it is better than the complete shutdown and denial of 

service for users. At least, they were aware about the importance of such delay. However, 

distributed nodes that they used to hide the location of the protected server cause this latency. 

So, taking advantages of their implementation and trying to decrease the number of 

intermediary nodes besides inserting another verification means can improve the defence 

solution in the response time reduction regard. 

WebSOS tighten SOS architecture by using high-performance routers in the protected server's 

perimeter and by strengthening the verification process performed by SOAP nodes by using 

CAPTCHA tests. However, it does not solve the problem of increasing the response time. 

Moreover, Lakshminarayan et al. (2004) stated that overlay networks (SOS and WebSOS) 
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suppose that the list of users are identified previously so that they do not scale very well to the 

existing Internet setting. 

3.1.1.3.3. Kill-Bots 

Kandula et al. (2005) proposed a technique called Kill-Bots, which is a kernel extension to 

protect web servers from application-layer DDoS attacks. It authenticates clients by using 

graphical tests (CAPTCHA). It distinguishes zombies from human users who are unwilling or 

unable to solve the test by observing the behavior of the user who failed to pass the test. The 

user is considered as a zombie and therefore forbidden from accessing the server if it 

continuously sends successive requests to the server despite repeated failures in passing the 

test. Moreover, Kill-Bots modifies the 3-way handshake process of the TCP connection to 

protect the authentication technique from DDoS attacks by not creating a new socket upon the 

end of TCP handshake process (Kandula et al., 2005). 

Kill-Bots combines two functions; authentication and admission control to improve the total 

performance of the server under overloads that been caused either by a benign Flash Crowdor 

malicious DDoS. The former is performed using CAPTCHA while the latter is achieved using 

specific formulas to decrease the load that results from huge synchronous requests on the server 

(Kandula et al., 2005). Kill-Bots technique can be described in Figure (3-2).  

 

Figure (3-2): Kill-Bots Technique Overview (Based on Kandula et al., 2005) 1 

The authentication function is performed in two stages: 

In the first stage, Kill-Bots asks every new client to solve a Turing test in order to get access to 

the server. Human users can simply solve the test while zombies cannot. Legitimate users either 

pass the test or attempt for a few times to solve it. Normally, they will choose to come back 

afterward if they still cannot pass the test. On the other side, zombies that intend to overwhelm 
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the server continue sending successive requests without solving the puzzle. Kill-Bots utilises 

this behavioral difference between zombies and legitimate clients to recognise the zombies' IP 

addresses and reject their requests. It uses SYN cookies to prevent IP addresses spoofing and 

a Bloom filter to count the number of failed attempts to solve a test by an IP address. The 

client's requests are discarded by the Bloom filter when the number of its unsolved puzzles 

exceeds a specified threshold value (Kandula et al., 2005). 

Kill-Bots is switched to the second stage if the set of captured zombie IP addresses becomes 

stable so the filter does not detect new malicious IP addresses. In this case, Kill-Bots depends 

only on the Bloom filter to discard requests from malicious users without performing Turing 

tests. This technique gives legitimate clients who do not want or cannot solve tests the chance 

to access the server in the presence of malicious attacks. Kill-Bots chose the value 32 for the 

Bloom filter's threshold. Moreover, it utilised HTTP cookies and SYN cookies to determine 

the tokens times (Kandula et al., 2005). 

The second function is the admission control which is used to manage the load on the protected 

server. The website that performs authentication techniques to counteract DDoS attacks is 

usually challenged by its limited pool of resources. Therefore, there is a need to split these 

resources between verifying new clients and providing services to users who are already 

authenticated.  

Dedicating huge resources to authenticate new clients may hamper the server from servicing 

the authenticated users. In contrast, placing huge resources to serve the authenticated users 

decreases the authentication rate for new users leading to inactive periods with no users in 

service. To manage these cases, Kill-Bots calculates the admission probability α which 

maximises the server’s goodput, which is the optimal possibility to identifies new users who 

must be authenticated. It also offers a controller that enables the server to meet the preferred 

admission probability using simple measurements of the server's usage. The admission control 

is a standard method for managing server overload. However, Kill-Bots technique checks the 

admission control in the context of bad users and combines it with user authentication (Kandula 

et al., 2005). 

Kill-Bots Mechanism 

The existence of the new request's source in the zombies list is examined on the request's 

arrival. If it is a legitimate, Kill-Bots provides it with a probability α which is less than the load 
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(f). Under the first stage, legitimate users are asked to pass the Turing test. If the user passes 

the test, he is provided with an HTTP cookie that gives him future access to the server for a 

specific period of time without the need to further tests or admission control. Under the second 

stage, authenticated clients are instantly provided with HTTP cookies as the server does not 

issue puzzles. So, every authenticated client is provided with an HTTP cookie that allows the 

client to re-access the server for a particular time, T=30 minutes. So, the new HTTP request 

will not be tested again if the cryptographic HTTP cookie is still valid (Kandula et al., 2005). 

Kill-Bots does not give access to socket buffers while it sends a puzzle. Usually, sending a 

puzzle to a user requires creating a connection and granting unauthenticated users access to 

socket buffers leading to overwhelming the authentication mechanism itself. Kill-Bots suggests 

an amendment to the server's TCP stack so it can send one or two packet puzzle at the end of 

the TCP handshake process with maintaining the TCP congestion control and without 

preserving any connection state.   

Similar to the standard TCP connection, the Kill-Bots server replies to a user SYN packet with 

a SYN cookie. The user receives this cookie and augments its congestion window to include 

two packets. Afterwards, the user transmits the first data packet that typically contains HTTP 

request with the SYNACKACK. The difference with the standard connection is that the Kill-

Bots kernel does not establish a new socket upon the end of TCP handshake process. 

Alternatively, the SYNACKACK is rejected because the user's data packet states the same 

acknowledgment sequence number. This process can be shown in Figure (3-3). 

 

Figure (3-3): TCP Handshake Modification by Kill-Bots Mechanism (Kandula et al., 2005) 

Usually, the puzzle answer has an HTTP request of the form GET 

/validate?answer=ANSWERi, where (i) is the puzzle id. While the server receives the user's 

data packet, it examines whether it is a puzzle answer. If it is an answer, the kernel examines 

its cryptographic validity, and if it is valid, the socket is created, and the request is allowed to 

get its required application. On the other hand, if the packet is not an answer, the server 
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responses with a new Turing test that is embedded in an HTML form and fitted in one or two 

packets as CAPTCHA images. After that, the server instantly closes the connection by 

transmitting a FIN packet without waiting for the FIN ACK (Kandula et al., 2005). 

Kill-Bots Assumptions 

Kandula et al. (2005) proposed the Kill-Bots technique based on the following assumptions: 

1. The adversary might control a random number of devices that can be broadly distributed 

through the internet.  

2. An adversary cannot sniff packets on the main link that transmits traffic for a large number 

of legitimate clients or on the server’s internal network.  

3. The adversary does not have physical access to the server itself.  

4. The zombie devices cannot pass the Turing test, and the adversary cannot recruit a large 

number of volunteers (such as hacktivists) to persistently solve the puzzles. 

Kill-Bots looks good from the perspective of the users’ convenience. However, it may expose 

the protected server to risks, by implementing its protection technique on the server itself 

instead of the network edge, which is the firewall. Moreover, the concept of allowing multiple 

attempts to solve the test does not serve the security robustness of this solution. Furthermore, 

determining a high threshold value of the number of failed attempts causes resources depletion. 

At the second stage, there is no verification for any user. Therefore, users can access the 

network easily. This exposed the protected system for several attacks. 

To avoid Kill-Bots limitations, a framework is proposed and presented in chapters Four and 

Five to be implemented at the network edge, which is the firewall. Instead of the admission 

control which leads to complexity in the implementation, the proposed framework relies on 

four lists for the IP addresses of the users, which are filled by verifying IP headers of incoming 

packets to the firewall. Moreover, passed packets in the proposed framework are monitored 

persistently. Actually, using lists of IP addresses to determine the user's state is stronger than 

using a bloom filter that counts the number of failed attempts to solve the puzzle and places a 

threshold with a high value (32).  

The proposed framework does not give a chance for users to repeat the tests as in Kill-Bots as 

there is no need to do that, because of the simplicity of CAPTCHA puzzles for the human user. 
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The reason of this action is because the users’ convenience has been included into consideration 

by a different mechanism that does not breach security or make the solution more complex as 

Kill-Bots. It is achieved by placing them in the white list and granting them permanent access 

to the network without further tests after solving the Turing test. Moreover, the lists provide an 

alternative of using HTTP cookies that been used in the Kill-Bots, and they are better because 

the session will not be limited by a specific period. While the proposed solution works on 

protecting the server from application- layer attacks, it resists the network-layer attack such as 

SYN floods by forwarding incoming packets to the crypto puzzle server before the protected 

server. Moreover, it can assist in counteracting the Flash Crowd by reducing the pressure on 

the network bandwidth and resources in benign or malicious events although the Flash Crowd 

is out of the scope. 

3.1.1.3.4. Filtering by Helping an Overlay Security Layer (FOSEL) 

Beitollahi and Deconinck (2008) proposed a proactive solution against DoS attacks. It is called 

Filtering by helping an Overlay Security Layer (Fosel). It is composed of firewalls, an overlay 

network with secret green nodes, and a specific filter called Fosel filter in front of each 

protected server as shown in Figure (3-4). 

 

Figure (3-4): Fosel Architecture (Based on Beitollahi & Deconinck, 2008)  

 

Fosel technique aims to protect the target by using Fosel filters to accept only the packets 

approved by the green nodes and drop all other packets. As a result, the filter cannot be a victim 
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of an attack that is resulting from spoofing the sources IP addresses. Fosel technique is simple 

as there is no need to notify and then modify the filter if the application site's location is changed 

due to the filter's independence from sites location. Moreover, the adversary cannot employ a 

spoofed IP address in generating attacks against the target (Beitollahi & Deconinck, 2008). 

The green node is a secret node of the overlay network. Its role and location are kept secret. 

The application site chooses an overlay node to be a green node and informs it about that. The 

green node receives a packet from the overlay and redirects it to the target via the Fosel filter. 

In the case of DoS attack, it sends many copies of the message (Beitollahi & Deconinck, 2008). 

The firewalls accept only packets that come from legitimate users and allow them to access the 

overlay network. The overlay network with secret green nodes provides a protected way to 

deliver packets to the protected server through Fosel filters. (Beitollahi & Deconinck, 2008). 

The Fosel mechanism work as follows: the application site (user) connects to an arbitrary 

overlay node to deliver a message to other application sites (the target). The overlay node 

encrypts the received request by encryption techniques such as TLS, IPSec, or smart cards. If 

the message is authorised successfully, it is allowed to access the overlay. Otherwise, it is 

dropped by the overlay node. The legitimate message is forwarded through overlay nodes to 

the secret green node of the target. The green node delivers the message to the target through 

its Fosel filter. Green nodes are selected randomly by the application site. In the case of DoS 

attack, the green node sends many copies of the message. Otherwise, it sends only one copy of 

the message. Fosel filter has been installed on high-powered routers that can send high load of 

data to the target and it accepts only packets that come from green nodes and drops all other 

packets that their source addresses do not match green nodes addresses.  

Based on attack rate, Beitollahi and Deconinck (2008) argued that Fosel is between ten to fifty 

percent faster than SOS technique to drop malicious packets. So, they are aware of the 

importance of reducing the response time while providing required services in a secure manner. 

However, they focused on this aspect, by relying on overlay systems, to hide locations of the 

protected servers, and ignored the importance of verifying received packets using any type of 

tests.  

 

Beitollahi and Deconinck (2008) did not determine parameters that are used by the destination 

server in order to decide that it is under DoS attack, beside the above indication. There is a lack 
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of efficiency in this framework as protection tools depend on the protected server to discover 

the DoS attack. 

3.1.1.3.5. Cloud-Based Attack Defence System (CLAD) 

Du and Nakao (2010) state that the Cloud-based Attack Defence system (CLAD) aims to 

protect web servers from flooding attacks by providing a security system in the form of a 

network service working on a huge cloud infrastructure which is considered as a 

supercomputer. Therefore, this supercomputer can defeat network layer attacks against any 

CLAD node which can be a virtual machine or application that is running web proxies. As 

shown in Figure (3-5), CLAD consists of a DNS server and a group of CLAD nodes. Every 

CLAD node can be considered as a web proxy that has many control measures such as 

congestion control measures, pre-emption, authentication, admission control, and network 

layer filtering (Du & Nakao, 2010).  

The protected server that can be a single server or a set of servers must be hidden from the 

public and only accepts traffic from CLAD nodes. The protected server IP address is known 

only to CLAD nodes, so the DNS server replies to any request from the Internet with an IP 

address of a CLAD node.  

Each CLAD node exchanges its healthy status with other neighbour nodes by fetching a 

particular small file periodically. The healthy status is controlled by the authoritative DNS 

server that distributes healthy CLAD nodes to local DNS servers in few seconds. Therefore, a 

healthy CLAD node can be selected for a user in real time. 

The admission control means decreasing the number of created active HTTP session keys 

which are placed in a session table. The session table has a maximum size that is the number 

of allowed concurrent users. A valid HTTP session key permits a user to access the protected 

server via CLAD system for a particular period by storing the session key in his cookie or 

embedding it in his URL. The session key can be created by hashing the user IP address and 

the expiration time using a private hash function. 

The CLAD mechanism can be described as the following: the DNS server receives a client 

request and then replies with the IP address of a CLAD node. The CLAD node is selected based 

on its load or healthy status. After that, the CLAD node authenticates the client by a graphical 

Turing test. If the user passes the test, the CLAD node assigns the user a session key, which is 

used to get the CLAD node's validation in order to relay the client's request to the protected 

web server (Du & Nakao, 2010). 
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Figure (3-5): CLAD Architecture and Mechanism 1(Based on Du & Nakao, 2010) 

  

Sqalli et al. (2011) state that the CLAD increases the response time because all clients’ packets 

pass through overlay system components. Moreover, the CLAD considers the cloud 

infrastructure as a network service that protects the target Web server. When a new request 

arrives, the cloud infrastructure checks if it is HTTP request, as the cloud infrastructure only 

grants Web traffic access through it. As a result, all other traffics will be dropped by the cloud 

infrastructure. Moreover, the CLAD framework implementation can be valid on small 

businesses only (Sqalli et al., 2011; Kumar & Sharma, 2013). 

3.1.1.3.6. DDoS Mitigation as a Service (DaaS) 

 

DDoS Mitigation as a Service (DaaS) tackles DDoS problems by creating a metered pool that 

has more resources than botnets to facilitate the harnessing of idle resources from current or 

future services without alteration. DaaS framework aims to hide the details of the framework, 

enabling use of the framework by the clients and servers without any modification, granting 

traffic control reception to the server, and enabling any system to be employed as an 

intermediary. It depends on using SSL certificate with the public key, crypto puzzles, and DNS 

server. DaaS consists of intermediary plug-ins, multiple stacks, accounting unit and a self Proof 

of Work (sPoW) consists of a puzzle generator, puzzle requesters, puzzle distributors, and a 

connection manager (Khor & Nakao, 2011). Figure (3-6) shows the DaaS architecture. 
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Figure (3-6): DaaS Architecture1 (Khor & Nakao, 2011)  

 

DaaS mechanism is explained in the following steps: 

1. A user contacts the DNS server to get the address of the server with the server's public 

key which is embedded in its SSL certificate. 

2. The user then executes a DaaS name resolution, identifying the server’s hostname and 

the puzzle difficulty to get a crypto puzzle. 

3. The DaaS name server sends the puzzle request to the server's puzzle generator. 

4. The server randomly establishes a temporary i-channel and encrypts the channel data.  

5. The server forwards the encrypted data and the encryption key with k bits, which create 

the crypto-puzzle. The server hostname-channel puzzle binding is created. 

6. The user performs brute-force search and retrieves the i-channel data.  

7. The user submits a primary connection request that contains a random created secret 

key, encrypted with the server’s public key, via the i-channel. If this request has not 

handled during the timeout, the more difficult crypto puzzle will be generated and sent 

to the user as a response to any new connection request from him. 

8. The server establishes a c-channel when it receives the primary connection request.  

9. The server encrypts the channel data employing the user generated secret key and 

forwards the data back to the user (Khor & Nakao, 2011). 

Sqalli et al. (2011) studied this technique and listed its limitations: First, mobile devices cannot 

benefit from services because of their limited power. Second, if attackers send a huge amount 

of requests for puzzles and do not solve them, this creates a type of attack called a puzzle 

accumulation attack. Lastly, if attackers do not solve their requested high difficulty puzzles, 



Chapter 3: Related Work 

 
69 

this forces legitimate users to solve high difficult puzzles as a result of the difficulty inflation 

issue (Sqalli et al., 2011). Thus, using puzzles only to prevent DDoS attacks against the 

protected server is not enough, as puzzle implementation has its own limitations that will be 

mentioned in section (4.6.6.3.). Though Khor and Nakao (2011) showed awareness about the 

existence of such challenges, they proposed suggestions to tackle them that increase the 

complexity of DaaS with regard to the architecture and mechanism. Moreover, DaaS increases 

the response time much more than CLAD, SOS, WebSOS or Fosel.  

Actually, they tried to prevent malicious users from reaching to the protected server, which is 

a cloud server, or a hosted server by a cloud provider. This is done by using plug-ins in the 

client side web page hosted by a Content Distribution Network server (CDN). Legitimate 

clients are given the priority over suspicious users but still face an extended delay while getting 

their required services. 

There is a good aspect in the DaaS technique which is the visibility of providing the security 

method that counteract EDoS attacks as a cloud-based service. Any DDoS-Mitigation 

technique can be itself susceptible to different types of DDoS attacks. However, the cloud-

based mitigation services rely on a huge pool of resources that can defeat DDoS attempts. 

3.1.1.4. Irrelevant DDoS Countermeasures 

There are a number of DDoS countermeasures which are reported in the literature and not 

appropriate to the framework proposed in this thesis. Therefore, they will be presented in brief 

in the following subsections. 

3.1.1.4.1. Cloud Trace Back (CTB) 

Joshi et al. (2012) proposed a method called a CTB, which is based on Deterministic Packet 

Marking (DPM) algorithm and a cloud protector. The traceback of IP addresses is a concept of 

identifying the source of DDoS attacks. According to (Jeyanthi et al., 2013), the traceback 

scheme cannot be effective in the case of DDoS attacks. The CTB is applied at the edge router 

to be closer to the source end while the cloud protector is placed on the cloud end as a filter 

that depends on a threshold logic unit (TLU) in a neural net to detect attempts of generating 

DDoS attacks against the protected system and informing the CTB about that. The CTB router 

marks the ID field in the IP packet header (Joshi et al., 2012). Actually, the traceback method 

is ineffective against DDoS sources. Moreover, the cloud protector depends only on the 
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threshold logic unit (TLU) in detecting suspicious users without any other verification. So, the 

CTB and the cloud protector in this framework are susceptible to DDoS attacks. 

3.1.1.4.2. Anitha and Malliga Framework 

A similar work to the previous solution is proposed by Anitha and Malliga (2013). They 

clarified the concept of the Simple Object Access Protocol (SOAP) to allow the diverse web 

services being communicated. The SOAP message is constructed employing Hyper Text 

Transport Protocol (HTTP) or/and Extensible Mark-up Language (XML). The framework is 

proposed with three layers, which are employing decision tree classification system: the 

CLASSIE that is an Intrusion Detection System (IDS), modulo packet marking as a core router 

close to the sources of attacks, and a Reconstruct and Drop (RAD) as a firewall backed by an 

edge router (Anitha and Malliga, 2013). Actually, the core and edge routers perform tasks 

similar to the tasks that are performed by traditional firewalls, in addition to mark the packets 

that come from suspicious users. The framework components are vulnerable to DDoS attacks, 

and there is no verification for incoming packets except the known types of HX-DoS attacks. 

So, it is similar to signature-based detection methods, which cannot be effective enough if they 

are used alone without being supported by other verification means. Moreover, there is no 

suggested technique to be applied during the DDoS attack to mitigate its impacts and ensure 

availability for legitimate users.  

3.1.1.4.3. Flow Based DDoS Detection Algorithm (FDDI) 

 Park et al. (2010) proposed this method that monitors the TTL and ID fields in the packet 

header in order to detect DDoS attacks. They considered the decrement in the value of ID field 

as an evidence of DDoS attack existence. They used the monitoring of the ID field values as a 

second verification mean if the user passes the first one (TTL values comparison) successfully. 

However, they complicated their framework by using several successive routers which may 

increase the response time. Moreover, they depend on the packet marking by the FDDI router 

to counteract DDoS attacks. This technique is less effective in counteracting such distributed 

attacks.   

3.1.1.4.4. Huang Framework 

Huang et al. (2013) proposed a framework that consists of a source checking module, counting 

module, attack detection module, a Turing Test module, and a question generation module. 
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Actually, this solution is a very good framework regarding reducing the latency for the 

legitimate user, proactive verification of new users, and good response to suspicious users. The 

limitation of this framework is the extreme resilience for the blacklist user in a way that allow 

him to ask the module to remove his IP address from the blacklist even if he fails to pass the 

test. In this case, the module sends the requester an email with a link that responds to the user 

clicking by removing his address from the blacklist. Actually, this resilience affects the 

robustness of the security system by giving malicious users more chances to harm the protected 

network (Huang et al., 2013).   

 3.1.1.4.5. Ismail Framework 

Ismail et al. (2013) proposed a method to detect the flooding-based DoS attack in the cloud 

computing environment. Their technique depends on comparing the IP header flags such as 

SYN, FIN, and RST in the normal network traffic and their counterparts in the abnormal 

network traffic to distinguish effectively between them based on a covariance binary matrix. If 

the matrix’s elements are equal to zero, the traffic is considered to be normal. Otherwise, it is 

abnormal and must be dropped (Ismail et al., 2013). Actually, they just considered a hypervisor 

instead of a traditional server to state that they are working in a cloud environment. It is purely 

a traditional network and their solution is just a reactive detection attempt which is vulnerable 

in itself to be overwhelmed by DoS attacks. Moreover, it requires a huge processing 

consumption to create a baseline of the normal traffic and then compare every incoming packet 

with this baseline. Therefore, it is ineffective in reducing the response time for legitimate users 

and does not protect the scalability of the cloud which is the target of EDoS attacks.  

3.1.2. EDoS Countermeasures 

A number of frameworks have been proposed to protect the cloud from EDoS attacks. Some 

of them focus on specific surfaces of attacks such as virtualization vulnerabilities, hosted web 

applications surfing or providing techniques that are not add valuable contribution to the 

literature. These solutions are considered as irrelevant to the proposed framework as they are 

mostly related to the e-commerce applications which are out of this thesis scope. These 

methods will be presented in section 3.1.2.2.  

There are another group of solutions that are treating the problem from network security 

perspective. As a result, they are considered as relevant methods to the proposed framework in 
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this thesis that is looking from a wider view than what irrelevant solutions are limited to. 

Relevant methods will be presented in the following subsection. 

3.1.2.1. Relevant EDoS Countermeasures 

There are four existing solutions that are selected as relevant methods to the proposed 

framework. These are the EDoS-Shield framework, Sandar and Shenai framework, Enhanced 

EDoS-Shield framework and the In-Cloud eDDoS Mitigation Web Service (Scrubber Service) 

framework.  

3.1.2.1.1. EDoS-Shield Framework 

This framework is proposed by Sqalli et al. (2011). Its main idea is to check if requests are 

generated from botnets or legitimate users. The EDoS-Shield approach verifies only the first 

packet by applying CAPTCHA verification, and then accepts or denies the subsequent packets 

from the same source that has the same IP address. It is a milestone in the techniques that are 

used as solutions, as Sqalli et al. (2011) have focused on solving the end-to-end latency issue. 

The main parts of the EDoS-Shield architecture can be shown in Figure (3-7). These parts are 

virtual firewalls (VF) and a cloud-based overlay network called verifier nodes (V-Nodes). The 

virtual firewall works as a filter with white and black lists that store the IP addresses of the 

originating sources. The verifier node verifies sources using graphic Turing tests such as 

CAPTCHA to update the lists according to the verification process results. The virtual firewall 

can be applied as a virtual machine that can filter and route the packets. The white list stores 

the authenticated source IP addresses so their following traffics will be allowed to pass the 

firewall filtering mechanism and access the protected system. On the other hand, the black list 

stores the unauthenticated source IP addresses so their following traffics will be dropped. The 

two lists must be updated periodically (Sqalli et al., 2011).  

  

Figure (3-7): EDoS-Shield Framework1(Sqalli et al., 2011) 
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This technique differs from CLAD and the other overlay routing as it significantly decreases 

the delay as successive packets, after the first successful packet, are forwarded directly to the 

protected server. Moreover, most overlay-based techniques let the overlay nodes' locations 

known to the public and, as a result, they might be exposed to several attacks. EDoS-Shield 

approach hides the verifier nodes' IP addresses from the public (Sqalli et al., 2011). 

The EDoS-Shield framework's performance is effective as it filters and verifies the first packet. 

Based on this packet verification, the subsequent packets from the same source do not need to 

be verified. Reducing the end-to-end latency was a neglected issue in some of the previous 

DDoS solutions or has not been solved properly in the other solutions. Sqalli et al. (2011) 

defined the EDoS well and stated that the traditional way to generate DDoS attacks is the 

facility of launching it. Moreover, they asserted that the customer is the victim of this attack, 

and the withdrawal is expected as a result of such attacks. However, they do not give another 

chance for the user who has an IP address that is placed into the black list. So, any request 

comes from that source is dropped immediately. This means that the victim of a spoofed 

address attack will be forbidden from accessing the network permanently. It is clear that this 

solution did not take the spoofing attack in its consideration, and Sqalli et al. (2011) know this 

and modified their following framework (Enhanced EDoS-Shield) to involve this situation. 

Al-Haidari et al. (2012) stated that spoofed IP addresses can be used in attacking the cloud and 

bypass the EDoS-Shield technique which depends on the white and black lists. Once the IP 

address is registered in the white list, all subsequent packets from the same address will pass 

the filter without verifying process. So, if the IP address is spoofed, then the attack can 

overwhelm the cloud resources causing DDoS and EDoS attacks respectively (Al-Haidari et 

al., 2012). 

3.1.2.1.2. Sandar and Shenai Framework 

Sandar and Shenai (2012) proposed a framework that relies on a firewall, which works as a 

filter. The framework consists of a firewall and a client puzzle server as shown in Figure (3-8). 

The firewall receives the request from the client and redirects it to a Puzzle-Server. The Puzzle-

Server sends a puzzle to the client, who either sends a correct or wrong answer of the puzzle. 

If the answer is correct, the server will send a positive acknowledgment to the firewall that will 

add the client to its white list, and will forward the request to a protected server to get services. 

Otherwise, the firewall will receive a negative acknowledgment and put the client in its 

blacklist (Sandar & Shenai, 2012). However, the framework's developers have not benefitted 
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from the previous work, and puzzle methods have certain problems especially in the level of 

difficulty with regard to legitimate users. Moreover, the EDoS-Shield framework, which 

Sandar and Shenai (2012) have studied and criticised, was involved in solving the problem of 

end-to-end latency, while this framework has neglected the problem altogether. Furthermore, 

Sandar and Shenai (2012) stated explicitly that they are working on the provider's side while 

they claimed that their framework is Anti-EDoS. 

 

Figure (3-8): Sandar and Shenai Framework1 (Based on Sandar & Shenai, 2012) 

 

3.1.2.1.3. Enhanced EDoS-Shield Framework 

Al-Haidari et al. (2012) proposed the Enhanced EDoS-Shield framework as an improvement 

on their EDoS-Shield framework to mitigate EDoS attacks originating from spoofed IP 

addresses. They made use of the time-to-live (TTL) value found in the IP header to facilitate 

detecting the IP spoofed packets. As a result of using TTL, this framework avoids refusing a 

request coming from a source registered on the blacklist. Instead of this, it tests the packet as 

it may be initiated from a victim of a previous IP address spoofing attempt. Therefore, it 

prevents DoS attacks on legitimate users, even if their IP addresses have been exploited. (Al-

Haidari et al., 2012). This mechanism is clarified in Figure (3-9). 

A similar architecture to the EDoS-Shield framework is used. However, to enhance the EDoS-

Shield framework by enabling it to mitigate spoofing attacks that affect its original version, Al-

Haidari et al. (2012) added three additional fields that can be monitored and stored in the white 

and black lists with their correspondent IP addresses. These fields are the TTL values, a counter 

of unmatched TTL values in both lists, and the time stamp (attack start time) in the black list 

(Al-Haidari et al., 2012).  

The difference with the original EDoS-Shield framework is that instead of rejecting packets 

based on their status as blacklisted users, the Enhanced EDoS-Shield will give them a chance 
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to prove their legitimacy by comparing their TTL values, in order to avoid rejecting legitimate 

users who were victims of previous spoofing attacks. For users who arrive with different TTL 

values, a verification process will be conducted by the V-Node if the unmatched TTL counter 

does not exceed the determined threshold. This will give the sources that have different TTL 

values a new chance to prove their legitimacy. It is assumed that the modification of the TTL 

value between two specific ends is limited over a period of time. Therefore, if the number of 

modifications exceeds a given threshold, then these modifications are considered as abnormal, 

and packets coming from the related IP address will be dropped without any more verification 

chance. The attack timestamp field indicates the start time of the attack that is the time of 

placing the source IP address in the blacklist. The purpose of using such field is to render the 

verification process at the V-Node more secret through the attack. For example, if a packet 

comes during the attack's lifetime with a source IP address that exists in the blacklist, it will be 

rejected without conducting an additional verification process. In contrast, if the packet comes 

after the attack’s lifetime passes, a verification process will be conducted given the likelihood 

that it is a legitimate packet (Al-Haidari et al., 2012). 

 

Figure (3-9): Enhanced EDoS-Shield Framemework’s Mechanism1 (Based on Al-Haidari et al., 2012) 

As in the EDoS-Shield framework, the V-Node verifies a request. Then, it stores the TTL value 

that is relevant to any source IP address. These IP address and TTL value will be recorded in 

the white or black lists according to the result of the verification test. This data will be employed 

afterward to detect the packets having spoofed IP addresses. The unmatched TTL counter will 

be employed to decrease the false positives based on the exact TTL matching filtering principle. 

The V-Node ensures that the unmatched TTL counter related to the source address does not 

exceed the determined threshold value (Al-Haidari et al., 2012).  
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As a result of using TTL, this framework avoids refusing a request coming from a source 

registered on the blacklist. Instead of this, it tests the packet as it may be initiated from a victim 

of a previous IP address spoofing attempt. Therefore, it prevents DoS attacks on legitimate 

users, even if their IP addresses have been exploited. The limitation to this framework is the 

increasing in the end-to-end latency, as it inspects every packet that arrives at the firewall. 

Moreover, it uses the counter that increases the load on the verification means and gives 

malicious users more chances to harm the protected network. 

3.1.2.1.4.  In-Cloud EDDoS Mitigation Web Service (Scrubber Service)  

This framework has been introduced as an on-demand service. It depends on the In-Cloud 

Scrubber Service that generates and verifies the Client puzzles (crypto puzzles) used at two 

different levels of difficulty according to the type of attack against the protected system to 

authenticate the clients. The user must solve the crypto puzzle by brute force method. The 

system can be switched either to suspected mode or normal mode. The service provider selects 

the mode depending on the type of attack against its network. In the suspected mode, an on-

demand request is required to be sent to the In-Cloud eDDoS mitigation service (Kumar et al., 

2012). Figure (3-10) shows the framework architecture. 

In a Scrubber Service-generated puzzle, the server launches the partial hash input and hash 

output and sends them to the user according to the following equation: 

Η (Χ||k) =Υ  

The puzzle solution is the value of k while the values of X, Y, and the hash function h ( ) are 

provided to the user. The number of bits that construct the value of k determines the difficulty 

of the puzzle. This means the smaller k size renders the solution of the puzzle much easier and 

vice versa.  
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Figure (3-10): In-Cloud eDDoS Mitigation Web Service Framework1(Based on Kumar et al., 2012)  

The framework mechanism can be described in the following steps: 

1)  The Bandwidth load and Server load determine the mode of the service, which either be 

Normal mode or Suspected Mode. The suspected mode can be either High-rated DDoS attack 

or Low-Rated DDoS attack. 

2) The Normal mode is running if the web server is under normal situation. 

3) If the server resources depletion exceeds an acceptable limit and the bandwidth traffic is 

high, then a high-rated DDoS attack is anticipated. In this case, the service will be switched to 

the suspected mode, and an on-demand request is delivered to the scrubber service, which 

creates and verifies a hard puzzle. 

4) If the server resources depletion exceeds an acceptable limit while the bandwidth traffic is 

normal or less than the threshold, then a low-rated DDoS attack is anticipated. In this case, the 

service will be switched to the suspected mode, and an on-demand request is delivered to the 

scrubber service, which creates and verifies a moderate puzzle. Moreover, the web server will 

reduce the timeout period for the current requests (Kumar et al., 2012). 

This framework depends on the puzzle concept approaches only. The puzzle servers are used 

mostly to check network-layer DDoS attacks, which are easier in detection than application-

layer attacks. The framework focuses on the bandwidth load prior to the server load. This 

contradicts what its developers believe that the application-layer attack is more important as it 
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is more harmful in impact and more difficult in detection. The In-Cloud eDDoS Mitigation 

Web Service framework is a reactive mitigation technique as it works after detecting the attack. 

Moreover, it depends on puzzle concept approaches only, which have their own drawbacks as 

will be described in section 4.6.7.3. Puzzle servers are used mostly to detect network-layer 

DDoS attacks.  

 

The limitation of this solution is that the extended delay issue still exists as every packet has to 

be verified. Moreover, the protection process is performed by the protected server itself and 

there is no verification in the normal mode. This exposes the protected system to many threats. 

Furthermore, the depletion of resources contrasts with the cloud concept. So, their assumption 

is to get security as a service from the cloud, not the main cloud services and they stated clearly 

that the protected server is a cloud service provider server. Hence, their framework is purely 

Anti-DDoS, not Anti-EDoS. 

3.1.2.2. Irrelevant EDoS Countermeasures 

Baig and Binbeshr (2013) proposed a solution that consists of a virtual firewall with lists, a 

VM investigator, a job scheduler, and VM observers. The observer monitors three attributes 

with regard to the maximum threshold values. They are the CPU utilisation, the network link 

utilisation, and the virtual memory allocation. Packets that come from a blacklisted source is 

forwarded by the firewall to the investigator and packets that are suspicious regarding 

exceeding the threshold values are forwarded by VM observers to the investigator. The VM 

investigator generates and sends a Turing test to users and verifies their responses. Moreover, 

it has a counter called a User Trust Factor (UTF), which is, a parameter assists in calculating 

the accessing number in a determined frame of time. This parameter must be >=0 and <=1 and 

is set initially at the value (0.5). Every successful solution to the Turing test increases the UTF 

by 0.05 until reaching to the maximum=1. At that point, the user IP address can be removed 

from the blacklist. In contrast, any failed solution to the Turing test decreases the value of the 

UTF by 0.05 until reaching to the minimum=0. Hence, subsequent packets from this address 

will be dropped directly by the virtual firewall without any more tests.  

 

From above, it is clear that this technique is similar in the architecture and mechanism to the 

proposed framework (DDoS-MS) especially with regard to the verification process, continuous 

monitoring, firewall capabilities, dealing with the blacklist users, giving them other chances to 

prove their legitimacy. However, the proposed framework is better as it uses more than a 
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method to verify the user especially the suspicious users and monitors the TTL values of the 

IP packets headers besides time stamps to ensure the validity of users. Moreover, in Baig and 

Binbeshr (2013) framework, the new user can access the servers (virtual servers) if he/she just 

passed the Turing test. Afterwards, the VM observer monitors their overwhelming attempts. 

So, if attackers use slow and low rate attacks, they might breach this security technique and 

harm the cloud.  

 

Baig and Binbeshr (2013) asserted that the solution can be achieved by controlling the users’ 

requests on the provider side by giving the priority to legitimate users. In fact, applying the 

solution on the provider’s side is a reactive step from EDoS counteraction perspective. It can 

be successful in providing required security means especially with individual users, but the 

best is to propose a proactive solution on the cloud edge, which is the customer’s network. 

Moreover, they focused on VMs which are related and controlled by the cloud provider and 

neglected the importance of protecting the customer's network in order to prevent EDoS 

attacks. Again, it is mentioned early in this thesis, the EDoS term poses an attractive word in 

the research papers' titles, but the contents in most of them are about DDoS against the cloud 

provider.   

 

Anusha et al. (2013) proposed a solution that is hidden from attackers as they cannot know or 

predict the ratio which is relied on to calculate the TSP (Time Spent on a Web Page) so the 

difference between genius and bogus requests will appear. Hofgeasang (2006) defines the TSP 

concept and stated that its purpose is to differentiate human users from machines.  

 

Anusha et al. (2013) focused on protecting the cloud- based web pages as they asserted that the 

e-commerce is the door of EDoS attacks so the attacker surf the web page and does not 

purchase. This prompts the customer, who relies on the e-commerce, to pay to the provider the 

browsing amount without gaining the required profit (Anusha et al., 2013).  

 

Anusha et al. (2013) stated that the cloud customer migrates to the cloud expecting a sustainable 

profit. However, EDoS attacks affect this sustainability by decreasing the profit and increasing 

the cost. They made use of the Time Spent on a Page (TSP). TSP is one of the main factors 

that determine the web page's quality. The TSP can be high or low. The high value means the 

page is complex for users while the low value means that the layout and the content of the page 

are uninteresting or poor. However, the TSP usage by Anusha et al. (2013) is to distinguish 
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between human users and bots. The high volume of very tiny values of the TSP that can be 

near to zero specifies that there are bots browsing the page. This idea can be useful as an 

assistant factor for indicating high rate requests to the web applications and detecting bots 

requests as their TSP is equal or near to zero. This technique focused on E-commerce 

applications that can be hosted by cloud computing providers. EDoS concept is not limited to 

the web application security. So, network security threats must be taken into account when any 

solution is proposed as Anti-EDoS. Moreover, it is a reactive technique that is triggered by 

attacks occurrence. Furthermore, it is implemented in the provider's side, so it is not Anti-

EDoS. 

 

Yu et al. (2013) mentions EDoS threat and proposed a mathematical model to enhance the 

cloud firewall in the provider’s side. However, the firewall technologies cannot be sufficient 

to counteract security attacks in the cloud environment without the assistance of other defence 

components to offer a robust protection technique despite the strong firewall capabilities. 

Moreover, it is implemented as Anti-DDoS to protect the cloud provider from such attacks. 

 

Masood et al. (2013) stated that their proposed solution, which is, named EDoS Armor consists 

of two parts; admission control -to limit the numbers of users who request services 

simultaneously by choosing a sufficient number which cannot affect the web server- and 

congestion control that gives the priority based on the type of resources and the type of 

activities to detect good clients (purchasers) and bad clients (surfers). 

 

EDoS definition by Masood et al. (2013) is not accurate. They stated that the malicious user 

accesses the e-commerce application for checking the prices, browsing, and entertainment. 

Actually, these things can be done even by normal users. Actually, the target of the malicious 

user is to trigger the cloud bill by generating multiple subtle requests to web servers in a way 

similar to traditional DDoS attacks and different in the intention and as a result the impact. 

 

Masood et al. (2013) used a learning mechanism for monitoring the browsing behaviour in 

order to disseminate priorities in a way that serve users who complete the purchase process 

firstly and distribute the load on the servers. It is done by giving these users a higher priority 

than the users who are just browsing the application. Masood et al. (2013) named the first group 

of users as good users and the second group the bad users. The priority concept gives the good 

users chances to send a high number of request per a unit of time. They depend on the J48 
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decision tree algorithm to distinguish between the good and bad users in order to give the good 

users a higher priority by expanding the threshold value of their requests (Masood et al., 2013).  

 

The limitation of EDoS Armor that is proposed by Masood et al. (2013) is that it depends totally 

on the challenge test. Afterwards, it assumes that all users who passed that test are legitimate. 

So, the attacker can spoof the address of a legitimate user to access the system. Moreover, it 

does not make any further verification to the packet payloads, so if attackers use any intelligent 

tool in bypassing the initial test, they can overwhelm the system. 

 

Masood et al. (2013) stated that the e-commerce applications on cloud services can be 

threatened by EDoS attacks which are application layer DDoS attacks. The users access the 

web page in a legitimate manner then request heavy load requests as videos and images. Their 

hypothesis is that the attacker's target is the web application that hosted by the cloud provider. 

Actually, this framework focused on providing the security and ignoring the reduction of the 

response time. 

 

Ramana et al. (2014) have proposed a framework called DDoS and EDoS Shield which is a 

merge of EDoS-Shield framework, Cloud Trace Back (CTB), and Cloud Protector (CP). The 

merge aims to propose a solution that can be effective against DDoS and EDoS attacks. They 

used the EDoS-Shield framework architecture and placed in front of its firewall a Neural 

Network (NN) that works as a CP. Iftikhar et al. (2009) defined the neural network as a “set of 

connected units made up of input, hidden, and output layers”. Therefore, the CP is implemented 

in this framework as one component that applies the CTB method to protect the system. It is 

placed in the edge of the network to be closer to the source of the attack in order to facilitate 

the traceback process. The most important point of the CP architecture is the Threshold Logic 

Unit (TLU) that counts the number of incoming requests. In this solution, the Flexible 

Deterministic Packet Marking (FDPM) algorithm is used instead of the well-known algorithm 

Deterministic Packet Marking (DPM) in finding out the sources of the attack by marking the 

incoming packets ID fields with a Cloud Trace Back Mark (CTM) (Ramana et al., 2014).  

 

They claimed that their framework is proposed as Anti-EDoS. However, there is nothing to 

prove that inserting the CTB and the CP to the EDoS-Shield architecture provides actual 

benefits with regard to counteracting EDoS attacks. Again, EDoS concept is attractive to be 

used without clear understanding of its actual nature and the optimal way to defeat it. Moreover, 
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the main objective of using the CTB is to trace back the sources of attack which is very difficult 

to achieve in the cloud environment specifically and in the internet world in general due to the 

distributed nature of bots that are participating in the attack. Moreover, they relied on the 

EDoS-Shield framework that has a limitation in defeating the spoofed attacks. In this case, this 

proposed solution is not effective against spoofing attacks. Moreover, the workflow of the 

proposed framework relies hugely on the VN in deciding the legitimacy of the user. So, the 

CTB and the Cloud Protector (CP) are taking the verification result from the EDoS-Shield 

architecture and mark the packets coming from that source. It is clear now that the CTB and 

the CP are useless in detecting attacks. Actually, this framework did not add a contribution in 

protecting the cloud from DDoS and EDoS attacks. It is just an addition to the EDoS-Shield 

framework in tracking the attack sources but not in improving the defense mechanism itself.  

 

In addition these works, more research papers are published to discuss the EDoS phenomenon. 

They did not name the problem as EDoS. Instead, they talked about the effects of DDoS attacks 

against the cloud environment that can threaten the cloud sustainability. Because EDoS is a 

new concept relatively, the thesis reviewed any paper depicts its phenomenon even if its authors 

did not mention the name of EDoS. The following are examples of this kind of research. 

 

Jeyanthi and Iyengar (2013) are working on protecting the cloud providers' Data-Centre from 

DDoS attacks. They mentioned the EDoS problem without giving it the exact name (EDoS). 

They have used a framework called (Escape-on-Sight (EoS)) consists of a firewall, a traffic 

analyser to monitor the received traffic, a router to forward the received packet to a load 

balancer, a Virtual Machine (VM) router switch to maintain the user’ inter-arrival time of every 

packet, a packet analyser that verifies the packet's header data, and the protected servers which 

are the Data Centers (DC) servers.  

 

They stated that their proposed solution (EoS) is a preventive solution as it works on the CSP's 

DC edge rather than its server-side. This is understood as they focused on protecting the cloud 

from DDoS. But for this thesis that focuses on protecting the cloud environment from EDoS, 

this solution is far from being proactive. Moreover, the proposed framework in this thesis is 

better because it is designed in a way that relief the pressure on the reverse proxy that performs 

the same role of the traffic analyser in this work. Furthermore, their work increases the response 

time. 
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Alarifi and Wolthusen (2013) designed a class of DoS attacks works in the IaaS public cloud 

service. They focused on VMs and their migration concept in the cloud. They mentioned EDoS 

attacks in their work, and they stated that it needs a deep analysis in the literature. 

 

Iyengar et al. (2014) proposed a method called Multilevel Thrust Filtration (MTF). MTF 

depends on an Intermediate Web Server (IWS) that works as a lookup server and is controlled 

by the CSP, and Authorised Scrutinising Nodes (ASNs) that validate the clients and control 

their access to the Data Centre (DC). When the user requests the IWS, it verifies the registration 

of the user address. If it is registered, an encrypted message is transmitted to the user with 

specific ASN’s IP address that is ciphered with users’ password. Only the intended user can 

decrypt the ASN IP address and then he can complete the connection process. The user sends 

the decrypted message to the ASN that decrypts the digital signature of the IWS in order to 

verify it. It generates a certificate that has timestamp and session key if the verification was 

successful. The certificate is registered in the ASN and sent to the specific user, and it will be 

valid only for him. The decryption of the ASN’s response allows the user to access the DC 

using the session key through the ASN (Iyengar et al., 2014). 

 

Actually, there is no authentication means implemented besides the usage of the encrypted 

messages. So, the success of decrypting both messages from IWS (ASN’s IP address) and ASN 

(Session Key) can open the door for the attacker to access the protected system. Honestly, there 

is a restriction on the request rate and request size, but this is not enough. Actually, low-rate 

DDoS attackers can bypass this monitoring technique. Moreover, authenticating each incoming 

request increases the response time. More important, it is proposed to counteract DDoS attacks 

against the cloud, not EDoS attacks. 

3.2. Evaluation of the Relevant Existing Solutions  

After browsing DDoS and EDoS relevant countermeasures, there is a need to compare their 

performance based on the determined aspects, which are reducing the response time, verifying 

the packets, protecting the scalability, and protecting the customer network. So, Table (3-1) 

compares DDoS and EDoS Countermeasures according to the features that are designated in 

section 2.7.3. 
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Table (3-1): Comparison between the Previous Frameworks' Performances 1 

Actually, the solution’s capability to reduce the latency is evaluated based on the solution's 

design itself. Protecting the scalability means that the solution monitors the events (incidents) 

and takes actions against them in order to protect the targeted system and to relief the pressure 

on the protected server and its economic resources.  

 

Note that the Anti-DDoS solutions in the table are evaluated as if they are working in a cloud 

computing context. It is clear that SOS technique fails to satisfy any of the four performance 

measures. Furthermore, none of the existing methods satisfies all the stated requirements. There 

is therefore an urgent need for a new framework that meets all the requirements stated in Table 

(3.1) and provides a robust countermeasure against DDoS and EDoS attacks. Developing such 

a framework is the major objective and contribution of this thesis.  

Summary 

This chapter covers the related work that the proposed framework is designed based on their 

strong aspects, in order to enhance security measures against DDoS attacks. The existing 

solutions for both DDoS and EDoS have been presented and evaluated in terms of their types, 

mechanisms, and relevance to the proposed framework. Afterwards, a comparison between the 

existing solutions according to reducing the response time, protecting the scalability, verifying 

the incoming requests, and protecting the customer networks in a proactive way has been 

performed. The output of that comparison shows that there is no existing solution can mitigate 

DDoS and EDoS attacks with meeting the determined criteria in the comparison process. 

Therefore, there is a need to propose a new solution that can be a beneficiary from the strong 

aspects of the existing techniques and can improve their weak points. Hence, a new framework 

is proposed to fill this gap and will be presented in the next two chapters in details. 
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Chapter 4- The Proposed Framework 

DDoS-Mitigation System (DDoS-MS) 

Framework 
 

After presenting and evaluating some of the existing solutions that are proposed to counteract 

DDoS and EDoS attacks in the previous chapter, the proposed framework will be presented to 

counteract such attacks. The proposed framework is built on strong aspects of the existing 

solutions and avoids their weaknesses in order to propose a network security technique that can 

enhance networks capabilities to defeat malicious attacks. The chapter will start by presenting 

the proposed framework assumptions that clarify the framework’s scope. Next, the proposed 

framework will be presented, and each component will be explained. There are four assumed 

scenarios for different requests coming from sources that try to access the protected system. 

These scenarios are presented to show the framework reaction in the case of legitimate and 

malicious users. A conceptual evaluation will be carried out to determine the parts of the 

solution that can be improved to get a more robust defence system against attacks that threaten 

networks under cloud implementation. 

4.1.  DDoS-Mitigation System (DDoS-MS) Framework 

The evaluation that is presented in chapter Three shows that the existing solutions still have 

limitations with regard to counteract DDoS and EDoS attacks. Based on what is mentioned in 

sections (2.7.3.) and (3.2.), a network security method is proposed to counteract DDoS attack 

against a cloud customer's network. So, the proposed solution can be considered as a proactive 

prevention method for the cloud providers by protecting their edges which are their customers’ 
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networks from EDoS attacks and DDoS attacks in traditional networks. This is the reason why 

even the solutions that are proposed to counteract EDoS attacks are DDoS-countermeasures. 

A number of methods that are proposed to counteract these attacks have been presented in 

section (3.1.) However, these methods are either testing all packets coming from the source 

causing higher response time or testing the first packet only without any other verification 

process which is not enough to protect the system. Reducing the response time is a very 

important feature besides providing a robust defence system against malicious attacks. 

Newman (2006) emphasis on the importance of such aspect as the organisations must provide 

a balance between security and convenience for its users in order to facilitate a secure user 

access to the network to get their requested services. To solve the above problem, the proposed 

solution is expected to verify the legitimacy of users at the beginning of accessing the network 

and then conducts another random verification in order to tighten the protection process without 

triggering the user’s attention.  

Maintaining cloud features such as scalability and elasticity besides providing the required 

security with reducing the response time is expected to be the main aim for any suggested 

solution to solve such problem. From Table (3-1), it is noticed that these methods focused on 

some aspects and ignored or failed to meet the requirements of others. Therefore, a new 

framework is proposed to fill this gap. The proposed framework is built in a way that gains 

benefits from the strong aspects of these previous methods while avoiding or improving the 

weak aspects.  

It is a proactive technique that is implemented in the customers’ side to protect them from 

DDoS attacks and proactively protect them and their cloud providers from EDoS attacks. It is 

a technical attempt to mitigate the impacts of such attacks and keep them at an acceptable level. 

It focuses on decreasing the response time besides counteracting attacks. 

The investigation of the existing countermeasures shows that the presented mitigation 

techniques are not sufficient. The improved countermeasure should allow strong verification 

of the source of the traffic, protect the cloud scalability, protect the customer's network, and 

minimise the response time. The proposed framework is designed to fill this gap. The 

framework is aware of previous work; therefore, it includes the strong aspects of previous 

systems and improves the weak points. The contribution in this work is providing a proactive 

protection of the cloud provider on their customer’s networks from the economic effects of the 

DDoS attacks by using a new security technique, which fulfil above-mentioned criteria. 
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Moreover, for users, which were verified, it will decrease the response time for legitimate users. 

The proposed framework is called DDoS-Mitigation System (DDoS-MS). 

4.2. The Framework Assumptions (Scope) 

There is a need to determine the current scope of the proposed framework to clarify the work 

for the reader. The proposed framework can be implemented in the customer’s network as a 

proactive method to prevent the economic impacts of DDoS attacks and implemented in the 

provider’s side to protect it from DDoS attacks. This means that the proposed solution is 

considered as Anti-EDoS in the customer's side and Anti-DDoS in the provider's side. 

However, the focus of this thesis is on protecting the customer's network from DDoS and EDoS 

attacks. Thus, this protection leads to prevent harming the provider network proactively. There 

are two types of cloud customers; SMEs and individual customers as shown in Figure (2-5). 

SMEs are more valuable for the providers so maintaining their presence in the cloud can 

guarantee huge profits. Therefore, the supposed customer in this project is an organisation that 

has its own network, employees, and end users. The organisation is not large as this kind of 

organisations plans for the long-term presence and has a large capital that covers the costs of 

hosting its data centre in-premises. Therefore, the targeted organisation for EDoS attacks is the 

SMEs that migrate to the cloud because of its attractiveness features such as availability, 

security, and the cost decrement. 

 

The framework (DDoS-MS) is proposed to counteract EDoS attacks. Therefore, it must be 

applied in the customer’s network as a part of the SLA to ensure the efficiency of verifying the 

organisation’s users before adversaries can trigger the billing system causing EDoS. The 

framework can be implemented as hardware components or software (virtual) means. 

However, the provider cannot force the customer to implement hardware implementation 

especially if they chose to rent infrastructure from the cloud at the beginning. In this case, the 

DDoS-MS can be provided as a cloud-based service from the provider of the infrastructure or 

any other provider. It is advisable that the customer does not rely on one provider for obtaining 

all services to avoid the lock-in problem that is presented in chapter Two.   

 

Also, the DDoS-MS can be implemented in the provider’s side as an Anti-DDoS. It can be 

considered as a contribution to the efforts to counteract such threat against the cloud 

environment. The huge bandwidth and CPU resources in the provider’s side can defeat attempts 
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to overwhelm the DDoS-MS components. In the customer side, the same capabilities can be 

provided if the framework is implemented as a cloud-based technique. Moreover, this way can 

protect the framework’s components themselves from the flooding attacks that they are 

susceptible to. 

 

The proposed framework assumes that there is an effective Identity and Access Management 

(IAM) system implemented in the protected network to prevent the network from DDoS 

attacks, which can be launched by malicious attackers exploiting any vulnerability in the IAM 

systems. The proposed framework is based on some assumptions in order to limit its scope 

such as: 

1. The protected network belongs to an enterprise which is a customer of a cloud provider. The 

client type in this project is an SME organisation, not an individual user. 

 2.  The framework must be used in the customer's system but can also be deployed in the 

provider's system as Anti-DDoS.  

3. The attacker is a random attacker. 

4. The attacker's target is to generate DDoS attacks against the cloud to affect its pay-per-use 

model by exploiting the vulnerabilities in the customer's authentication system. 

5. The framework tests only two packets which come from any source.  

 6. The proposed framework protects the network from flooding attacks that deplete the 

resources (CPU and memory) by preventing the bandwidth exhaustion while the flash crowd 

is out of the scope.  

7. The framework deals with the outsider attackers, not insider attackers. 

4.3. DDoS-MS Framework’s Principles and Techniques 

The architecture of the framework consists of six main components. They are a firewall (or 

virtual firewall), a verifier node(s), a client puzzle server, a DNS server, green nodes in front 

of the protected server(s), and a filtering router.  

 

The clear purpose of the firewall is to filter the traffic that comes from users. So, malicious 

users’ traffic will be dropped, and the real users’ packets will be released through. The firewall 

has white and black lists for the sources of packets depending on the result of the verification 

process, which relies on the verifier node and puzzle server. To facilitate the explanation of the 

framework's work, the white and black lists are divided into two lists; temporary and 
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permanent. Therefore, there will be four lists which are the temporary white list, the permanent 

white list, temporary black list, and permanent black list. 

 

Green nodes which can be considered as web proxies hide the location of the protected server, 

and the server does not receive any packet except the packet that is forwarded by these nodes 

through the filtering router. The router forwards the packets that are coming from green nodes 

only and rejects any other packet. Figure (4-1) shows the framework's architecture. 

 

 

Figure (4-1): DDoS-MS Architecture  1  

These components are selected in designing the framework based on their capabilities to 

perform the required functions in order to achieve the proposed solution's objectives. More 

details about the components will be discussed in the next section.  

 

The DDoS-MS idea is to test two packets coming from any source in two stages. The first test 

distinguishes human users from bots. It is done by the verifier node, which use the GTT in 

verifying the packets. The second is conducted to confirm the legitimacy of the user and to 

tighten the verification process. It is performed by the client puzzle server, which uses a crypto 

puzzle to verify the source of packets. The idea behind testing only the first two packets is to 

enhance the EDoS-Shield framework advantage in reducing the response time.  

 

From IAM assumptions in section 2.2., it is noticed that there are two levels of authentication. 

The first is the higher level which tends to authenticate the user. Actually, the proposed 

framework performs this by using the GTT to distinguish between the human user and 

machines in order to avoid botnets attacks. The latter is the lower level authentication which 
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tests the received packet, which has some fields in its IP header that can be considered as 

indicators that the defence system can depend on to take a decision of permitting or denying 

the packet. Hence, the proposed framework uses puzzles to detect the unauthorised user who 

can pass the GTT test. Actually, to make a balance between the control and convenience in the 

proposed system, the users should think that they are trusted. Indeed, they are not, as their 

packets are tested using puzzles. That means their legitimacy is examined underneath. 

 

It is still a new way to use these types of verification means in a proactive manner. This test 

verifies the client in the network layer. Usually, it comes before the verification in the 

application layer, but this is another difference between the proposed framework and the 

previous solutions. This is because the focus of the proposed framework is on a cloud 

computing environment, so the users mostly request web services. Therefore, it is expected that 

attackers try to exploit weaknesses in the top layer directly especially with the improvement 

that been achieved in the network layer defence system in the last few years. Another reason is 

the desire to limit the number of packets that can access the network by excluding the bots from 

the beginning so the puzzles test (second test) can be used for fewer users in all cases.  

 

The two-phase testing is designed to be completely randomized. The first phase will happen 

immediately after receiving the first packet by the firewall. However, the second packet that is 

chosen for the second test will be randomly selected within an early time of communication to 

not give the possibility to the attacker to prepare the attack for it. Zargar et al. (2013) asserted 

that the most appropriate and effectual way of counteracting DDoS flooding attacks is the 

combination of filtering techniques and source addresses authentication. Therefore, this 

mechanism is implemented in the proposed framework. 

 

The process of handling the incoming packets is described in the following section where four 

scenarios are assumed.  

 

4.4. DDoS-MS Framework’s Scenarios 

The proposed framework deals with the incoming packets as described in the following four 

assumed scenarios. All scenarios will be explained in points and then by flowcharts. The first 

scenario is about testing the first packet. The second scenario is about testing the second packet 
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if the source of the second packet is a legitimate user. The third scenario covers the case of 

testing the second packet if the source of the second packet is malicious. Lastly, the fourth 

scenario is about checking the subsequent packets of the users in the permanent lists. To 

facilitate the explanation of the framework's mechanism, the white and black lists are divided 

into two lists; temporary and permanent. Therefore, there will be four lists which are the white 

temporary list, the white permanent list, black temporary list, and black permanent list. 

 

1) The scenario of testing the first packet 

1. The user sends a packet to the protected server. 

2. The firewall receives the packet and checks its lists. 

3. The packet source address is not on either list so the firewall forwards the packet to the 

verifier node. 

4. The verifier node sends a Graphical Turing Test (GTT) to the user. 

5. If the user passes the test, the verifier node sends a positive acknowledgment to the firewall. 

Otherwise, the firewall will receive a negative acknowledgment. 

6. If the firewall receives a negative result from the verifier node, the request will be refused 

and the user IP address and the start time of the attack (timestamp) will be placed in the 

temporary blacklist (TBL).  

7. Otherwise, the firewall will forward the packet to the DNS server, which forwards it to the 

green nodes and consequently to the protected server through the filtering router. The firewall 

will place the user IP address in the temporary whitelist (TWL).  

8. Lastly, the requested service and data will be sent directly to the user. 

 

 

2) The scenario of testing a random second packet (If the source of the second packet is a 

legitimate user) 

1. The firewall receives the packet and checks its lists.  

2. The packet source address exists in the temporary whitelist. If the packet is selected for the 

second test, then the firewall forwards the packet to the client puzzle server. Otherwise, the 

packet will be treated as in step 7. 

3. The client puzzle server sends a crypto puzzle to the user. 

4. If the user passes the test, the client puzzle server will send a positive acknowledgment to 

the firewall. Otherwise, a negative acknowledgment will be received by the firewall. 
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5. If the firewall receives a negative result from the client puzzle server, the request will be 

refused, and the user details will be just removed from the TWL.  

6. Otherwise, the firewall transfers the user's details from the TWL to the permanent whitelist 

(PWL).  

7. The firewall forwards this packet to the DNS server, which forward it to the green nodes and 

consequently to the protected server through the filtering router. 

8. Lastly, the requested service and data will be sent directly to the user. 

 

 

3) The scenario of testing a second packet (If the source of the second packet is malicious) 

1. In this scenario, the packet source address exists in the temporary blacklist (TBL). So, the 

firewall compares the timestamp of the incoming packet with the previous packet' timestamp 

from the same source.  

2. If the start time of the packet is the same start time of the previous malicious packet, then 

the firewall will refuse the current request and transfer the attacker's details from the TBL to 

the permanent blacklist (PBL).  

 3. Otherwise, the firewall will forward the packet to the verifier node to test it using a Graphical 

Turing Test (GTT).  

4. If the user passes the test, the verifier node will send a positive acknowledgment to the 

firewall. Otherwise, a negative acknowledgment will be received by the firewall. 

5. If the firewall receives a negative result from the verifier node, then the attacker's request 

will be refused and his/her details will be transferred from the TBL to the PBL. 

6. Otherwise, the packet will be sent to the puzzle server, which will send a crypto puzzle to 

the user.  

7. If the user passes the test, the client puzzle server sends a positive acknowledgment to the 

firewall. The firewall will forward this packet to the protected server to get the requested 

services and will just remove the user details from the TBL.  

8. Otherwise, a negative acknowledgment will be received by the firewall. In this case, the 

current request will be refused; the attacker details will be transferred from the TBL to the PBL. 

 

 

4) The scenario of checking the subsequent packets of the users in the permanent lists 

[black and white]  
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1. The firewall receives the packet and checks its lists.  

2. The packet source address exists either in the PWL or in the PBL.  

3. If the packet address is in the PWL, then the firewall forwards the packet to the DNS server, 

which forward them to the green nodes and consequently to the protected server through the 

filtering router and the requested service and data will be sent directly to the user.  

4. Otherwise, the user's details will be removed from the PWL.  

5. If the packet address is in the PBL, then the request will be refused, and the timestamp value 

will be updated in the PBL.  
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Figure (4-2): The 1st Scenario: Testing the 1st Packet1 
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Figure (4-3): The 2nd Scenario: Testing the 2nd Packet of the User in the TWL1 
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Figure(4-4): The 3rd Scenario: Testing the 2nd Packet of the User in the TBL1 

   

 

 

                                                                

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure (4-5): The 3rd Scenario Continued: Testing the 2nd Packet of the User in the TBL2 
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Figure (4-6): The 4th Scenario: Checking the Subsequent Packets of the Users in the Permanent Lists 

[Black and White]1 

4.5. Unique Features of the DDoS-MS Framework 

The previous solutions suffer either from the lack of verification as in SOS and Fosel or from 

not protecting the scalability of the cloud that appears in Enhanced EDoS-Shield, and also from 

increasing the response time as in DaaS framework. This challenge begins when systems are 

verifying all packets within the flow or when frameworks test only one packet which is not 

enough to protect the network from DDoS and EDoS attacks. The novelty of the DDoS-MS 

framework lies in focusing on the following objectives: 

1. Protecting the cloud from DDoS attacks. 

2. implementing a strong verification process. 

3. Protecting the scalability advantage of the cloud. 

4.  Reducing the response time by examining only two packets from any user. Therefore, 

legitimate users can get their requested services quickly and without repeated tests. 

 

One additional difference between this proposed solution and others is the action of only 

removing the packet's IP address from the whitelist or blacklist, in order to be more resilient, 

in the following two cases: 

1. When the user passes the GTT test, and his/her IP address is recorded in the white list: If 

he/she fails in the second test using puzzles, the framework appreciates his/her first successful 

attempt. So, the framework does not transfer his/her IP address from the whitelist to the 

blacklist. Instead of this, it just removes his/her details from the white list.  

2. When the user fails in the GTT test and his/her IP address is recorded in the blacklist: If 

he/she passes the next GTT test and puzzle test, the framework does not ignore his/her first 

failed attempt. So, the framework does not transfer his/her IP address from the blacklist to the 

white list. Instead of this, it just removes his/her details from the blacklist.  

4.6. Components Description 

The selection of components and techniques that are chosen in designing the proposed 

framework is based on their capabilities in performing the required functions with regard to 

protecting the targeted system from malicious attacks. The use of such components is not new. 

However, the novelty in this project is the integration of these components and techniques that 
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renders them to perform specific security tasks. Moreover, the crypto puzzles are used in a 

different way from the existing usage methods. This section gives an overview of each 

component and technique that is used in designing the DDoS-MS framework. 

4.6.1. Firewall 

The firewall is a network component that is used as a packet filter placed at the edge of a 

network that is connected to the internet (Ameen & Nourildean, 2014; Acharya & Gouda, 

2011). It controls the packets access process by intercepting every packet that is transferred 

between a specific network and the internet, testing the packet headers fields, and deciding to 

accept the packet or discard it based on two factors (Acharya & Gouda, 2011): 

1. The packet headers fields values. 

2. A specific security policy that is prepared by firewall designers to define filtering rules.  

Based on these rules, the firewall takes actions on received and sent packets. A rule minds a 

set of network fields such as source and destination IP addresses, source and destination ports, 

protocol type, and the determined action. The decision of accepting or denying packets by the 

firewall is a result of matching or not matching the packet header data with the rule network 

field (Al-Shaer & Hamed, 2004). This is the reason why the reliance of the proposed framework 

is on the firewall in managing the whole defence process.  

4.6.2. Verification Node 

This node in the DDoS-MS framework is used to perform the initial verification which can 

differentiate human users from bots. It is important to prevent bots from accessing the system 

from the beginning so the load on the network can be decreased by minimizing the number of 

bad users (automated machines). The verification node uses the Graphical Turing Test (GTT) 

in doing such tasks. 

4.6.3. The Completely Automated Public Turing test to Tell Computers and 

Humans Apart (CAPTCHA) 

Huang et al. (2013) stated that HTTP packets that are sent by compromised machines (bots) 

can be detected by the GTT. It is about challenging the user in order to determine whether the 

source of requests is a human or a program on a bot machine. The Turing Test technique 

ensures consuming power and time in the requester's side. The Completely Automated Public 

Turing test to Tell Computers and Humans Apart (CAPTCHA) puzzles are the most effective 

authentication techniques against DDoS attacks. It is a program that applied in the overlay 

access point to distinguish the human user from the machines (zombies) that are used in 
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launching DDoS attacks, by generating a picture that contains letters and/or digits. The user 

needs to rewrite the picture contents in a specific space provided in the same page. Only human 

users can pass this puzzle while machines cannot. So, CAPTCHA can be effective in protecting 

from Application-layer attacks. However, it cannot prevent from reflector attacks and 

bandwidth attacks such as UDP flooding attacks (Morein et al., 2003; Beitollahi & Deconinck, 

2012). 

CAPTCHA is usually employed to prevent huge registration to web services or to protect from 

brute force attacks that guess the passwords in the login page. Bursztein et al. (2010) classified 

CAPTCHA into three types which are text-based, image-based, and audio-based. CAPTCHA 

puzzles are the most promising mechanisms against DDoS attacks. Without CAPTCHA, 

legitimate traffic cannot be simply distinguished from attack traffic (Beitollahi & Deconinck, 

2012; Wen et al., 2010). 

IMAGINATION (IMAge Generation for Internet AuthenticaTION) tool which is proposed by 

(Datta et al., 2005) as an image-based puzzle scheme is better in this regard as it is easier for 

the user in solving the challenge with a quick response that reduces delay. Moreover, it is 

effective in detecting zombie devices as well. 

Kandula et al. (2005) stated that the limitations of CAPTCHA are of two forms. The most 

significant limitation is that the CAPTCHA puzzles will not be adopted by those individuals 

who fail to solve them due to their inability or unwillingness to do so. Therefore, these users 

will be denied. The other limitation is that the attacker can rely on his capability to trigger the 

server to transmit graphical tests repeatedly, and this will make the server full of needless 

overhead. 

The first drawback is overcame by placing the IP addresses of the legitimate users at the 

whitelist to give them the opportunity to bypass further CAPTCHA tests and connect to the 

protected server. The second limitation can be avoided by using the blacklist. 

Generally, it is pereferable to use IMAGINATION tool for two reasons. First, it is easier for 

the human user to choose the correct answer than typing letters or numbers. Second and more 

important, the emergence of a new intelligent attacking tool, that can read the numbers and 

letters and solve the graphical puzzle, is expected with the huge evolution in the intelligent 

tools industry. Therefore, the deployment of image-based puzzles is more secure. 
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4.6.4. Domain Name System (DNS) 

Yan (2011) defines the Domain Name System (DNS) as a hierarchical naming system that is 

implemented on a widely distributed database. So, when a particular resource like a service or 

a computer is linked with the private network or the internet, it is governed by this system. The 

main objective of the DNS is to position and address these devices all over the world as it has 

the capability to translate the domain names which are understood by the human beings to a 

numerical form that are required by the networking devices in order to determine each other 

(Yan, 2011).  

In the DDoS-MS, the DNS server forwards the received request, which is already verified and 

allowed by the firewall to access the system, to one of the green nodes instead of the direct 

route to the protected server. The DNS forwards the packet to a chosen green node based on a 

healthy test among the set of green nodes or based on their load balancing. This mechanism is 

designed to keep the identity of the protected server hidden from the user. Moreover, the 

proposed mechanism is implemented in all situations, under attack or without attack. 

4.6.5. Green Nodes (Overlay Systems) 

The green nodes as overlay technique to indirect the received packets through several nodes 

instead of a direct route to the targeted server are used by Cook et al. (2003). The aim of this 

technique is to provide an additional security to the protected server by hiding its location. This 

technique is considered by Beitollahi and Deconinck (2008) as a proactive technique. The 

chord overlay mechanism which is explained in section (3.1.1.3.) is an example of the overlay 

systems that is used in SOS and WebSOS countermeasures.  

Du and Nakao (2010) stated three features the DDoS-Countermeasures must have in order to 

be capable of defeating DDoS attacks. One of these features is the necessity to hide the location 

of the protected server from Internet and render its access to be indirect.  

Actually, receiving packets, monitoring them, and filtering malicious packets on behalf of the 

protected server is an effective method to solve the problem of exposing the server location. 

Moreover, this technique can react properly against the attack after the adversary's reach to the 

servers, and mitigate the impact of the attack itself, which is exhausting the server resources. 

This is achieved because the load is distributed between the nodes and there will be some 

interval gaps between successive requests. 
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Using the filtering router in front of the protected server is to ensure that the packet that will 

be received by the protected server is sent from one of the green nodes. 

4.6.6. Puzzles 

McNevin (2005) stated that the cryptographic puzzle concept is proposed by (Merkle, 1978)  

who defined it as “a cryptogram that is meant to be broken”. Lakshminarayanan et al. (2004) 

browsed the history and evolution of using crypto puzzles between 1978 and 2003 from using 

it as a public key protocol and anti- SYN flooding reaching to be an Anti- DoS attacks in 

different layers. 

McNevin (2005) stated that DDoS attacks may exist on the application, transport, or network 

layer. Generally, the existing puzzles schemes as DDoS countermeasures are proposed to be 

worked in these three layers. So, puzzles are used as anti-spam techniques in the application 

layer and as anti- SYN flooding methods in the transport layer. In the network layer, they are 

used as rate-limiter means. In the application layer, the client puzzles are implemented for the 

purpose of avoiding junk e-mails and spam. Every client has to solve the puzzle in order to be 

able to transmit packets to the network. Hence, client puzzles can limit the rate of client requests 

in a way that protect the network from the huge capacity DDoS flooding attacks. TCP client 

puzzles are used to protect the application and transport layers from such attacks (McNevin et 

al., 2005). 

4.6.6.1. Client Puzzle Protocol (CPP) 

Ankali and Ashoka (2011) stated that the Client Puzzle Protocol (CPP) is an implemented 

algorithm in internet communication in order to render misuse of server resources infeasible. 

Its idea is to force all users wanting to connect to a server to solve a mathematical puzzle 

correctly before creating a connection. The normal implementation of such technique is when 

the server is being under attack. So, the CPP is used as a reactive method in counteracting some 

types of spam and DDoS attacks. The server which is either the protected server or a dedicated 

puzzle server, depending on the proposed framework architecture, receives the user's solution 

and verifies it. Based on this solution, the server takes a decision to accept or reject the user's 

request. Actually, this is the traditional usage of the puzzles. In this thesis, work, a new way is 

suggested in each version of the proposed framework in this chapter and in chapter Five. 

Puzzles are based on the principle that a user has to spend resources to solve the crypto puzzle 

and send a solution to the server, before the server itself will dedicate its resources to the 
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particular user. The client uses a brute-force strategy that consumes computational and time 

resources in order to solve the puzzle (McNevin et al. 2005; Srivatsa et al., 2008). 

The puzzle is designed to be solvable easily but necessitates, at least, a minimum amount of 

computational cost (time delay). In the user's side, legitimate users machines will be consumed 

by just a minor computational cost, but malicious users who attempt to create a huge number 

of requests simultaneously will be prevented (Ankali & Ashoka, 2011). 

Various features of puzzles are defined by Kumar et al. (2012) so they can be used for the 

verification. These features are listed below: 

1. There is a limited time for clients to solve the puzzles. 

2. It is essential that the cost of computation done by the server should be cheaper than the cost 

of computation done by the client for the solution of puzzles. 

3. It is necessary to adjust the difficulty of the puzzle dynamically and easily during the attacks. 

The difficulty relies on resources availability of the server. 

4. The puzzle solutions that are pre-computed must be unfeasible. 

5. Solving puzzles cannot, in any way, help in new puzzles solution (Feng et al., 2005; Dean et 

al., 2001; Kumar et al., 2012). 

Wang and Reiter (2004) proposed the first protocol in using puzzles against DDoS attacks on 

the IP layer (network layer). They stated that the typical puzzle consists of a moderately- 

difficult function. The client must apply a brute-force search to solve the puzzle. 

The idea of using client puzzles to prevent the bandwidth depletion attacks like the TCP-SYN 

DDoS attacks was proposed by Juels and Brainard (Ansa et al., 2011). 

4.6.6.2. Puzzle Mechanisms 

A client is required to commit his computational resources in the protocol run prior to the 

allocation of server's processing time and memory in order to improve the strength of the 

authentication protocols against the DoS attacks. A brute-force search of certain reverse bits 

belonging to the one-way hash function is needed for the puzzle solution. The server adjusts 

the puzzle difficulty based on its load (Ansa et al., 2010). 

A strong encryption function with a specific portion of the solution is disclosed to the solver in 

the Merkle’s scheme in which the puzzle comprises a portion of the key, ciphertext, and 
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plaintext. The puzzle solution will be the rest of the unknown bits of the key. However, the rest 

of the puzzle solution is determined by means of utilizing brute-force approach with the 

application of randomly taken values in the key’s remaining bits with which the cipher text’s 

value is substantiated, and the verification process of the correct key is done (McNevin, 2005). 

In the server generated puzzle, the server creates half hash output and hash input in the puzzle 

so that it can transfer these information parts to the client. The scheme involves the following 

hash function h (): 

 h (X || S) =Y 

The puzzle solution is the value of S. The information provided by the server to the client are 

X and Y.  

The size of Sin bits is the main puzzle difficulty, and it becomes more difficult to determine 

the solution of the puzzle as the value of S increases. Smaller X is equivalent to the larger S 

and there emerges a point when there is no value of X, and that is the highest difficulty level.  

Hash-based puzzles can be established with one more methodology in which the client is 

provided with the half hash input, and then he will have to solve the remaining hash input and 

the hash output himself. Such a puzzle is known as a client-generated puzzle. The software of 

clients needs Puzzle Manager software to be installed in order to support the client puzzle 

protocols implementation (McNevin, 2005). 

Wang and Reiter (2004) clarified the computational and the bandwidth consumption by stating 

that the router implements a puzzle-based rate limiter (PRL) in which the consumed amount of 

bandwidth (bytes/sec) and the rate of the computation flow (average searching steps/sec) are 

linked together (Wang & Reiter, 2004). 

Feng et al. (2005) stated that puzzles can be generated and verified by a puzzle firewall or a 

puzzle router. Moreover, the puzzle itself is an ICMP packet. According to McNevin et al. 

(2005), using puzzle routers for generating and verifying crypto puzzles has a limitation, which 

is, the attacker can spoof a router’s address and then send ICMP congestion notification 

messages to many puzzle routers forcing clients to solve puzzles where it is not essential. There 

is a technique can be used to authenticate the exchanged messages between the puzzle routers 

to counteract the previous problem by setting the TTL value of the packet that comes from a 
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puzzle router to 255. As the packet is going from the router to the client, the adversary from 

outside the network cannot spoof this message.  

Abliz et al. (2012) proposed a latency-based puzzle scheme to solve the main two limitations 

of the existing puzzle schemes that are the lack of puzzle fairness and minimum interference. 

The fairness takes into account the disparity of computational power between the legitimate 

user’s machine and the attackers’ fleet of machines. The minimum interference feature requires 

that the puzzle computation does not interfere with the normal usage of the requester (client) 

activities on their machines. However, their proposed framework replaced the bandwidth 

consumption by latency consumption that is contradictory with the proposed framework's 

assumptions that focus on decreasing the response time for legitimate users.  

However, the crypto puzzles were used to counteract the detected attack as reactive solutions. 

For instance, Lakshminarayanan et al. (2004) proposed a reactive network layer technique that 

used triggers and gatekeepers. Actually, the trigger performs the tasks of green nodes that hide 

the location of the protected systems and filters the incoming packets while the gatekeeper 

works as a client puzzle server.  

4.6.6.3. Puzzles Drawbacks 

Deploying puzzles that are generated by a server and solved by a client is an effective technique 

that is used to verify the users or to rate-limit their packets flow. However, the puzzles have 

their own drawbacks. For example, it is clear that the puzzle is a step between the users and the 

server that provides the services. Therefore, puzzles increase the latency. Moreover, the chief 

drawback in using client puzzles is that the client puzzle mechanism requires special software 

in the client side (Douligeris & Mitrokosta, 2004). Therefore, a software program should be 

installed on the client's machine in order to solve the puzzles. However, this issue is easy to be 

solved because the required program can be built into a browser and/or be accessible as a plug-

in (Beitollahi & Deconinck, 2012). 

Moreover, the client puzzle technique itself can be a target of a DDoS attack, so the attacker 

exploits the necessity of the victim server to process puzzle solutions by flooding the victim 

server with faked puzzle solutions. Furthermore, the difficulty of puzzles can affect legitimate 

users especially when they are using mobile devices. On the other side, if the puzzle is easy to 

be solved, then the attacker can simply consume the victim server's resource (Beitollahi & 

Deconinck, 2012). This is the reason why the focus of the evaluation of the existing solutions 
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in chapter Three is on the necessity of not relying only on the puzzles. There must be another 

mean for verification to avoid this limitation. 

The puzzles have their own limitations such as puzzle accumulative and puzzle difficulty 

inflation. Puzzle accumulation attacks result from the event of requesting puzzles by malicious 

attackers without solving them. On the other hand, the puzzle inflation attacks can occur if 

malicious attackers request high difficulty puzzles without solving them, so all the server 

channels produce more difficult puzzles even to the benign users.  

4.7. DDoS-MS Conceptual Evaluation 

After proposing the DDoS-MS framework theoretically, it is noticed that there are some aspects 

which need to be modified, in order to improve the framework performance efficiency. It is 

noticed that using green nodes to hide the location of the protected server causes more delay 

than using the direct route as in the CLAD implementation. Therefore, another approach has 

been suggested to replace these nodes by a reverse proxy server to reduce the probability of 

time waste, and maintain hiding the protected server's location. Moreover, the suggested usage 

of crypto puzzles as a second verification test may not guarantee gaining the required benefits 

from such test. Sending one crypto puzzle to the source of packets might be easy to be solved 

by the modern computers. So, it will not provide the firewall with the required result from the 

verification test. The response time for legitimate users is reduced by verifying the users a few 

times. However, the complexity of the framework can increase such latency. Therefore, 

simplifying the framework structure, with performing the same functions will enhance 

reducing the response time for legitimate users, and improve the total performance. 

Furthermore, the persistent attackers, who are attacking the system intentionally, and not 

randomly, in order to harm it, can bypass the proposed filtering system as they could have the 

capability to predict the defence system if they use the same attacking machines in launching 

their attacks. In this case, they can pass the initial test by human users (volunteers). Therefore, 

the system can be exposed for this type of attackers. Moreover, the current framework did not 

check the payload of the legitimate users' packets, although there is a possibility that an 

adversary can bypass the filtering system, and send malicious packets to the protected server.  

All these potential limitations have prompted the proposed framework to be improved taking 

into account the above comments. Therefore, the DDoS-MS will be improved by adding and 

replacing components and changing its mechanism to ensure that these limitations are covered 
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and render the defence system more robust and the whole structure of the framework less 

complex. The improved version of the DDoS-MS will be presented in the next chapter. 

Summary 

In this chapter, a new solution to counteract DDoS and EDoS attacks is proposed. The solution 

is called DDoS-Mitigation System (DDoS-MS). It is a proactive technique that verifies the 

source of packets by Graphical Turing Test in the beginning of a connection to detect the bots 

(infected machines) that try to access the system. After that, it performs a second verification 

by choosing a random packet sent from the source to be tested by a crypto puzzle. The firewall 

manages the defence system by allocating two main lists: white and black that have two 

secondary lists: temporary and permanent for the sources of packets based on the verification 

processes results. 

To the best of the author’s knowledge, the proposed framework is the first Anti-EDoS that is 

implemented in the correct location, which is, the customer's network. Therefore, it protects 

the customer from EDoS attacks and protects the provider from DDoS attacks proactively at 

the client edge. Moreover, the design of the firewall's lists has a specific innovation as they 

classify users based on two tests into whitelisted and blacklisted users. The crypto puzzle 

scheme has been used in a new way to perform the second verification for a random packet. 

With the proposed framework, the legitimate user will get his requested services in a little 

response time because his packets will not be verified more than two times. Latency reducing 

will result from testing only two packets of the legitimate user through an indirect route to the 

verification means and by limiting the number of incoming packets to the protected server by 

preventing blacklisted users from accessing the network. 

More important, legitimate users can access the protected system even during ongoing 

malicious attacks because the firewall’s lists can differentiate between the users based on the 

verification tests’ results and, therefore, the firewall blocks the blacklisted users for the sake of 

legitimate clients. 

Lastly, the proposed framework uses multi-layered defence system that combines several 

proposed methods such as distinguishing humans from bots, hiding the protected server’s 

location, and randomization. 
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 A conceptual evaluation has been performed in order to discover the limitation of the proposed 

framework and to improve its capability to counteract DDoS and EDoS attacks. The improved 

version of the proposed framework will be presented in the next chapter. 
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Chapter 5- Enhanced DDoS-MS 

Framework 
 

The conceptual evaluation of the DDoS-MS shows that the proposed framework needs to be 

improved in terms of components and mechanism, in order to render it more robust against 

malicious attacks. Therefore, this chapter is dedicated to the improved version of the proposed 

framework. It covers the explanation of its assumptions, scenarios, components, and the 

differences with the previous version. 

5.1. The Enhanced DDoS-Mitigation System (Enhanced DDoS-MS) 

The proposed framework (DDoS-MS) has been evaluated, and there are some aspects which 

need to be modified, in order to improve the framework performance efficiency. Therefore, the 

DDoS-MS has been enhanced by adding and replacing components and changing its 

mechanism. The improved version is called the Enhanced DDoS-MS framework. 

5.2. The Framework Assumptions (Scope) 

Conceptually, the same implementation of the DDoS-MS will be applied for the Enhanced 

DDoS-MS with regard to the location of the framework. It must be implemented in the 

customer's network as an Anti-EDoS and can be implemented in the provider's network as an 

Anti-DDoS. The theoretical justification of that is explained in Figure (2-5) and in section 

(4.2.). In order to limit its scope, the Enhanced DDoS-MS framework is based on the same 

assumptions of the DDoS-MS except the following: 

1. The attacker is a persistent attacker, not a random attacker as in the DDoS-MS. 

2. The framework tests only the first packet which comes from any source, not two packets as 

in the DDoS-MS. 
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5.3. The Enhanced DDoS-MS Framework’s Principles and Techniques  

    The Enhanced DDoS-MS consists of a firewall (or virtual firewall), a verifier node(s), a 

client puzzle server, an Intrusion Prevention System (IPS) device, and a Reverse proxy (RP) 

server. The firewall has four lists: white, black, suspicious, and malicious lists for the sources 

of packets depending on the result of the verification and monitoring processes.  

The role of the verifier node is to verify the sources and distinguishes legitimate clients from 

botnets which can be employed by an attacker to generate DDoS attacks. The human user may 

be legitimate or malicious; therefore, Intrusion Prevention System (IPS) device and a Reverse 

Proxy (RP) server are used to check the legitimacy of the remaining packets in terms of 

malware and DDoS attack detection.  

 

Intrusion Prevention System (IPS) inspects the contents of packets in order to detect any 

malware components contained in the packets using Deep Packet Inspection (DPI) technology. 

It checks the flow of packets rather than checking packet by packet individually to avoid 

increasing the latency as a result of its process. The Reverse Proxy (RP) server can hide the 

location of the protected servers and balance the load between them. So, it is used instead of 

the overlay filtering system which is used in the DDoS-MS. It also monitors the traffic rate to 

detect the potential DDoS attacks against the network. The detection process is based on a 

predetermined threshold value of the number of requests in a specific interval (Lin et al., 2008). 

Figure (5-1) shows the Enhanced DDoS-MS framework's architecture.  

 

Figure (5-1). Enhanced DDoS-MS Architecture1 
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    With this improvement, only the first packet will be tested by the verifier node while the 

remaining packets will be monitored by an IPS and an RP. The purpose of testing the first 

packet of each session is to distinguish the human user from the botnet. The test is done by the 

verifier node(s), which use the GTT in verifying the packets. After that, the users' requests will 

be examined by the IPS device which is dedicated to inspecting malware components in the 

flow. If IPS detects any malware in the packet, the source IP address will be placed on the 

Malicious List. The last layer of the monitoring process is done by the Reverse Proxy (RP) 

which performs several tasks including detecting suspicious users who try to overwhelm the 

system by sending a huge amount of requests without drawing the attention of the previous 

monitoring layers. In this case, the sources of such attempts will be placed on the Suspicious 

List (SL). Thus, the client puzzle server will send crypto puzzles to them to delay their requests. 

So, puzzles will be used in this framework as a reactive step only against suspicious users 

unlike its usage in the previous version of the proposed framework (DDoS-MS).  

    The idea behind testing only the first packet, in the beginning, is to decrease the response 

time. Thus, the legitimate user will not be forced to be tested after passing the verification 

process, neither in the application layer using a GTT test, nor in the network layer using 

puzzles, unless his or her legitimacy is suspected as a result of exceeding the threshold of the 

traffic rate, or being malicious when their packets contain malware or changing the packets’ 

TTL values. It will enhance the concept of decreasing the response time for legitimate users.  

The reason for the use of three layers of verification is to distribute the protecting tasks among 

them and to enable each verifier and monitor to perform a specific security task. Moreover, 

applying such method is beneficial in decreasing the computational cost and providing a better 

protection against several types of DoS attacks. 

  The purpose of using the puzzle server is to delay the requests of suspicious users by 

consuming a specific time interval and computational power on the attacker's side in order to 

protect the system from potential DDoS attacks.  

Closest components to the protected server, after the initial verification of the IP packets header 

characteristics by the firewall, have been chosen to detect DDoS attacks because these routers 

and devices can do the following: 



Chapter 5: Enhanced DDoS-MS 

 
114 

1.  Aggregating more specifications of the received packets than the network edge's 

firewall. So, these components can be more accurate in detecting the attacks in real-

time (Beitollahi & Deconinck, 2012). 

2. Filtering these packets in order to prevent them from accessing the protected server 

(Akhter et al., 2013). 

From IAM assumptions in section (2.2.), it is noticed that there are two levels of authentication 

and monitoring. The former is the higher level which tends to authenticate the user. Actually, 

the proposed framework performs this by using the GTT to distinguish between human users 

and machines in order to avoid botnets attacks. The latter is the lower level monitoring which 

inspects the received packet, which has some fields in its IP header can be considered as 

indicators that the defence system can depend on to take a decision of permitting or denying 

the packet. Hence, the proposed framework uses the puzzles to rate-limit the suspicious user 

who may pass the GTT test as he is a human user. Actually, to make a balance between the 

control and convenience in the proposed system, users should think that they are trusted. 

Indeed, they are not, as their packets are monitored continuously. That means their legitimacy 

is examined underneath. The Enhanced DDoS-MS assumes five scenarios that will be listed in 

the next section. 

5.4. The Enhanced DDoS-MS Framework’s Scenarios 

The proposed framework deals with incoming packets as described in the following five 

assumed scenarios. All scenarios will be explained in points and then by flowcharts. The first 

scenario is about testing the first packet. The second scenario is about verifying the subsequent 

packets if its source is a legitimate user in the white list (WL). The third scenario is about 

checking the subsequent packets of users in the black list (BL). The fourth one covers the case 

of verifying the subsequent packets if its source is a suspicious user (in the suspicious list (SL)). 

Lastly, the fifth scenario is dedicated to verifying the subsequent packets if its source is 

malicious (in the malicious list (ML)). 

 

1) The Scenario of testing the first packet 

1.  The user sends a packet to the protected server. 

2.  The firewall receives the packet and checks its lists.  

3.  The packet source's address does not exist in any list. So, the firewall forwards the    packet 

to the verifier node. 
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4. The verifier node sends a GTT test to the user. 

5. If the user passes the test, the verifier node sends a positive acknowledgment to the firewall. 

Otherwise, the firewall will receive a negative acknowledgment. 

6.  If the firewall receives a negative result from the verifier node, the request will be refused 

and the user IP address and the start time of the attack (timestamp) will be placed in the BL.  

7.  Otherwise, the firewall will place the user IP address in the WL.  

8. The firewall will forward the packet to the IPS device that inspects the packet. If it is free of 

malware components, it will be forwarded to the RP. Otherwise, it will be dropped and its 

source IP address will be placed in the ML.   

 9. The RP checks if the number of requests exceeds the threshold value. If so, the source IP 

address is placed in the SL. Otherwise, the packet is forwarded to the protected server. 

10. Lastly, the requested service and data will be sent directly to the user. 

 

2) If the source of the subsequent packets is a legitimate user (in the White List) 

1.  The firewall receives the packets and checks its lists.  

2. The packet source's address exists in the WL. Therefore, the firewall forwards the packet to 

the protected server through the IPS and the RP.  

3. The flow passes through the IPS. If the IPS detects malware components, then it drops the 

malicious packet and informs the firewall. 

4. The firewall will transfer the malicious IP address from the WL to the ML. 

5. Otherwise, the flow will pass through the RP. If the RP monitors that the number of packets 

exceeds its predetermined threshold value, then it will drop the suspicious packets and inform 

the firewall. 

6. The firewall will transfer the suspicious IP address from the WL to the SL. 

7. Otherwise, the requests will be passed to the desired server, and the requested service and 

data will be sent directly to the user.   

 

3) If the source of the subsequent packets is in the Black List  

1. In this scenario, the packet source's address exists in the BL. So, the firewall compares the 

timestamp values of the source packets. If the timestamp of incoming packet is the same 

timestamp of the previous malicious packet, then the firewall will refuse the current request 

and update the attacker's timestamp in the BL.  
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2. Otherwise, the firewall will forward the packet to the verifier node to test it using a Graphical 

Turing Test (GTT). This step is to give the victim of a previous spoofing attack a chance to 

prove his legitimacy. 

3. If the firewall receives a negative result from the verifier node, then the attacker's timestamp 

will be updated in the BL, and his/her current request will be refused.  

4. Otherwise, the packet will be sent to the protected server to get the requested services and 

the packet's source IP address will be just removed from the BL. 

5. The packet will pass through the IPS. If the IPS detects malware components, then it will 

drop the malicious packet and inform the firewall which will place the malicious IP address in 

the ML. 

6. Otherwise, the flow will pass through the RP. If the RP monitors that the number of packets 

exceeds its predetermined threshold value, then it will drop the suspicious packets and inform 

the firewall. 

7. The firewall will transfer the suspicious IP address from the WL to the SL. 

8. Otherwise, the requests will be passed to the desired server, and the requested service and 

data will be sent directly to the user.   

 

4) If the source of the subsequent packets is a suspicious user (in the Suspicious List) 

1. In this scenario, the packet source's address exists in the SL. So, the firewall forwards the 

packet to the verifier node which will send a GTT test to the user. 

2. If the user passes the test, the verifier node sends a positive acknowledgment to the firewall. 

Otherwise, the firewall will receive a negative acknowledgment. 

3. If the firewall receives a negative result from the verifier node, the current request will be 

refused and the user IP address will be transferred to the ML.   

4. Otherwise, the firewall will forward the packet to the puzzle server which sends a hard crypto 

puzzle to the user.  

5. If the user passes the test, the client puzzle server sends a positive acknowledgment to the 

firewall. Otherwise, a negative acknowledgment will be received by the firewall. 

6. If the firewall receives a negative result from the client puzzle server, the current request 

will be refused, and the user IP address will be transferred to the ML. Otherwise, the packet 

will be passed to the IPS, which will inspect it. 

7. If the IPS detects malware components, then it will drop the malicious packet and inform 

the firewall.  

8. The firewall will transfer the malicious IP address from the SL to the ML. 
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9. Otherwise, the packet will pass through the RP that will forward it to the desired server and 

the requested service and data will be sent directly to the user. 

 

5) If the source of the subsequent packets is a malicious user (In the Malicious List) 

In this scenario, the packet source's address exists in the ML as a result of either its previous 

packets contain viruses and/or worms, or its source is detected as a suspicious user trying to 

generate DDoS attacks against the system and then repeating the overwhelming attempt or 

failing in the GTT or puzzle tests. So, the firewall will refuse the current request and all coming 

packets from this source without giving it any chance to access the system. 
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Figure (5-2): The 1st Scenario: Testing the 1st Packet1 
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Figure (5-3): The 2nd Scenario: Checking the Subsequent Packets of the Legitimate Users [in the WL]1 
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Figure (5-4): The 3rd Scenario: Checking the Subsequent Packets of the Users in the BL1 
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Figure (5-5): The 3rd Scenario Continued: Checking the Subsequent Packets of the Users in the BL2 
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Figure (5-6): The 4th Scenario: Checking the Subsequent Packets of the Suspicious Users [in the SL]1 
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Figure (5-7): The 4th Scenario Continued: Checking the Subsequent Packets of the Suspicious Users [in 

the SL]2 
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Figure (5-8): The 5th Scenario: Checking the Subsequent Packets of the Malicious Users [in the ML]1 
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5.5. Unique Features of the Enhanced DDoS-MS Framework  

The Enhanced DDoS-MS is different from the DDoS-MS in the following aspects:  

1. It distributes the defence process among several network components. Each component is 

dedicated to performing a specific security task. This technique enhances the effectiveness of 

each component and therefore of all the system. 

2. It enhances the concept of response time reduction for legitimate users only by preventing 

them from solving puzzles as they prove their legitimacy from the beginning and maintain it 

by sustaining their IP addresses and keeping their TTL values unchanged; sending packets 

which do not contain viruses or worms; and sending a number of requests at less than the pre-

determined threshold in the reverse proxy.  

3. It uses puzzles as a method for delaying potential DDoS attackers only, instead of using them 

as a verification tester, as in DDoS-MS. This method avoids the shortcoming of forcing 

legitimate users to solve puzzles as well as suspicious users. Moreover, puzzles in this 

implementation will be used continuously against suspicious users- not only once as is the case 

under the DDoS-MS framework. 

4. The Enhanced DDoS-MS is able to overcame persistent attackers while DDoS-MS cannot 

do so. Persistent attackers can employ machine learning techniques to pre-empt the mechanism 

of the defence system of the targeted customer's network in order to defeat it. In the DDoS-MS 

framework, if the attackers succeed in knowing that after they have passed the two tests, their 

packets will be forwarded to the protected server, then they can employ a huge number of 

volunteers who can harness these devices to launch DDoS attacks after passing the two tests.  

5. The Enhanced DDoS-MS uses the Intrusion Prevention System (IPS) device to check the 

contents of the received packets and a Reverse Proxy (RP) server to monitor the traffic rate in 

order to detect the malicious behaviour of users who pass the GTT test because they are human 

users, not botnets. 

6. The Enhanced DDoS-MS replaces the overlay system components which are used in the 

DDoS-MS by the RP to avoid the archeticture's complexity. This is because the RP can hide 
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the location of the protected servers as do the overlay nodes, but it can also perform two 

additional tasks, namely managing the load balance between the protected servers and detecting 

potential DDoS attackers. 

7. It replaces the two secondary lists in the DDoS-MS, which are the temporary white and black 

lists, with two main lists which are the Suspicious List (SL) and the Malicious List (ML). 

5.6. Components Description 

As there are some components in the Enhanced DDoS-MS and the DDoS-MS, which are 

similar, this section will not explain the CAPTCHA scheme, crypto puzzles mechanism, or 

hiding the protected servers' location technique to avoid unnecessary repetition. Thus, this 

section will give an overview of malware detection mechanisms, reverse proxy servers, and the 

threshold-based detection methods. 

5.6.1. Malware Detection 

In the beginning, there is a need to define the malware term and differentiate between its types. 

Hence, Al-Hammadi (2010) defines the Malware as a type of software that is present in the 

form of macro or script and widely utilised for violating the security policy of the computer 

system. There are several types of Malware such as viruses, worms, and bots. When it comes 

to virus, it can be defined as a part of the software that creates its uncountable copies in the 

form of files and spread from one system to the other victim systems. Similarly, the worm is 

also a kind of malicious code that replicates when the system gets in contact with networks, 

and these are produced so that they can utilise computer network resources but do not destroy 

the host. They actually utilise the target resources so that they can establish DDoS attacks (Al-

Hammadi, 2010). 

 

Bot, the term originated from RoBot (a part of computer code) is a part of the malicious 

software that is installed in the system without its owner's knowledge. It uses a client system 

and links a particular channel with the IRC server of the system. 

 

The bot can be distinguished from worm by stating that the bot can be controlled by the attacker 

through a remote controlled channel. The botnet is a network that consists of a huge number of 

bots/zombies, and this network is controlled remotely by an attacker via a Command and 

Control (C&C) server on either peer-to-Peer (P2P) or IRC channels (Al-Hammadi, 2010). 
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5.6.1.1. Intrusion Detection and Intrusion Prevention 

Intrusion is the process when the client of an information system accesses it in an illegitimate 

manner, and it can be detected by an Intrusion Detection System (IDS) (Corral et al., 2005). 

Intrusion detection is the process of observing episodes happening in a computer network or 

system and then analysing these events searching for signs of potential violations of computer 

security practices or standard security policies. These violations (incidents) can be done by 

malware components such as worms, authorised users who exploit their privileges to access 

resources they are not entitled to, or by attackers who gain unauthorised access to a network or 

system resources from the internet (Ankali & Ashoka, 2011).  

 

The IDS involves collecting data from diverse sources present in the computer system or 

network and investigating them in order to detect incidents so that security violation activities 

or attempts can be brought to light. It is software that monitors the host activity and the network 

traffic by using behaviour-based or signature-based techniques (Al-Hammadi, 2010). 

 

The IPS can be defined as the software that is similar to the IDS software but differs from it in 

its capability to recognise and block malicious network activities. An IPS controls the pathway 

through which received packets pass as a setup in-line that is implemented in a firewall or a 

router (Flandrin, 2010). 

5.6.1.2. Intrusion Detection Schemes 

The intrusion detection schemes can be classified according to the location of data collection 

for analysis into two types; Host-based Intrusion Detection Systems (HIDSs) and Network-

based Intrusion Detection/Prevention Systems (NIDSs/NIPSs). 

HIDSs analyse data which is collected by an operating system about actions performed by users 

and applications. The anti-virus tool is an example of host-based detection methods. On the 

other hand, NIDSs analyse data that is collected from network packets (Lo et al., 2010). 

According to this classification, the proposed framework uses a NIPS type IPS device. 

 

Network Intrusion Detection Systems (NIDS) and Network Intrusion Prevention Systems 

(NIPS) are classified according to their analysis techniques into two types; signature-based 

detection [e.g. Snort tool] with fewer false alarms and Anomaly (behavior-based) Detection 
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[e.g. Decision Tree Classifier (DT) such as ID3 tool] with more false alarms (Modi et al., 2012; 

Jeyanthi et al., 2013; Lo et al., 2010). 

Choi et al. (2013) divided the detection and prevention systems into two types; a rate-based 

method that control the quantity of traffic and content-based method that examine the packet 

payload (Choi et al., 2013). Actually, the proposed framework has two Intrusion Prevention 

Systems; one is a content-based (signature-based) in the IPS device while the other is a rate-

based in the RP server. 

 

Park et al. (2010) stated that the Intrusion Detection and Prevention Systems (IDS/IPS) devices 

are powerful enough to perform the Deep Packet Inspection (DPI) tasks. So, the IPS device in 

the proposed framework can apply a DPI methodology that can be set in a router or in a firewall.  

 

A hardware-based IPS device is suggested to be used in the proposed framework because it 

reduces latency comparing to the software type. This is because the received data packets are 

processed by the software-based IPS as one by one. On the other hand, the hardware-based IPS 

avoids this delay as it forms an accelerator engine or a parallel processing engine that improves 

the whole performance (TippingPoint, 2008; Flandrin, 2010). 

5.6.2. Reverse Proxy 

The reverse proxy server is usually used in front of the web server as a part of the web cluster 

that processes web requests (Ranjan et al., 2009). The request of the client is received by the 

reverse proxy server that transmits it to the appropriate server. Reverse proxy has the following 

characteristics: 

• The reverse proxy acts as an intermediary to transmit each and every request. 

• It safeguards the inner server resources inclusive of E-mail, FTP and inside web servers. 

• It performs the function of a middleware module in which every website is accessed by 

means of it. Therefore, any function made by the original website cannot be overlooked. 

• It enhances the servers’ performance. 

• It holds the capability of traffic compressing, static content caching, load balancing, 

and the SSL (Secure Sockets Layer) acceleration (Long & Li, 2012; Haron et al., 2012). 

 

So, the reverse proxy server can be used in detecting flooding attacks (Lin et al., 2012). From 

the above definitions, a reverse proxy server is used in the proposed framework as a single 

point access to the protected servers that has the capability to manage the load balance, hide 
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the internal resources of the protected servers, and to detect potential flooding attacks against 

these protected servers. The technique that is suggested to be used by the RP server to detect 

DDoS attempts is the Threshold-Based Detection that will be presented in the next subsection. 

5.6.3. Threshold-Based Detection 

The bandwidth can be monitored by setting a threshold value of the number of incoming 

packets in a specific interval to determine the acceptable traffic rate. The threshold-based 

detection technique considers a source of packets as a malicious or suspicious if its requests 

exceed the threshold value. 

Ankali and Ashoka (2011) defined the threshold value as the number of requests that a server 

can manage without consuming exhausting its resources. It is defined as a predetermined 

percentage of the maximum number of requests that a server can manage. 

There are two types of thresholds can be used in detecting attacks; static and dynamic 

thresholds. The static threshold is the preferable approach to be used in detecting network and 

application layers DDoS attacks (Malik et al., 2013).  

Summary 

This chapter presented an improved version of the proposed framework. This improvement is 

called the Enhanced DDoS-MS. It uses the GTT in verifying the source of packets to 

distinguish the human user from machines. The human user can be legitimate or malicious. 

Therefore, an ongoing monitoring is implemented to detect any attempt to launch DDoS attacks 

and to discover malicious particles in the packets payloads. To enhance the reaction to such 

event, two more main lists have been added to the firewall's lists which are suspicious and 

malicious lists. Hence, the classification of users into four groups renders the firewall more 

robust in treating diverse types of users with different actions according to their behaviors.  

The proposed framework is the first Anti-EDoS to the best of the author’s knowledge as it is 

implemented in the correct location, which is, the customer's network. Therefore, it protects 

the customer from EDoS attacks and proactively protects the provider from DDoS attacks at 

the client edge. Moreover, the design of the firewall with four lists assists the protection system 

in making more accurate decisions regarding different types of users based on verification and 

ongoing monitoring processes’ results.  
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In the Enhanced DDoS-MS, the crypto puzzle scheme has been used in a different way from 

the traditional usage of puzzles and from its usage in the DDoS-MS. Now, it enhances the 

reducing of the response time by rate-limiting the suspicious users’ flow only. As a result, the 

Enhanced DDoS-MS minimises response time for legitimate users because their packets will 

not be verified more than once unless their payloads have malicious particles, or they exceed 

the threshold value of the RP. Latency reduction will result from testing only one packet of the 

legitimate user through an indirect route to the verifier node and by limiting the number of 

incoming packets to the protected server by preventing malicious users from accessing the 

network permanently, and increasing latency for suspicious users by indirectly sending their 

packets to the client puzzle server to perform additional authentication of their legitimacy.  

More important, legitimate users can access the protected system even in the existence of 

malicious attacks because the firewall’s lists can differentiate between users based on the 

verification and monitoring processes’ results and, therefore, the firewall blocks the blacklisted 

and malicious users for the sake of legitimate clients. 

Lastly, the proposed framework uses multi-layered defence system that combines several 

proposed methods such as distinguishing humans from bots, hiding the protected server’s 

location, and providing ongoing monitoring of packets contents and quantity. The proposed 

framework is ready now to be evaluated to prove its correctness and effectiveness. Thus, 

chapter Six will be dedicated to this purpose. 
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Chapter 6- Evaluation 
 

In the context of DDoS attack defence system, performance evaluation plays a critical role in 

validating a new detection system with appropriate datasets adjusted before the implementation 

in a real-time network. The evaluation of real traffic is quite difficult or impossible as no 

capturing means are available in a high-speed network. Therefore, the attack detection 

technique requires appropriate network intrusion datasets for the evaluation. The dataset should 

be unbiased and possess appropriate captured real network traffic in order to be well-suited for 

evaluating a new proposed method. The following types of datasets are used to evaluate the 

DDoS attack detection techniques: 

 

I) Benchmark Datasets: An enterprise network combined with the appropriate labels 

(attack/normal) is utilised to create benchmark datasets. It is difficult for individuals to find 

available benchmarks datasets in the market, yet they are not suitable for testing DDoS attack 

detection systems.  

 

II) Simulated Datasets: NS2, OMNeT++, and OPNET are some of the examples of simulated 

datasets that are used for the evaluation of DDoS attack detection techniques. These simulators 

work as traffic generators and utilise statistical distributions to analyse the performance. Still, 

there is no guarantee for the successful correlation between the real network traffic and the 

generated traffic. 

 

III) Private Datasets: In these forms of datasets, a real network testbed is established with great 

amounts of network components and hosts so that a DDoS attack detection system can be 

tested. As the real network testbed is established, standard tools are utilised for high speed 

networks and for the creation of attack traffic and normal traffic. The available raw data is 

processed after the capturing so that the features can be extracted in a distributed manner and 

an entire dataset is created with every available feature (Bhuyan et al., 2014a). 
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In this chapter, four types of evaluations are conducted for the proposed framework in order to 

prove its correctness and effectiveness. These types that will be described in the following 

sections are simulation, conceptual, test bed, and comparative evaluations. It is assumed that 

the verification node, puzzle system, IPS, and the RP are working well and performing their 

functions effectively. So, only the firewall performance is evaluated in a simulated 

environment and in a real environment (test bed). 

6.1. Part 1: Simulation Evaluation 

This type of evaluation is conducted because it can give a deeper investigation and a better 

understanding of the scale of the problem. This means that the assumed scenario is a basic 

scenario proves that there is a problem for the cloud-connected networks caused by DDoS 

attacks, and the firewall can play an important role in defeating them. Moreover, the simulation 

shows the shortage in the solution that uses a standard firewall, which is, the firewall that does 

not have the proposed algorithm in this project. 

Furthermore, getting data from real run of a firewall is too difficult. Neither the university nor 

companies can provide this type of information. Therefore, the evaluation is implemented in a 

simulated environment to measure the performance of the firewall with existence of many 

network devices and under distributed DoS attacks. Actually, the proposed framework is 

designed in a way that gives the firewall the main role in managing and controlling the defence 

process which is provided by the proposed solution. So, the effectiveness of the firewall needs 

to be investigated through the simulation tool.  

The selection of a simulation tool for this experiment is based on a comparison process 

conducted between some available simulation tools. The comparison will be presented in the 

next subsection. 

6.1.1. Comparison of Simulation Tools 

First, there is a need to determine the main aspects that the comparison between simulation 

tools will be conducted based on. Actually, the aspects (being commercial, being open source, 

simplicity, and support providing) are the most important criteria that assist him to take the 

selection decision. The explanation of these features is in the following table: 
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Criteria Meaning Advantages & Disadvantages   

 

 

 

Commercial 

This feature involves that the source 

code of the software is not available 

to the general public free of cost by 

the developers who requires clients to 

spend money in order to gain the 

license of the software. The clients 

can also purchase specific packages 

of the software according to their 

desired requirements. 

 

Its limitation is its inflexibility and lack of 

its interface capability to be open to further 

enhancement in the future. Moreover, not 

every individual can assist in discovering 

bugs in it and it tends to be slower than the 

open source simulators that embrace latest 

improvements of the newer technologies. 

 

 

 

Open 

Source 

The source code of the software can 

be accessed by the general public free 

of cost, and they do not require 

purchasing license for it. 

Its major advantage is its flexibility and 

capability to be comprehended by any 

individual user who can discover bugs in it. 

Moreover, it is open to everyone, and it can 

embrace latest improvements of the newer 

technologies through network simulators 

effectively and at a rapid pace. On the 

contrary, its major limitation is the lack of 

complete systematic documentations 

resulting in disastrous issues by which its 

implementation and lifetime is restricted. 

Another serious problem emerges with the 

lack of specialised persons to work with its 

documentation. The prior existing codes 

cannot be comprehended conveniently with 

the emergence of new versions as these do 

not contain appropriate documentation. 

 

 

 

 

Simplicity 

The ability to provide Graphical User 

Interface (GUI), the capability of 

functioning in various operating 

systems, and embracing the eminent 

programming languages. 

 

One of the advantages is that the tool can be 

utilised conveniently with the operating 

system and the programming language 

which the user is used to use. Moreover, the 

whole process is handled through the GUI 

that has the capability of insert and remove 

elements from the chosen network. 

 

Such characteristics may be meaningless 

for users that hold the potentiality of 

working on disparate operating systems and 

programming languages and there may be 

certain clients that like the usage of text-

driven interface rather than the GUI. 

 

 

The services of assistance are 

provided to the customers by a 

particular team. These services 

comprise of answering queries, 

helping in the bugs-fixing, and 

Its major advantage is that it comprises of 

experts that can review the documentation 

of the tool, and this particular feature is 

available in the commercial simulators like 

OPNET. This characteristic is also available 

in the open source simulators such as the 
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Table (6-1): Criteria Explanation1(From: (Pan & Jain, 2008)) 

After stating the comparison base criteria, there is a need to browse the most famous network 

simulation tools briefly. These are NS2, NS3, OPNET, and OMNET++. 

1. NS2: 

NS2 is presented in extensive literature due to the richness of its library elements and open-

source feature and it is known as the most eminent open source network simulator. It utilises 

distinctive programming languages like C++ and OTcl, which is, Tcl script language with 

object-oriented extensions. These combined languages are found effective for the utilization. 

The elaborated protocol is implemented through C++ while scheduling the incidents and 

controlling the simulation scenarios are performed by the OTcl (Pan & Jain, 2008).  

 

2. NS3: 

NS3 is a completely new network simulator with the characteristics of being open sourced and 

discrete event and does not work with the NS2. The major differences between NS2 and NS3 

are: 

 

i) Disparate Software Core: The NS3 core programming language is C++, but the 

scripting interface is written with Python, unlike NS2 that uses OTcl. NS3 utilises 

several advanced design patterns of C++. 

ii) Attention to Realism: By design, the protocol entities are closer to the real computers.  

iii) Software Integration: It decreases the causes for which the models are referred to be 

re-written for simulation and sustains the integration of more open-source networking 

software. 

iv) Support for Virtualization: NS3 makes use of light weight VMs.  

 

 

Support 

Providing 

assisting in the processes of 

verification and validation of the 

system. 

NS3. The experts play a critical part in the 

system with their characteristic of 

welcoming queries and bug reports, and 

further assist in testing and validation of the 

system. 

When no expert advice is available, then the 

clients have to deal with their problems 

themselves and get the answers of queries, 

discover the bug detection ways, fix, test 

and validate the system. Such activities 

require a huge amount of time and effort, 

and it is found better to utilise tools for 

gaining support. 
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Lastly, NS3 requires more specialists in order to provide the commercial simulators' advantage 

of responding to the users' queries, reporting the bugs, assisting in validating and testing the 

evaluated system (Pan & Jain, 2008). 

 

3. OPNET: 

OPNET is well-known among the other commercial network simulators for its flexibility in 

studying devices, communication networks, applications, and protocols. The graphical or 

visual support of OPNET demonstrates commendable quality, as observed by the clients. Even 

network entities and topology are established within the physical layer to the application layer 

with the appropriate utilisation of the graphical editor interface. Mapping is another feature of 

the graphical design offered by the OPNET that is attained after the utilisation of object-

oriented programming technique so that the mapping can be conveniently established in the 

real systems (Pan & Jain, 2008). 

 

The major functions of OPNET involve:  

i) Modelling: Modelling works to create graphical environment that covers the entire 

range of protocols’ models. 

ii) Simulating: Three disparate advanced simulation techniques are utilised to deal with 

wide-ranging studies. 

iii) Analysis: It makes the analysis and presentation of various data and outcomes of 

simulation convenient. The OPNET clients can take the advantage of utilising charts, 

friendly graphs, statistics, and animation (Pan & Jain, 2008). 

 

4. OMNET++:  

OMNET++ is a well-known network simulator presenting a combination of effective modular 

core design and graphical interface. It is open source tool that possesses the GUI support and 

used in the communication networks primarily. OMNET++ is recognised as the most 

promising network simulator due to its architecture flexibility and features of being 

component-based network simulator. These features lead it to be widely utilised in the 

hardware frameworks, business procedures, IT systems, and queuing networks. In this network 

simulator, components are identified as modules that are programmed by C++. Its components 
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are combined into larger models with the help of a high-level language. Its features are similar 

to Python in NS3 and OTcl in NS2.  

 

One of the crucial characteristics of the OMNET++ is the simulation kernel C++ class library 

that is formed by simulation kernel and utility classes which are required for the formulation 

of simulation components. The simulations of disparate components are combined in its library 

infrastructure. OMNET++ comprises of tools that help in facilitating the simulations along with 

the inclusion of runtime user interfaces. OMNET++ has the capability to function in different 

operating systems like Unix-like systems, Linux, and Windows. 

 

OMNET++ displays a framework with the infrastructure that embraces a set of written 

disparate simulations. Diversified simulation models are used to describe the particular 

requirements of areas. Majority of these are open-sourced. The establishment of models are of 

independent nature and possess their own release cycles. It is also a commendable feature of 

the OMNET++ (Pan & Jain, 2008). 

Now, the results of the above comparison can be summarised in the following table: 

Tool Commercial/Open 

Source 

Platform Programming 

Language 

Support 

Providing 

OMNET++ Open Source Multiple (C++) + (C#) 

+ Java 

X 

OPNET Commercial Multiple C++ ✓  

NS2 Open Source Multiple (C++)+ OTcl X 

NS3 Open Source Not Windows (C++)+ 

Python 

✓  

Table (6-2): Comparison of Simulation Tools 1 

As shown in table (6-2), OPNET is the best discrete event tool in simulating the proposed 

project as it is supported by a company, which is, Riverbed in contrast to the OMNET++ and 

NS2. Moreover, it is compatible to multiple platform, unlike the NS3 tool. From the above 

comparison, OPNET is chosen for conducting the simulated experiment because of its features 

such as graphical interface, getting the designers support in case of counteracting difficulties, 
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easy programming language it used, and its capability to work on different operating systems. 

Moreover, it is closer to the reality as it has better efficiency and it gives reliable outcomes 

from the simulation models that it utilises. Akbaş and Gümüşkaya (2011) stated that OPNET 

is a reliable simulation tool that provides a huge saving in the time and cost of the conducted 

experiment. Moreover, they proved that the results gained in OPNET simulated environment 

are quite close to their counterparts in the real environment. 

 

Corral et al. (2005) stated that OPNET is chosen by researchers to perform their experiments 

because of the following reasons: 

1. The client can make use of almost all the available models through OPNET. 

2. OPNET is utilised extensively, so its outcomes are guaranteed and widely trusted. 

3. A complete set of GUI is accessible in OPNET that assists in the topology creation and 

development.  

4. It allows the client to evaluate the performance measures present in the practical 

networks and determine the effectiveness of intrusion detection methods (Corral et al., 

2005). 

5. It has a packet analyser that contains an effective tool that helps in capturing the data 

packets from the flow of the traffic by means of capturing single data packet or filters 

the required traffic only. Once the data packets or part of traffic is captured, they are 

transmitted to the external file that is a read-only file for other programs (Zaballos et 

al., 2003). 

6.1.2. Setup Explanation 

This experiment aims to prove the positive effect of the firewall in protecting the server from 

DDoS flooding attacks using OPNET tool. This simulation tool provides some related system 

components to setup and workout with different scenarios for this research study. In Figure (6-

1), the system design is shown where the server is accessible by users from the internal network 

and connected to an IP Cloud. The access from the IP Clouds to the server has limited effect 

on the server's performance, and it provides background traffic for normal network access. The 

attacker penetrates the users’ devices that are connected to switch 1 (S1) where all the devices 

are infected. These devices will flood the server with traffic requests for HTTP applications 

and initiate a large number of applications on the server. Legitimate HTTP clients are 

connected through switch 2 (S2), and all connected users in this zone are not affected by the 

attacker's actions. Furthermore, this system has considered the firewall in its design to protect 
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the server from DDoS attacks using a specified protection policy for HTTP applications that 

will be applied to the protected scenarios on the simulated models. The security policy 

implemented has been configured using a specific code that is written with C++. It ensures that 

the infected devices’ IP addresses are blocked from accessing the server; it simulates the white 

and black listing techniques. The blacklist is defined here as containing the infected machines 

that can be detected by any security means, while the whitelist involves all other IP addresses. 

Moreover, only the application layer protocols are allowed to access the protected server 

through the firewall. More details about the configurations of the applications and devices used, 

are presented in Appendix A.  

 

The implementation of this evaluation study was on OPNET Modeler v17.5, and four 

scenarios have been considered based on the design introduced in Figure (6-1) with regard to 

the identified simulation parameters given in Table (6-3). The first scenario considers the basic 

implementation of the network systems represented in Figure (6-1) without an active firewall 

configuration, where no attack is launched against the system. This scenario examines the best 

case implementation of the assigned network system without DDoS issues in the server. The 

second scenario considers the network system with the existence of the firewall and without 

active attacks on the network system. This scenario examines the network efficiency with the 

existence of the firewall component to check the network system overhead that may be added 

to the system and its effect on the network's performance. The third scenario considers the 

implementations of the network system with an active policy system on the firewall that 

prevents the infected traffic generated by the infected users, and this represents the protected 

scenario from DDoS attacks for the implemented system. The fourth scenario considers a 

network system with the existence of a firewall under active attacks where no security policies 

have been assigned to the firewall. This scenario examines the efficiency issues that could result 

from the existence of a firewall without the implementation of the network protection policy on 

the firewall, which represents the worst case scenario, as the network performance is affected 

by a serious level of DDoS attacks.  
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Figure (6-1): System design and implementation for a server under attack with the configured network 

system in OPNET1 

The results of these scenarios will be compared and studied in terms of their performance and 

efficiency at protection throughout this research study. All the scenarios have been considered 

for about 75 seconds at the beginning of the simulation for the system setup time for the users' 

connection within the network system. This interval has been chosen by default for this type of 

simulation scenarios in OPNET. 

System Setup 

No. of Simulations 4 
Simulation Seed 

Number 
128 

Simulation Duration: 30 Minutes = 1800 Seconds 

No. of Infected Devices: 21 
No. of Legitimate 

Users: 
5 

Main Implemented 

Applications 
web browsing (HTTP) 

Table (6-3): Simulation Parameters in OPNET 1 

6.1.3. Simulation Results and Discussion 

The evaluation of the scenarios implemented has considered different performance 

measurements for HTTP applications that have been identified in the network system which is 

shown in Figure (6-1). In this thesis, the focus is on the performance parameters on the server 
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side that are assigned to HTTP applications in terms of traffic volume which is generated for 

the assigned users, and the application response time over the simulation time line.  

A. Number of Requests received by the server for HTTP applications 

For the HTTP applications implemented for web browsing, the users are trying to access the 

server during the simulation time when the attacker is affecting the users based on the scenarios 

identified. Figure (6-2) shows the average volume of request traffic received by the server from 

the users in the network system for HTTP applications in Bytes per second. The representations 

of the best effort scenarios show the ideal traffic volume for average HTTP requests (150 to 350 

Bytes/seconds) received by the server, where no assigned attacks have been considered over the 

implemented system. On the other hand, the largest volume for the average HTTP requests was 

300 to 550 Bytes/second, as shown in the scenario with active attacks without an active policy 

on a firewall for the increased volume of HTTP requests. However, with the implementation of 

the firewall policy, the volume of HTTP requests received by the server reduced to a level of 

between 250 to 380 Bytes/second which is close to the optimum level of received traffic. 

 

 

Figure (6-2): Average number of traffic requests received by the server from users for HTTP applications 

in Bytes/ second1 

B. Response time for HTTP applications 

The average response time for HTTP applications initiated between the system users and 

HTTP server reflects the effectiveness level of the DDoS prevention system implemented, as 

shown in Figure (6-3). The shortest average response time is between 80 to 90 ms with the 

scenario that contains no assigned attacks and no firewall, and this value was increased and 

Simulation time (Seconds) 

HTTP 

Traffic 

Received 

(Bytes/Sec) 
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reached an average time of between 120 and 140 ms in the second scenario with firewall 

representation. The average response time reached between 100 to 128 ms in the fourth 

scenario, which represents firewall existence with no policy under attack. However, with the 

implementation of the firewall policy, the average response time for HTTP applications 

reduced to a level of 107 to 128 ms. The reduction in the average response time enhanced the 

performance level of HTTP applications in the implemented system as a result of applying the 

firewall prevention policy over the flooded traffic. 

 

 

Figure (6-3): Average response time for HTTP applications initiated between users and HTTP Server in 

Second1 

C. Server Performance 

Another parameter that affects the performance level of the DDoS prevention system 

implemented is the evaluation of the server's performance with the loaded tasks, which were 

executed per second. The server operated in best effort conditions where no DDoS attacks were 

implemented, and where the average load level on the server was between five to 15 tasks/sec. 

On the other hand, for the scenario that involved implementing attacks without any configured 

policy on the firewall, the average load level was between 13 to 33 tasks/sec. Furthermore, the 

evaluation shows that when applying the policy constraints to the firewall, the average load level 

on the server was enhanced to be between seven and 21 tasks/sec, as shown in Figure (6-4). 
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Figure (6-4): Average load on the Server for HTTP applications in tasks/second1 

D. Server Traffic Sent 

Figure (6-5) shows that the average number of HTTP packets that were sent from the server 

through the firewall with a policy is very close to the optimal scenarios that have no attacks. 

This average was between 40 and 48 Kilo Bytes per Second (KB/Sec). On the other hand, 

implementing a prevention system without an active policy in the firewall permitted more 

packets to access the firewall and leave the network. The average in this case increased 

dramatically to reach up to approximately 80 KB/Sec and it settled between this maximum 

value and 70 KB/Sec during the rest of the simulation period. This reflects the performance 

level of the prevention system implemented without the policy that leads to increasing the 

required work from the server and the firewall under attack. This result is exactly what the 

adversaries intend to create in their attempt to deny access for legitimate users, as they 

succeeded in overwhelming the system with a huge amount of requests. However, 

implementing the policy decreased the amount of traffic that could be passed through the 

firewall in order to protect the system from Denial of Service attacks to be between 35 and 53 

Kilo Bytes per Second (KB/Sec).  
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Figure (6-5): Average HTTP Packets sent from Server in Kilo Bytes per Second (KB/Sec)1 

E. The average throughput for HTTP packets that are transferred between the firewall and 

the server  

The average throughput for HTTP packets that were transferred between the firewall and 

the server represents the role that the Firewall can play in protecting the server from being 

exhausted, and therefore, unable to respond to the legitimate users' requests. Figure (6-6) shows 

that using a specific policy with the firewall minimises the load on the network and links to a 

level which is very close to a normal situation (with no attacks). The evaluation in the figure is 

performed in the link between the firewall and the server. To illustrate, attacks against the 

server increase the consumption of the network bandwidth dramatically by exchanging data at 

a rate of between 500 and 550 Kilobits per Second (Kb/Sec) when a standard firewall is 

implemented. On the other hand, the average rate of such an exchange is decreased to be at a 

level of between 300 and 325 Kb/Sec. Thus, it is obvious that developing a proper policy and 

implementing it within the firewall can enhance the effectiveness of the prevention scheme 

against DoS attacks.  
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Figure (6-6): Average throughput for HTTP packets in Kilobits per Second (Kb/Sec)1 

F. Infected Devices Throughput  

The average throughput for HTTP packets that were initiated from the infected devices 

reflects the performance level of the implemented prevention system with and without policy, 

under attack. Figure (6-7) shows that applying the policy in countering these malicious requests 

causes little difference from using a standard firewall. The highest average throughput 

increases with a sharp escalation until it reaches 445 packets per second (pps) without a policy, 

and 280 pps with the firewall policy, seven minutes after the setup as a result of connectivity 

initiation between different components for HTTP applications. After that, it decreased to a 

level of between 100 and 60 pps respectively. This reduction shows the effectiveness of the 

firewall in general, and the proposed firewall with a policy, in particular against malicious 

requests that try to access the protected server. 
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Figure (6-7): Average throughput for HTTP packets that are initiated from the infected devices in 

packets per second (pps)1 

G. Legitimate Clients Throughput 

The average throughput for HTTP packets that are initiated from the legitimate clients’ 

machines reflects the performance level of the prevention system implemented with and 

without a firewall policy. Figure (6-8) shows that applying the policy enhances the prevention 

system's performance by decreasing the bandwidth consumption, even in the case of benign 

users, while applying the policy leads the throughput reach to 22 pps; the absence of such a 

policy fails to decrease the throughput from its maximum value which is about 28 pps by more 

than 5 pps (to less than 23 pps).  

 

 

Figure (6-8): Average throughput for HTTP packets that are initiated from legitimate clients in packets 

per second (pps)1 
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From Figure (6-7) and Figure (6-8), it is obvious that the attack had a great impact on network 

bandwidth consumption. The maximum throughput for legitimate clients is between 22 and 28 

packets per second with and without a policy respectively. On the other hand, the throughput 

for the infected devices is counted by hundreds of packets per second reaching to be more than 

10 times as many with the firewall policy (280 pps) and more than 15 times as many without 

the policy (445 pps).   

6.1.4. Simulation Experiment Limitation 

OPNET is only used for performance evaluation. The proposed framework needs to be 

evaluated in a practical test bed experiment. Actually, the right components for security 

purposes are not available in OPNET in a way that can help researchers to introduce 

frameworks with full implementation, as in the theoretical approach. Moreover, it is based on 

a lot of assumptions that prevent unique solutions from being implemented well in such an 

environment. Therefore, it cannot prove the effectiveness of the proposed framework. 

 

These difficulties led to complementing the evaluation by conducting a real test bed experiment 

in order to prove the correctness and effectiveness of the proposed solution even if the 

experiment was conducted on a small scale.   

6.2. Part 2: Conceptual Evaluation 

The proposed framework (DDoS-MS) has been evaluated, and there are some aspects which 

need to be modified, in order to improve the framework performance efficiency. Therefore, the 

DDoS-MS has been enhanced by adding and replacing components and changing its 

mechanism. The improved version is called the Enhanced DDoS-MS framework. The 

conceptual evaluation is presented in details in section 4.7. 

6.3. Part 3: Test Bed Evaluation 

The purpose of utilising a test bed to evaluate the proposed framework is to prove that it can 

be implemented in reality and to prove its effectiveness and correctness. Although the 

implementation has been conducted in a small scale, it will prove the above criteria that could 

not be evaluated in the simulation. 

Usually in the evaluation of DDoS countermeasures, there are specific metrics can be measured 

to prove the effectiveness of the proposed solution. These metrics are resources utilization and 

the response time. However, the CPU utilization does not need to be measured in the current 
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implementation because of three reasons. First, the proposed framework differs from the 

previous solutions in the principle of allowing legitimate users to access the protected system 

at all times even if malicious users are exist. So, the traditional two main cases which are 

normal situation and under attack situation are not recognized in the proposed scenarios. 

Therefore, measuring the CPU utilization is meaningless because its increment does not 

indicate malicious attacks necessarily. Second, under cloud implementation, there should be 

no problem in the customer side with this regard as it is served by a large pool of resources, 

which is the cloud resources. Third, the focus of this implementation is on the proposed 

firewall.  

The specific area of research is the firewall policy which is suggested to handle the received 

flow and manage the related lists. The most important aspect of this evaluation is to prove the 

capability of the firewall to control the flow verification and monitoring processes and to take 

the right decisions of allow or deny users from accessing the protected system in a little time. 

In this case, the factor that is need to be measured to show the success of the firewall is the 

average response time.  

To prove the effectiveness of the proposed framework, the focus will be on the traffic intensity 

that can show the behaviour of the proposed solution under attacks. When the received packets 

pass through the firewall, it is supposed that all internal components including the IPS, the RP, 

and even the protected servers are working properly as well as the verification elements which 

are the verification node and the client puzzle server. 

6.3.1. Evaluation of the Enhanced DDoS-MS Framework using Test Bed 

The test bed has been built using the topology that is shown in (6-9). 

 

Figure (6-9): Logical Layout of Test Bed of the Enhanced DDoS-MS1 
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As seen in the figure, three domains have been defined to facilitate the explanation of the 

framework mechanism. The first one is the outside domain which represents the source of 

traffic (packets) that can be human user, malicious user, or bots. The second domain represents 

the proposed framework. It is named as decision making domain because the decision of 

allowing the packet to proceed to the protected server or dropping it is made in this block as a 

result of applying the proposed algorithm which is described in details in chapter Five. It has 

the whole framework components and a group of techniques that are used to verify the 

legitimacy of users such as the firewall, verification node, puzzle server, IPS, and the Reverse 

proxy. The last domain is the protected one that represents the targeted server that the attacker 

tries to harm, and the proposed framework aims to protect.  

Actually, the proposed framework is not fully implemented. The focus is on the firewall 

because it is the main part of the framework that controls the whole defence system. Moreover, 

it is the component that is programmed to perform the tasks which are designated in the 

proposed scenarios in chapter Five. Therefore, it is assumed that the remaining components of 

the framework are performing their functions properly. 

6.3.2. Test Bed Implementation  

The test bed is a laboratory environment that will be used to implement the Enhanced DDoS-

MS. Multiple testing scenarios have been used to prove the correctness and effectiveness of 

the Enhanced DDoS-MS. The actual set up iss based on generating traffic from the outside 

domain through the decision making domain to the protected domain. Actually, an initial test 

bed was built to evaluate the DDoS-MS framework, in order to show the success of the firewall 

to filter received packets based on the framework’s algorithm, and the capability of the tool 

that is used for capturing received packets in performing its function effectively. More details 

about the initial test bed configurations are presented in Appendix B. 

A Linux platform was used for the implementation. An ICMP packet is the type of packet 

which wa chosen for the test because it is well-known and easy to provide a clear and precise 

result in the implementation, as ICMP response time is usually around 1 or 2 ms in LAN 

environments (OpenManiak, 2011). Moreover, ICMP has been used to prove the functionality 

of the framework and to create a better understanding of its effectiveness. A network analysis 

tool called Wireshark was used to capture and analyse the recieved packets. It was run on each 

interface to monitor the traffic in the testbed.  
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The Decision making domain includes the above mentioned techniques that were implemented 

and simulated by an algorithm that is written in C++ programming language. For low level 

packet handling, pcap and libnet library were used. The generator that has been used in this 

implementation is Ostinato (Ostinato, 2016). More snapshots on Wireshark and Ostinato tools 

are presented in Appendix (C). The firewall was fully implemented the decision process, as 

suggested in the Enhanced DDoS-MS framework. This is a command line-based program that 

has the possibility of showing internal actions in a terminal by setting up an appropriate 

program attribute. The internal actions of the firewall can be seen in Figure (6-10).  

 

Figure (6-10): Firewall Actions1 

6.3.3. Results and Discussion 

In the implementation, there are two variables that need to be compared. These are the traffic 

load and the traffic intensity (traffic transfer rate). Thus, two experiments have been conducted; 

the first one involves changing the load between 500 to 5000 packets and fixing the intensity 

to be constant. In the second experiment, the load is fixed to be constant at 4000 ICMP packets, 

and the intensity changed by dividing the whole stream into four sub-streams and three 

different orders. 

The purpose of conducting the implementation in the way suggested above is to examine the 

influence of changing the load and the intensity on the framework resilience under attacks, its 
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capability of the proposed solution to handle the received packets at an acceptable level of 

response time, besides providing the required security.  

The two experiments are described below, and the main finding, which is a comparison 

between the values of the average response time of the conducted scenarios, are summarised 

at the end of this section. This is in order to prove the effectiveness of the proposed framework 

in decreasing the latency for legitimate users regardless of the change in the load or intensity 

of the received traffic.  

The First Experiment 

500 ICMP packets were generated as a typical load situation and sent through the proposed 

framework to the protected domain. Figure (6-11) shows the response time for 500 ICMP 

packets.  

     It is clear that the majority of the packets are completely served between 0.3 and 0.5 ms. 

The maximum response time is about 0.857 ms, while the minimum is 0.301 ms; therefore, the 

average is 0.419 ms. This scenario has been implemented as a base line for the next 

experimental scenarios.  

 

 

Figure (6-11): The Response Time of 500 ICMP Packets1 

To evaluate the effect of increasing the number of packets on the response time, the previous 

amount, that is 500 packets, has been multiplied by 10 to be 5000 ICMP packets. Figure (6-12) 

shows that the maximum response time is 1.014 ms for the packet 4639, while the minimum is 

0.304 ms in the packet 656. Therefore, the average is 0.426 ms.  
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Figure (6-12): The Response Time of 5000 ICMP Packets1 

  This means that the response time is almost constant for the whole amount of the tested ICMP 

packets, whether if the sample is 500 or 5000 packets because the actual difference in the 

average response time is 0.007 ms (7µs). The increasing number of requests did not affect the 

response time. Thus, the constant average response time is a good feature of the protection 

system, as it is not overwhelmed by the higher streams. Thus, it can be resilient if under attack. 

The Second Experiment 

Now, three scenarios have been conducted experimentally in order to evaluate the proposed 

framework in terms of reducing the response time when the received load is divided into four 

streams with different traffic intensities. Each stream has the same number of ICMP packets, 

but the traffic intensity is different. Thus, the whole load of 4000 packets has been sent through 

the framework in bursts of intensities, that is, diverse transfer rate and in three different orders 

(scenarios). 

For comparison purposes, 4000 packets as one stream in a constant traffic intensity were sent 

through the firewall. Figure (6 -13) shows that the maximum response time is 0.829 ms while 

the minimum is 0.304 ms. Therefore, the average is 0.426 ms.  
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Figure (6-13): The Response Time of 4000 ICMP Packets1 

 Actually, the majority of packets are served in a range of 0.1ms from the average level, as 

shown in Table (6-4). It is clear from the table that 93.47 percent of all packets are handled 

within 0.1 ms time window from the average response time. 

Time Difference with regard 

to the Average Response 

Time [ms] 

Number of Packets 

[Responses] 

Percentage [%] 

1 252 6.30% 

0.1 443 11.08% 

0.05 817 20.43% 

-0.05 1870 46.75% 

-0.1 609 15.23% 

-1 9 0.23% 

Sum: 4000 100% 

Table (6-4): Distribution of Response Time Values of 4000 ICMP Packets 1 

After completing the following experiment, the average response time of each scenario whole 

load could be compared with its counterpart in the previous result shown in Figure (6-13) that 

apply constant intensity, and with the other different intensity scenarios' results.  

Thus, the three scenarios results are presented and analysed in the following part:  

1. First Scenario 

This scenario has four streams, and their details are described in Table (6-5). 
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Stream number 

Number of ICMP 

requests send 

within the stream 

Intensity of packet 

generation per 

second within the 

stream 

Total number of 

packets 

Stream # 1 1000 100 2000 

Stream # 2 1000 50 2000 

Stream # 3 1000 500 2000 

Stream # 4 1000 1000 2000 

SUM 4000 - 8000 

Table (6-5): The First Scenario Streams Description 1 

Every stream consists of 4000 requests and 4000 responses, so the total number of packets is 

8000 packets. The traffic intensities of the streams are diverse, between 50 packets per second 

(pps) to 1000 pps in the order (100 pps, 50 pps, 500 pps, 1000 pps). These streams are shown 

in Figure (6-14). 

 

Figure (6-14): The Response Time of the First Scenario Streams1 

To facilitate analysing the results on Figure (6-14), Table (6-6) presents the average, minimum 

and maximum response time of each stream as well as for the whole load. It is noticeable that 

highest intensity which is 1000 pps achieves the lowest average response time that is 0.41 ms. 
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The difference between the average response time of the highest intensity and the lowest one 

is 0.13 ms (130 µs). The average response time for the whole load of streams in the current 

order is 0.49 ms. 

Stream number 

Average 

response time 

[ms] 

Minimum 

response time 

[ms] 

Maximum 

response time 

[ms] 

Stream # 1 0.56510 0.39400 0.83000 

Stream # 2 0.54449 0.41500 0.76700 

Stream # 3 0.45389 0.33700 0.59500 

Stream # 4 0.41035 0.33300 0.54900 

Whole load 0.49347 0.33300 0.83000 

Table (6-6): Summary of the First Scenario Streams Response Times1 

Table (6-7) shows that 62.5% of the received packets are processed, served, and returned to the 

source within a range of 0.05 ms (50 µs) time window from the average response time of the 

whole load which is 0.49 ms. This finding indicates the effectiveness of the proposed solution 

in providing the required services to clients in a little response time. 

Time difference with 

regards to the average 

response time 

[ms] 

Number of responses 

[responses] 

Percentage 

[%] 

1 654 16.35% 

0.1 491 12.28% 

0.05 1424 35.60% 

-0.05 1077 26.93% 

-0.1 354 8.85% 

-1 0 0.00% 

Total: 4000 100.00% 

Table (6-7): Distribution of Response Time of the First Scenario Streams1 

Lastly, Figure (6-15) shows the intensity of streams and how they are responded according to 

the traffic intensity differences. 
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Figure (6-15): The Process of Receiving ICMP Responses for 100, 50,500, and 1000 pps Streams1 

It presents the process of receiving ICMP responses for the four streams in the firewall’s 

external interface. The time that is presented in the Y-axis includes generating, sending, 

processing, responding, and receiving the packets.  

It is obvious that increasing the intensity within the experiment causes reduction in the time. 

Therefore, sending 100 pps costs the system 10 seconds while decreasing the intensity to 50 

pps doubles the consumption time to 20 seconds. In the same way, the stream that has intensity 

of 500 pps needs only 2 seconds to be processed completely and returned while the last stream 

in this scenario consumes only 1 second with intensity of 1000 pps. 

2. Second Scenario 

After presenting the above results of the first scenario, the second scenario shows how the 

change of the streams' order can affect the framework performance. In this scenario, the streams 

will be sent in a different order. The streams order is rearranged to be 500, 1000, 50, and 100 

pps respectively, as stated in Table (6-8). 
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Stream number 

Number of ICMP 

requests send 

within the stream 

Intensity of packet 

generation per 

second within the 

stream 

Total number of 

packets 

Stream # 1 1000 500 2000 

Stream # 2 1000 1000 2000 

Stream # 3 1000 50 2000 

Stream # 4 1000 100 2000 

SUM 4000 - 8000 

Table (6-8): The Second Scenario Streams Description1 

It is clear from Figure (6-16) that the second stream, which has the intensity of 1000 pps, 

achieves the lowest average response time, although it is sent as the second stream this time 

not the fourth as in the previous scenario.  

 

Figure (6-16): The Response Time of the Second Scenario Streams1 
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The full explanation of the streams' response times is presented in Table (6-9).  

Stream number 

Average 

response time 

[ms] 

Minimum 

response time  

[ms] 

Maximum response 

time 

[ms] 

Stream # 1 0.50145 0.34900 0.86800 

Stream # 2 0.41440 0.34700 0.56100 

Stream # 3 0.58858 0.42500 0.77300 

Stream # 4 0.55691 0.42300 0.75800 

Whole load 0.51535 0.34700 0.86800 

Table (6-9): Summary of the Second Scenario Streams Response Times1 

It is observable from the table that the lowest intensity (50 pps), which is represented by the 

third stream, achieves the highest average response time (0.59 ms). 170 µs is the difference 

between the average response time of the second and third streams that represent the highest 

and lowest intensity respectively. The whole load of streams with this order has an average 

response time value of 0.52 ms. This shows that changing the streams order did not affect the 

average value of the response time.  

Time difference with regards 

to the average response time 

[ms] 

Number of responses 

[responses] 

Percentage 

[%] 

1 578 14.45% 

0.1 659 16.48% 

0.05 1440 36.00% 

-0.05 741 18.53% 

-0.1 582 14.55% 

-1 0 0.00% 

SUM: 4000 100.00% 

Table (6-10): Distribution of Response Time of the Second Scenario Streams1 

Table (6-10) shows that more than 85% of the responses are processed within a 100 µs time 

window from the value 0.52 ms, which is the average response time of the second scenario 

whole load. This reflects the capability of the proposed framework to provide the services to 
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legitimate users in a little response time, regardless of the different intensities of the received 

traffics and their order. 

 

Figure (6-17): The Process of Receiving ICMP Responses for 500,1000,50, and 100 pps Streams1 

Figure (6-17) shows the process of receiving ICMP responses for the four streams in the 

firewall’s external interface after changing the streams order. Again, it is observable that the 

time is affected by increasing the stream’s intensity inversely. For the current order of streams 

(500, 1000, 50, 100 pps), the times are 2,1,20, and 10 seconds respectively.  

3. Third Scenario 

One more change in the order has been carried out in this scenario. Therefore, the lowest 

intensity will be the first, and the other streams order is changed as well.  

Stream number 

Number of ICMP 

requests send 

within the stream 

Intensity of packet 

generation per 

second within the 

stream 

Total number of 

packets 

Stream # 1 1000 50 2000 

Stream # 2 1000 1000 2000 

Stream # 3 1000 100 2000 

Stream # 4 1000 500 2000 

SUM 4000 - 8000 

Table (6-11): The Third Scenario Streams Description1 
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The streams have been rearranged in the order (50, 1000, 100, 500 pps), as shown in Table (6-

11), and their response times are presented in Figure (6-18).  

 

Figure (6-18): The Response Time of the Third Scenario Streams1 

Again, the lowest average response time is achieved with the highest intensity and vice 

versa, as clearly seen in the first two streams.  

Stream number 
Average response 

time [ms] 

Minimum 

response time 

[ms] 

Maximum 

response time 

[ms] 

Stream # 1 0.57989 0.41600 0.82200 

        Stream # 2 0.37155 0.32100 0.56200 

Stream # 3 0.50904 0.38600 0.81700 

Stream # 4 0.43259 0.33300 0.60800 

Whole load 0.47330 0.32100 0.82200 

    

    

Table (6-12): Summary of the Third Scenario Streams Response Times1 

As shown in Table (6-12), the average response time of the whole load is 0.47 ms. It is 

noticeable that the second stream achieves the lowest average response time with a value of 

0.37 ms, while the first stream gets the highest average response time at 0.57 ms. Therefore, 

the difference between these values is 0.2 ms (200µs). This is justified because the high 

intensity stream is received in a shorter period than the lower one. The importance of this 
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pattern lays in its capability of ensuring the correctness and the logicalness of the experiment, 

so the comparison between the average response time values can be accurate. Moreover, this 

pattern proves that changing the streams order does not affect the average response time. 

Time difference with regards to 

the average response time 

[ms] 

Number of responses 

[responses] 

Percentage 

[%] 

1 723 18.08% 

0.1 537 13.43% 

0.05 1379 34.48% 

-0.05 561 14.03% 

-0.1 800 20.00% 

-1 0 0.00% 

SUM: 4000 100.00% 

Table (6-13): Distribution of Response Time of the Third Scenario Streams1 

Table (6-13) shows that around 82% of the responses are handled within a 100 µs time window 

from 0.47 ms, which represents the average response time of the third scenario's whole load. 

Again, this result confirms the effectiveness of the proposed framework in performing its 

functions with providing less response time for legitimate users. 

 

Figure (6-19): The Process of Receiving ICMP Responses for 50, 1000, 100, and 50 pps Streams1 

Figure (6-19) shows that for the current order of streams (50, 1000, 100, 500 pps), the times 

are 20, 1, 10, and 2 seconds respectively. 

The overall findings are presented in Table (6-14) and Table (6-15). The average response 

times for all streams have been compared, as shown in Table (6-14). The average value is 0.42 
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ms for the single stream with constant intensity and 0.49 ms for the load of streams with varied 

intensities. This means that the proposed framework can perform the protection function in a 

short time window of 0.07 ms (70 µs) from the average response time despite the variations in 

packets numbers and streams intensities. This reflects the effectiveness of the solution in 

achieving the required objective, which is providing the security to the protected system 

besides reducing the response time for legitimate users, despite the diversity in the order of the 

received streams.  

Stream Average Response Time [ms] 

4000 Packets  [1 stream] 0.42 

   The First Scenario  [4 streams] 0.49 

The Second Scenario [4 streams] 0.52 

The Third Scenario    [4 streams] 0.47 

Total Average value: 0.49 

Table (6-14): A Comparison of Average Response Time Values of the whole conducted streams1 

Moreover, a comparison between the different streams in handling the packets within a time 

window of 0.1 ms (100 µs) has been conducted, as seen in Table (6-15). 

Stream Percentage [%] 

4000 Packets [1 stream] 93.47 

   The First Scenario   [4 streams] 83.66 

The Second Scenario [4 streams] 85.56 

  The Third Scenario  [4 streams] 81.94 

 Average Percentage: 83.72 

Table (6-15): A Comparison of percentage of processing the whole conducted streams1 

From the table, it is clear that the average percentage of handling the full amount of packets in 

the conducted streams if the stream is sent with a constant intensity is 93.47 %, and 83.72 % 

when it is sent in variable intensities– in a short time window of 0.1 ms. This means that the 

difference between the two cases is less than 10 %. This is an evidence of the resilience and 

success of the Enhanced DDoS-MS under attacks in regard to its performance.  

These averages are reasonable according to the different techniques that have been 

implemented in the proposed system. The effectiveness of the Enhanced DDoS-MS framework 

lies in embracing the potential malicious and suspicious requests in its work flow without 
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affecting the legitimate users, either in their ability to access the system at any time, or in the 

delay that has been added as a result of implementing a strong protection technique that ensures 

the availability of the services and protecting from the DDoS attacks and EDoS attacks. 

Moreover, the results prove the framework’s scalability under varied loads and traffic 

intensities with different orders. 

6.4. Part 4: Comparative Evaluation of the Proposed Framework  

The proposed framework can be evaluated against three scenarios: 

1. with no firewall 

2. with a standard firewall 

3. with other proposals in the literature. 

 

Regarding the first two scenarios, an experiment has been conducted to measure the response 

time in both cases. The test bed environment for the comparison experiment and all figures 

that show the experiment results are presented in Appendix D. A comparison between the 

average values of response time for the proposed framework and the newly conducted 

experiment has been made. The outcomes of the comparison are presented in Table (6-16).  

 Without Firewall With a Standard 

Firewall 

With the Enhanced 

DDoS-MS 

500 ICMP Packets 0.0000484 0.0000571 0.42 

5000 ICMP Packets 0.0000503 0.0000574 0.43 

4000 ICMP Packets 0.0000506 0.0000572 0.43 

4000 ICMP Packets 

[1st Scenario] 

0.0000313 0.0000356 0.49 

4000 ICMP Packets 

[2nd Scenario] 

0.0000313 0.0000356 0.52 

4000 ICMP Packets 

[3rd Scenario] 

0.0000307 0.0000360 0.49 

Table (6-16): Response Time Average Values in milliseconds 

# of Packets 

Firewall Type 
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It is clear from the table that not using any firewall causes less delay than using a firewall, 

because the absence of a firewall means the absence of the filtration that causes some delay. 

Therefore, incoming requests will be served very quickly without the existing of a firewall. 

However, this option exposes the network to several threats. With regard to the standard 

firewall, it has less lists than the proposed framework and a different protection process. 

Therefore, its incoming requests will be responded to in less time in comparison with the 

proposed framework, but it provides a lower degree of protection than it.  

Therefore, before discussing the logic behind carrying out a comparison between using the 

proposed framework, and the scenarios of disabling it or using a standard firewall, there is a 

need to make sure that the evaluation of the proposed framework is conducted in the right way. 

This can be achieved through the following: 

1. Ensuring that the response time of ICMP packets in LAN networks does not exceed two 

milliseconds maximum (Openmaniak, 2011). This is achieved in the evaluation. 

2. Ensuring that Figures (6-15, 6-17, and 6-19) proved the logicalness of the experiment 

conducted. 

Thus, the results of the proposed framework, which are presented in the thesis, are accurate 

and that the experiment has been conducted correctly. Actually, the purpose of the proposed 

framework is to provide a higher protection and reduce the response time for legitimate users. 

It achieves the first goal, and its response time is less than the threshold value of ICMP packets 

response time in LAN networks. 

With regard to the new experiment, the comparison between its results and their counterparts 

with the proposed framework will not be accurate because of the following reasons: 

1. The proposed firewall aims to provide a high level of protection against DDoS attacks by 

relying on other components such as a verification node, crypto puzzle server, intrusion 

prevention system, and a reverse proxy. On the other hand, the standard firewall does not focus 

on a specific attack and its default settings cannot distinguish between human users and bots, 

or detect DDoS attempts, because it is not connected to other devices that can assist it in 

performing these tasks. The proposed framework's architecture is more sophisticated in 

comparison with the standard firewall, and this complication affects the response time.   
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2. The proposed firewall has been evaluated using a small scale testbed. If it was implemented 

in a large scale environment, it may provide better results regarding response time, as the 

firewall will benefit from classifying incoming users into four groups. Therefore, its 

performance would be improved and its response time could be reduced with the passage of 

time. 

3. The proposed framework not only concerns firewall. The proposed firewall is part of a 

protection system that consists of other components. This means that the evaluation of the 

proposed framework needs to be fully implemented to obtain more accurate results. However, 

the framework has been implemented partially because of the time restrictions of the PhD.  

With regard to the third option, which is comparison with other proposals, most of the 

relevant methods, that have been discussed and evaluated in Chapter Three, did not provide 

results regarding response time. Only two methods considered this parameter clearly in their 

implementations. These frameworks are: 

1. WebSOS: it is the second method, after SOS, that uses the overlay networks to hide the 

protected server's identity, and to make the attempt to overwhelm the server very hard. It is 

evaluated in a wireless network, and the least response time that is obtained from this 

experiment was reported to be around 0.25 Seconds = 250ms. Actually, this method does not 

aim to minimise the response time for its users. It focuses only on providing the required 

security to the protected server. 

2. CLAD: This framework also uses an overlay system that intends to hide the location of the 

protected system, and did not consider reducing the response time as an objective. Moreover, 

it is implemented in a wide wireless network, that is built between six Japanese cities. The least 

response time was reported to be 18.9ms.  

The literature does not provide enough details for their experiments to be replicated, and their 

codes are not available to be implemented. Therefore, results are compared based on the 

published results, and it is found that the proposed framework is performing better than other 

frameworks. However, it must be highlighted that the comparison cannot be accurate or fair 

because of the following reasons: 

1. The other frameworks have a different purpose from the proposed framework that aims to 

reduce the response time.  
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2. Different design (architecture) and security mechanisms that have been employed by other 

frameworks. The proposed framework has its own process which is explained through the 

flowcharts illustrated in the Chapter Five. This difference affects the performance of every 

framework, as well as the time that is needed to respond to users. 

3. Different network communication modes (wired and wireless) have been implemented in 

the evaluation of the proposed framework and previous frameworks. For example, the response 

time for ICMP requests can be hundreds of milliseconds with WAN networks, while it should 

not exceed two milliseconds with LAN networks. Therefore, the results for each proposal were 

obtained with totally different experiment environment. 

4. Different protocols have been used in evaluating the proposed framework and other 

frameworks. Some protocols require acknowledgment, while others do not. Moreover, some 

protocols trigger responses while others do not. 

Overall, the proposed framework fulfils the objectives set at the beginning of the project. 

Namely; protecting cloud customers' networks from DDoS attacks in addition to reducing the 

response time for legitimate users. 

Summary 

The evaluation process of any proposed framework is the way that proves its capability, 

correctness, and effectiveness in accomplishing its objectives. In order to assess the framework 

that is proposed in this thesis, four types of evaluation are conducted in this chapter. The 

simulation evaluation has been carried out using OPNET tool, which has been selected to be 

the platform of the simulation experiment as a result of a comparison process, which is 

performed between simulation tools. This evaluation proves that DDoS attacks in the cloud 

computing environment have a harmful impact, and the firewall that is configured with a 

security policy can play an important role in counteracting such attacks. For example, the 

configured firewall decreases the load on the server by reducing the number of received 

requests to be between 250 and 380 Bytes/Second, in comparison with the traditional firewall 

that received an average of more than 400 Bytes/Second. Moreover, the firewall with a security 

policy succeeded in decreasing the load on the server from a level of 13 to 33 tasks/Second 

with the traditional firewall, to a level of 7 to 21 tasks/Second. 

Then, a conceptual evaluation has been conducted to assess the performance of the proposed 

framework logically in a way that reflects the capability to understand every component in the 
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suggested solution, and how these components contribute towards the whole function of the 

framework. Moreover, this kind of evaluation has assisted in improving the proposed 

framework DDoS-MS to produce a second version, which is the Enhanced DDoS-MS, by 

discovering the components and mechanisms that can be modified in order to tighten the 

protection process against determined malicious attacks.  

The third part of the evaluation is an experimental evaluation that has been conducted by using 

a real test bed experiment. The test bed environment has been built to verify the proposed 

solution on a small scale to provide measurable outcomes. The results of the evaluation show 

that the Enhanced DDoS-MS reduces the average response time despite the variations in 

packets numbers and streams intensities. Actually, the average value of the response time with 

4000 ICMP packets that were sent as one stream and constant intensity through the proposed 

firewall was 0.42ms, while the average for the different intensities of 4000 ICMP packets was 

0.49ms. This means that the difference between the two implemented cases did not exceed 

70µs. The outcome shows the resilience of the proposed framework despite the variations in 

attack packets numbers and streams intensities. Moreover, the comparison between the 

different streams in handling the packets within a timeframe window of 0.1 ms (100 µs) shows 

that 93.74% of the requests that were sent with a constant intensity, while the average 

percentage for handling the full amount of packets in the conducted streams if the stream was 

sent in variable intensities was 83.72 % throughout a short timeframe window of 0.1 ms. This 

means that the difference between the two cases is less than 10 %. This is evidence of the 

resilience and success of the Enhanced DDoS-MS under attacks in regard to its performance. 

This reflects the effectiveness of the proposed framework in achieving the required objective, 

which is providing security to the protected system besides reducing the response time for 

legitimate users, despite the diversity in the loads and traffic intensities with different orders. 

It did that depending on the proposed protection method, which classifies the users into four 

groups as a result of verifying their identities and behaviour, and allows legitimate clients to 

access the protected servers and obtain their requests at all times.  

The comparative evaluation shows that the proposed framework fulfils the objectives set at the 

beginning of the project. Namely; protecting cloud customers' networks from DDoS attacks in 

addition to reducing the response time for legitimate users. The evaluation process reveals the 

importance of the research problem of this thesis, and the harmful negative impact of DDoS 

attacks in the cloud environment. Moreover, it proves the correctness and effectiveness of the 
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Enhanced DDoS-MS in protecting the customers’ network, and providing benign users with 

their required services within a convenient response time. 
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Chapter 7- Conclusions and Future Work 
 

Researchers in the security field need to improve their traditional methods which are used 

against attacks, as attackers are developing their skills and overcoming most of the existing 

defence solutions. The Enhanced DDoS-MS solution which is presented in this thesis as an 

attempt in this regard also needs to be improved by embracing some cases that are excluded in 

the current implementation and by modifying its design to be able to deal with more complex 

situations in the reality. Therefore, this chapter is dedicated to drawing the conclusions of this 

thesis and to present the suggested future works. 

7.1. Conclusions 

The research background of the determined problem, which is, EDoS attacks against cloud 

customers has been presented in chapter Two. It is a cloud-specific phenomenon that is 

resulting from the traditional DDoS attacks, but with a different intention. EDoS has been 

explained in terms of its concept, mechanism, and the criteria that any proposed solution is 

expected to meet, in order to be effective in protecting the cloud from such attacks. Some of 

the existing solutions of DDoS and EDoS attacks have been presented and evaluated in chapter 

Three. The solutions types, mechanisms, and relevance to the proposed framework have been 

clarified.  

Next, a comparison between the relevant existing solutions, according to reducing the response 

time; protecting the scalability; verifying incoming requests, and protecting customers 

networks in a proactive way has been conducted. The output of that comparison shows that 

there is no existing solution can mitigate DDoS and EDoS attacks, with meeting all determined 

criteria in the comparison process. Therefore, there is a need to propose a new solution that can 

meet these requirements. Hence, a new framework which is called DDoS-MS has been 

proposed to fill this gap. It is a proactive technique that verifies the source of packets by GTT 

in the beginning of a connection, to detect the bots (infected machines) that try to access the 

system. After that, it performs the second verification, by choosing a random packet sent from 

the source to be tested by a crypto puzzle. The firewall manages the defence system by 

allocating two main lists: white and black that have two secondary lists: temporary and 

permanent for the sources of packets based on the verification processes results. 
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A conceptual evaluation has been performed in order to discover the limitation of the proposed 

framework, and to improve its capability to counteract DDoS and EDoS attacks. Therefore, an 

improved version of the proposed framework has been presented in chapter Five. This 

improvement is called the Enhanced DDoS-MS. It can be used to counteract DDoS and EDoS 

attacks, by testing the source of requests (legitimate or malicious) to verify its legitimacy using 

a GTT; followed by monitoring its remaining packets using an IPS and a RP server to inspect 

the malware components which may contained within them, and to detect any potential DDoS 

attacks. To enhance the reaction to DDoS attacks, two more main lists have been added to the 

firewall's lists which are suspicious and malicious lists.  

The proposed framework has been evaluated to prove its correctness and effectiveness. Chapter 

Six was dedicated to this purpose. Four types of evaluation are conducted in that chapter: 

simulation, conceptual, real test bed, and comparative evaluations.  

The simulation evaluation has been implemented using OPNET tool. It proves that the DDoS 

attack in the cloud computing environment has a harmful impact, and the firewall that is 

configured with a security policy can play an important role in counteract such attacks. For 

example, the configured firewall decreases the load on the server by reducing the number of 

received requests to be between 250 and 380 Bytes/Second, in comparison with the traditional 

firewall that received an average of more than 400 Bytes/Second. Moreover, the firewall with 

a security policy succeeded in decreasing the load on the server from a level of 13 to 33 

tasks/Second with the traditional firewall, to a level of 7 to 21 tasks/Second. 

The third part of the evaluation is an experimental evaluation that has been conducted by a 

small scale test bed experiment. The results of such evaluation has proved the effectiveness of 

the proposed framework in reducing the response time for the legitimate users. Actually, the 

average value of the response time with 4000 ICMP packets that were sent as one stream and 

constant intensity through the proposed firewall was 0.42ms, while the average for the different 

intensities of 4000 ICMP packets was 0.49ms. This means that the difference between the two 

implemented cases did not exceed 70µs. The outcome shows the resilience of the proposed 

framework despite the variations in attack packets numbers and streams intensities. Moreover, 

the comparison between the different streams in handling the packets within a timeframe 

window of 0.1 ms (100 µs) shows that 93.74% of the requests that were sent with a constant 

intensity, while the average percentage for handling the full amount of packets in the conducted 

streams if the stream was sent in variable intensities was 83.72 % throughout a short timeframe 
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window of 0.1 ms. This means that the difference between the two cases is less than 10 %. This 

is evidence of the resilience and success of the Enhanced DDoS-MS under attacks in regard to 

its performance.   

The comparative evaluation shows that the proposed framework fulfils the objectives set at the 

beginning of the project. Namely; protecting cloud customers' networks from DDoS attacks in 

addition to reducing the response time for legitimate users. The evaluation process reveals the 

importance of the thesis research problem, and the harmful negative impact of DDoS attacks 

in the cloud environment. Moreover, it proves the correctness and effectiveness of the 

Enhanced DDoS-MS in protecting the customers’ network, and providing the benign users with 

their required services within a convenient response time. 

7.2. Future Improvement of the Enhanced DDoS-MS 

The research in the cloud security in general and in protecting against DDoS attacks, in 

particular, will continue evolving as the cloud itself grows. Developing the security aspects in 

the cloud will remove or minimise the concerns of the potential customers and attract them to 

migrate to the cloud. In this section, the future work of the proposed framework (Enhanced 

DDoS-MS) will be presented. 

The proposed framework in this thesis overcomes some of the shortcomings in the previous 

countermeasures in order to tighten the defence mechanism against the DDoS and EDoS 

attacks. However, the proposed framework can be improved by considering some situations 

that were not covered in the current version. This includes: 

1. Improving the proposed framework to be able to involve the case of using dynamic IP 

addresses:  

The decision to place a source IP address of the packet (user or machine) onto the white list or 

the black list depends on their ability to pass the authentication tests. If the IP address is 

dynamic due to using a dynamic allocation mode in the Dynamic Host Configuration Protocol 

(DHCP) server, then the source can be considered a new customer. This leads to losing its 

advantage if it is recorded on the white list, or ignoring the previous negative attempt if it is 

recorded on the black list. This point must be studied to determine its effect on the proposed 

framework’s efficiency. 

2. Choosing more packets randomly for further tests:  
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Enhance the robustness of the framework by adopting the randomization of selecting more 

packets for further tests can make the proposed framework more effective in achieving its 

objectives. It is very important to make the attackers' prediction of the defence mechanism very 

difficult. This can be achieved by choosing more packets randomly for verification to enhance 

the protection mechanism. Adopting the randomization of selecting packets for additional 

verification can tighten the adversary's prediction of the protection technique. The important 

thing in this regard is avoiding affecting the concept of reducing the response time as it is a 

contribution of the work. 

3. Protecting the cloud customer's network that allows BYOD concept within its internal 

network:  

Bring Your Own Device (BYOD) depicts the phenomenon which has spread recently among 

several enterprises, both small and large. This trend is about allowing employees to bring their 

own mobile devices to their work location in order to access the enterprise database, file 

servers, and email. These devices include laptops, tablets and smartphones (Burke, 2011). 

The companies cannot forbid this trend, especially with the high requests from their employees 

to allow it. The employees think that BYOD is an attractive option which will increase their 

loyalty and productivity. Actually, the discussion is not about denying or allowing BYOD; 

nowadays it is about BYOD management (Burke, 2011). 

The most observable benefit to the companies which adopt the BYOD is saving costs as a result 

of avoiding purchasing mobile devices for their employees. Moreover, productivity and loyalty 

among the employees will be increased, as they are more comfortable using their own devices, 

which may contain their preferred applications, files, and websites. This augmentation of 

productivity, loyalty and satisfaction will support the company and facilitate accomplishing its 

targets (Burke, 2011). 

The main problem concerns accessing organisational data from these devices, which are not 

owned or configured by the organisation itself. Each type of device depends on a unique 

platform which has distinctive features. This requires the IT staff to be aware of all 

developments in the devices on the market in terms of newly issued types, updated features, or 

any upgraded software that might be provided. Even though the unified management’s policies 

and techniques are applied, the accelerating developments in the field may generate holes in 

the security systems of organisations, especially in the interval between the emersion of new 
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devices or features and the response of the IT department’s members to that new development. 

The risks can come from outside the network’s firewall like all other networks or from inside 

the network (behind its firewall). This is because the devices will be able to access the network 

from the internal environment, and the users may be diverse. 

BYOD can expose the network to several risks. However, the idea is to monitor the devices 

traffic rates and contents instead of controlling the apps that are installed in these devices. 

Protecting the server (main modem) from such malicious packets coming from the mobile 

devices, under BYOD implementation, is a must in order to provide a proactive protection to 

the cloud provider on their customers’ networks in the BYOD age.  

Actually, the IPS device is used in the proposed framework as an individual component 

because, in the future, it can treat the internal (insider) attackers who access the network behind 

its firewall. Hence, theses users will be forced to send their requests through the IPS. So, the 

framework is ready by design to work under BYOD. 

4. The current proposed framework considers a specific type of cloud customers that are 

organisations which have their own end users. In the case of individuals, the same security 

concept, which is, applying the security technique in the client side can be applied in the user’s 

web browser by enabling some web applets as Khor and Nakao (2011) suggested. 

5. The proposed framework is a layered defence approach. It needs to be a distributed approach 

by using a distributed model for redundancy. 

Moreover, the proposed framework can be improved to be effective against real world attacks. 

Attackers are using enhanced methods to ensure the success of their carried attacks. Therefore, 

future work will focus on evaluating the proposed framework in advanced testing scenarios. 

These scenarios will consist of multiple complex legitimate user behaviour scenarios and a 

number of complex malicious attacks behaviour scenarios: 

A. Complex legitimate user behaviour scenarios 

The user may make mistakes or just behave in not ordinary manner because he is a human. 

Sometimes, this behaviour is possible to be seen as a malicious although the user has no intent 

of harming the server: 

The case of CAPTCHA test failure due to problems in the used keyboard or lack of skills of 

the legitimate users. As a result, these legitimate clients will be forbidden from accessing the 
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server although they are benign users but the current design of the framework excludes them 

from the white list. 

Developing the framework to take in its consideration the flash crowd events. Flash crowd is 

an event that occurs when a huge number of legitimate users accessing a specific site in a 

specific interval as a result of a special event causing overload condition on that site (Le et al., 

2007; Idziorek et al., 2011; Jeyanthi & Iyengar, 2013).  

Both Flash Events and DDoS attacks involve a large number of requests. However, the DoS 

attack results from a huge number of requests in a short time. It happens suddenly from a single 

spoofed source IP that is used only once. By aggregating the source addresses, the monitoring 

process will detect that the IP addresses come from all over the world. On the other hand, the 

Flash Crowd goes up and down gradually with a huge number of requests coming from a huge 

number of users after a specific social event. Moreover, those users have IP addresses from the 

same subnet, e.g., in the same country (Jung et al., 2002; Idziorek et al., 2011).  

With regard to the proposed framework under such phenomenon, a huge number of legitimate 

users pass the Turing test and the remaining checks, but they overwhelm the protected server 

with a huge amount of requests. In the current design, those benign users will be treated as 

suspicious users, as their requests will be excessed the RP threshold value.  

This protection window can be expanded to deal with the flash crowd events by applying the 

priority concept as a congestion control mechanism. Srivatsa et al. (2008) suggested that the 

user's priority level is increased if the user behaves well and decreased when he/she tried to 

generate Application-level DDoS attacks. The user's priority level is embedded in the trust 

token that is transmitted with the responses from the server to the user as a standard HTTP 

cookie (Srivatsa et al., 2008).  

B. Complex malicious attacks behaviour scenarios 

These scenarios are intended to cover four different aspects which are layers, locations, 

behavioural changes, and experimental scale: 

Protecting the cloud-related networks from the hybrid (complex) attacks that are launched by 

exploiting the weaknesses in multiple ISO/OSI layers of the targeted network. Achieving such 

objective strengths the framework and provides robust security to the protected system. 
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Distributing the locations of the attack sources among wider geographic areas to mimic the 

persistent attackers who intend to harm a specific network to increase the attack's difficulty. 

Changing the attackers’ behaviors by swapping the attacks frequently between different groups 

of attackers every random period of time. This technique makes the tracing of attack sources 

very difficult. Most importantly, it makes the attack extremely difficult to be detected by the 

security means that implemented in the target's side. 

Conducting the evaluation experiment in a large scale to prove the proposed framework’s 

scalability in the more complex reality.  

Moreover, some changes can be performed on the design of the proposed framework such as: 

1. The firewall performance in the proposed framework can be improved by applying the SYN 

cookie technique that is improved by using the RST reconnection method. In this case, the 

firewall answers the connection request on behalf  the protected server. If the client passes the 

test, the TCP handshake can be completed with the firewall. Using the RST is to establish the 

handshake process and then start the direct connection between the client and the protected 

server in order to protect the server and the firewall from the DDoS attacks (Templeton and 

Levitt, 2003; Zhang et al., 2007). 

2. Proxy servers can be used in front of the protected server in order to enlarge the protected 

server's TCP buffer in order to protect the server from the SYN flooding attacks. A proxy server 

forwards the request to the core server “if and only if all three steps of the three-way handshake 

have been completed successfully” (Beitollahi & Deconinck, 2012). 

3. Add to the proposed blacklist the IP addresses that are stored in the public blacklists which 

are used by the ISPs as SOS framework does. 

4. Add to the proposed blacklist the Reserved IP addresses that can be spoofed by the malicious 

attackers (Castro et al., 2008).  

5. Using Bloom Filter (Broder & Mitzenmacher, 2003) to avoid overwhelming the firewall's 

lists.  

6. The Suspicious List (SL) can also be improved by converting it to be a temporary list instead 

of its current status as a permanent list. With this improvement, the fate of the SL user will be 

to the ML if he failed in the verification tests. On the other hand, the SL user details can be 



Chapter 7: Conclusions and Future Work 

 
175 

removed from the SL if he passed the tests and the inspection process. This suggestion can 

render the proposed framework more resilient in embracing the legitimate users who are 

considered as suspicious because his amount of requests has been exceeded the threshold value 

in a specific moment. 

7. The Identification field (ID) field in the IP packet header can be used for further verification 

(Park et al., 2010). So, it can be used in the DDoS-MS framework as a second test after the first 

test that rely on the GTT (Ohta et al., 2011). 

Park et al. (2010) considered that the decrement in the value of ID field is an evidence of DDoS 

attack existence. They used the monitoring of the ID field values as a second verification mean 

if the user passes the first one successfully. The potential limitation of using ID is the backward 

incompatibility which results from the fact that IP marking on this field conflicts with IPSec as 

its Authentication Header encrypts the identification header. Furthermore, the marking process 

on the ID field necessitates alterations of the internet routers in order to enable the marking 

process effectively (Douligeris & Mitrokosta, 2004). 

8. A fourth layer of protection can be inserted to monitor the web page and CPU consumption 

and give priorities to the good users based on their behaviour. 

Malik et al. (2013) stated that the legitimate web browsing behaviour involves sending many 

requests by the users during a specific access lifetime. These requests are either sent pipelined 

or in a closed loop manner. In the former case, the user sends many successive requests that 

outstand with the server as the user does not wait for an individual response to each request. 

On the latter scenario, the user does not send a new request until the previous request is 

completely processed by the server.  

Malik et al. (2013) stated that the attacker's behavior is completely irregular and fluctuating 

while the legitimate user's behavior is regular and linear. There are some parameters can be 

derived from the collected traffic such as Time spent on the page, a number of HTTP packets, 

TCP requests rate, UDP requests rate, ICMP requests rate, and session rate. 

Ankali and Ashoka (2011) stated that the browsing behavior can be depicted by three factors. 

They are the page viewing time, the requested sequence which is the requested objects and 

their sort, and the HTTP request rate. 
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Appendix A 

Simulation Experiment 

 

This part presents the configurations of the main applications; the profiles defined; the firewall 

and its security policy; the attacking machine; infected devices, and legitimate clients' devices. 

The applications used in this scenario are defined in Figures (A-1) and (A-2). They are 

application layer protocols only, such as HTTP, Email, Telnet, and FTP. The focus is on this 

layer because most of the cloud applications are working in this layer. 

Figure (A-3) shows the profiles defined for this scenario. It consists of four actions. The first 

action is to infect the attacker machine by the bulit-in malware. Then, this machine is dedicated 

to generating a flooding attack against the protected customer server (192.102.100.1) that is 

connected to the cloud. The third action of this scenario is to infect a group of 21 devices that 

are selected by default in this scenario. Finally, the firewall counteracts this flooding attack 

depending on the policy defined. 

Figure (A-4) shows the configured firewall that has been programmed with a specific code that 

is written with C++ as shown in Figure (A-5). The code ensures that infected machines are 

forbidden from accessing the protected network. This defined policy relieves the possible 

pressure on the protected server by reducing the number of devices that request services. It 

simulates the white and black listing techniques. The blacklist is defined here as containing the 

infected machines that are detected by any security means while the whitelist involves all other 

IP addresses.  

The attacker aims to generate flooding attacks against the server, and it infects and then 

employs the infected machines in order to use them for attack amplification. This can be seen 

in Figure (A-6 ). 

Figures (A-7) and (A-8) show the configuration of the infected devices and legitimate clients 

respectively. It is clear that benign users can access the protected network under E-commerce 

profiles with HTTP requests. 
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Figure (A-1): Applications Configuration (1) 

 

 

Figure (A-2): Applications Configuration (2) 
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Figure (A-3): Attack Scenario Profiles Configuration 

 

 

Figure (A-4): Firewall Definition 
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Figure (A-5): Firewall Configuration by the Proposed Code  
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Figure (A-6): Attacker Configuration 
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Figure (A-7): Infected Devices Configuration 
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Figure (A-8): Legitimate Devices Configuration 
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Appendix B 

Initial Test Bed Experiment 

 

An initial test bed experiment for the first version of the proposed framework, which is, DDoS-

MS has been conducted in order to show that the test bed works well in terms of the success of 

the firewall to filter the received packets according to the framework’s algorithm, and the 

success of the tool that is used for capturing the received packets, in performing its function 

effectively. The test bed has been built using the topology that is shown in Figure (B-1). 

 

Figure (B-1): Topology of the Evaluation Environment1 

Three devices are used: one represents the protected server, one represents the client’s side, 

and the third represents the firewall that has two interfaces- internal and external. A Linux 

platform is used for the implementation. An ICMP packet is the type of packets which has been 

chosen for the test because it is well-known and easy to provide a clear and precise result in 

the implementation as ICMP response time is usually around 1 or 2 ms in the LAN 

environments (OpenManiak, 2011). Moreover, ICMP is used to prove the functionality of the 

framework and to create better understanding of its effectiveness.  

Generating packets was done by PackETH (Jemecek, 2014). Protected area is demonstrated as 

IP address 10.0.0.1/8, while the entering point which is a firewall is presented as IP address 

192.168.56.1/24. For testing purpose, a scenario where user wants to access the protected 

server with ICMP messages was chosen. More precisely, Ping requests were sending from the 

outside world through the DDoS-MS to the protected server.  
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The firewall drops the packets that are generated from the attacker and only allows the packets 

which proved that their sources are legitimate users. Any packet did not pass this condition will 

be dropped on the firewall external interface. Therefore, the malicious traffic cannot access the 

protected area.  

A network analysis tool called Wireshark has been used for capturing and analysing the 

received ICMP packets from the source (192.168.56.101) and monitored their source address, 

destination address, and protocol type effectively. It is running on the firewall internal and 

external interfaces to monitor the traffic in the test bed, as shown in Figure (B-2) and Figure 

(B-3). 

 

Figure (B-2): A Snapshot of the Wireshark Tool that is running on the Firewall Internal Interface1 

 

 

Figure (B-3): A Snapshot of the Wireshark Tool that is running on the Firewall External Interface1 

The firewall of the DDoS-MS is a command line based C++ program that uses Pcap (libpcap 

0.8 v 1.3.0) network library. The firewall has an option for displaying the current traffic into 

the terminal as seen in Figure (B-4). 
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Figure (B-4): A snapshot of the Firewall Traffic Management1 

Figure (B-4) shows how the DDoS-MS firewall chooses the second packet randomly. Actually, 

each packet is depicted by its source and destination IP addresses. In this case, the firewall 

received the packet number (0) and forwarded it to the verifier node for the first test. The user 

passed the test showing that he is a human user. Therefore, his IP address is placed at the 

temporary whitelist while awaiting the result of the second test. After that, it chose packet 

number (4) to be tested by the puzzle server. Therefore, packets (1), (2), and (3) passed through 

the firewall directly to the protected server without any tests. Packet number (4) is forwarded 

to the puzzle server for the second test. In this scenario, the user passed the test, so the IP 

address was placed on the permanent whitelist. 
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Appendix C 

Snapshots of Test Bed Tools’ Configurations 

 

This part is dedicated to presenting snapshots of the tools used in building the test bed for 

evaluating the Enhanced DDoS-MS framework. The tools used are Wireshark, which captures 

and analyses packets, and Ostinato, which is used as a traffic generator. As shown in Figure 

(C-1), Wireshark can capture the received and sent packets through the interface that it works 

on. It can extract information from the packets headers' fields during the capturing process, 

such as source address, destination address, protocol type, packet type, and TTL values.    

 

Figure (C-1): A Snapshot of the Wireshark Capturing and Analysis 2 

 

The process of protocol type selection in Ostinato is shown in Figure (C-2). Figures (C-3), (C-

4), and (C-5) show the process of generating 500, 5000, and 4000 ICMP packets as one stream 

at a constant intensity. This process represents the first experiment that is explained in the 

evaluation of the proposed framework in Chapter Six. 
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Figure (C-2): Protocol Selection in Ostinato 

 

Figure (C-3): Generating 500 ICMP Packets as one stream in a Constant Intensity 
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Figure (C-4): Generating 5000 ICMP Packets as one stream in a Constant Intensity 

 

 

Figure (C-5): Generating 4000 ICMP Packets as one stream in a Constant Intensity  
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Figures (C-6), (C-7), (C-8) and (C-9) show the process of generating a stream of 1000 ICMP 

packets in an intensity of 50, 100, 500, and 1000 pps respectively. This process represents the 

second experiment scenarios that are explained in Chapter Six. 

 

 

Figure (C-6): Generating a stream of 1000 ICMP Packets in an intensity of 50pps 

 

 

Figure (C-7): Generating a stream of 1000 ICMP Packets in an intensity of 100pps 
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Figure (C-8): Generating a stream of 1000 ICMP Packets in an intensity of 500 pps 

 

 

Figure (C-9): Generating a stream of 1000 ICMP Packets in an intensity of 1000pps 
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Appendix D 

Snabshots of Test Bed Configurations of the Standard Firewall and (No 

Firewall) Scenarios 

Testbed Environment 

The experiment uses the same testbed that has been used for testing the proposed framework. 

This means that the same type of packets, same scenarios, same amount of packets, and same 

packet generator have been utilised. For the scenario of not using any firewall, the testbed has 

been used by disabling the proposed code. For the standard firewall, a standard Linux 

IPTABLES that is called FireHol (FireHol, 2014) has been used, because it is open source 

software for configuring the IP blacklist, whitelist and firewall ports. Furthermore, the dhshield 

IP blacklist (Tsaousis, 2016) was used for the testing.  

 

First Experiment: Single Stream & Constant Intensity 

 

 

Figure (D-1): Response Time of 500 ICMP Packets with No Firewall 2 

 

 

Figure (D-2): Response Time of 500 ICMP Packets with a Standard Firewall 
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Figure (D-3): Response Time of 5000 ICMP Packets with No Firewall 

 

 

Figure (D-4): Response Time of 5000 ICMP Packets with a Standard Firewall 

 

 

Figure (D-5): Response Time of 4000 ICMP Packets with No Firewall 
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Figure (D-6): Response Time of 4000 ICMP Packets with a Standard Firewall 

 

Second Experiment: Multi Streams & Different Intensities 

 

 

Figure (D-7): Response Time of the First Scenario Streams with No Firewall 

 

 

 

Figure (D-8): Response Time of the First Scenario Streams with a Standard Firewall 
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Figure (D-9): Response Time of the Second Scenario Streams with No Firewall 

 

 

 

Figure (D-10): Response Time of the Second Scenario Streams with a Standard Firewall 

 

 

 

Figure (D-11): Response Time of the Third Scenario Streams with No Firewall 
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Figure (D-12): Response Time of the Third Scenario Streams with a Standard Firewall 
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