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Abstract 
  

Cloud computing has increasingly attracted a large number of entrepreneurs to deploy innovative 

web services to expand the horizon of their businesses. The selection of trustworthy services, by 

considering the adequate QoS parameters, is imperative for the cloud service consumers to fulfill 

their requirements. Over the years, many studies have been carried out to establish trust between 

service providers and cloud service consumers. The findings of these studies need to be analyzed 

in order to explore the essential features and limitations with respect to the essential QoS 

requirements. Therefore, a systematic literature review has been performed in this study with an 

aim to identify and classify the existing research on trust establishment and estimation in cloud 

services. A critical review of the existing literature has been presented along with the 

identification of potential future research avenues. This study has also highlighted the need of 

improving the service selection process by employing user preferences based on their particular 

application domains in the context of utility.  
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1. Introduction 

The recent technological advancements have realized the widespread adoption of cloud computing 

technology in a number of industries such as entertainment, healthcare, education, e-government, and e-

learning to gain functional efficiency and monetary benefits. The service selection decision typically 

depends on the satisfaction of promised Quality of Service (QoS). The optimum selection of a service (or 

a set of services) is a challenging task for cloud users (Mehndi et al., 2016; Qu et al., 2015; Ghosh et al., 

2015; Jula et al., 2014; Singh et al., 2016; Sidhu & Singh, 2017; Lu & Yuan, 2018). The pool of services 

has numerous services with divergent QoS attributes which are provided by multiple service providers. 

The selection of a service, based on consumer preferences, has emerged as a key research domain (Jula et 

al., 2014; Sun et al., 2013; Garg et al., 2011). 

The service selection process typically relies on security, privacy, and trust values (Sun et al., 2011; 

Dorey et al., 2011; Anakath et al., 2017). Rezaei et al. (2014a) argued that the key barrier to Software as a 

Service (SaaS) selection in distributed cloud computing is interoperability, that is, the ability of users to 

connect with other users through heterogeneous cloud environments. The trust establishment between 

cloud computing entities, that is, service providers and cloud consumers, plays an essential part in cloud 

computing adoption. Hence, the notion of trust can be viewed as a confidence of a cloud user on cloud 

service. The trustworthiness of an entity or a service helps the cloud users to make decisions. 

Over the years, a number of studies have addressed the cloud service selection problem. These studies 

are primarily focused on two directions of trust, namely, trust establishment (Ghosh et al., 2015; Ko et al., 

2011; Mehandi et al., 2012; Shaikh & Sasikumar, 2015; Chakraborty & Roy, 2012, ) and trust estimation 

(Sun et al., 2013; Zheng et al., 2013; Zheng et al., 2011; Noor et al., 2013; Machhi & Jethava, 2016; Lu 

& Yuan, 2018). These studies have employed statistical methods; multiple-criteria decision analysis 

techniques; algorithmic solutions; reputation-based trust approaches; and biological techniques for trust 

establishment in cloud services (Habib et al., 2014; Bedi et al., 2012; Divakarla & Chandrasekaran, 2016; 

Liu et al., 2012).  

A systematic literature review has been performed in this study to critically review the research 

patterns of recent years. The service trust establishment and estimation techniques have been examined. 

The identification and classifications of divergent solutions, with their benefits and limitations, highlight 

the major contributions of this systematic literature review. Another objective of this study is to highlight 

the trust factors employed in different studies in the literature of cloud computing. This study has also 

identified a number of potential future research directions. It is imperative to mention that the sole focus 

of this study is on trust establishment and estimation techniques. The trust management through 

brokerage, recommendation, and other such aspects of trust have not been considered in this study. 

The remaining part of the paper is structured as follows. Section 2 summarizes a brief introduction to 



cloud services, deployment models, and cloud-based web services. The literature statistics analysis and 

research questions are discussed in Section 3. The trustworthiness techniques in cloud computing 

literature has been critically reviewed and analyzed in Section 4. Section 5 elucidates the future research 

directions. Section 6 sums up the key findings of this study. 

2. Background 

2.1 Cloud Computing 

Before we review and classify the related literature, some fundamental aspects of cloud computing have 

been discussed in this section. Buyya et al. (2009) predicted the future computing model as fifth utility 

after water, gas, telephone, and electricity. The computing resources are now available as general utilities, 

which can be used by consumers by employing pay-per-use model (Chiregi et al., 2016). Vaquero et al. 

provided a comprehensive definition of cloud computing, based on 22 descriptions (Vaquero et al., 2009). 

The authors termed cloud as accessible, dynamically reconfigurable, and virtualized resource pool, which 

offers Service Level Agreement (SLA) guarantees. Fig. 1 illustrates the five fundamental characteristics 

of cloud computing, services layers, and deployment models on the basis of standard documents provided 

by National Institute of Standards and Technology (NIST) (Mell et al., 2011). 

a) On-demand self-service. The users can request for service provisioning with pay-per-use pricing 

model without having human interaction. 

b) Broad network access. The resources and services can be accessible over the internet and can be 

accessed from the heterogeneous thin (e.g., software and browsers) or thick (e.g., smartphones, 

notebooks, and PDAs) client platforms. 

c) Resource pooling. Cloud computing supports multi-tenant model, where resources are 

dynamically allocated and reallocated depending on the consumer demands. The users typically 

remain unaware about the location of the service providers. This helps vendors to dynamically 

deliver different real or virtual resources. 

d) Rapid elasticity. The users are able to rapidly increase or decrease the usage of provided resources 

(e.g., computing, storage, and bandwidth) according to their need. 

e) Measured services. The cloud-based systems automatically regulate, monitor and optimize the 

different aspects of services at some level of abstraction for both vendors and consumers. 

2.1.1 Cloud Services 

Cloud computing facilitates the provisioning of diverse kinds of services which can be grouped by the 

mode of their delivery. The cloud services are typically grouped into the following three service models: 

a) Software as a Service (SaaS). SaaS is the provision of sophisticated web-based software applications. 

SaaS enables consumers to use vendor applications provided through the cloud infrastructure. The 



application provision is typically achieved through a thin client (e.g. browser) or an interface for data 

sending or receiving. The consumer does not need to manage the application provider infrastructure. 

Thus, has a limited configuration setting authority. 

b) Platform as a Service (PaaS). PaaS is the provision of configurable development and production 

environments. This service model allows consumers to develop applications or software using the 

basic requisites which are provided by the service vendors. The consumers remain unaware of the 

underlying infrastructure, but they manage the acquired applications and their configuration settings. 

c) Infrastructure as a Service (IaaS). IaaS is the provision of configurable computing resources (e.g., 

storage, network) by virtualization. IaaS provides consumer the capability to deploy and run software 

with only basic infrastructure need. The vendors provide the services for processors, storage, and 

networking infrastructure. 

2.1.2 Deployment Models 

The cloud deployment models have been mainly classified into four different types, based on the 

requirements specified by consumers (Mell et al., 2011). 

a) Private cloud: This deployment model allows the exclusive use of clouds by a single organization. It 

involves a secure cloud-based environment because of the utilization of corporate firewalls and other 

associated security measures. 

b) Community cloud: The community cloud infrastructure facilitates a specific community (a group of 

Fig. 1. The cloud computing paradigm  

 



organizations), having similar requirements, to share the cloud computing services. The 

responsibility of the cloud infrastructure provision can be owned by a third party or a series of 

community members. 

c) Public cloud: This approach allows the cloud owner to offer public services on the internet. A public 

cloud is a publicly accessible cloud environment. The cloud providers are responsible for the 

establishment and maintenance of public clouds and IT resources required by the clouds. 

d) Hybrid cloud: A cloud environment with the composition of two or more different cloud deployment 

models. This type of cloud infrastructure enables businesses to gain advantages of the secure private 

cloud as well as the cost benefits by having shared data on public clouds. 

2.2 Cloud-based Web Services 

The cloud services heavily rely on distributed computing, leveraging the benefits of loosely coupled data 

sharing and complex computations over the large network infrastructure. Web services, with Service 

Oriented Architecture (SOA), are commonly used technologies for the provision of services over cloud. 

The web services Application Programming Interfaces (APIs) are used as a bridge to access cloud 

services (Muchahari & Sinha, 2013). The Web Services Description Language (WSDL) describes the web 

service functionality. A Universal Description Discovery and Integration (UDDI) platform is provided to 

register and discover web service applications (Papazoglou, 2007; Heilig & Voß, 2014). 

Many cloud service vendors such as Amazon AWS and Microsoft Azure implemented Web service 

APIs, using SOAP and HTTP protocols, to offer service accessibility to consumers. Moreover, the web 

services, based on Extensible Markup Language (XML) and Representational State Transfer (REST) 

architecture, also facilitate the potential ways to implement cloud SaaS. 

2.3 Cloud Computing in Industry 

Enterprises prefer cloud computing in order to capitalize the service delivery models.  The association of 

the productivity of the supercomputer and the agility of the client/server system is made possible through 

cloud paradigms. Firms are the main customers of cloud-based services to take the advantage of  

business-to-business capabilities of cloud computing (Haug et al., 2016).  

The outsourcing of services by firms can be complete or partial, in the form of renting out the storage 

space, computing powers, or other services. Lin & Chen (2012) identified that users can capitalize from 

scalable capacities of cloud computing. The suppliers of the public cloud market include vendors who 

own and maintain the data center platforms (Marston et al., 2011). Among the vendors, Amazon (AWS) is 

the leading cloud service provider, followed by Google (Google cloud and App Engine), Microsoft Azure 

and IBM (Smart Cloud) (Haug et al., 2016; Sikeridis et al., 2017). Sikeridis et al. (2017) reported that 

AWS is holding over 40% share of  the cloud service market whereas, Microsoft Azure,  Google Cloud 

Platform, and IBM collectively retain share of 23% of public cloud IaaS and PaaS. The evolving trends 



such as trustworthy service delivery, based on pay-per-use and other models, have strong influence on IT 

services industry. The key reason of cloud adoption is the performance improvements in the production 

cycles including the repetitive practices of design and test based on the demands of customers, which 

leads to the high level of customer satisfaction. The key characteristics of cloud computing contributing to 

the industry are as follows: 

Service-oriented perspective: Cloud computing can be observed as the combination of basic service 

models discussed in Section 2.1.1. IaaS deliver hardware specific resources. Amazon EC2, Google 

Engine, and Microsoft Azure Virtual Machine are today’s typical examples of IaaS.  PaaS facilitates with 

the provision of platform (operating system, databases, execution environment) to create, test and run 

applications. Google AppEngine and Amazon Elastic Beanstalk are representative implementation of 

PaaS. The ease of access to published software is provided by SaaS. Google Apps, Onlive, and Salesforce 

AppExchange are famous demonstration of SaaS. In the wireless area Apple App Store is famous. 

Amazon for electronic books resources is also a well-known cloud service.   

Virtualization and Loose coupling: Multi-tenancy, shared resources pool and virtualization are 

implemented to make computing resources as VMs by decoupling the binding of IT and hardware 

infrastructure. A shared virtual pool can be formed to configure the requirements of memory, storage, I/O, 

and computational ability conferring to the demand of user.  Cloud-based ERP solutions, such as SAP 

Business Bydesign, demonstrate the ability of virtualization and multi-tenancy. Software services are 

vended in pay-per-use style and being run on terminals such as 3G phones, tablets or laptops. 

Ease of Use and on-demand customization: The concerns to user experience are facilitating the ease 

of use. The emergence of web 2.0 can be seen as extension of user experience (Ram & Vijayaraj, 2011). 

The web applications and services are becoming like software because of the emerging AJAX technology. 

On the basis of custom-built templates, cloud can configure cloud services automatically.  The ubiquitous 

accessibility and human interactions with computers also guarantee the usability of cloud. 

Several studies have also highlighted the adoption decisions of cloud computing, where adoption 

criteria remained a focal point (El-Gazzar, 2014; Phaphoom et al., 2015; Marston et al., 2011; Smith et 

al., 2014; Zhang et al., 2010; Hsu et al., 2014; Tarhini et al., 2017; Safari et al., 2015; Gupta et al., 2013; 

Garg & Stiller, 2015; Heilig & Voß, 2014; El-Gazzar et al., 2016;). These studies have investigated the 

importance of benefits of cloud computing in industrial practices. The cost effectiveness (pay-as-you-go 

model) appeared to be the most influential factor followed by security, privacy and IT resources.  The 

users are granted on-demand self-services wrapping the IT infrastructure, platform and software by 

ubiquitous terminals (smartphones, tablets) without much waking up to cloud technology. The users’ 

requirements of computing and storage are met dynamically which enable the significant decrease in costs 

of development and management of IT systems. Fig. 2 represents the comparative analysis of industrial 



trends and theoretical aspects of cloud computing. 

2.4 Trust Management 

The cloud computing environment offers a cost-efficient indirect communication between the service 

vendors and consumers for the numerous scalable and shared services. The trust management system 

enables the stakeholders to present their reliable capabilities with proper supervision (Firdhous et al., 

2011; Habib et al., 2011). In past, the trust management has been discussed mainly in context of reliable 

and factual feedback ratings (Firdhous et al., 2011; Filali & Yagoubi, 2015b, Kumar et al., 2016, Machhi et 

al., 2016; ) and also as the method to ensure security and privacy requirements (Habib et al., 2011; Habib 

et al., 2013; Habib et al., 2014; Harbajanka & Saxena, 2016; Anakath et al., 2017).  

A well-designed trust management system not only facilitates the cloud service providers to offer 

services in more assured manner, but also enables cloud consumers to select a trustworthy CSP. The 

accuracy of trust management system, based on feedback ratings, relies on the filtration of suspicious 

feedbacks. The systems should be adept to purify the feedback parameters from malicious rating values in 

order to produce reliable trust score. Moreover, for the management of trust, the assurance of data security 

and privacy in accordance with cloud security alliance is vital. The security is maintained through the 

means of cryptographic techniques to avoid the malicious access attacks, implementation of SLAs and 

certificates, and compliance to audit standards. 

2.5 Trust Establishment and Evaluation Framework 

The comprehensive belief in the system of service providers and the supportive technological 

infrastructure imitates the concept of trust in cloud paradigm (Sun et al., 2011; Dorey & Leite, 2011; 

Fig. 2: Industry Trends 



Chakraborty & Roy, 2012). Fig. 3 shows the major conceptual phases of trust in a global cloud structure. 

The trust establishment techniques are meant to setup the trust and produces a pre-trust value (rooted  

trust). Due to the dynamic nature of clouds, the trust estimation techniques offer the evaluation of a trust 

value by employing different trust parameters.  

2.6 Service Level Agreements 

The relationships between CSPs and the cloud users are realized through quantifiable evidences such as 

service level agreements (SLAs) and terms of use (Wu et al., 2012). The SLAs serve as the starting trust 

agreement for cloud customers. SLA consists of contracts for Service-level objectives (SLO), restrictions, 

penalties, time period, etc. The QoS parameters are monitored and guaranteed by SLAs (Chakraborty & 

Roy, 2012; Serrano et al., 2016). Availability, security, privacy, portability, scalability, backup, recovery 

and performance are some of the significant parameters of SLAs (Wu et al. 2012; Sahal et al., 2016). The 

monitoring techniques can be used to trace violations of SLAs. 

Two groups of qualities, i.e., measureable and unmeasurable can be recognized in SLAs (Bianco et 

al., 2008; Aljoumah et al., 2015, Darwish et al., 2015). The measureable SLA qualities can be computed 

by specified and quantifiable metrics such as the percentage measure for the availability of system. The 

unmeasurable SLA qualities cannot be calculated automatically by considering a specific  

perspective (Aljoumah et al., 2015). Accuracy, availability, capacity, demand cost, latency, reliable 

messaging, scalability, provisioning-related time, backup interval, CPU utilization, response time, and 

throughput are the most important measureable SLAs (Frey et al., 2013; Aljoumah et al., 2015; Darwish 

et al., 2015; Sahal et al., 2016). Unmeasurable SLA qualities include interoperability, modifiability, and 

security (Aljoumah et al., 2015; Darwish et al., 2015). 

Interoperability relates with the communication of information and functionality according to agreed 

semantics. Rezaei et al. (2014b) analyzed models for the evaluation of interoperability and found that 

most of the models are focused on standards for technical, semantic, syntactic, and organizational aspects. 

However, the interoperability evaluation varies significantly. Interoperability can be determined on 

multiple platforms, interface format, and communication protocols (Kaur & Singh, 2015). Security is the 

assurance to resist unauthorized access and includes characteristics of non-repudiation, confidentiality, 

integrity, assurance, and auditing. The use of secure socket layer or cryptographic protocol contributes 

towards the assessment of security (Kaur & Singh, 2015). Security Assertions Markup Language (SAML) 

and eXtensible Access Control Markup Language (XACML) are two standards used in web services for 

security verification. The issues regarding security can be handled by basic security profile to ensure the 

interoperability of security attributes. Security assurance has been remained an important consideration 

for estimation of trust of services. Section 4.4.1.1 (b) elucidates the highlights of a few security centered 

trust models. Modifiability concerns with the specification of how often the interface or implementation 



of services changes. Modifiability ensures the facility to modify data, logic, and presentation layers while 

taking care of the multitenant characteristics of cloud services (Burkon, 2013). However, to the best of 

our knowledge, the evaluation models for the assessment of modifiability attribute is not extensively 

studied in the literature. 

2.7 Cloud Certifications 

Certificates are issued to cloud users and cloud service providers to ensure security, integrity, and 

compliance to rules and agreements. A number of studies have been carried out to improve the 

transparency and trust in cloud computing (Anisetti et al., 2015; Cimato et al., 2013).  

Data confidentiality is one of the ongoing challenges of cloud computing. Rocha et al. (2011) 

proposed a solution to address the confidentiality issue by designing a trusted platform module which 

provides the protection against malicious insider attacks in infrastructure-as-a service implementation of 

clouds. A framework is designed for the assessment of security and functional characteristics of cloud 

(Cimato et al., 2013). The certification compatible definitions of security attributes are formalized along 

with the lifecycle stages of certificates. Similarly, a certification approach, aimed at the security 

properties for different types of cloud services, is introduced by Krotsiani et al. (2013). The approach is 

based on the continuous security assessment on the basis of the operational evidences generated through 

continuous monitoring. In another study, Anisetti et al. (2014) presented a trust model which is based on 

the multiple signature processes. The model manages dynamic states of the security certificates to 

establish trustworthiness in the cloud environment. Then, an open source solution, for the management of 

the infrastructure services, named, as OpenStack is also presented by Anisetti et al. (2015). The authors 

Fig. 3. Trust Establishment and Evaluation Framework 



presented several analysis steps for the certification of security and performance factors along with the 

results of the process.  

The importance of the dynamic certification of cloud has been highlighted to demonstrate the cloud 

providers’ reliability and security to cloud consumers (Lins et al., 2016). The dynamic certification 

demands the monitoring and auditing to be performed automatically, and ensures the transparency in 

service provider’s verification. A formal modeling based hybrid certification model with defined 

characteristics is proposed by Katopodis et al. (2014). The model is based on security monitoring and 

automatic testing that is intended to enhance the customer reliability and trust.  

Cloud service certification knowledge is structured by taxonomy for assessment criteria (Schneider et 

al., 2014). Six dimensions with numerous characteristics are presented as criteria where security, privacy, 

legal compliance, flexibility, availability, stability, and contract are included in service assurance 

dimension. A certification-based adaptive assurance method is proposed to enhance the transparent cloud 

system (Anisetti et al., 2017). The scheme has provided a certificate life cycle management mechanism 

which includes the certificate issue and its adaptation to handle the occurrence of changes during these 

phases. An abstract property, as a building block of certification, is derived from the shared terminologies 

(confidentiality, integrity, availability) or regulations, and specifications. 

3. Research Methodology 

The systematic literature review process typically involves the framing of research questions for a review, 

the identification of the related work, estimating the quality of services, reviewing the evidence, and 

incorporating the findings (Khan et al., 2003). This study is based on a fine-grained approach to extend 

key phases into multiple sub-phases. The detailed workflow of the review process employed in this study 

is depicted in Fig. 4. 

3.1 Article selection  

The strategy for the selection of articles is based on the two main stages by following the steps shown in 

Fig. 4. The search, on the basis of keywords and publication years, has been performed in the first stage. 

The keywords such as cloud trust, cloud trustworthiness, trust in cloud, trust evaluation, and trust cloud 

services are utilized to retrieve the relevant articles from famous electronic research repositories such as 

Web of Science, IEEE, Elsevier, and ACM and around 120 articles were retrieved. However, in the 

second stage, 79 articles for analysis were considered on the basis of the certain screening criteria. The 

screening criteria involved the identification of QoS, SLAs, and introduction of schemes or techniques for 

trust estimation and establishment of trust between CSPs and cloud consumers.  The screening process 

then included careful reading of titles, abstracts, and content of the articles for relevance. 



3.2 Literature Statistics Analysis 

The scope of this study, in terms of date, is from 2010 to 2018. A total of 79 research papers have been 

selected for this study, which appeared in prestigious conferences and journals during the mentioned 

period.  Fig. 5 provides an overview of the broad classification, with number of studies per class. It is 

pertinent to observe that the algorithmic solutions for the trust estimation have been explored in the least 

number of studies. On the contrary, the highly focused areas have been the policy-based trust 

establishment and the trust computation frameworks. These studies seem to be overwhelmed by the user 

trust estimation fever, based on feedbacks, usage experiences, and statistical approaches. The service 

usage experience appeared as the most focused parameter. The fuzzy logic, multi-criteria decision making 

techniques and algorithmic solutions have been other imperative trust estimation techniques.  

3.3 Research Questions 
This study aims to get the answers of the following research questions:  

Q1. How to classify the recent existing trust establishment and estimation techniques?  

Q2. What constituent components of the trust are employed in different studies and what is their usage        

pattern? 

Q3. What are the benefits and limitations of the existing approaches?  

Q4. What experiment patterns have been used in the literature? 

Q5. What other possible directions can be explored for further research?  

4. Trust in Cloud Services 

Trust is a term borrowed from the social sciences discipline, where it is defined as the belief of an 

individual on another in a collaborative environment (Abrams, 1995; Grabner-Kräuter, 2009; Grabner-
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Kräuter & Bitter, 2015). In the social perspective, the trust is a human notion, but the concept of the 

trustworthiness appears to be more imperative in a distributed computing environment such as cloud 

computing. The acceptance of cloud services is highly affected because of the non-transparent and 

distributed multi-tenant cloud environment. Therefore, the trust establishment is inevitable in cloud 

computing. 

In a number of studies in the existing literature, the trust has been referred as a general term of 

privacy and security (Khan & Malluhi, 2010; Sun et al., 2011; Dorey et al., 2011; Abbadi & Martin, 

2011). The consumers of cloud services usually feel the loss of the control over data which they store on 

the cloud. Furthermore, the trustworthiness of the cloud providers is also a hurdle in the widespread 

adoption of cloud computing (Khan & Malluhi, 2010; Sun et al., 2011; Abbadi & Martin, 2011; Huang & 

Nicol, 2013). The cloud trust management techniques mainly depend on the user expectations of QoS, 

Service Level Agreements (SLAs), and audits and compliance. Fig. 6 (the left side) shows the typical 

workflow of consuming 𝑛 number of services offered by cloud service providers. Fig. 6 (the right side) 

highlights that the trust evaluation and management typically relies on the security assurances, QoS 

monitoring, SLAs, audits, and compliances. The selection of Cloud Service Provider (CSP) is one of the 

        Trust Establishment                                    Trust Estimation 

Misc.; Miscellaneous Schemes, SM; Statistical Methods, MCDM; Multi-

Criteria Decision Making, Algo; Algorithm 
 

Fig. 5. Literature Statistics 

PolicyBased    Misc.      Framework        SM             Fuzzy          MCDM        Algo 



most challenging issues because of the context sensitive nature of the trust. The cloud environment 

enables communicating entities to initiate transactions without establishing the direct communication 

among service providers and consumers. A trust management system, in cloud computing, manages trust 

relationships between distributed entities. The standardization bodies, challenges in the establishment of 

trust, and review of the related literature have been presented in Sections 4.1, 4.2, and 4.3, respectively. 

4.1 Evolution of Trust 

The notion of trust is widely realized in real-world applications with the adoption of distributed  

systems (Abrams, 1995). During early 2000s, the trustworthiness studies considered ratings as the 

measure of conformance to trust (Rahman & Hailes, 2000; Cahill et al., 2003; Carbone et al., 2003). Trust 

has also been used as an imperative decision making factor in web-based applications. Thereafter, the 

definition of trust points towards the subjective likelihood by which a group is expected to accomplish 

assigned tasks with the notion of relative security (Josang et al., 2007). The trust computation has also 

been examined in the reputation evaluation of Grid environments (Eymann et al., 2008). Manuel et al., 

(2009) evaluated trust as the measure of reliability, security, capability, and availability in the milieu of 

the distributed environment. The requirements of data integrity, identification management and security 

and privacy, ultimately took the form of trust management (Khan and Malluhi, 2010). The basic 

definition of the trust management was set as the establishment of the belief and assurance on the 

resource or service providers in the distributed systems. Fig. 7 illustrates the paradigm shift during the 

pre-selected era of this study. 

 

Fig. 6. Trust in cloud computing. 
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4.2 Standardization bodies 

The monitoring of QoS attributes and the verification of SLAs are essential for the factual trust evaluation 

of cloud services because of their dynamic nature (Selvaraj & Sundararajan, 2017). The most of the QoS 

parameters such as related to security and privacy aspects remain invisible for the end users to be 

monitored by themselves. The provision of transparency is enhanced through the introduction of Security, 

Trust and Assurance Registry (STAR) and Cloud Trust Protocol (CTP) by Cloud Security Alliance (CSA) 

(Habib et al., 2014; Shaikh & Sasikumar, 2015; Selvaraj & Sundararajan, 2017). STAR is a free registry 

program with public access which helps the CSPs to put out their security assessments in Consensus 

Assessments Initiative Questionnaire (CAIQ) or a Cloud Controls Matrix (CCM). CTP is a request-

response functionality that facilitates cloud users with evidence-based assurance. CSA has also launched 

an automated auditing system, namely, CloudAudit to accomplish a formal audit process. 

4.3 Challenges in Trust  

A system is not trustable if it provides inadequate information about its capability (Sun et al., 2011). 

There are several challenges that need to be addressed during the establishment and estimation of trust 

due to its growing demand, adoption, and technological enhancements. Although the existing literature 

has provided mechanisms to resolve the trust issues in a variety of application scenarios, the randomness 

of trust value, trust parameter storage, and effective identification and management of trust in distributed 

environments still need to be further explored. 

4.3.1 Trust establishment challenges 

Some of the main challenges regarding trust establishment reside in clear and transparent view of cloud 

targeting the security requirements. The major security measures and trust-related factors such as security 

management standards, diminishing control, and transparency have been investigated in the different 

Fig. 7. Evolution of Trust in Cloud Computing in pre-selected era of this study 



studies (Sun et al., 2011; Khan & Malluhi, 2010). The review of the related literature shows that the 

problem of trust is widely addressed from a single dimension, A  number of few other studies have only 

considered security and legislation aspects for trust establishment (Guo & Xu, 2012; Abbadi & Alawneh 

2012; Sidhu & Singh 2014; Ghosh et al., 2015; Harbajanka & Saxena, 2016; Abdallah et al., 2017; ). 

There are a number of challenges that need to be addressed while establishing trust in real-world 

applications: (i) formulation of a single approach that addresses all trust related issues involving SLAs 

and security requirements, (ii) authentication of users to assess the trust by their own, (iii) trustworthiness 

strategies for third party cloud audit or broker, (iv) trust models for ubiquitous systems, and (v) trust 

based on the behavioral histories of the cloud stakeholders. Section 4.4.1 elucidates different 

contributions on trust establishment along with the potential benefits and limitations. 

4.3.2 Trust estimation challenges 

The trust estimation techniques in the literature tend to incorporate monitoring and prediction of QoS 

attributes. Rashidi et al. (2012) highlighted the risks associated with cloud computing related to trust 

estimation and presented a model for the estimation of trust on the basis of the identified risk factors. The 

researchers have observed that the backup and recovery mechanisms strongly influence the trust of users, 

followed by availability, privileged user access, regulatory compliance, long-term viability, and data 

location. Similarly, literature has highlighted the challenges regarding the estimation of trust on the basis 

of user opinions for QoS values and their validities (Li & Du, 2013; Fan & Perros, 2013; Ding et al., 

2014; Taneja et al., 2015; Ma et al., 2015; Machhi & Jethava, 2016; Kumar et al., 2016; ). However, some 

of the open issues that still need to be investigated are following: (i) lack of the feedback standardization 

process for each QoS to remove complications, i.e., user should be able to provide a valid feedback 

against the quality of service attributes, (ii) the feedback filtration process to identify and remove the 

malicious feedbacks from trust estimation, (iii) lack of mechanisms to handle negative trust parameters 

i.e. trust estimation using trust reducing factors along with the trust building factors, (iv) handling of 

multi-source feedback and their fusion standards in trust evaluation, and (v) evaluation of ‘trust as a 

service’ based on reputation and feedback analysis. 

Moreover, the literature has also identified certain aspects of trust estimation by ranking methods, 

multiple criteria decision makings, and recommendations (Saripalli & Pingali, 2011; Ma et al., 2014; 

Garg et al., 2012; Ding et al., 2014; Sun et al., 2013; Sun et al., 2016). Nonetheless, there is still a gap to 

be filled in the field of trust estimation. The main open challenges are following: (i) Multicriteria based 

reputation analysis incorporating the user preferences and SLA compliance (ii) the identification of rating 

methodologies and secure floating of rating calculations among cloud stakeholders, (iii) the use of the 

trust evaluation instrument in the cloud design to maintain several dynamic QoS values, (iv) the group 

decision making techniques that include cloud users as well as third party cloud audits, and (v) the 



identification of a formal validation technique that can be used to validate the trust values for individual 

as well as group decisions. Furthermore, the limitations of the studies related to the domain of trust 

estimation are highlighted in Section 4.4.2. 

4.4 Cloud Trustworthiness techniques 

In order to address Q1, the existing literature of the trustworthiness in cloud computing can be broadly 

classified into the trust establishment and trust estimation techniques. The trust establishment techniques 

are meant to set up the trust by typically employing the trust policies. The trust estimation techniques, on 

the other hand, offer the assessment of overall trust value of cloud services. These classes are further 

divided into a number of distinct subclasses, based on the available literature, as illustrated in Fig. 8. 

4.4.1 Trust Establishment 

The review and analysis of the related literature in this (4.4.1) and subsequent (4.4.2) subsections has 

addressed Q3 and Q4. The literature of the trust establishment techniques can be classified into the 

policy-based trust and miscellaneous schemes. 

4.4.1.1 Policy-based Trust 

The legal guarantees are provided to the cloud users so that they can have confidence on a particular 

cloud service. These legal guarantees take the form of SLAs and security assurance rules to facilitate the 

trust establishment process. The characteristics of studies, focusing on policy-based trust, are summarized 

in Table 1. 

a. SLA-based Trust 

The SLA is a formal commitment between cloud service providers and service users (Serrano et al., 

2016). The key features of cloud services such as quality, availability, and responsibilities are contracted 

between the two entities. A number of studies have considered SLA as a basis of the trust establishment in 

cloud services (Chakraborty & Roy, 2012; Sidhu & Singh, 2014; Manuel, 2015; Singh & Sidhu, 2016).  

Chakraborty & Roy (2012) presented a framework which evaluates the trustworthiness of a CSP by 

employing a quantitative trust model. The framework is based on the two classes of parameters, namely, 

pre-SLA parameters and post-SLA parameters. The values of the first set of parameters are directly 

computed from SLA. The values of the second parameters, however, can be obtained from the logs or 

session histories. Nonetheless, the process of the establishment of trustworthiness is biased towards one 

parameter. Furthermore, the users should be able to obtain and evaluate the values of the parameters 

according to their choices in order to get an adequate level of trust value. 

Sidhu and Singh (2014) presented a trust computation technique, which depends on the compliance of 

CSP to the guaranteed SLAs. The technique shows that the compliance-based monitoring mechanisms 

contribute positively to enhance the reliability, availability, and scalability of cloud services. The  



simulation of the proposed technique is carried out using a sample synthetic cloud data on MATLAB. The 

results demonstrate that the technique can be employed for establishment and estimation of trust in the 

cloud computing paradigm. Nevertheless, the trust calculation is merely based on the monitoring of SLAs 

conformance.  

A QoS-based trust model, proposed by Manuel (2015), computes the trust values on the basis of the 

four parameters, viz., reliability, accessibility, efficiency, and integrity. The model also employs the new 

trust establishment parameters such as utilization of resources, honesty, and return-on-investments. The  

model explains the SLA preparation by considering the user QoS needs and the abilities of the cloud  

resources. The simulated experiments have been performed to advocate the supremacy of the presented 

model as compared to other similar models. Nevertheless, the performance evaluation, on the basis of 

only four attributes, seems insufficient to achieve a valid calculation of the trust. 

Singh and Sidhu (2016) designed and evaluated a Compliance-based Multi-Dimensional Trust 

Evaluation System (CMTES) to regulate the trustworthiness of CSP by monitoring the services 

compliance to SLAs. The trust value is computed from the examined compliance of SLAs by employing 

the improved Technique for Order of Preference by Similarity to Ideal Solution (TOPSIS) method. The 

multiple QoS parameters, for the assessment of trust, are also elucidated in the study. The effectiveness of  

Fig. 8. Trust in cloud computing: A taxonomy 
 
 



Table 1: Summary of the Trust Establishment Techniques (Policy-Based Trust) 

R
ef

er
en

ce
s 

T
ru

st
  

F
ac

to
rs

 

Experiment 

patterns 

B
en

ef
it

s 

L
im

it
at

io
n

s 

  
  

S
im

u
la

ti
o
n

s 

  
 R

ea
l 

d
at

a 
S

et
 

  
 C

as
e 

S
tu

d
y
 

Takabi et al., 

2010 

Security 
   

Deals with multiple security 

related issues 

No experiments and Only 

refers to SLAs 

Ko et al., 2011 

 

Security, Auditability 

   

Assures the accountability of 

CSPs 

Only theoretical descriptions 

and No experiments or system 

implementation 

Chakraborty & 

Roy, 2012  

Not mentioned 

   

The flexibility of framework, as 

all parameters are not required 

to initiate the trust 

establishment 

User preference may be 

mishandled as no method of 

weight assignment is 

employed 

Guo & Xu, 2012 
Security 

   
Ensures the security against 

passive attacks 

Other important QoS 

parameters are neglected 

Huang & Nicol, 

2013 

Security 
   

Security breaches identification 

on the basis of historical data 

No formal modelling  

Sidhu & Singh, 

2014 

Availability, Reliability, 

Scalability ✓   
Monitoring of SLAs 

conformance 

No real world experiments 

Manuel, 2015 

Reliability, Accessibility, 

Efficiency, Integrity ✓   

SLA preparation by merging 

user QoS requirements and 

service abilities 

Lacks user preferences for 

trust estimation 

Shaikh, & 

Sasikumar, 2015 

Security in terms of 

privacy    

Assures security by CSA 

challenges 

lacks the concept of trust 

evaluation against various 

other QoS values 

Rizvi et al., 

2015 

Security 
   

Empowers cloud users to 

provide security preferences 

Experiments are no performed 

Meera & 

Geethakumari, 

2015 

Security 

   

Provenance audit of cloud 

services 

Experiments are no performed 

Ghosh et al., 

2015 

Risk assessment, security 

   ✓ 
Assessment of transparency in 

vendor’s SLAs 

Lacks user preferences 

Singh et al., 

2016 

Robustness, Availability, 

Storage space, Response 

time, Speed, Ease of use, 

Price, Technical support, 

Customer service 

 ✓  

Monitoring the services 

compliance to SLAs 

Lacks user preferences 

Harbajanka & 

Saxena, 2016 

Security    Data management in cloud 

servers with security and 

privacy 

Lacks other QoS parameter 

consideration, no experiments 

Lins et al., 2016 
Reliability and Security    Continuous auditing No Experiments 

Abdallah et al., 

2017 

Integrity, access control, 

availability, and privacy 

   Presents countermeasures 

against existing common 

attacks 

No real-world experiments 

Anakath et al., 

2017 

Security ✓   Securing cloud access through 

biometric authentication 

Lacks trust evaluation from 

user’s perspective 

Balasubramania

n & Kim, 2017 

Security  ✓  Secure data storage and sharing Lacks user preferences for 

QoS in trust evaluation 



CMTES is advocated through the experiments performed by using the real data set from the Cloud Armor 

Project (CAP, 2012). 

b. Security-Centered Trust 

Over the years, a few security-centered models have been presented in the literature. Takabi et al. (2010) 

presented a framework with multiple modules. The modules perform tasks, namely, identity management, 

trust management among clouds, trust management among a cloud and its users, policy integration among 

multiple clouds, access control, and secure service composition and integration. The trust management 

module only considers SLAs. The SLAs with unclear clauses and technical specifications can cause 

undependable trust establishment. Moreover, the framework only provides theoretical descriptions of 

each module, that is, no experiments have been carried out to analyze the performance of modules. Ko et 

al. (2011) designed a TrustCloud framework on the basis of Cloud Accountability Life Cycle (CALC). 

The system layer of the framework assures to track the complete virtual machine changes. The data layer 

maintains the data abstraction and enables the data centric logging. The workflow layer controls the audit 

trails or governance of the cloud applications. The policy, law, and regulation layers deal with the 

accessed data items and executed processes. The framework ensures security and auditability on the basis 

of laws and regulations, but the end users are typically unaware of the rules and their technical details in 

the cloud computing environment. 

Guo and Xu (2012) proposed a scheme, based on the Kamara model, which permits each client to 

outsource its resources to a number of sub-clients. The proposed cryptographic solution offers security 

against passive attacks. Huang and Nicol (2013) proposed a general structure of the evidence-based trust 

judgment. Furthermore, the method of the computation of the chain of trust among cloud services, cloud 

providers, cloud brokers, and cloud users has also been presented. The researchers have developed a high-

level framework for trustworthy cloud analysis, which lacks the proof of correctness.  

To facilitate the selection of a CSP, a cloud broker framework SelCSP is recently designed (Ghosh et 

al., 2015). SelCSP is a risk model for the selection of reliable CSP. SelCSP focuses on metrics such as 

number of CPUs and VMs down time and their interaction. The interaction-risk estimation is based on the 

combination of trustworthiness and competence. The direct interaction experience and reputation 

feedback of vendors contribute to trustworthiness calculation. The competence is computed by assessing 

the transparency in SLAs. Nevertheless, SelCSP evaluates the trustworthiness using traditional rating 

factors rather than the real time user service interaction. Shaikh and Sasikumar presented a trust model to 

measure the security strength of a cloud service (Shaikh & Sasikumar, 2015). The model trails several 

security parameters and computes the trust value. The model employs Cloud Service Alliance (CSA) 

challenges to evaluate the service security. The model validity and adequacy is verified by CSA. The 

overall trust management system is focused on ensuring security in terms of privacy. Nevertheless, the 



presented model cannot incorporate the multiple attributes, namely, availability, response time, and 

throughput, which may be imperative for the establishment of trust on a cloud service. 

Harbajanka & Saxena (2016) designed a trust management system to secure data management and data 

exchange on the basis of cryptographic measures. However, the filtration mechanism has not been 

incorporated in the system in order to filter malicious user ratings. Recently, a generic trust model 

(TRUST-CAP), to address the security problems related to man-in-the-middle and man-at-the-end 

attacks, was presented by Abdallah et al. (2017). The model targets the cloud-based applications that rely 

on integrity, access control, availability, and privacy for the estimation of trust values. Nevertheless, the 

authors have only focused on Infrastructure as a Service (IaaS) to offer a security service. 

A trust model aiming at the identification of client device in order to preserve the security and privacy 

of data is proposed by Anakath et al., (2017). Biometric authentication is used to identify the secure 

client. Two aspects password and user profiles are used to summarize the behavior of user to validate the 

trustworthiness of clients. The system is tested through different experiments to show the optimum false 

positive rate and resource utilization. However, the study has not considered the trustworthiness of service 

provider from the perspective of clients. 

Balasubramanian and Kim (2017) proposed a scheme to ensure data security in milieu of trust 

evaluation using compliance of QoS parameters and fuzzy-based approach. The scheme supports the re-

encryption of trust value after its generation. The rule generator is employed to evaluate trust on the basis 

of history and then it is sent to the user to select the service. However, the method does not incorporate 

user preferences for QoS parameters to evaluate trust of cloud services.  

c. Independent Auditing 

The facility to audit the IT infrastructure increases the level of trust on service provider by mitigating the 

security problems. Handoko et al. (2017) performed a fundamental quantitative research to examine the 

effect of third party auditor by using partial least square and path analysis. The authors argued that the 

third party auditors positively affect cloud security and ultimately improve user trust. A few researchers 

proposed methodologies that enable third party authorities to perform cloud audit in order to increase 

cloud trust (Rizvi et al., 2015; Meera & Geethakumari, 2015; Lins et al., 2016). The protection of data 

integrity of users on cloud can be managed through third party auditing (TPA) which logs and audits the 

CSP’s performance (Mei et al., 2013). A trusted enhanced third party auditing scheme is proposed to 

ensure the reliable auditing, by employing TPM-compatible USBKey to avoid cheating attacks.  

Rizvi et al. (2015) proposed a framework for security auditing in the establishment of trust. The 

framework empowers the cloud users to provide security preferences using third party audit. A theoretical 

method for the validation of security policies is also presented along with the maintenance of database for 



CAIQ responses and certificates. However, no experiments have been carried out to validate the utility of 

the framework. 

The provenance audit of cloud services, incorporating the security concerns, is presented by Meera and 

Geethakumari (2015). The study is aimed at the execution of provenance audit of several guest operating 

systems on cloud. The traditional cryptographic techniques, such as encryption, checksums, and signature 

generation, are used for integrity preservation, privacy, and verification purposes. However, the 

researchers examined the security issues only from service provider’s perspective in order to build a trust 

relationship with the customers. The reliability and security of cloud services require continuous auditing 

in order to validate the trustworthiness of cloud certifications (Lins et al., 2016). A conceptual auditing 

architecture for cloud is presented with the essential components and implementation need of different 

processes. The benefits and issues are highlighted which need to be handled to sanctify the concept of 

continuous auditing.   

Third party auditing is an adequate technique to define trust between cloud stakeholders. The auditor is 

needed to monitor, evaluate, and expose the associated risks with the cloud services. A trusted auditing 

enables customers to wisely select the required service from a group of similar services (Ko et al., 2011). 

The continuous and timely auditing reduces the trust risks to the customers and helps CSPs to maintain 

trustworthiness. 
 

4.4.1.2 Miscellaneous Schemes  

A model for the efficient reconfiguration and resource allocation is presented by Kim et al. (2010). The 

reconfiguration and resource allocation are carried out on the basis of user requests. The authors defined the 

trustworthiness of cloud services as 𝐻𝑖 = 𝑊1𝑅𝐶𝑖 + 𝑊2𝑅𝑈𝑖 +𝑊3𝑇𝑖 +𝑊4𝑆𝑖, where 𝐻𝑖 represents the trust 

value of a resource 𝑖, 𝑅𝐶𝑖, 𝑅𝑈𝑖, 𝑇𝑖, and 𝑆𝑖 are trust attributes, and 𝑊1, 𝑊2, 𝑊3, and 𝑊4 are associated weights. 

The model considers the manual assignment of weights to attributes, even though the scheme supports the 

multi-attribute evaluation. Therefore, improvements can be made in the context of decision weights allocations 

by considering user preferences. Abbadi and Martin (2011) argued that trust establishment in cloud computing 

should consider the requirements of different users by offering them different trust models. Each model should 

offer adequate level of transparency in trust establishment and technical complexities. The study has also 

reported the recent results from the TClouds project.  

Abbadi and Alawneh (2012) has discussed the importance of establishing secure and trusted Cloud 

computing by allowing users to control their outsourced data at public Clouds. A basic framework has been 

presented, which helps to address the challenge of establishing trust in IaaS. A cloud resource trustworthiness 

assessment framework is designed by Kuehnhausen et al. (2012). The framework measures the consumption 

of resources in order to establish the trustworthiness. This framework only relies on the resource consumption 

computation to compute the trustworthiness and it does not facilitate the end users to make decisions on the 



basis of their preferences. 

A Resource Provisioning Scheme, based on the Peer to Peer (P2P) architecture, was proposed by Rahman et 

al. (2013). Each node, from the data center, is provided with its own decision power for resource provisioning. 

This approach avoids the need of a global decision maker. The decision-making process is based on multiple 

factors such as availability of computational resources, network bandwidth, migration cost, and Service Level 

Objective (SLO) constraints. The presented scheme, however, lacks the decision support for the end users. 

Table 2 provides a summary of the studies which belong to the trust miscellaneous schemes category. 

4.4.2 Trust Estimation 

The trust estimation literature can be broadly categorized into the trust estimation frameworks, statistical 

methods, fuzzy logic techniques, and multi-criteria decision making schemes.  

4.4.2.1 Trust Estimation Frameworks 

The trust estimation frameworks can be further classified into the feedback or usage experience, reputation- 

based trust, and biological frameworks.  

a. Feedback or usage experience  

A recommendation method to predict QoS values of web services has been presented by Zheng et al. (2011). 

The presented technique integrates the item and user-based collaborative filtering approaches; hence forms a 

hybrid approach, in which the predictions are based on the information of the related items and users. The 

Pearson correlation coefficient method has been employed for the computation of the similarity score. 

Nonetheless, the performance of the presented method has not been thoroughly investigated. 

The idea of employing the customer ratings to establish customer quality profiles has been investigated by 

Tserpes et al. (2012). The similarities, in the service ratings, have been identified by computing the correlation 

between the customer quality profiles. These similarities further lead to most appropriate service prediction for 

a specific cloud service consumer. This service recommender mechanism also considers the SLA agreements 

along with the cost considerations. The mechanism highlights the fact that these factors highly influence the 

user experience. However, the researchers have ignored to consider the variation of the rating weightages, 

which may affect the rating results. 

Sun et al. (2013) formulated a similarity measure for the computation of web services trust by employing 

the normal recovery collaborative filtering method. The proposed method predicts the nonfunctional QoS 

attribute values in order to formalize the service recommendation. The researchers conducted comprehensive 

real world experiments for the nonfunctional attributes prediction. The results indicate that the method yields 

better accuracy than other competing approaches. Nevertheless, the variance in the QoS attribute values has 

not been considered in the experiments. The cloud service trust estimation, based on the objective assessment, 

is presented by Zheng et al. (2013). A QoS prediction model, namely, CloudRank, for the optimal selection of  



Table 2: Summary of the Trust Establishment Techniques (Miscellaneous Schemes) 

cloud services is designed and analyzed. The ranking is computed on the basis of ranking similarity of users. 

The QoS ranking prediction framework takes the benefit of previous service usage experience of service 

consumers. Nevertheless, the accuracy of the ranking predictions has not been studied through experiments. A 

trust management framework, viz., Cloud Armor, works as a credibility model (Noor et al., 2013). The model 

separates trustworthy feedbacks from ambiguous feedbacks. The model employs factors such as majority  

consensus and density of the feedback. It uses the root-mean-square deviation method for the computation of 

closeness between trust feedback of a specific consumer and trust feedback of majority. The model also 

incorporates the feedback density mechanism in order to resolve the misleading feedback problem. Cloud 

Armor decreases the collision of multiple feedbacks provided by the same consumers. Nonetheless, the model 

does not handle the conformance of QoS values, which are the main source of trustworthiness of cloud 

services. 

The monitoring of the QoS attributes for a specific cloud service is imperative in order to guarantee SLAs. 

Li and Du (2013) designed a model, namely, Cloud-Trust, aiming to estimate the quality of cloud services on 

the basis of opinions of users. The trust analysis, based on the multidimensional trust attributes (evidences), has 

been computed by employing the rough set theory. The experiment results highlight the lower values of the 

mean absolute percentage error and the mean absolute deviation. Therefore, the results certify the effectiveness 

of Cloud-Trust. Nevertheless, the experiments have not considered the distributed nature of data sharing to 

study the performance of the formulated model. Wu et al. (2013) presented a cloud computing trust model 
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Kim et al., 

(2010) 

Efficiency in 

Resource 

Allocation 

 ✓ 
Increases the overall cloud system 

reliability 

Manual weight assignment 

Abbadi & 

Martin, 2011 

Transparency 

   
considers the different user 

requirements by different models 

lacks the modeling or experiment 

research 

Abbadi & 

Alawneh, 

2012 

Security 

   

Trusted Platform Module (TPM) 

ensures the security concerns 

Only valid for IaaS. 

Kuehnhausen 

et al., 2012 

Security 

   

Provides the information that how 

likely and in which ways a 

resource is compromised. 

Lacks the QoS parameter 

consideration other than security 

Rahman et al., 

2013 

Availability, 

Network 

bandwidth, 

Migration 

cost, Service 

Level 

Objectives 

✓  

Effective provisioning decisions 

by nodes regarding VM allocation 

and migration 

No decision-support for consumers 



which employs fusion of Dempster–Shafer theory (DST) and sliding windows. The sliding window 

mechanism is employed for describing interactions between cloud users and service providers. The interactions 

have been classified into positive, negative and uncertain evidences. The simulation results illustrate that the 

presented work is effective and extensible. However, the deceptive behavior of CSPs or cloud users cannot be 

traced which can affect the performance of the presented method. The provided solution, however, does not 

consider the measurable QoS parameters along with the subjective evaluation, which can compute the more 

accurate calculations of trust. 

The service selection model has been designed in which a mapping table is constructed in order to handle 

the varying inputs of fuzzy numbers, as the customer feedbacks are composed of the linguistic variables (Qu et 

al., 2013). The model also employs a filtering mechanism to remove the misleading and false values which are 

provided by the malicious customers. The method is evaluated on the basis of a case study. However, no 

comparisons have been made with other approaches to show the effectiveness of the model. A trust 

management framework is designed which enables cloud service users to submit the trust feedback (Fan & 

Perros, 2013). The filtering mechanism employs the effectiveness of the familiarity and consistency as two 

important factors in order to filter out the submitted feedback. A number of experiments have been performed 

in order to show the effectiveness of the model in recognizing the unfairly positive and negative feedbacks. 

Nonetheless, the model lacks the capability to classify the feedback of new users into positive or negative 

category. Moreover, the feedback submission criteria could be improved by employing the various QoS 

attributes according to the user preferences. 

Ding et al. (2014) designed a framework, namely, CSTrust. The framework combines the subjective and 

objective assessments, that is, QoS prediction and customer satisfaction. The missing attributes of QoS are 

estimated by considering the experiences of the similar cloud services along with the customer satisfaction of 

the qualitative attributes. Moreover, the cloud service trustworthiness computations are performed by 

employing the collaborative filtering approach with the constant aversion risk utility function. 

The utility theory advocates the notion that the higher utility means higher customer satisfaction. However, 

the credibility of the customer satisfaction needs to be handled properly to improve the results. A QoS selection 

and a trust model has been presented in which trust of the service provider is calculated by employing the QoS 

parameters like feedback, user preference, and direct user trust (Filali & Yagoubi, 2015a). The model is 

validated through the simulated experiments. An optimal cloud service selection can be made by using both the 

subjective assessment (that is, the user feedback) and the objective assessment (that is, QoS). A credible 

context-aware cloud service selection model has been presented (Qu et al., 2015). The performance of the 

presented model is analyzed through simulated experiments. A cloud service selection model, which considers, 

direct, and hybrid trust degrees, has been recently designed (Pan et al., 2015). These degrees are the 

frequencies of the interactions among the service users. The Jaccard coefficient and Pearson correlation 



coefficient have been computed to measure the similarity by incorporating experience usability. The trust 

enhanced similarity is computed by modification of the basic similarity using the degree of trust. The values of 

the trust have been exploited for the forecast of missing values of the QoS parameters. The data sets employed 

for experiments consist of throughput and response time values. The cloud service recommendation, 

nevertheless, does not consider the service utility computation based on the user preferences.  

Filali and Yagoubi (2015b) advocated the fact that if the integration of feedback and rating in the service 

selection problem are not considered significantly, then the results may not be useful for both service providers 

and cloud consumers. The ratings are further filtered to remove the biased opinions by employing a bias 

function. The method adopts a hybrid approach for determining similarities by combining the multiple 

similarity computing algorithms, namely, cosine vector similarity, Pearson correlation, Minkowski distance, 

Euclidean distance. The users are classified into the different groups to identify the unfair users. The grouping 

is made according to the ratings of the users by employing the well-known k-means technique. The presented 

technique, however, does not consider QoS requirements for the computation of similarity score. Taneja et al. 

(2015) designed a trust estimation model which evaluates the trust factor on the basis of the previous 

experiences. The model is adaptable, as it recommends a particular cloud service provider according to the 

customer requirements. The model is supported by the simulated experiments. Nonetheless, it lacks the ability 

to handle the malicious feedbacks. 

Sun et al. (2016) formulated a similarity measure for the computation of web services trust by employing 

the normal recovery collaborative filtering method. The proposed method predicts the nonfunctional QoS 

attribute values in order to formalize the service recommendation. The researchers conducted comprehensive 

real world experiments for the nonfunctional attributes prediction. The results indicate that the method yields 

better accuracy than other competing approaches. Nevertheless, the variance in the QoS attribute values has 

not been considered in the experiments. The trust management framework, to effectively filter out the 

untrustworthy feedback, has been presented by Machhi and Jethava (2016). The filtering is based on the cloud 

consumer behavior, majority feedback, aging factor, and exogenous method. Nevertheless, the study only 

considers the theoretical modeling of the trust calculation process and no experiments have been performed to 

analyze the performance of the presented framework.  

Two novel prediction models, namely, User Context-aware Matrix Factorization (UC-MF) and Service 

Context-aware Matrix Factorization (SC-MF), which employ the context information of services and users, 

have been proposed to achieve the QoS prediction accuracy (Xu et al., 2016). The models rely on the context 

information for the identification of users or services similarity. The prediction values are computed on the 

basis of QoS and neighbor similarity values. The geographical information with respect to the user and 

company affiliation has been considered for the trust estimation. The experiments, on the basis of two real 

world data sets, have been performed to analyze the effectiveness of the presented models. Emeakaroha et al. 



(2016) designed a trust label system for the communication of trustworthiness in cloud services. A preliminary 

assessment to check the processes and helpfulness is supported by a practical use case. Table 3 summarizes the 

characteristics of studies focusing on the feedback or usage experience. 

b. Reputation-based Trust 

A multidimensional trust aware cloud service selection mechanism is designed by Fan et al.  (2014). The 

mechanism employs the Evidential Reasoning (ER) method, which integrates the reputation and perception-

based trust. These values are computed from the indirect and direct trust evidences. The mechanism considers 

multiple factors which can affect the selection of the trustworthy services. 

Chiregi and Navimipour (2016) presented a novel method for the identification of trusted cloud services. 

The study evaluates reputation values by considering accessibility, dependability, and ability parameters. The 

three-topological metrics, namely, out-degree, in-degree, and reputation measures have been used for the 

estimation of trust. However, the weights considered for three attributes are 0.3, 0.3, and 0.4, that is, without 

any recommendation or preferences provided by the cloud consumers. Moreover, the weights should be 

properly formalized using a standardized method. 

c. Biological techniques 

Li et al. (2011) designed a trust model which comprises of direct, initial, and recommendatory trust values of a 

service. The QoS values produce the initial trust value, the attenuation function produces the direct trust value 

on the basis of the historical successful and unsuccessful interaction times, and recommendation is computed 

by an improved cross generation, heterogeneous recombination, and cataclysmic mutation (CHC) genetic 

algorithm, in order to extract the trust paths. The total trust value is, then, gained by the computation of the 

initial, direct, and recommendatory values of the trust. The assumption considered in the study, however, 

seems vague, as the cloud consumers usually do not publish services. Therefore, the recommendation path is 

difficult to generate. A trust estimation model is proposed by Divakarla & Chandrasekaran (2016). The model 

considers resources as basic entities for transactions in cloud environment. Therefore, a trust value for building 

a trust path among cloud resources and a user is calculated using the family gene algorithm. The presented 

model, nonetheless, does not deal with the QoS values such as security, accessibility, and performance. The 

end users demand not only the availability of the cloud resources, but also anticipate that the services should  

conform to QoS and SLAs in order to meet the quality levels. 

A hybrid method is proposed by Bharath & Sirriram (2017). The authors employed Genetically Modified 

Ant Colony Optimization technique to find the optimized parametric values. The degree of the trust between 

entities is shown as the pheromone concentration in Ant Colony Optimization. Hence, the users are able to 

choose the secure and optimal service since the ant selects the high concentration pheromone. Furthermore, the 

experiments are performed on CloudArmor dataset to highlight the accuracy of the proposed scheme. 

However, the method can be improved by including multiple attributes and sub-attributes of trust in order to  



Table 3: Summary of the Trust Estimation Techniques (Feedback Frameworks) 

R
ef

er
en

ce
s 

T
ru

st
 f

ac
to

rs
 

Experiment patterns 

B
en

ef
it

s 

L
im

it
at

io
n

s 

S
im

u
la

ti
o
n
s 

R
ea

l 
d
at

a 
S

et
 

C
as

e 
S

tu
d
y
 

C
o
m

p
ar

at
iv

es
tu

d
y
 

im
p
le

m
en

ta
ti

o
n
 

Zheng et al., 

2011 

Not mentioned 
   ✓  

QoS predictions are based on 

similar users and items 

Only one operation of web 

service is used for evaluation 

Tserpes et 

al., 2012 

SLA agreements, Cost 

    ✓ 
usage of consumer ratings to 

select most appropriate 

service for specific consumer 

lacks weighted rating 

techniques 

Sun et al. 

(2013) 

Not mentioned 

 ✓    

finds similar users more 

accurately and causes better 

QoS value Prediction 

lacks the user preference 

consideration 

Zheng et al., 

2013 

 

Response time, 

Throughput  ✓    

ranking prediction on past 

usage experience seems close 

to reality 

uncertainty is not considered 

Noor et al., 

2013 

Availability, Security 

Response time      
handling of user preferences 

through feedback 

conformance to the QoS 

values is neglected 

Li & Du, 

2013 

Security, Reliability, 

Availability ✓     
quality measurement 

according to user opinions  

lacks the consideration of 

distributed data sharing 

Wu et al., 

2013 

Reliability 
✓     

dynamic changes in trust 

degree are properly handled 

uncertainty in the feedbacks 

is not handled 

Qu et al., 

2013 

Availability, Elasticity, 

Response time, Cost   ✓   

filtration mechanism is used 

to handle the misleading 

feedbacks 

objective assessment is 

neglected 

Fan & 

Perros, 2013 

Feedback reliability  
✓ 

    
Produces results based on the 

filtered trust feedback 

No ranking mechanism on 

user preferences 

Ding et al., 

2014 

Response time, 

Throughput ✓     

Service Utility computation 

to show user satisfaction 

 

No considerations for 

uncertainty 

Qu et al., 

2015 

Privacy, after-sales 

services, Availability, 

Response time 

 
✓ 

    

Provides the context-aware 

credible cloud service 

evaluation mechanism 

Ignores the hardware or VM 

related limitations 

Filali & 

Yagoubi, 

2015a 

Power, Response time,  

Cost,  Efficiency, 

Interoperability,  

Transparency, 

Reliability, Security 

 

 

 
✓ 

    

Opinion model for the 

subjective and the 

performance parameters for 

the objective dimension 

Security parameters are 

neglected 

Pan et al., 

2015 

Response time, 

Throughput 
 
✓ 

    

service selection or 

recommendation based on 

social network relationships 

Neglects the service utility 

computation 

Filali & 

Yagoubi, 

2015b 

Not mentioned 
✓     

The filtration of the ratings 

regarding the biased opinions  

No real world experiments 

No similarity computation on 

similar requirements 

Taneja et al., 

2015 

Not mentioned 
✓     

Monitor evaluation by the 

third party, Adaptable to the 

customer preferences 

Lacks the ability to handle 

the malicious feedbacks 

Machhi & 

Jethava, 

2016 

Not mentioned 

     

Filtering of the malicious 

rating 

No experiments 

 

Emeakaroha 

et al., 2016 

No explicit definition 

  ✓ ✓  

Communication of detailed 

and up-to-date information 

to consumers 

No experiments with end 

users 



incorporate the various QoS. Table 4 provides a summary of the trust estimation by reputation-based and 

biological techniques.  

4.4.2.2 Statistical and Probabilistic Methods 

A Bayesian network-based trust-aware service selection model is designed by Hang et al. (2009). The  

Bayesian service selection model identifies the causal relationships between the services. The model empowers 

the consumers to interact with the services and then constructs and updates its local service composition 

model. The consumers may exchange referrals with each other. The model employs Root Mean Square Error 

(RMSE) and Maximum Likelihood Estimation (MLE) methods for trust estimation. The key focus of the 

presented model is the QoS values which are computed by without considering the end user preferences. A 

mathematical framework, which formulates the extension of the Bayesian inference standard application, in 

order to check the trustworthiness of the data is designed by Nevell et al.  (2010). The framework quantifies 

the trustworthiness probability of the generic data and provides a view of an intelligent scenario. The presented 

trust model, however, does not consider the network-based shared resources for the estimation of trust values. 

Hang and Singh (2011) designed a service selection method. The method employs the different 

composition operators for the computation of the trust values. The authors presented two distributed trust-

aware service selection approaches. The first approach is based on the Bayesian networks and the second relies 

on the beta mixture model. The method can be applied to only one quality metric. In the distributed 

environments, such as cloud computing, it is not realistic assumption to consider only one quality metric. 

Wang et al. (2012) proposed a task scheduling model. The trust relationship among the computing nodes is 

built and trust for the nodes is computed by using Bayesian cognitive method. The trust estimation method, 

however, does not consider the preferences of users. Moreover, the calculation process of the trustworthiness 

of cloud computing nodes employs the self-selected values. The modeling of uncertainty is important in 

distributed systems for the selection of a resource from multiple options. Over the years, numerous studies 

have been carried out to examine the aspect of uncertainty in trust estimation. A probabilistic trustworthy web 

service selection models is proposed by Mehdi et al. (2012). The model figures out the web service 

trustworthiness by employing a probabilistic method on the basis of historical direct interactions with web 

services. The web service quality estimation is based on Multinomial Dirichlet Distribution (MDD), where 

probabilities of web services belong to predefined quality classes. The probabilistic relationships among the 

different variables are handled by Bayesian network. This model estimates the quality of a web service on the 

basis of predefined quality attributes. However, the presented approach fails to consider preferences specified 

by end users for trustworthiness estimation. Habib et al. (2014) proposed the architectural changes by 

introducing the registration manager and Consensus Assessment Initiative Questionnaires (CAIQ) module in 

order to compute the value of trust. The system estimates the trustworthiness of cloud service providers by 

employing the CAIQ assessment, and then results are converted into certain trust opinion representations. The  



Table 4: Summary of the Trust Estimation Techniques (Reputation-Based & Biological Techniques) 

CAIQ assessment contains yes and no responses, given by cloud service providers. The user requirements, or 

utility assessments, can be considered in this approach for the better assessment of the trustworthiness of cloud 

services. 

Another recent study models the service selection problem by employing the probability mass function of 

the fluctuating QoS values (Hwang et al., 2015). The proposed heuristic method aims to identify a set of 

atomic services in order to form a composite service, with the expectation of having the high probability of 

QoS which satisfy the user requirements. The method first divides global constraints into multiple local 

constraints; the optimal service selection is then carried out in accordance with local constraints. The 

experiments have been performed for three QoS attributes, namely, response time, reliability, and fidelity. 

Nevertheless, the execution time could be problematic in some cases, where multiple iterations are needed. 

This is more likely to happen in those situations when initial web service assignments do not yield the 

acceptable global QoS conformances. 

Algamdi et al., (2017) proposed an infrastructure with cloud trust protocol capability that inquires about the 

assessments and computes the digital trust value. The digital trust is computed by extracting the user replies to 

MCQs using subjective logic operators and consensus. The overall method involves Cloud Trust Protocol, 

Consensus Assessment Initiative Questionnaire, trust aggregation and reputation mechanisms. However, the 

study lacks the mechanism to detect the malicious user and remove them before the evaluation of trust value. 

R
ef

er
en

ce
s 

T
ru

st
 f

ac
to

rs
 

Experiment 

patterns 

B
en

ef
it

s 

L
im

it
at

io
n

s 

R
ea

l 
d
at

a 
S

et
 

S
y
n
th

et
ic

 

d
at

a 
C

as
e 

S
tu

d
y
 

C
o
m

p
ar

at
iv

e 

st
u
d
y
 

Li et al., 2011 Response time, 

Throughput, 

Availability, 

Accessibility, 

Interoperability, Cost 

 ✓   

Improved recommendation is 

made possible 

Difficulty to generate 

recommendation path, uncertainty 

problem is not handled 

 

Fan et al., 2014 Not mentioned 
    

Accurately rank the service 

options 

Uncertainty in the indirect trust  

 

Divakarla & 

Chandrasekara

n, 2016 

Availability 

 
   ✓ 

Efficient in handling the trust Not all QoS parameters are 

considered 

 Chiregi & 

Navimipour, 

2016 

Accessibility, 

Dependability  

   ✓  

Provides the beneficial 

reputation estimations 

Fixed weights are used, should be 

open for user 

Xu et al., 2016 Response time, 

Throughput 
✓    

QoS prediction accuracy based 

on the context information 

Not all QoS parameters are 

considered 

Bharath & 

Sirriram , 2017 

Security 
✓    

Reduces the complexity to 

compute trust score 

Lacks user preferences 



Mohammed et al. (2018) presented a trust model for trust assessment. The model determines the 

percentage value of trust for cloud consumers using the operational parameters of requested service. 

Particle Swarm Optimization (PSO), Multiple Regression (MR), Analytic Hierarchical Process (AHP), 

and PSO-Multiple Regression (MR-PSO) techniques are employed. PSO is identified as the most 

appropriate method to estimate the trust value. The validity of proposed method is shown by experiments 

on cloud Armor dataset. Table 5 highlights the imperative aspects of the statistical and probabilistic methods.  

4.4.2.3 Fuzzy Logic 

The imprecise data are typically handled by employing the fuzzy logic methods. A cooperative society model-

based system is presented by Bedi et al. (2012), which considers the user rights for trustworthy service 

selection on the basis of the recommendations of acquaintances. The system is combined with the multi-agent 

technology which employs Fuzzy Inference System (FIS) to manage uncertainty in recommendations. 

 Fan et al. (2014) developed a novel two stage fuzzy gap evaluation model to solve the trustworthy service 

selection decision problem. The model employs the evidential reasoning approach. The trustworthiness of 

cloud services is computed in terms of perception, delivery, and utility importance. The performance of the 

proposed model is studied through the experiments. However, the evaluation does not focus on the QoS 

compliance to SLAs, which can be argued as a key trustworthiness criterion. Gu et al. (2014) developed a 

fuzzy logic-based model, which considers the success and failure interactions of entities for the computation of 

trust. Hence, trust relationship is computed among cloud service providers and consumers with respect to their 

direct experiences. The trusted computing chain is extended from IaaS to PaaS layer, which ultimately affects 

the SaaS layer trust. The experiment and simulation results advocate the effectiveness of the model in fraud 

identification in the trust estimation process. Nevertheless, the proposed model can be improved by the 

inclusion of the values of cloud service customer preferred QoS attributes in the trust estimation process. A 

user-based service selection technique is identified by Ma et al. (2015). The user preferences are recognized by 

three different constituents, namely, trust, usage, and cost preferences. The dynamic fuzzy clustering method is 

employed for the service selection in conformity with user preferences. The experiment results have 

demonstrated the effectiveness of the proposed technique. However, the results of the method can be affected 

by the malicious user evaluations. 

 Kumar et al. (2016) developed a fuzzy-based trust management system for the trust value assignment to 

cloud service providers. The system considers the existing infrastructure of CSPs and their past reputations for 

the computation of trust value. The system consists of two main modules, viz., Registration Management 

Service (RMS) and Trust Management Service (TMS). The RMS handles cloud service provider registration, 

whereas the TMS, with the help of the feedback collector module, submits the required data to the fuzzy-based 

trust calculator to compute the values of trust factors. The trust factors include efficiency, performance, cost, 

adaptability, and security. The study considered feedback for the rust value estimation. Nonetheless, it does not  



Table 5: Summary of the Trust Estimation Techniques (Statistical and Probabilistic Methods) 

consider the cloud user preferences and service utility to rank the services according to the requirements of 

users. A hybrid multi-criteria decision model is presented to aggregate the user feedback and the assessment 

data to facilitate the process of cloud service selection (Alam & Ahmad, 2016). The model formulates the 

requirements by integrating the methodologies, namely, Fuzzy Analytic Hierarchy Process (FAHP), Fuzzy 

Delphi Methodology (FDM), Fuzzy TOPSIS, and Fuzzy Vikor.  However, the performance of the model is 

neither analyzed through the experiments nor through simulations.  

Selvaraj and Sundararajan (2017) focused on a dynamic trust evaluation scheme aimed at cloud services 

by employing the fuzzy logic. The authors offered an evidence-based mechanism to determine the 

trustworthiness by making the use of QoS parameters. Furthermore, the induced ordered weight averaging 

operator is employed to get the cumulative trust value. In a recent study, a smart cloud broker along with the 

Mapreduce framework has been presented (Nagarajan et al., 2018). MapReduce framework is used for 

preprocessing of feedback of QoS. Then a Fuzzy inference system is employed for broker to process the 

decision-making on generated feedback values and evaluation of trust value. The experiment result shows the 

improvement in service selection and trust level identification. Nevertheless, the framework has considered the 

QoS preferences of decision makers. A summarized view of these studies is provided in Table 6.  
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Hang et al., 

2009 

Not 

mentioned 

explicitly 

 ✓  

deals with the incomplete observations Does not capture the requirements of the 

consumers 

Nevell et al.,  

2010 

Reliability 
 ✓  

Trust probability for generic data and 

provides view for intelligence scenario 

Fails to estimate the trust value for the 

network based shared resources 

Hang & 

Singh, 2011 

 

Not 

mentioned 

explicitly 

✓   

Trust is estimated on the basis of direct 

and indirect experiences 

Fails to handle the multiple quality metrics 

at a time 

Mehdi et al., 

2012 

Not 

mentioned 
 

 
 ✓ 

Captures the level of goodness or 

badness of a service 

Fails to incorporate the user preferences 

Wang et al., 

2012 

Reliability 
✓   

Reduces the failure probability of task Lacks user preferred weightage 

Habib et al., 

2014 

 

Not 

mentioned  ✓  

Cloud providers are able to specify their 

competencies and capabilities 

No method to translate the user needs and 

wants, assess the partial inconsistencies 

Hwang et al., 

2015 

Not 

mentioned 

explicitly 

 ✓  

locally optimal candidate service is 

identified for each task  

High time complexity in the case of 

multiple iterations 

Algamdi et 

al., 2017 

Not 

mentioned    
The computation of digital trust value Possibility of opinion from malicious users 

Mohammed 

et al., 2018 

Not 

mentioned ✓   
Identification of appropriate trust 

evaluation method 

Lacks user preferences in trust computation 



Table 6: Summary of the trust Estimation Techniques (Fuzzy Logic) 

4.4.2.4 Multi-criteria Decision Making 

Multiple criteria decision making (MCDM) is a method to facilitate the decision making process by 

considering the multiple conflicting criteria (Eisa et al., 2016). The MCDM techniques can be broadly 

classified into Multi-attribute trustworthiness and Analytical Hierarchy Process (AHP)-based techniques. The 

characteristics of the studies included in this section are summarized in Table 7. 

a. Multi-attribute Trustworthiness 

Habib et al. (2011) designed a multiaspect trust management system for cloud services. The system reflects 

multiaspect nature of trust calculation process by considering resources, multiple attributes, and roots of trust. 

The system employs user statements and property certificate parameters for the computation of trust. The 

estimated values are, however, computed without considering the uncertainty of opinions.  

Saripalli and Pingali (2011) designed a Simple Additive Weighting (SAW) method to rank alternative 

cloud services. The hierarchy of six attribute tuples forms the service selection criteria. Moreover, a modified  

Wide-band Delphi computation method is presented to find comparative weighting values for attributes 

according to the workload of CSPs. These weights are then used to compute the relative ranks. The SAW 

method is employed for the value function generation. However, the ranking accuracy is not compared with  
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Bedi et al., 

2012 

Not mentioned 

specifically  ✓  
Successfully handles the 

uncertainty in recommendations 
QoS factors are ignored to assess 

the quality 

Fan et al., 

2014 

Not mentioned 

specifically 
  ✓ 

Generation of the belief structure No QoS compliance to SLAs 

Gu et al., 2014 Response time 
✓   

Computation of direct trust 

relationship 

No way to include the user needs  

Ma et al., 2015 Reliability, Security, 

Availability, 

Efficiency, 

Maintainability, 

Portability 

✓   

Recognition of the user preferences Malicious user evaluations are not 

handled 

Kumar et al., 

2016 

Performance Cost, 

Adaptability, Security 
✓   

Helps to identify a trustworthy 

provider 

Fails to include user preferences 

Alam & 

Ahmad, 2016 

Not mentioned 

specifically 
   

Fuzziness of the feedback is 

handled 

Incomplete modeling 

Selvaraj & 

Sundararajan, 

2017 

QoS parameters 
✓   

Dynamic evaluation of trust value Lacks user preferences 

Nagarajan et 

al., 2018 

QoS Factors 
 ✓  

Preprocessing of feedback to 

resolve inconsistencies 

Lacks decision maker preferences 

Lu & Yuan, 

2018 

QoS 
 ✓  

Usage of entropy weight to 

decrease the false parameter effects 

Lacks dynamic trust evaluation 



Table 7: Summary of the Trust Estimation Techniques (Multi-Criteria Decision Making) 

other ranking methods. A framework has been designed to develop measurable trust metrics by employing 

entropy with the unified scale (Wang & Wu, 2014). The multi-criteria analysis approach is employed for the 

estimation of trust factors. Nevertheless, the trust factors have not captured the essence of the preferences of 

consumers.  

Ding et al. (2014) proposed a personalized service selection method which employs enhanced item-based 

collaborative filtering approach. Moreover, the Pearson Correlation Coefficient (PCC) method has been used 

for the evaluation of the recommendation system. The imputation of the missing data is carried out to facilitate 

the personalized selection of cloud services. However, only two QoS parameters, namely, the response time 
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Habib et al., 

2011 

Not mentioned 
 

 
   

Trust estimation by multiple 

attributes 

opinions uncertainty is not 

handled 

Saripalli & 

Pingali, 2011 

Not mentioned 
 

 
   

Comparative weighting values for 

the attributes per workload 

No comparisons 

Garg et al., 

2011 

Accountability, Agility, 

Cost, Performance, 

Security, Privacy, 

Usability 

 

 

✓   

CSMIC defined key performance 

indicators are used 

No standardized weight 

assignment procedure 

Garg et al., 

2012 

Accountability, Agility, 

Cost, Performance, 

Security, Privacy, 

Usability 

 

 

✓   

creates a strong competition 

among service providers 

Variations in QoS attributes are 

not considered 

Sun et al., 

2013 

Response time, 

Throughput, Availability, 

Reliability, Cost 

 

 
✓   

transforming qualitative preference 

of users into quantitative numeric 

weights 

SLA conformance with QoS is 

not considered 

Wang & Wu, 

2014 

Common factors: 

Feedback rating, Time, 

recommendation, 

Friendship, Risk, Special 

factors: Speed, Capability, 

Availability, Security 

✓ 

 

   

uncertainty of a random variable is 

controlled 

Consumer 

preferences are over looked 

Ding et al., 

2014 

Response time, 

Throughput 
 

 
  ✓ 

Missing value prediction  Missing QoS factors 

Ma et al., 

2016 

Service cost, risks 
 

 
 ✓  

Risk sensitive service selection 

with performance consideration 

Lacks other important factors of 

QoS 

Singh &  

Sidhu, 2017 

Compliance to SLA 
 ✓    

Performance monitoring and 

compliance evaluation 

Lacks the timeliness and 

propagation handling of trust 

Li et al., 2016 Not specified 
✓     

Service controllability Lacks user preferences for 

weights 

Hajizadeh & 

Navimipour, 

2017 

availability, reliability, 

interaction evolution and 

identity 
    ✓ 

Better reliability and availability 

than QoS-based models 

Only four parameters are 

considered, 

Decrease in reliability with the 

increase in service groups 

Alhanahnah et 

al., 2018 

Not mentioned explicitly 
  ✓   

User preferences are considered Chances of uncertainties 



and the throughput have been considered for the trust estimation. A time series analysis approach, combined 

with the Interval Neutrosophic Set (INS) theory, is proposed to solve the MCDM service ranking problem (Ma 

et al., 2016). The developed ranking method is named as Cloud Service Interval Neutrosophic Set (CINS). The 

problems addressed in the study are the fluctuating QoS service cost, potential risks with tradeoffs among 

potential risks, and performance costs. The performance of the method is analyzed through a comparative 

analysis. The study, nevertheless, does not consider the QoS factors and it is only focused on the performance 

of cloud services. Hajizaeh and Navimipour proposed a method to evaluate the trust of service providers by 

employing the behavioral graphs (Hajizadeh & Navimipour, 2017). The trust evaluation is made on the basis 

of availability, reliability, interaction evolution, and identity. The method is evaluated by implementing 

simulator in terms of precision, error hit, availability, and reliability. The results show better reliability and 

availability as compared to QoS-based models. However, the study is limited to only four parameters. 

Furthermore, the number of groups has inverse relation with reliability which limits the performance of the 

proposed method when the number of groups increases. 

b. Analytical Hierarchy Process 

Garg et al. (2011) presented an Analytical Hierarch Process (AHP) framework to rank cloud services. The 

framework attempts to evaluate cloud services by employing multiple Key Performance Indicators (KPIs) 

which have been defined by Cloud Services Measurement Initiative Consortium (CSMIC) (2011). The ranking 

procedure is comprised of three steps, namely, decomposition, priority aggregation, and priority judgment. The 

first step involves the identification of the hierarchical structure. The second step performs pairwise 

comparisons. Finally, the third phase determines the ranks of cloud services. Nevertheless, the weight 

assignment to QoS need to be adjusted according to the requirements of user needs to empower them to select 

the suited cloud services. 

Garg et al. (2012) advocated that multiple services with same functionality, but with different quality 

attributes, are generally available for selection. Therefore, a framework has been presented to measure the 

service quality for cloud service ranking using the AHP method. The presented framework creates a healthy 

competition among service providers in order to fulfill their SLAs with the improvements in QoS. 

Nonetheless, the framework has not considered variations in the performance and security levels in the process 

of cloud service ranking. The preferences of individual and multiple users are considered by a consumer 

centered service selection method (Sun et al., 2013). The method considers pre-defined QOS criteria which is 

based on throughput, response time, reliability, availability, and cost with comparison metrics which are 

defined by consumers. However, the trustworthiness evaluation values do not depict the direct interaction 

experiences of users. Moreover, the results do not validate the conformance of SLA and QoS. Singh & Sidhu 

(2017) presented a trust evaluation framework based on the compliance monitoring mechanism. An improved 

Technique for Order of Preference by Similarity to Ideal Solution (TOPSIS) along with AHP is employed to 



process the compliance and to find the trust. The authors claimed that Cloud Auditor interim as a third-party 

aid trust via monitoring of QoS and SLAs. However, the transparency can be increased by having a separate 

control point other than CA so that the standardized Cloud SLAs can be adopted.  

Li et al. (2016) proposed a scheme of service selection that computes trust on the basis of Analytic 

Hierarchy Process (AHP) using service attribute weights and data delivery. The results are produced from an 

instance and synthetic data which showed the effectiveness of the scheme for service selection. Recently, a 

novel TOPSIS trust evaluation system, with the combination of objective and subjective feature, is introduced 

by Lu and Yuan (2018). The objectivity of services is considered based on the QoS source reliability and usage 

of entropy weight to decrease the false parameter effects. Furthermore, the preferences for trust are considered 

to implement the subjectivity. The feasibility and effectiveness of the study is demonstrated by experiments on 

the real web services datasets. However, the study can be improved by dynamic trust evaluation mechanisms. 

A trust framework Context-Aware Multifaceted Trust (CAMTF) for the trust evaluation of service 

providers is proposed by Alhanahnah et al., (2018). The mathematical techniques AHP and Fuzzy Simple 

Additive Weighting with the characteristics of services, perspective of user, and trust factors are 

employed. The existing standards and user preferences are also considered. The method has the capability 

to adapt diverse contexts. The applicability of the study is validated through a practical case study. 

However, the chances of uncertainties are not controlled. Furthermore, the security concerns are also 

overlooked by authors. 

4.4.2.5 Algorithmic Solutions 

Liu et al. (2012) presented a three-layered hierarchical structure. The optimal service selection job is carried 

out in the first layer functionality, the criterion is selected in the second layer functionality, and the nine 

additional QoS parameters are chosen in the third layer functionality. The criterion is based on security, 

timeliness, and stability parameters. The utility function is employed to derive an objective function. The 

theoretical analysis and experiment results have been provided to show that the optimal solution can be 

computed by the algorithm. Nevertheless, the algorithm can be improved by incorporating the enterprise 

business process collaboration in the context of specific users in cloud computing environment. 

Ding et al. (2014) presented a method which considers historical records of cloud service performances for 

service recommendation. These records formally standardize multi-attribute comparisons among cloud user 

demands and service provider solutions. The method is based on a resource matching algorithm which 

considers the functional and non-functional (that is, QoS) attributes for the recommendation of resources. The 

algorithm integrates, group customer estimation, a multi-attribute comparison metric, and price utility in the 

recommendation process. The algorithm, however, lacks a formalized mechanism to perform the mapping of 

the trusted SaaS specifications and QoS requirements of the users. 

Rathi et al. (2015) formulated a user trust model, based on the algorithmic specifications, to find trust 



parameters in cloud environment. The ten parameters, namely, transparency, data location, data safety, data 

distribution, accessibility, data access privileges, backup and recovery, compliance to audits and certifications, 

work longevity, and timely user acceptance to changes have been selected and surveyed among cloud users 

estimate the trust value of cloud services. Jrad et al. (2015) designed and analyzed a utility-based matching 

algorithm. The algorithm focuses on an automatic matching procedure, which is developed to check the 

conformance of cloud providers with cloud user requirements. The utility-based matching algorithm and 

Sieving algorithm have been implemented to compare their performance. The development of a utility-based 

algorithm enables the profit maximization of cloud users. Some additional components have also been 

developed to monitor SLA and deployment management issues. Nevertheless, the selection strategy only 

considers objective quality parameters. The subjective parameters such as the security concerns cannot be 

overlooked in the process of trust estimation for cloud services. Table 8 provides the summary of studies that 

focus on algorithmic solutions. 

The systematic literature review, in the context of trust estimation techniques in cloud services, has shown that 

a significant portion of the literature has been focused on user experience-based mathematical or statistical 

frameworks. A few statistical methods-based approaches have been proposed to predict QoS to better satisfy 

consumer requirements. A relatively less number of studies have considered the preferences of consumers and 

tried to integrate them into the service selection process. Fig. 9 (a) provides a percentage-wise view of the 

cloud trustworthiness techniques. Fig. 9 (b), on the other hand, depicts the number of papers per class view of 

the related literature. Finally, Fig. 9 (c) shows the citation of papers in each class. 

Table 8: Summary of the Trust Estimation Techniques (Algorithmic Solutions) 
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Ding et al., 
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✓  

Enables multi-attribute comparisons 

of solutions and user need 

No standardized mapping 

Rathi et al., 

2015 

Transparency, data location, 

data safety, data distribution, 

accessibility, data access, 
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Jrad et al., 

2015 
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Availability ✓  
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procedure to map the user needs with 

the provider solutions 

Only valid for the objective 

quality parameters 



5. Research Directions 

The cloud computing paradigm has been recently widely adopted in the wide range of business applications 

due to its ability to drive down business costs and to avoid large capital expenditures. The adoption of the 

plethora of cloud computing applications is, however, highly dependent on the trust of consumers on cloud 

services. Over the years, the research community has presented a number of methods for the establishment and 

estimation of trust. Nevertheless, there are still several potential avenues which can be further explored. The 

elucidation of these research directions has been presented in this section in order to address Q5. 

Fig. 9. (a) The cloud trustworthiness techniques, (b) the number of papers in each class, and 

(c) the citation of papers in each class 



• Trust Transparency for Domain-Specific Solutions: The trust transparency, unlike security and other non-

functional requirements, is one of the least explored research domains in the existing literature. Most of the 

existing trust models are either non-transparent to users or lack the ability to consider consumer 

preferences on nonfunctional requirements. The cloud service selection process is thus required to be 

improved according to the domain-specific needs of users. 

• Utility of Cloud Services: The goal of cloud users, as decision makers, is to maximize the utility of cloud 

services. The utility of a cloud service can be formulated and then analyzed through the cardinal and 

ordinal utilities. The former can be employed for the analysis of relative ranking, whereas the latter can be 

used for studying absolute ranking. The objective functions can then be formulated to maximize the utility 

of cloud services. 

• Bio-Inspired Methods: A relatively recent tendency of the research community is to employ the bio-

inspired methods such as Bees algorithms (Firdhous et al., 2011) for the establishment and computation of 

trust in cloud services. A number of other nature-inspired algorithms, namely, firefly, flower pollination, 

cuckoo search, ant colony, and others can also be employed to mimic the behavior of living organisms in 

studying the trustworthiness problem in cloud services. 

• Trust in Mobile Cloud Computing: The integration of mobile applications and cloud computing 

technology has realized the concept of a cross cutting technology, namely, Mobile Cloud Computing 

(MCC). The establishment of trust is more challenging in MCC unlike traditional cloud computing where 

cloud users tend to establish trust on large organizations which are already conscious about their 

reputation. The methods for the establishment of trust on cloud services running on cloudlets, on the other 

hand, need to integrate the mutual authentication mechanisms with trust management schemes to 

empower users to use trustworthy cloud services. 

• Higher-Order Statistics: A significant portion of the existing literature is based on simple multivariate 

analysis. The higher order statistics, as used in skewness and kurtosis of the distributions of the past 

interactions of users with cloud service, have not been considered in formulation and analysis of trust 

evaluation methods in cloud services. The study of analyzing the impact of integrating the long term 

variations in the trust establishment and estimation of cloud services by means of higher order statistics in 

conjunction with the covariance and correlation methods may yield some novel results. 

• Evidence-based Trust: In interactive environments, the value of trust is perceived by a user on the basis of 

its interaction with others. The popularity of online markets, online social interactions, and service-

oriented computing demands evidence aiding in decision-making. The values of related set of attributes of 

a service can be used as evidences that are desirable to predict the expectancy of user. 



6. Conclusions 

This study has provided a detailed analysis of methods, techniques, and frameworks from 79 studies which 

have been published during 2010 to 2018. The related literature is classified into two broad classes, namely, the 

trust establishment and trust estimation. These classes are then further classified into two and five subclasses, 

respectively (as shown in Fig. 9 (a) and (b)). The analysis shows that the most researched subclass is the trust 

estimation frameworks (29.11%) and the least applied are the algorithmic solutions (5.06%). On the other 

hand, the citation count result shows the interest of researchers in the trust estimation frameworks and MCDM 

techniques (as depicted in Fig. 9 (c)). 

The 9 different QoS parameters, on the basis of their popularity as trust factors in the literature since 2010, 

have been chosen for the analysis. The analysis indicates that the security is the most repeated trust factor 

(24%), among total 101 repetitions, being included in the 24 studies. We can conclude from the findings of this 

study that the trustworthiness of cloud services is highly dependent on the QoS factors, namely, security 

(24%), response time (22%), availability (15%), reliability (12%), cost (10%), throughput (9%), accessibility 

(5%), integrity (2%), and scalability (1%) in their given order, which also addresses Q2. These results are 

depicted in Fig. 10 (a) and (b). 

The literature review shows that there are a number of research domains which have not yet been fully 

explored. The exploration of research domains, namely, trust transparency for domain-specific solutions, utility 

of cloud services, bio-inspired methods, trust in mobile cloud computing, and higher-order statistics have a 

potential to yield new findings in the domain of trustworthiness of cloud services. 

Fig. 10. (a) the number of repetition of QoS parameters and (b) the repetition percentage of 
the QoS parameters. 
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