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Abstract

This thesis mainly focuses on two Internet based control applications. One is a 
networked control system (NCS) where the control loop is closed through the network. 
The other is the Networked Control System Laboratory (NCSLab) which is a global 
web based remote experimentation platform.

The contribution in the first part of the thesis relates to the networked predictive control 
(NPC) which was first introduced by Liu et al. (2004). In this method, the controller 
uses the model predictive approach to predict a future control sequence and send it to 
the plant in a network packet. The plant side receives this packet and then determine the 
appropriate control signal to apply to the actuator according to the time delay 
measurement.

This method is innovative and works well in theory, but it has two deficiencies in 
practical applications. The first deficiency is that it needs synchronization between the 
controller and plant side to measure the individual forward and feedback channel time 
delays and this is very hard to achieve on the Internet. In this thesis, a round-trip NPC is 
proposed in which the predictive calculations and signal selections are based on the 
round-trip delay. The measurement of the round-tip delay is achieved using the plant 
side clock only, so that the need for synchronization is avoided. The second deficiency 
is that the mathematical model has to be accurately known. Otherwise the accuracy of 
the predictive calculation is affected, which may result in a degraded control 
performance. An event-driven NPC scheme is introduced to solve this problem. In this 
scheme, the selection of the appropriate control signal is not based on the time delay 
measurement but on the previous system output. This method can compensate for the 
effect of model uncertainty, which has been verified by both simulations and real-time 
experiments. Some experiments carried out on other NPC schemes are also reported on 
in this thesis. They are the NPC in state-space form and nonlinear NPC. These methods 
expand the use of NPC methodology.

The second part of the thesis describes the design and implementation of the Networked 
Control System Laboratory. The NCSLab is based in the University of Glamorgan but 
its test rigs are diversely located in four Institutions from both the UK and China. In 
order to manage these test rigs from different places, a four layer structure (Central 
Server/Regional Server/Sub-Server/Test Rig) is adopted. The four layers are integrated 
into one system via the Internet. In order to deliver the remote experimentation to the 
users, a web-based user interface is designed. It provides great flexibility to the users 
such as remote monitoring, remote tuning and remote control algorithms. The 
implementation of the user interface (UI) heavily adopts the AJAX technology, so the 
remote experiments can be conducted inside the web browsers without installing special 
plug-ins. In order to show how the NCSLab works, two examples are given in the thesis.
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Chapter I

Introduction



This thesis deals with the design and implementation of networked control systems 

(NCS) and the web-based networked control system laboratory (NCSLab). In the last 

decade, the use of the Internet to successfully deliver business services has been 

demonstrated. With the rapid development of high-speed and large-scale network 

technology, and stimulated by market demand, the use and range of applications on the 

Internet have expanded significantly. The ubiquitous nature of the Internet means that it 

is ideally suited for industrial applications, which makes it possible to cluster devices 

together from different parts of the world, hlternet based control which is a young 

research field, compared with other network applications has many advantages.

1. It provides a relatively cheap solution for national and global applications of control 

practice. The devices from different parts of the world can be linked together via the 

Internet.

2. The control system can easily share information via TCP/IP with various other 

computer systems.

3. It provides a good interface for Web based control applications.

Therefore, with the development of the Internet, more and more hlternet based control 

applications have been reported on in recent years. Telerobotics (Safaric, et al., 2001 

and Sim, et al., 2006), process control (Yang, et al., 2005), automated building (I-Hai 

Lin, et al., 2002), manufacturing (Wang, et al., 1996), haptics collaboration (Hespanha, 

et al, 2000, Hikichi, et al., 2002 and Shiraiohammadi, et al, 2004), telemedicine 

(Salvador, et al, 2005) and tele-operations (Ko, et al, 2001, Overstreet, et al, 1999 and 

Marin, et al, 2005) are examples of such applications.

This thesis focuses on two hlternet based applications. One is Internet based networked 

control systems and the other is web-based remote laboratories.



1.1 Introduction to Networked Control Systems

1.1.1 WhatisNCS

The topic of the first part of the thesis is the Internet based NCS. NCS can be classified 

into two categories in term of the structure (Yang 2006). The first category is control 

systems where the control loop is closed through the network which is as shown in 

Figure 1.1 and it is the focus of this thesis. The second category has a multi-level 

communication structure which more readily facilitates MIMO (multi-input multi- 

output) applications.

Comparing with traditional control systems, the inclusion of the network makes it 

convenient to control large distributed systems. All the devices can be connected to the 

network bus. It can reduce the use of cables, which means a reduction in installation 

cost (Yang 2006). The network also provides TCP/IP interfaces for smart devices, 

which makes it suitable for remote calibration and remote configuration. It can also 

reduce maintenance cost.

Wl Actuator I — *| Plant 1— *| Sensor 1-

Figure 1.1. A typical structure for NCS with control loop closed through the network
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1.1.2 Research on NCS

However, the use of the network especially the Internet also results in some problems 

which do not occur in traditional control systems (Baillieul, et al. 2007), such as random 

network delay and data dropout. To transmit a signal over a network, the signal must be 

sampled, encoded in a digital format and transmitted over the network. When the 

receiver receives the signal, it must be decoded. The overall time delay between 

sampling and decoding can be a significant variable due to the network uncertainty 

caused by channel variables such as communication quality and congestion (Hespanha, 

et al. 2007). There are two kinds of network delays in NCS. One is the forward channel 

time delay between the controllers and actuators and the other is the feedback channel 

time delay between the sensors and the controllers. Arising from the two time delays, 

there are three possible NCS configurations. The first one is the NCS with only forward 

channel delay. In this case the controller and the sensors are directly connected by 

cables. The second configuration is when the NCS has only feedback channel time 

delay and this is studied in Montestruque et al. (2003) and Seiler et al. (2001). In this 

case, the controller and the actuators are co-located. The third arrangement is when time 

delays exist in both the forward and feedback channels (Branicky, et al. 2000 and Zhang, 

et al. 2001), which is the most common form for NCS.

Data dropout is another significant issue for NCS (Matveev, et al. 2003, Sinopoli, et al. 

2004 and Smith, et al. 2003). Data dropout results from transmission errors in physical 

network links or from buffer overflows on network routers due to congestion. Some 

long transmission delays may also result in data dropout if the receiver discards 

"outdated" arrivals. When the network delay is less than the sampling period (Nilsson 

1998 and Lian, et al. 2003), then the most important issue that affects the control 

performance is data dropout, as the delay will only negligibly affect the systems. This 

can be modelled as a stochastic phenomena. The simplest stochastic model assumes that



data dropout is a realization of a Bernoulli process (Sinopoli, et al. 2004 and Takikonda 

2000). Finite-state Markov chains (Smith, et al. 2003) can be used to model correlated 

dropout and Poisson processes can be used to model stochastic dropout in continuous 

time (Xu, et al. 2005).

In a NCS with random time delay and data dropout, some packets may be lost during 

transmission and sometimes more than one packet arrives during the same sampling 

period, so the actuator may not receive a signal every sampling period. One solution is 

to use event-driven actuators to avoid confusion if the packet is not received. Event- 

driven actuators update the output at the instant when the new packet arrives. An 

alternative solution is that the actuator is time driven and only the newest data is used. 

In this scenario, a long-delayed packet, even if it finally arrives, will be discarded. If the 

packet is not received during the sampling period, there are three possible options. The 

first option is that previous data is adopted. The second option is that a zero signal is 

applied and the third option is that predictive data is used.

To solve uncertainty caused by the network, considerable research has been carried out 

in recent years on NCS. In Gao et al. (2004), Welsh et al. (2002), Zhu et al. (2005) and 

Kawla et al. (2005), the stability of the NCS is analysed. NCS can be considered as 

switched systems; where NCS is switched among sub-systems when the time delay 

changes. Some prior results (Decarlo, et al. 2000) on switched systems are used to 

analyse the stability of NCS, which can be found in (Liu, et al. 2007a and 2007b and Hu, 

et al. 2007 and 2008a).

The real-time performance of networks is studied by Field et al. (2004) and Lee et al. 

(2002 and 2006). Various methodologies and architectures designed for compensating 

for the effect of random network transmission delay are explored in Yang et al. (2005),



Yue et al. (2004), Yook et al. (2001), Han et al. (2001), Tipsuwan et at. (2004a), Xia et 

al. (2006) and Li et al. (2007). Among them, the model based predictive control design 

is a method used to actively compensate for the effect of the network delay. Yang et al. 

(2005), Chan et al. (1995), Montestruque et al. (2004) and later Liu et al. (2004 and 

2006) and Chai et al. (2005 and 2006) are examples of this approach.

Liu et al. (2004 and 2006) developed the networked predictive control (NPC) method, 

which is a model based predictive control algorithm and takes advantage of the feature 

of the network that a packet of data can be transferred through the network at a single 

instance. In this method, it considers the network time delay is random but bounded, so 

a set of control sequences for every possible delay time are packed together and sent to 

the plant side simultaneously. At the plant side the relevant control signal corresponding 

to the measured transmission delay is chosen and applied to the plant. Theoretically, this 

method is applicable and effective, but there are still two deficiencies to overcome in 

practice. One is that it needs the synchronization of clocks between the controller and 

plant sides. Actually it is very difficult to achieve synchronization within the Internet. 

The newest NTP (Network Time Protocol) version NTPv4 can realize synchronization 

accuracy up to 1/100 second. Even so, it can not satisfy the critical requirement for 

some control applications which may require the accuracy of millisecond and below. 

The other is that the plant model must be able to describe the behaviour of the plant 

accurately, otherwise, the control prediction is not precise and consequently the system 

performance is degraded. In order to solve these two problems, the round-trip NPC (Hu, 

et al. 2006a and 2008a) and event-driven NPC (Hu, et al. 2006b and 2007) are 

developed, which will be presented in Chapter II and Chapter III.

With the rapid development of the wireless network, wireless networked control 

systems (WNCS) have become one of the fastest growing sectors in control theory and



industrial applications (Cheng, et al. 1997), particular in the automotive and 

aeronautical industries where many sensors and actuators are placed at different 

locations with limited installation space. However, compared with the wired network 

such as Ethernet and Internet, the wireless network normally has a bigger network delay 

and more serious data dropout especially for the wireless WAN such as GSM and 

GPRS. Reported research on the WNCS can be found in Colandairaj, et al. (2007), 

Willig et al. (2005) and Chai et al. (2007).

Most of the research reported on concentrates on linear systems. However, some 

progress has also been made on nonlinear systems. It can be found in Liberzon et al. 

(2004) and Nair et al. (2004), where the stability of the nonlinear NCS are analysed and 

Ouyang et al. (2007) and Zhao et al. (2007) where the nonlinear model based predictive 

control method is applied.

1.2 Introduction to the Network Control System Laboratory

1.2.1 Research on Web Based Laboratories

The second part of the thesis which focuses on the Networked Control System 

Laboratory (NCSLab) is a global online remote laboratory (Hu, et al. 2008c). With the 

rapid development of Internet based communication technology, the web based 

laboratory and Internet based remote experimentation have become a more economical 

solution to provide an experimental platform for the increasing number of students. 

These technologies connect the test rigs from different geographical locations. As long 

as there is Internet access, users from anywhere can logon the Internet and conduct the 

experiments on remote experimental equipment, just as if they had access to a hands-on 

laboratory.



Motivated by the convenience and economical advantage of the remote laboratory, 

many researchers in recent years have worked on this concept. These include 

applications for electric drivers (Hercog, et al., 2005), coupled tanks (Ko, et al., 2001), 

vibration measurements (Qin, et al, 2004), linear systems (Viedmn, et al., 2005) and 

virtual labs (Garbus, et al., 2006) etc. Among them, telerobotics receives the most 

attention (Safaric, et al. 2001, Saucy, et al. 2000, Kofman, et al. 2005, Marin et al. 2005, 

Chang et al. 2006 and Sim et al. 2006), where remote robots can be manipulated and 

even programmed via the Internet. These researchers normally focus on a particular 

kind of test rig. These publications have demonstrated that various kinds of 

experimental equipment can be connected online and operated remotely through the 

Internet.

Recently, some new technology has been used to improve the performance and 

accessibility of remote laboratories. To simplify maintenance, remote laboratory 

through a bootable device is introduced by Casini, et al. (2007). The remote laboratory 

can be run from a Linux based bootable CD which contains the OS (operating system), 

software without installing any specialized software. Each experimental process has a 

corresponding PC based controller which is booted from the CD. It makes it very 

convenient to maintain and update the laboratory. In Garcia-Zubia et al. (2006a), the 

CPLD (complex programmable logic device) and FPGA (field-programmable gate array) 

devices can be accessed via mobile phones. It is a very attractive feature. The user 

doesn't have to sit in front of the PC or laptop to carry out the experiment. However, the 

drawback is that it is very hard to develop the client-side scripts suitable for all the 

mobile phone platforms.

The emergence of Web 2.0 has pushed the development of the service-oriented web 

applications such as eBay and Gmail. AJAX (Asynchronous JavaScript and XML)



technology which allows software and applications to run in the cross-platform web 

browsers is a very important technology in the Web 2.0 framework. In traditional web 

sites, the web pages are invariably read-only and there is little interactivity between the 

user and the servers. However, using AJAX, the service and applications can be built 

within the web pages. The web based laboratory which provides the remote 

experimental service is just an example of service oriented applications. Many web 

based laboratories adopts the AJAX technology. Garcia-Zubia et al. (2006b) and the 

NCSLab introduced in this thesis are examples.

1.2.2 The Target for the NCSLab

The target of the NCSLab is to build a global online web-based control laboratory 

which contains various kinds of experimental test rigs which are located in different 

parts of the world. It provides a universal web interface for all the test rigs and the user 

can logon a single web site to access all the test rigs using a single account number and 

password. The geographical location of the test rigs is information that is not required to 

the users. Actually, they are classified by their functions rather than their locations in 

the NCSLab.

The NCSLab provides great flexibility to the users. This flexibility includes remote 

monitoring, remote tuning and remote control algorithms, etc. Most of the jobs that can 

be done in a hands-on laboratory can also be realized in the NCSLab. It also supports 

simultaneous access. Many users can monitor a particular test rig at the same time. 

However, only one of them has full control and has the right to tune the parameters and 

change the control algorithms.

The NCSLab provides various control algorithms for the users. It also encourages the 

users to create their own control algorithms. There is a Matlab RTW (Real-time



10

Workshop) server deployed in the NCSLab. The users can design their own control 

algorithms by building Matlab Simulink diagrams. They can test their design by doing 

simulations in Simulink. If they are satisfied with the simulation results, they can upload 

the diagrams directly to the NCSLab. Then the NCSLab passes the diagrams to the 

RTW server where the executable control algorithm is generated automatically.

1.3 Aims and Objectives

The aims and objectives of the thesis can be considered into two parts. The first part is 

on the design of the networked control system and the second part deals with the design 

of a global web-based remote laboratory.

hi Liu et al (2004), a NPC method is introduced to compensate for the effect of the 

network uncertainty. As it is mentioned in Section 1.1, the NPC method works fine in 

theory but has two deficiencies in practical applications. One is synchronization and the 

other is model uncertainty. The aim of the first part of the thesis is to design a new 

NPC scheme which can address these two deficiencies. The modified NPC scheme 

should be able to implement control within the network where there is a lack of 

synchronization service between the plant and controller. It should also be able to 

overcome the effects of model uncertainty and maintain good control performance when 

the mathematical model is not perfectly accurate.

The second part of the thesis aims to design and implement a global web-based remote 

laboratory, in which experimental test rigs from different Institutions can be managed 

and accessed via a single web address, so the test rigs can be shared across Institutions, 

hi this web-based laboratory, all the test rigs can be located in diverse locations and 

accessed via the Internet. All the remote experiments can be carried out in web browsers
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and there is no requirement of installing special software or plug-ins. The web-based 

laboratory should provide similar flexibility as in a hands-on laboratory and also should 

provide remote monitoring, remote tuning and remote control algorithms.

1.4 Outline of the Thesis

The main body of the thesis commences with Chapter II. Chapter II and Chapter HI 

tackle the two deficiencies of the NPC method and can be seen as the extension of Liu's 

et al. method. In Chapter II, a new NPC method based on the round trip delay 

measurement is introduced, which avoids the synchronization between the controller 

and plant side. In this method, the prediction of the future control sequence is not based 

on the individual forward and feedback channel time delays, but on the round-trip delay 

which is the sum of them. On the plant side, the appropriate control signal is selected 

according to the round-trip delay measurement. The measurement of the individual time 

delay is difficult because both the sender and the receiver must be synchronized 

accurately, which is difficult to achieve in an Internet environment. However, the 

round-trip delay is easy to measure, because it only uses the clock on one side of the 

communication network, therefore avoiding the need for synchronization.

In Chapter III, an event-driven NPC is presented. The event-driven NPC can be 

considered as the extension of the round-trip NPC which is introduced in Chapter II. In 

this method, the prediction of future control sequences is also based on the round-trip 

delay, which is the same as the round-trip NPC. However, the difference is on the plant 

side. When the plant side receives the sequence, the selection of the appropriate control 

signal is not based on the time delay, but on the previous plant output. Because it is not 

necessary to measure the time delay, the use of the time stamps is eliminated. The 

event-driven NPC scheme can provide better compensation for the effect of model
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uncertainty compared with the round-trip NPC because the plant side can choose 

"better" control signal using the new scheme.

In Chapter IV, some experiments for other NPC methods are implemented. That 

includes NPC system in state space form and a nonlinear system (Ouyang, et al, 2007). 

For the NPC system in state space form, the research is undertaken in two steps. In the 

first step, only the time delay in the feedback channel is considered (Liu, et al., 2007a), 

which represents systems with actuators near the controller but the sensors away from 

the controller. The controller and the sensors are connected via the network. In the 

second step, the time delays in the both forward and feedback channels are considered 

(Liu, et al., 2007b). It is the common form for most NCS and suitable for most NCS. 

For the nonlinear system, Ouyang et al. proposes a nonlinear NPC scheme which is an 

extension of the linear NPC using linearization. The nonlinear systems are linearised 

before the predictive calculation is carried out. These schemes extend the application of 

the NPC idea. All of the three methods are tested on a servo control system, on which 

the Internet based experiments are conducted. These practices verify that NPC method 

can also be implemented in state space form and applied to the nonlinear systems.

Chapter V and Chapter VI describe the design and implementation of the NCSLab. In 

Chapter V, the overall design of the NCSLab is introduced. Initially, the NCSLab 

adopted a three-layer structure which includes the Main Server, Central Server and Test 

Rig. However, it was found that this structure did not provide efficient communication. 

In some cases, the real-time data has to travel a long distance before they are delivered 

to a user just nearby. Therefore, a four-layer (Central Server/ Regional Server/ Sub- 

server/ Test rig) structure is implemented in the current version to replace the three- 

layer one. This structure is more complex but provides better efficiency and flexibility. 

The detailed structure of the entire four layers is introduced following the descriptions
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of the evolution of the system structure. In order to store the real-time and non real-time 

data, MySQL database is used in the design of the top two layers (Regional Server and 

Central Server). The establishment of the communication channels, the structure of the 

Matlab RTW Server and video systems are also explained in detail in Chapter V.

Chapter VI focuses on the development of the web interface. This chapter mainly 

presents how to deliver these data and images to the users' browsers and how to provide 

web based flexible and an interactive interface to the users. The web server is based on 

the Tomcat 5.5 which supports JSP/Servlet. The design of the web pages heavily adopts 

the AJAX technology. AJAX is a newly emerged web technology, which allows 

desktop-like Internet applications that runs in standard web browsers without any 

special plug-ins (Mahemoff 2006). The NCSLab also supports various visual 

instruments, such as real-time charts, angular gauges and thermometers etc. These 

instruments are realized based on Fusion Gadgets which is a collection of Flash plug-ins 

for the visual instrumentation in web pages. In order to help the users to learn the 

characteristic of the test rigs, the NCSLab provides rich help documents. These 

documents are stored in the database and can be edited in a web-based editor. It is very 

convenient for administrators to maintain these documents.

1.5 Contribution to the Knowledge

The contribution to knowledge of the thesis is as fellows:

  Design and implementation of a round-trip NPC scheme in which the control 

prediction is based on the round-trip time delay rather than the forward and 

feedback channel time delay separately. The round-trip time delay can be 

measured without synchronization, so the synchronization problem in the 

original NPC scheme is resolved.
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  Design and implementation of an event-driven NPC in which the appropriate 

control signal is selected based on the previous plant output rather than the time 

delay measurement. The event-driven NPC can tolerate some uncertainty in the 

model, which addresses the model uncertainty problem in the original and 

round-trip NPC schemes.

  Design and implementation of a global web-based control laboratory which has 

a four-layer global structure which enables the access of test rigs diversely 

located throughout the world. This is managed through a single web site, just as 

if they were physically located in the same place. The laboratory allows users to 

carry out remotely both simulation and real-time control experiments.

The evidence for this contribution to knowledge can be seen from the three IEEE 

journal papers (Hu, et al. 2007, 2008a and 2008b) published on the result of this work.



Chapter II

Networked Predictive Control Based on the Round Trip Time Delay

Measurement Method

Abstract - With the rapid development of network technology, the potential use of 

networked real-time control and automation is enormous and appealing. However, 

closed-loop control systems via the Internet are very difficult to implement practically 

due to its stochastic features. Large and random time delay and data dropout caused by 

data transmission impacts on the performance of the control system and even result in 

system instability. To address this problem, a methodology is proposed to modify and 

enhance the conventional system so that it can be used over the Internet. This chapter 

describes a model-based networked predictive control scheme based on round trip time 

(RTT) delay measurement rather than considering the feedback channel delay (between 

the sensor and controller) and the forward channel delay (between the controller and 

actuator) separately, -which successfully avoids the requirement of synchronization. This 

is required by many schemes but actually hard to achieve over the Internet in practice. 

Stability for both fixed and random network transmission delays is also investigated in 

this chapter. To illustrate the control performance improvement of the proposed control 

scheme, the results of off-line simulations and real-time experiments via the Internet are 

presented.

15
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2.1 Introduction

The application of Internet based control systems is very attractive, because it provides 

an economical solution for global access to monitoring and control functionality. It can 

potentially be used in many applications, such as collaboration between operators 

located at different places, remote tuning of control systems and large scale distributed 

control.

However, for closed-loop networked control system (NCS) (Wong, et al. 1999, Ishii, et 

al. 2000, Zhang, et al. 2001, Yang, et al. 1999, Lee, et al. 2000) over the Internet, the 

long random network delay, data dropout and disordering of received packets induced 

by routers of data transmission and network traffic congestion are unavoidable. Without 

adopting a good compensation algorithm, these problems degrade the control 

performance greatly and even result in system instability. Certainly, a controller can be 

connected to a plant from a local closed-loop control system with the status of the 

system monitored and the parameters of the controller adjusted via the Internet. 

However this structure does not provide a good interaction between the plant and the 

operator and the supervisor software on the remote side (Tipsuwan, et al. 2004b). For 

instance, when an anomaly occurs, the remote side can only observe it and may not be 

able to respond in time. Hence, sometimes the networked control system which is 

closed over the network has to be adopted.

Many approaches have been proposed from different perspectives to address the 

problems caused by the stochastic features of networks. A number of methodologies 

based on various techniques such as gain scheduling (Tipsuwan, et al. 2004b), control 

and communication codesign (Rehbinder, et al. 2004, Ben Gaid, et al. 2006 and Zhang, 

et al. 2006), optimal stochastic control (Nilsson 1998), state feedback control (Yue, et al.
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2004), sampling time scheduling (Hong 1995 and Park, et al 2002) and distributed 

control (Schickhuber, et al. 1997) have been investigated in recent years. However, 

many of these techniques only cover the problems for local networks and some of them 

need full control of the communication media. Internet transmission is more 

complicated and causes larger time delay and more serious data dropouts. Normal users 

have no control over Internet traffic scheduling at all.

Liu et al. (2004 and 2006) developed the networked predictive control (NPC) method, 

which can tackle the long random time delay and serious data dropouts induced by the 

Internet. It is a model based predictive control algorithm and takes advantages of the 

feature of the network that a packet of data can be transmitted through the network at 

the same time. Since there is a minimum packet size for many network protocols (it is 

64 bytes for Ethernet), as long as the size of the data doesn't exceeds the minimum size 

of the packet, the increased data amount doesn't actually increase the load of the 

network. Theoretically, this method is applicable and effective, but it considers the 

feedback channel (between the sensor and controller) and forward channel (between the 

controller and actuator) time delays separately. It is difficult to measure the two time 

delays individually unless there is synchronization for both the controller and plant 

sides. Johannessen (2004) and IEEE 1588 (2002) have provided time synchronization 

resolutions for this very issue but they are only applicable to local networks. As 

mentioned in the previous chapter, the NTPv4 provides the time service for the 

computers in Internet, which can achieve synchronization accuracy up to 10 

milliseconds. However, NPC is a very complex protocol which costs a lot of computing 

resources to achieve and its accuracy can hardly satisfy the requirement for many 

control applications which may needs the accuracy of millisecond and even 

microsecond. Therefore, it is hard to find synchronization services suitable for control 

applications on the Internet to date.
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In order to solve these problems, a new networked predictive control scheme based on 

round-trip delay measurement is proposed in this chapter, which is different from Liu's 

et al. method. In this scheme, both prediction calculations and selection of control 

signals are based on the round trip delay rather than the individual feedback and forward 

channel delays. So it can be measured by the plant side clock alone. Therefore, there is 

no synchronization requirement between the controller and plant sides. The prediction 

calculation is based on a plant model, so the accuracy of the model is essential to the 

control performance. An online parameter estimator is also embedded in this scheme.

2.2 Design of the Round Trip NPC

The random network transmission delays make it very challenging to analyse and 

design networked control systems. However, there is a distinct advantage in using a 

network in that a set of control sequences and measurements can be transmitted from 

one location to another location at the same time by putting them into one packet. It 

therefore can be seen that the design and implementation of networked control systems 

is different from conventional control schemes.

2.2.1 Structure of the Round Trip NPC

Figure 2-1 is the structure of the round trip networked predictive control.

Controller Side Plant Side

yd)
y(l-]) 

X'-n-D

Figure 2-1. The structure of the round trip NPC

Network 
Delay 
Compensator

u(f-m-l)

it
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It can be separated into two parts. One is the plant side, which consists of the network 

delay compensator and actuator buffer. This part can be achieved using a low cost 

solution with limited computing capability such as an ARM embedded control board. 

The other is the event-driven controller side, which consists of the control prediction 

generator and online identifier. It could be a powerful mainframe computer which has 

the capability to serve many control loops. The diagram for this kind of system is shown 

in Figure 2-2.

Plant 

Figure 2-2. Networked control structure

The time scheme of the round-trip method is shown in Figure 2-3. In this scheme, a 

control cycle is initiated by the plant side rather than by the controller side. It starts with 

the plant side sending a packet to the controller side, in which the previous control 

signals vector u, current and previous output vector y and a time stamp which indicates 

the current time the plant side data are packed together. When the controller side 

receives the packet, based on the data received, it calculates the JV-step (N is the 

calculation bound) future control sequence, packs them into a packet together with the 

time stamp and sends it back to the plant side. When the plant side obtains the packet, 

the round trip time delay can be calculated by subtracting the current time with the
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value in the stamp. According to the round trip time delay, the proper signal is selected 

from the future control sequence. The total time delay of a control cycle consists of 

three parts:

1) tsc is the time delay at the feedback channel

2) tc is the time delay for generating the prediction sequence by the controller side

3) tca is the time delay at the forward channel

RTT delay t
d ———————————— —* ——— *

( tsc >

A A ———————— fc/ C

k 'c 4\ /•

* 1 ———— M f

X

( '" >

" i —— *j r
v^y v_y

A: the instant at which the plant side sends a packet to the controller side 
B: the instant at which the controller side receives the packet 
C: the instant at which the controller side sends the future control sequence 
D: the instant at which the plant side receives the control sequence

Figure 2-3. Time scheme

t r is the round trip time (RTT) delay which is the sum of the tsc , tc and tca , in which tc 

is the computing delay. So the RTT delay can be written as

tr =tsc +tc +tca (2-1)
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In this scheme, the controller side is event-driven rather than time-driven. Only when 

the plant side receives a packet from the feedback channel, the controller generates 

control predictions. Without receiving a new packet from the plant side, it is in "idle 

status". The prediction calculations are based on the RTT delay, so the actual time at 

which the calculation is conducted is irrelevant to the final sequences. Therefore, it is 

not necessary to synchronize the clocks of both sides.

hi order to keep the plant model up to date, a recursive least squares parameter estimator 

is also adopted in this scheme. The model identifier checks the previous data sent from 

the actuator buffer, and updates the model every cycle.

2.2.2 Design of the Control Sequence Generator

Let 9?[z~',n] denote the set of polynomials in the indeterminate z~' with coefficients in 

the field of real numbers and with the order n in a set of non-negative integer numbers. 

For example, polynomial A(z~ l )e?R[z~l ,n] , i.e., A(z'^) = a0 + a^z~ } + --- + a n z ~"

Consider a single-input single-output discrete-time plant described by the ARMA 

(Autoregressive Moving Average) model

(2-2)

where u(t) and y(f) are the control input and feedback output of the plant, d is the

system intrinsic delay and A(z' 1 ) e ^[z"',«] and 5(z~') e 9H>~! ,/»] are system 

polynomials. t=0,l,2,3. . . is the multiple of the sampling period.

Without considering the network transmission delay, a controller is designed as
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(2-3)

where the polynomials C(z~l )<EW[z~l ,nc ] and D(z~} )e9l[z~l ,nd ],3xid

(2-4)

where y(t + d) is the output prediction and r(t + d) is the reference input.

At time t , the controller side receives a packet from the plant side. In this packet, the 

sequence of plant outputs y (including y(t-tsc ) , y(t-tsc -1) ,... y(t -tsc -n) ),

previous control sequence u (including u(t-tsc -V), u(t-t5c -2), ..., u(t-tsc -nc ))

and a time stamp /   tsc which indicates the time at which the packet is packed and sent 

out.

For the simplicity of analysis, it is assumed that the maximum time delay is bounded 

within ./V steps. The following operations on predictions are defined:

q~lx(t + i + l\t) = x(t + i\t) for i = 0,l,---,
x(t) = x(t\t) (2-5)

q~ lx(t-i) = x(t-i-V) for i = l,2,---,
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where x(t + i\t) denotes the z th step ahead prediction of x(t) based on the previous data

up to time t. Different from delay operator z' 1 which is used for actual signals, operator 

q' 1 is normally used for predictions.

If the feedback network time delay is tsc , the output of the plant can be predicted using 

the Diophantine equation.

(2-6)

—1 \ _ cnr «~1where polynomials E( (q )e*R[q ,i-l] and F,(q 

output prediction based on time t - tsc can be calculated by

',«-!] . So, the future

y(t-tM +d\t-tK )

_y(t-tsc +d + N-l\t-tsc )_

u(t-tsc \t-tj 
u(t-tsc +l\t-tj

u(t-ttc +N-l\t-tK )

(2-7)

where the polynomial Gk (q~ l )e ̂ (q' 1 ,m - 1)and the matrixMt e 9r x/v . Thus,

G(q'1 }u(t - tsc -
(2-8)

-tsc \t- tsc
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where

Y(t-tsc +d \t-tj = [y(t-tsc +d\t-tsc \
y(t-tsc +d+l\t-tsc ),-,y(t-tsc +d + N-l\t-tJ]T

~tsc \t- tj = [u(t -tsc \t- tj,

(2-11)

(2-12)

Using the controller in equation (2-3), the future control sequence can be determined in 

the following way.

scsc 
= D(q-l )(R(t-tsc +d)-Y(t-tsc +d \t-tj)

The term C(q~} )U(t -tsc \t -tsc )can. be separated into two parts: the first part contains 

the control sequences before time t - tsc and the second part the predicted future control 

sequences after t-tsc . Then let

C(q-l )U(t-tsc \t-tj
tsc \t-tj
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where H(q~l ) = [#  (?-'), #,(<?"' ),..., // _, (<f' )f , tf ,- (<T' ) e *[<?-', max K -z,0}] and 

the matrix!, e W NxN . Combining (2-8), (2-13) and (2-14) gives

(2-15)

In order to separate the control sequence U(t — tsc \t — tsc ) at time t—tsc , let

sc 
1 )u(t - tsc - 1) + M} U(t -tsc \t- /J)

where r(^1 ) = [ro (^1 ),ri (^1 ),...,r/v _1 (9 - 1 )f , rX^^e^-'.max^+d-LO}] and 

the matrix M e 9? Wx*. The result is

- tsc + d) 

1 )y(t -tj- (F^1 ) + H(q~ l })u(t - tsc - 1))

Now the control sequences can be determined by the following predictive controller:



u(t-tsc +l\t-tsc )

"(t-ta +N-l\t-tM )

r(t-ts
.«.«„ (9"')

0AM fa'')

where
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(2-18)

(2-19)

(2-20)

'sc *c ca (2-21)

is the forward channel time delay and tc is the computing time delay.

Then, the future control prediction sequence U(t-tsc \t-tse ) between time t-tsc and 

t-tsc +N-\\s generated. It can be seen from equation (2-18) that tsc only indicates

the time that the feedback signal y(t-tsc ) and actuation signal u(t-tsc -1) are made
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available at the controller side after time t. Based ony(t-tsc), u(t-tsc -l) and 

maximum bound N, a future prediction sequence U(t-tic \t-tsc ) can be calculated. 

The actual value of tsc has no impact on the result of the calculation.

Hence, if the RTT time delay tr is available, without the knowledge of the values of tsc , 

tca and tc , the proper control signal on the plant side should be

<-- (2.22) 
= u(t-tsc +(tsc +tc + O \t -tj = u(t -tsc + tr \t-tj

It is the tr ih value of the sequence. However, this is still unknown until it is measured at 

the plant side. To measure the RTT delay, the time stamp t-tsc obtained from the

packet received from the plant side is packed with the control prediction sequences into 

a UDP packet and sent back to the plant side.

2.2.3 Design of the Network Delay Compensator

The task of the network delay compensator is to choose the appropriate data 

corresponding to the RTT delay. The network delay compensator is time-driven, 

because every sample time it needs to generate a control signal no matter whether the 

predictive control packet is received or not at that sample time. However due to the 

random delay, data dropout and data disordering, it is not guaranteed that every sample 

time the plant side can get a packet from the network. Thus, the algorithm for this part 

should consider the following two scenarios:
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1) Control packets are received during the control cycle: The algorithm for this case can 

also be separated into three procedures detailed below:

Selection of the packets received: If the number of the packets received is more than one, 

which probably happens because of the random time delay, the one with the latest time 

stamp is selected.

Measurement of round trip time (RTT) delay: The RTT delay is easy to attain because 

of the time stamp. Therefore,

(2-23)

where tr is the RTT delay tsc +tc +tca , t is the current time at the plant side and ts is 

the value in the time stamp.

Selection of control value: The control input value u is chosen, based on the RTT delay 

t r . For example, if the latest control sequence on the plant side is

u(t-tca -tc -tsc \t-tca -tc -tsc ) 
u(t-tca -tc -tsc +\\t-tca -tc -tsc )

u(t-tca -tc -tsc +N-\\t-tca -tc -tsc )

u(t-tr \t-tr ) 
u(t-tr +\\t-tr )

u(t-tr + N-l\t-tr \

(2-24)
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then the output selected control signal will be

(2-25)

Therefore, the tr * signal in the control prediction sequence is selected without 

considering individual tsc and tca , which is shown in Figure 2-4(a). 

Latest control

0 1 ... tr tr+1 N-l

tr -th signal is selected

(a)

Latest control

0 1 ... tr tr+l ... N-l

tr +l -th signal is selected

(b)

Figure 2-4. The selection of control signal: (a) if packets are received; (b) if packets are 

not received

2) Control packets are not received during the control cycle: Because of the random 

nature of the network, this case often occurs with random delay and data dropout. When 

this happens, the next signal in the previous control predictive sequence should be 

selected, as shown in Figure 2-4 (b). That is
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(2-26)

where u(t) is the value selected and u(t\t-tr -\) is the (tr +l)th value of the 

previous sequence.

2.2.4 Actuator Buffer

After the control input u is generated, it should also be buffered with the output

feedback signal y. The buffer length is determined by the model description and the 

control method selected. For example, the following sequences are queued in the buffer:

y(t)
y(t - 1) 

y(t - n)

u(t-\)

u(t-m- 1)

(2-27)

The sequences stored in the buffer are required for the predictive control generator. 

Hence, they are packed with a current time stamp t into a packet and then sent to the 

controller side, where a new control cycle is initiated.

2.2.5 Online Parameter Estimation

In a practical application, the accuracy of the model is a key factor in the performance 

of networked predictive control systems. If the model is not accurate, the control quality 

is greatly degraded and may even make the control system unstable. However, normally 

the dynamics of the plant is not static and changes with working conditions. When the 

plant is changing, the model should also track these changes. Therefore, the recursive 

least squares parameter estimator is adopted in the control scheme (Ljung 1987).

The plant is described as
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(2-28)

The algorithm can be written as

0(0 = 0(t - 1) + K(t)s(t)

K(t) = P(0?(0 = P(t - 1MO /[^ + <P T (t)P(t - 1)0*0] (2-29)

= {P(t - 1) - P(t -

where the initial value of the estimated vector 

the regression vector is

= [y(t-\\y(t-2\...,y(t-n\u(t-d\ 
u(t-d-\),...,u(t-d-m)]

(2-30)

and A is the forgetting factor.

The regression vector (p(t) and XO can be obtained from the packet sent from the 

plant side. They are stored in the actuator buffer, so they are the actual values from 

sensors and controllers. Thee(0 is the difference between the actual output and the one-

step prediction (pT (t)9(t-\). When£(0 is large, it indicates that the present model is

not accurate. In this case, the parameter vector 6(t) will modify the current model to 

more accurately reflect the dynamics.
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2.3 Stability Analysis

2.3.1 Constant Network Transmission Delay
As shown in the previous section, for the networked predictive control system using 

round trip delay measurement, the feedback and forward channel can be considered 

together. Therefore, for the stability analysis, k is considered as the RTT delay.

It is assumed that the round trip time delay & is a constant value, so the control 

prediction applied at time t can be obtained by

u(t) = u(t\t-k) (2-31) 

where u(t \ t - k) is calculated using the control predictor, which can be written as

u(t\t-k) = P,(q-l nt + d + N-k-l)
-

where Pk, Qk and Sk are defined in (2-19), (2-20) and (2-21).

For the sake of clarity, operator q is replaced by z for the purpose of stability analysis, 

so that

u(t\t-k) = Pk (z~l )r(t + d + N-k-l) (2_33)

Both u(t) and u(t-k- 1) are the control sequences applied on the plant side, so
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(2-34)

Then

The closed-loop control system is

Therefore, the characteristic equation is

(2-37)

If the roots of the above polynomial are within the unit circle, the system is stable.

2.3.2 Random Network Transmission Delay
It is assumed that the round trip time delay is random but bounded, i.e.,

k = {0,1,..., N - 1} which is the multiple of the round-trip time delay, where N is the 

maximum delay. From (2-18), at time t, the control signal applied on the plant side is 

calculated by
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where k is the RTT delay, the polynomials Pt (q~ l )eW[q~\np ], Qt (q~l )eW[q~\ng ] 

and Sk (q~* ) e 9l[q~ l ,ns ]. The plant model is described by

(2-39)

where d is the time delay and A(q~ l )e9{[q~\n] and

To analyse the stability, the reference input r(t) = 0. Equation (2-38) can be written in 

state space form as

SkU(t - 1) (2-40)

where

= [u(t\u(t-\\...,u(t - k\...,u(t - N + \)]T (2-41)

y(t-V,...,y(t-k),...,y(t-N + l)]r (2-42)
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(2-44)

where Qk e 9^"" and Sk e "3l NxN and

N = N + max(n +l,n +l,n,p ' i (2-45)

The plant model can also be described in state space form as

(2-46)

where



and A e 9T xw and B e )NxN

From (2-40) and (2-46), the system is described as

Then, the closed-loop system is represented by the following

which is a switched system and can be written as the following

36

A =

-a, ••• -an 0 ••• 0 0 
1 ••• 0 0 ••• 0 0

1 0
1

0 0

0 0

1 0

(2-47)

7} _
0

0

0 ••• 0

0 ••• 0

0 ••• 0

(2-48)

) = A 7(0 + B\_QkY(t) + SkU(t - 1)] 
BQk )Y(t) + BSkU(t - 1)

(2-49)

Y(t + 1) A + BQk BS
U(t-\)

(2-50)

= Tk Xt (2-51)
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where

x --A, — I (2-52)

A + BQk
(2-53)

Then, the stability of the system can be analysed as follows:

Theorem 2-1: For the networked predictive control system with random RTT time 

delay, the closed-loop system is stable if there exists a positive definite matrix

P<=K"X " that

Tk TPTk < P (2-54)

for k = 0,1,.. .,N- 1

Proof: As the time delay is random, (2-50) is a switched system which is composed of 

N discrete-time subsystems. Let

Vt = X,TPXt (2-55)

Then
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V —Vl+\ ' I

= Xt+l TPXM -XtTPXt (2-56) 

= XtT (Tk TPTk -P)Xt

From (2-54), it follows that T*PTk -P<0. Therefore, the switched system is stable.

2.4 Simulation Results

In order to validate the proposed method, a servo motor control system which consists 

of a DC motor, a load plate, a speed sensor and an angle sensor is considered. The 

control system is designed to drive the load plate to a preset angle. The model of the 

plant was identified using least square method as

0.05409z-2 +0.115z-3 +0.0001z-—————;—————;—————; '1 -0.213 z-2 +0.333z'3

where the input is the voltage applied to the DC motor and the output is the voltage 

sampled from an angle sensor. The sampling time is 0.04s.

The following proportion-integral (PI) controller is designed when the communication 

time delay is not considered.

0.501-O.Sz' 1
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Figure 2-5. Simulation results for the local and networked control experiments: (a) 

local control without time delay; (b) networked control without compensation; (c) 

networked control with compensation
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The unit step response of the closed-loop control system without network 

communication is shown in Figure 5 (a), which indicates that the control performance is 

good without the time delay. The step responses of the control system with no delay, 2- 

step, and 3-step constant RTT delay are shown in Figure 5(b). All the steps apply at 

time t=l. The simulation results confirm that with the network delay increasing, the 

performance of the closed-loop control system degrades rapidly.

In order to compensate for the network delay, the predictive control method based on 

RTT delay is implemented. The step response of the system is shown in Figure 5(c) in 

the case of a random time delay within an upper limit of 15 sample periods, where the 

time delay has a flat distribution. It is clear that the control performance is the same as 

that of the system without network time delay. Hence, when the model of the plant is 

perfectly accurate, the delays are completely compensated using the proposed method. 

However, for a practical system, model parameters are time varying more or less and 

not so accurate, these issues are investigated in the next section.

2.5 Practical Implementation of Networked Predictive Control 

Systems

2.5.1 Internet Based Control Test Rig

In order to apply the networked predictive control method to a practical servo control 

system, a networked control test rig has been built, whose diagram is shown in Figure 2- 

6. The test rig consists of three parts: a PC on the controller side, an ARM9 embedded 

board and a servo control plant.
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Controller Side Plant Side

Figure 2-6. Practical networked control system

The kernel chip of the embedded board is ATMEL's AT91RM9200. It provides a cost- 

effective, low price solution for networked-based embedded applications. Figure 2-7(a) 

shows the ARM9 embedded board.

The most time-consuming computation for predictive control is performed by the PC on 

the controller side. The controller side has high processing power with an Intel P4 

processor. Because the method is based on the round trip delay measurement and the 

controller is event-driven, there is no critical real-time requirement for the controller 

side. So, the controller program runs under the commercial operating system Window 

XP.

The two parts (the PC and ARM9 embedded board) are connected by an IP network and 

the communication protocol between them is UDP. Unlike TCP, in UDP 

communications, when packet dropout occurs, the UPD protocol abandons the packet 

without retransmission.
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(a)

(b)

Figure 2-7. Practical servo control system: (a) ARM 9 embedded controller; (b) Servo 

control test rig

The plant is a DC servo system which is shown in Figure 7(b). The motor is driven by a 

servo amplifier of which the input voltage range for motor speed control is -15~15v. 

The angle of the motor is measured by an angular sensor of which the output range is 

also-15~15v.
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2.5.2 Internet Based Control Experiments

For Internet based control experiments, the controller and the plant sides are put at 

different locations. The plant side with IP address 193.63.131.219 is located in 

University of Glamorgan, UK. The controller side with IP address 159.226.20.109 is 

located in the Chinese Academy of Science, Beijing. Due to the long distance between 

the two sides, the time delays are very long and the data dropouts are very frequent. 

Normally, the RTT delays between the two sides vary from 8 to 14 steps (from 0.32s to 

0.56s) according to the experimental results.
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Figure 2-8. Control performance without compensation: (a) local control; (b) Internet 

based control
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The same controller which is used in the simulation is also adopted in the practical 

experiment. Figure 2-8(a) shows the step response under local control. It indicates that 

the local controller works very well without network delay. However, due to the long 

time delay induced by Internet, the networked control system without compensation is 

no longer stable, which is seen in Figure 8(b).

The system with the delay compensation algorithm provides accurate control and this is 

depicted in Figure 2-9. Figure 2-9(a) shows the control results with the compensation 

algorithm and online identification and Figure 2-9(b) shows the time delays around 

mean time. Because the system sample time is 0.04s, so the values of the time delay are 

always multiples of 0.04.

Because of online parameter identification, the model identified tracks very closely to 

the plant dynamics. The results of the Internet based control are very similar to those of 

local control. However, if the online identification is turned off and the model on the 

controller side is static, the networked control system is still stable but the control 

performance degrades greatly due to uncertainty of the model. The results are shown in 

Figure 2-9(c). It confirms that the online parameter identification is very important in 

practical applications.

From the practical experiments, it can be concluded that the proposed networked control 

scheme can compensate for the network delay of Internet based control systems.
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2.6 Conclusions

In this chapter, the networked predictive control method for RTT delay has been shown 

to compensate for the network delay. This chapter also has analysed the stability of this 

kind of system with both fixed and random network transmission delays. An active 

plant side and an event-driven predictive control generator were introduced. To test the 

performance of the proposed scheme, a practical experiment is implemented for a servo 

plant. In order to obtain an accurate plant model, a least square online parameter 

estimator was also applied in practical experiments. The Intranet and Internet based 

servo plant control has successfully demonstrated the effectiveness of the round trip 

NPC and online parameter estimator.

Using the round trip NPC method, the synchronization problem between the plant and 

controller side is resolved. However, the problem of model uncertainty remains, which 

degrades the performance of the NPC implementation. This issue will be addressed in 

Chapter III using the event-driven NPC method.



Chapter

Event-driven Networked Predictive Control

Abstract — In this chapter, a new event-driven NPC method is considered where the 

control signal is selected according to the plant output rather than the time delay 

measurement. The new method does not need any time delay measurement and can 

improve the system performance significantly in the presence of model uncertainty. The 

stability of the system is analysed. To illustrate the improved performance using the 

proposed method, the results from both simulations and real Internet based networked 

experiments for a servo system are presented.

47
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3.1 Introduction

In Chapter II, the networked predictive control (NPC) method based on the round trip 

delay measurement was designed and analysed. In this method, a set of control signals 

for every possible time delay are packed together and sent to the plant side 

simultaneously. At the plant side the relevant control signal corresponding to the 

measured transmission delay is chosen and applied to the plant. This method avoids the 

synchronization between the controller and plant side, but there is still a deficiency to 

overcome in practice. The mathematical model needs to describe the behaviour of the 

plant accurately with as little uncertainty as possible, otherwise, the control prediction is 

not precise and consequently the system performance is degraded. However, due to the 

complexity of the practical systems, the mathematical model rarely describes the plant 

accurately even with online identification, and the disturbances in practice are 

unavoidable.

In order to overcome the difficulty, a new control scheme is introduced in this chapter, 

in which the time delay is not measured and the selection of the control signal is based 

on the buffered previous system outputs rather than the transmission time delay.

3.2 Design of the Event-driven NPC

Figure 3-1 is the structure of the event-driven NPC system which is similar to Figure 2- 

1 in Chapter II but utilises different algorithms. It can be separated into two parts. One 

is the plant side, which consists of the control signal selector and actuator buffer. This 

part can be realized using a limited computing capability such as an ARM embedded 

control board. The other is the event-driven controller side, which consists of the event- 

driven predictor and online identifier.
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Figure 3-1. Structure of the event-driven NPC

3.2.1 The Design of Event-driven Predictor

Only when the controller side receives the data from the feedback channel, the 

controller generates control predictions. Without receiving new data from the plant side, 

it is in an "idle state", which is similar to the round-trip NPC. The difference is that both 

the future control sequence u and the future system output y need to be calculated in 

event-driven predictor. In order to get the future system output y in a more convenient 

way, the prediction calculation is based on a recursive method rather than the 

Diophantine equation in Chapter II. The detailed procedure for the prediction 

calculation is described as follows.

Consider a single-input single-output discrete-time plant described by the ARMA 

model

(3-1)

where u(t) and y(t) are the open loop input and output of the plant and

a0 =1 and B(z~l )eyV[z-\m] are the system polynomials.
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Neglecting the network transmission delay, a controller is designed as

(3-2)

where the polynomials C(z"')e W[z~] ,ne ] and c0 =land D(z~l )e'S{[z~\nll ],and.

(3-3)

where y(t) is the plant output and r(t) is the reference input.

It is assumed that the feedback channel time delay is tsc . At time t , the controller side 

receives a packet from the plant side. Included in this packet, are the sequences of plant 

outputs .y (including y(t-tsc), y(t-tsc -\), ... , y(t—tsc —n)), previous control

sequences u (including u(t-tsc -l) , u(t-tsc -2) , ... , u(t-tsc -nc ) ) and an 

indication of the time at which the packet is packed and sent out.

For the sake of simplicity of analysis, it is assumed that the maximum time delay is 

bounded within N steps. Similar to Chapter II, the q operator is defined for the 

predictions:

q~lx(t + i + 1 1 0 = x(t + i | 0 for i=0, 1,..., (3-4) 

x(t | 0 = x(t) (3-5)
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q~lx(t - i) = x(t - i - 1) for 1=7,2, .... (3-6)

where *(.) represents ^(.)or M(.) and x(t + i\t) denotes the zth step ahead prediction of 

x(t) based on the previous data up to time t.

To predict the future control sequence, let

(3-7)

The corresponding control sequence can be calculated as,

u(t -tsc \t- tsc ) + D(q-^(r(t - tsc ) - y(t -tsc \t-

(3-8) 

Then the one step system output prediction is obtained as,

(3-9) 

Correspondingly, the control signal one step ahead prediction is,

u(t-tsc +l\t-tj
= (l-C(q-l »u(t-tsc +l\t-tJ + D(q- l )(r(t-tsc +l)- y(t-tsc +\\t-tsc )

(3-10) 

It is very simple to show that recursively the future plant output is
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y(t-tsc +i\t-tsc )

where / = 0,1,..., N - 1, and the future control signal is

u(t-tsc +i\t-tj
= (l-C(q-l »u(t-tsc +i\t-tJ + D(q-l )(r(t-tsc +i)-y(t-tsc +i\t-tsc »

(3-12) 

where i = 0,l,...,#-l.

After an N step calculation, the future control sequence U(t-tsc \t-t!C ) and future 

system output sequence Y(t -tsc \t - tsc ) are obtained, where

U(t-tsc \t-tJ
(3-13)

scsc 
= [y(t-tsc \t-tsc ),y(t-tsc +l\t-tsc ),-~,y(t-tsc + N-l\t-tJ]T

Then based on the previous sequence of plant outputs and control signal, the future 

predictive plant output Y(t-tK \t-tK ) and control sequence U(t-tsc \t-tsc ) are 

generated. They are packed together into one packet and sent to the plant side.
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3.2.2 Design of the Signal Selector

Because of the random time delay and data dropout, the algorithm for the Signal 

Selector should consider the following two scenarios which is similar to the Network 

Delay Compensator in the round trip NPC.

1) Control Packet Received During the Control Cycle

If the control packet is received during the control cycle at time t of the plant side, the 

network delay compensator must choose the appropriate control signal from within the 

incoming sequence. In the round-trip NPC method, the selection is based on 

transmission delay. However, in the new scheme, it is based on the previous system

output. The previous plant outputs such as y(t - 1) , y(t - 2) ,. . . y(t - n) are stored in the 

plant buffer (detail of the buffer will be introduced in Section 3.2.4).

It is assumed that the actual forward channel time delay is tca and the round trip time 

delay is

(3-15)

So the future control sequence and future output prediction obtained from the controller 

side is rewritten with the new plant side time reference t as U(t -tr \t - tr ) and

Y(t-tr \t-tr ).

Instead of the selection based on the transmission delay, a fitting method is used and 

designed to find out the best control signal for the actuator by comparing the predictive 

output sequence y(t-tr +/-1 \t-t,) , y(t-tr +f-2\t-tr )
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y(*-tr + f- m \t-tr ) with the buffered actual plant output y(t-l) , 

y(t-2),...,y(t-m), where / = m,m + l,...,N and m is the comparing depth. If the 

best fit sequence is y(t-tr +f-\\t-tr ) , y(t-tr +f-2\t-tr ) , ... , 

y(t-tr +f-m\t-tr ) , the corresponding control output u(t-tr +f\t-tr ) is

selected and applied to the actuator. The detail of the fitting algorithm is described 

below.

If the comparing depth is m, then the weight coefficient is defined as al ,a2 ,...,am ,

where af represents the relative importance of the i-step previous output to the current 

controller output. The comparing formula is

Jf =al \y(t-tr +f-\\t-tr )-y(t-\)\+a2 \y(t-tr +f-2\t-tr )-y(t-2)\ 
+ - + am \y(t-tr +f-m\t-tr )-y(t-m)\

(3-16) 

Each Jl , J2 ,.. JN_ m is calculated respectively and compared with each other.

The smallest Jf is selected. Correspondingly, the /h value of the control sequence 

U(t - tr + f 1 1 - tr ) is chosen as the actuator signal.

Compared with the round-trip NPC this algorithm can compensate for the effects of 

model uncertainty and plant disturbance. For instance, for round-trip NPC, if the 

accurate time delay is measured and it is tr steps, the value u(t\t-tr ) should be 

selected. If the model is accurate and there is no disturbance, that is the right value to
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choose and the actual plant output is y(t \t - tr ) at time t. In this case the impact of the

transmission time delay is perfectly compensated. However, model uncertainty and 

disturbance are inevitable in practical systems. Therefore the prediction is likely to be 

inaccurate. The actual plant output may not just be y(t \ t - tr ) . It may be a value nearer

y(t - tr + te 1 1 -1r ) where te is a positive integer. Clearly, in this case it is not correct to 

select y(t \ t - tr ) . Therefore, using the new fitting algorithm, the right value 

y(t-tr +te \t-tr ) is selected. So even when there are model inaccuracies and 

disturbances the new method provides appropriate compensation.

2) Control Packet Not Received During the Control Cycle

Because of the random performance of the network, it is possible not to receive a 

control packet during the control cycle. In this situation the previous sequences

U(t-tr -1 \t-tr -1) and Y(t — t r -1 \t-tr -1) should be compared. Adapting the

approach previously described should result in the same outcome as if the control 

packet is received during the control cycle. The comparing formula is

Jf =al \y(t-tr +f-2\t-tr -\}-y(t-\)\+a2 \y(t-tr +f-?>\t-tr -\)-y(t-2)\ 

+ - + am \y(t-tr +f-m-\\t-tr -l)-y(t-m)\

(3-17) 

The values /, , J2 ,.. JN_m are compared and the smallest value Jf is chosen. The

corresponding value in the control sequence U(t - tr + f - 11 1 - tr - 1) is then selected.

3.2.3 The Selection of the Coefficients a
The values of the coefficients a are important to the fitting algorithm. If they are 

properly selected, the best values can then be selected from the predictive control
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sequence. If this is not done, then bad predictive values would be chosen and this would 

adversely impact the control performance. There are several ways to determine the 

values of coefficients a .

1) The selection of a could be obtained from the experience of operators, where 

they choose the values of a from prior knowledge.

2) All the values of a are set to 1.0. This is the easiest method, however it does 

not recognize the importance of previous control signals

3) The values of a can also be derived from the discrete closed-loop transfer 

function, as follows. If the closed-loop controller is

The term —\ ^ y(t) can be written in the following form

D(z /=0 ,-=o

Combing (3-19) with (3-18), the closed-loop control signal is described as

D(z ,=0
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As can be observed from (3-20), it is clear that the value of | //,. | indicates the 

weight of the previous plant output for the closed-loop control signal. The bigger 

| H, | is, the more weight the previous plant output y(t - z) gives to the current

control signal «(/). Therefore, the coefficients or, are determined by | Hi \ as

*,=\H,\ (3-21)

3.2.4 Actuator Buffer

After the control input u is selected, it is buffered with the output feedback signal y. The 

buffer length is determined by the model description and the control method selected. 

For example, the following sequences are queued in the buffer:

" XO "
y(t - 1)

;

y(t - n)

y

u(t-\)

u(t - 2)
;

u(t-m- 1)

(3-22)

The sequences stored in the buffer are required for the prediction of future control 

sequences and the selection of the proper signal from these sequences. Hence, they are 

packed into a packet and then sent to the controller side, and the process is repeated 

when a new control cycle is initiated.

3.2.5 Online Parameter Identification
In a practical application, the accuracy of the model is important to the performance of 

networked predictive control system even with the new selection algorithm. If the 

model is not accurate, the control quality is greatly degraded and can even make the 

control system unstable. Since plant systems are invariably nonlinear and have
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parameters that are variable, dependent on operating conditions, then the model 

representing the plant should track these changes. Therefore, a recursive least squares 

parameter estimator which is the same as Section 2.2.5 is adopted in the control scheme.

3.3 Stability Analysis

At time t, the plant side receives a future control sequence packet. The actual RTT 

transmission delay of the packet is k while the /h signal of the sequence is selected 

according to the fitting algorithm. Since an online estimator is used, the mathematical 

model is very close to the physical one, so the prediction error is not large and it is 

assumed to have an upper bound. For the sake of clarity at this point, it is assumed that

k-f\<8 (3-26)

where 8 is the upper bound of the prediction error of the estimated time delay.

From the packet data, the/h value of the future control sequence u(t-k + f \t-k~) is 

selected to be applied to the actuator. Without considering the reference input, the 

control algorithm, u(t-k + f\t-k) is determined by the following two recursive

equations

(3-27)

(3-28)
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where z = 0,l,...,JV-l . The polynomials A(z~l ) , B(z~ l ) , C(z~l ) and D(z'1 ) are 

determined by the mathematical plant model held at the controller side, where 

A(z-*)eW[z~l ,n], B(z~1 } ^[z'1 ,m] , C(z~l ) eWtz' 1 ,mc ] and D^-'JsWiy'.mJ.

Equation (3-27) can be written in state space form as

fori=l,2,...,N (3-29)

(3-30)

where

A =

'-a, ••• -a-

1 ••• 0

1

0 •••
0 •••

0 •••
1 •••

0
0

0
0

1

0"

0

0
0

0

(3-31)

B = 0

o

- b- 0 - 0
••• 0 0 ••• 0

o o o

(3-32)



60

Y(t-k + i\t-k)

for i > T

(3-33) 
Y(t-k + i\t-k)

for i<T

(3-34)

(3-35)

-k + i\t-k)

for i > T

(3-36) 

-k + i\t-k)

for i<T

(3-37)

(3-38)

and A e 9lTxT , B e ^TxT , T = max(m,n,mc ,md )

Similarly, equation (3-28) can also be written in state space form as
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fori=l,2,...,N

(3-39) 

(3-40)

where

C =

-4,
0

0

••• -d*d
0

0

0 ••-
0 •••

0 •••

0"

0

0

(3-41)

D =

s* /•»
Cl L mc

1 ••• 0

1

0
0

01

... o

... o

... o

... o

0

0"

0

0
0

0

and C e 9?rxr ,

Combining (3-29) and (3-39), give

(3-42)

fori=l,2,...,N

Then

(3-43)
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[Y(t-k + i\t-k)] A B 

for i=l,2,...,N 

Combining (3-30) and (3-40), the first step prediction is obtained as

(3-44)

~Y(t-k\t-k)~
U(t-k\t-k)

A B 
CA CB + D

Y(t-k-lj
\U(t-k-\\

(3-45)

Considering (3-44) and (3-45) together, the/steps ahead prediction is calculated by the 

following equation,

U(t-k + f\t-k)

A B 
CA CB +

~Y(t-k\t-k) 

U(t-k\t-k)
A B 

CA CB + D

'Y(t-k-V>
U(t-k-\)

(3-46)

From (3-46), u(t — k + f\t — k) which is the control signal to be applied to the actuator 

is derived as

\Y(t-k-\) (3-47)

where R f is the (T + 1) th line of the matrix
A B 

CA CB +

n/+
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is split into two vectors,

[Pf Qf \=Rf (3-48)

where Pf e <K™ , ^stt™, Pf =[pffl ,pf^ — ,pfj ] ,

It is assumed that at time t, u(t-k + f\t-k) is the best control signal selected by the

plant side according to the fitting algorithm, where h is the actual round trip time delay. 

So the selected control value is

ii(0 = u(t-k + f\t-k) = Pf Y(t -k-l) + QfU(t -k-l) (3-49)

Equation (3-49) is the formula used to calculate the / steps ahead control signal. It is 

clear that u(t) is based on the previous control signal U(t-k-l) and the plant output

Y(t -k-l) which are packed together and sent to the controller side. This formula can 

also be written in state space form as

U(t) = Pftk Y(t -1) + Qf, t U(t - 1) (3-50)

where

= [u(t\u(t-\\...,u(t-f\...,u(t-N + l)\ T (3-51)



64

(3-52)

k

o ... o -/,/i0
0 ••• 0 0

0 ••• 0 0

0 ••• 0 0

k

0 - 0 -qft0 
1 ••- 0 0

1 0
1

•" ~Pf,T

0

0

0

••• -9/.T-

0

0
0

1

0 
0

0

0

0 
0

0
0

0
1

... o 

... o

... o

... o

••• 0 0 
••• 0 0

••• 0 0
••• 0 0

••• 0 0
••• 0 0

1 0

(3-53)

(3-54)

where Qfk e W. NxN and Sfk e 91 ̂  and N = N + max(T,n,m + 1)

It is assumed that the real plant model is described by

(3-55)

where A(z~ l )e9V[z-1 f n] and
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Y(t + 1) = AY(t) + BU(t) (3-56)

where

A =

"-a, ••• -an 0 •••
1 ... 0 0 •••

1 0 ••-
1 •••

0
0

0
0

1

0"

0

0
0

0

(3-57)

B =

-ft, ••- -ft. o ••• o
0

0

0 0 ••• 0

0 0 ••• 0

(3-58)

and A e 9T xyv and B e >NxN

Then, the closed-loop system is represented by

A E (0' (3-59)

which is a switched system and can be written in the following form



66

"* ~ (3-60)

where

7(0~ 

U(t) (3-61)

A B
f,k

(3-62)

Then, the stability of the system can be analysed as follows:

Theorem 3-1: For the networked predictive control system with random RTT time 

delay, the closed-loop system is stable if there exists a positive definite matrix Pe9l NxN 

such that

T TA f,k (3-63)

Proof: As the time delay is random, (3-63) is a switched system which is composed of 

N(2S+l) discrete-time subsystems. Let

V, = Xt TPXt (3-64)
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Then

= Xt+{ TPXl+l -Xt TPXt (3-65)

From (3-63), it follows that Tfk TPTfk -P<0. Therefore, comparing this with (65) it 

can be concluded that the switched system is stable.

3.4 Simulation Results

In order to validate the proposed method, the same servo motor control system which is 

introduced in Chapter II is considered again. The control system is designed to drive the 

load plate to a preset angle. For the convenience of the reader, the details of the plant 

model are again given. The plant was identified as

~, -u #(z ~') O.OS^z-'+O.llSz-'+O.OOOlz-4(5(z ) = —— = ——————————— ————— — (3-66)
^fz"1 ) 1-1.12Z'1 -0.213 z"2 +0.333z'3

where the input is the voltage applied to the DC motor and the output is the voltage 

sampled from an angle sensor. The sampling time is 0.045 .

The proportion-integral (PI) controller is designed when the communication time delay 

is not considered. Compared to the controller design in Chapter II, the integral is 

enhanced to reduce the static error.
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D(z-l )_ 0.502 -0.5Z-'
O?1)- 1-z-' (3'67)

The unit step response of the closed-loop control system without network 

communication is shown in Figure 3-2 (a), which indicates that the control performance 

is good. The step responses of the control system with 3-step, and 5-step constant RTT 

delay are also shown in this Figure. The systems with more than 6-step delay are no 

longer stable. The simulation results confirm that with the network delay increasing, the 

performance of the closed-loop control system degrades rapidly.

In order to compensate for the time delay, the networked predictive control method has 

been adopted. Both the round trip NPC and the new method are implemented for the 

purpose of comparing results. The comparing depth is m=2 for the fitting algorithm. 

The step response of the networked control system is shown in Figure 3-2 (b) in the 

case of random RTT delay between 6 to 15 steps. The RTT delay has a flat distribution. 

For the sake of comparison, the result of local control is also given here. Because the 

model is perfectly accurate, the effect of the time delay is fully compensated. Moreover, 

no matter which selection scheme of the control signal is adopted based either on the 

time delay or plant output, there is no impact on the final signal selected. Therefore, in 

the case where the model is accurate, the simulation results obtained from the two NPC 

methods and local control are the same. That is confirmed in Figure 3-2(b). Figure 3-2(c) 

is the result of the networked control without compensation. It is clear that the system is 

no longer stable if the time delay is not compensated for.
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Figure 3-2. Simulation Results: (a) control systems with constant time delays; (b) 
networked control with delay compensator; (c) networked control without delay 

compensator
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However, the actual model parameters of the plant can not be identified accurately, 

because of such factors as transient disturbances, dynamic friction and the load 

alterations. For instance, if the load of the servo plant changes, the model will be 

changed accordingly.

r( -'\ - *(*"') - °-Q5950z'2 +0.1265Z'3 +O.OOQ1Z-4
A(z~l ) 1-1.12Z'1 -0.213 z'2 +0.333Z 0 (3-68)

Note equation (3-68) is the model of the plant with a lighter load. If the plant load 

changes suddenly, the online model estimated by the parameter estimator can not 

respond very quickly, as the online identifier needs time to adjust the parameters.

Figure 3-3 shows the results when the plant load is suddenly changed. It is assumed 

that the mathematical model on the controller side is still (3-66), but the actual physical 

plant side model has been changed to (3-68). The results of the local control, round-trip 

NPC and event-driven NPC method introduced in this chapter are shown in this figure. 

The RTT time delays for networked control have a flat distribution between 6 to 15 

steps.
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Figure 3-3. Simulation of local and networked control with changed model
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From Figure 3-3, it is clear that the NPC can not fully compensate for the impact of the 

time delay when the model is inaccurate. The plant is no longer running as it is 

predicted. Compared with the local control result, the performance of the round-trip 

NPC method degraded significantly resulting in a bigger overshoot, a longer settling 

time and greater static error. However, the performance of new NPC method doesn't 

change very much relative to the round trip method. The only difference between it and 

local control is only a slightly bigger overshoot. The reason for this is that the new NPC 

method can choose a more appropriate control signal than the round-trip one when the 

control prediction sequence is inaccurate due to model uncertainty. The quantified 

simulation results analysis is shown in Table 3-1.

Event-driven NPC

Round-trip NPC

Overshoot
11%
26%

Static Error

1%

7%

Settling time within 2%

1.64s

N/A

Table 3-1. Quantified simulation results analysis for the event-driven NPC and round 

trip NPC

Therefore, from the simulation results, when model uncertainty and disturbance exist, 

the new NPC method gives a better control performance relative to the previous one.

3.5 Practical Experiments

3.5.1 NPC Test Rig
The same servo control test rig which implements the experiments in Chapter II is also 

applied for the event-driven NPC experiment. The diagram of experiment is shown in 

Figure 3-4.
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Controller Side Plant Side

Figure 3-4. Practical event-driven networked control system

3.5.2 Experiments Results

The Internet based networked control experiments are implemented with the plant side 

and control side placed at the geographically different locations. The plant side IP 

address is 193.63.131.219 which is located in the University of Glamorgan, UK and the 

controller side IP is 159.226.20.109 which is located in Chinese Academy of Science, 

Beijing.

For the sake of analysis, the round trip delay is measured by an experiment. Normally, 

the round trip delay times are between 10 steps (0.40s) to 14 steps (0.52s), which are 

very big values for the servo system. These samples are shown in Figure 3-5(a). The 

same controller which is used in the simulation is also adopted in the practical 

experiment. Figure 3-5(b) is the result of local control without the network. It shows 

that the performance is good with the adopted controller. However, due to the long time 

delay more than 10-step, the networked control without compensation is no longer 

stable, which is shown in Figure 3-5(c). It indicates that the time delay does degrade the 

control performance greatly and could even make the control system unstable.
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Figure 3-6. Experiments results for round-trip NPC and event-driven NPC

hi order the compare the results, both the round-trip NPC method and the event-driven 

NPC method are implemented in the practical experiments. The results are shown in 

Figure 3-6. For the sake of comparison, the local control result which is shown in Figure 

3-5(b) is also given here. The quantified analysis is given in Table 3-2.

Event-driven NPC

Round-trip NPC

Overshoot

4%

9%

Static Error

1%

2%

Settling time within 2%

2.16s

2.64s

Table 3-2. Quantified experimental results analysis for the event-driven NPC and round 

trip NPC

From these results, it is clear that both methods had compensated to some extent for the 

impact of the time delay. However, compared with the previous method described in 

Chapter II, the new scheme has a much more effective performance with a smaller 

overshoot and a shorter settling time. The new method is superior to the previous NPC
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scheme because it can choose the appropriate control signal from the control sequence 

even when prediction errors exist.

3.6 Conclusions

In this chapter, a new networked predictive control scheme is introduced. Relative to the 

previous NPC methods, the control signal applied to the actuator is selected based on 

the output rather than on the time delay measured. The stability of the new scheme is 

also analysed in this chapter. When the model is not accurate, the new NPC scheme can 

choose the appropriate control signal and achieve an improved control performance. To 

test the performance of the proposed scheme, simulations and practical experiments are 

implemented for a servo plant. Both the simulation and Internet based experiments have 

successfully demonstrated the superior performance of the new NPC scheme relative to 

the previous implementation.



Chapter IV

Implementation of Various NPC Schemes Reported in the Literature

Abstract — In this chapter, the implementations of three kinds of the NPC schemes on 

the servo control system are studied. They are NPC systems with random time delay in 

the feedback channel, NPC systems with the random time delays in the both forward 

and feedback channels and nonlinear NPC systems. Different to the methods in Chapter 

II and Chapter III, all of these schemes are studied in the state space form rather in the 

polynomial form. These experimental results validate the effectiveness of the NPC 

concept when applied to both linear and nonlinear systems.

76
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4.1 Introduction

Based on the idea that a series of control signals can be transmitted via the network at 

the same time, various networked predictive control methods have been published to 

compensate for the random time delay and data dropout. This chapter focuses on three 

of them. In order to validate the effectiveness of these methods, three NPC schemes 

covering both linear and nonlinear systems are implemented for the servo control 

system which has been considered in Chapter II and Chapter III.

Liu et al. (2007a) proposed a NPC control scheme with the random network delay in the 

feedback channel. This scheme is mainly for the case where the system sensor is far 

away from the plant but the controller is near to the plant. So the networked delay in the 

forward channel is not considered. Different from the approach adopted in Chapter II, 

the implementation is written in state space form. In order to predict the future control 

sequences, an observer is adopted to obtain the internal states of the system.

Liu et al. (2007b) is the extension of the Liu et al. (2007a). In Liu et al. (2007b), the 

random time delays in both forward and feedback channel are considered. It also adopts 

state space methods, but the time delays in both channels make the controller design and 

stability analysis more complex.

The NPC scheme can be applied not only to a linear system, but also to non-linear 

systems. Ouyang et al. (2007) introduces a NPC scheme for a non-linear system. It 

adopts the round-trip measurement method which was introduced in Chapter II to avoid 

the synchronization problem, but applies the NPC scheme to a non-linear system.
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4.2 NPC Systems with Random Time Delay in the Feedback Channel 

- State Space Method

4.2.1 Control Algorithm

Figure 4-1 is a special kind of networked control system. In this case, the time delay is 

only in the feedback channel. The forward channel time delay is not considered.

Figure 4-1. Networked control system with time delay in the feedback channel

Consider a multi-input multi-output (MEMO) discrete system described in state space 

form as

y(t) = Cx(t)
(4-1)

where x(t) e R", u(t) e R m and y(t) e R 1 are the state, input, and output vectors of the

system, respectively, and A e R"*", B e R"* m and C e /?' x "are the system matrices. The 

following assumptions are made:

Assumption 4.2.1: The pair (A, B) is completely controllable, and the pair (A, Q is 

completely observable.
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Assumption 4.2.2: The number of consecutive data dropouts is less than N\, where N\ is 

a positive integer.

Assumption 4.2.3: The upper bound of the network delay is not greater than N sampling 

periods, where N is a positive integer.

Remark 4.2.1: In a real NCS, if the data packet does not arrive at a destination in a 

certain transmission time, it means this data packet is lost, based on the commonly used 

network protocols. From the physical point of view, it is natural to assume that only a 

finite number of consecutive data dropouts can be tolerated in order that the NCS does 

not become open-loop. Thus, the number of consecutive data dropouts should be less 

than a finite number N\ . Similarly, the network delay should also be bounded by a finite 

number N. Clearly, the upper bound number of consecutive data dropouts should not be 

greater than the upper bound of the network delay (i.e., N\ < N). So the state observer is 

designed as

Bu(i) + L(y(t) - Cx(t \ t - 1)) (4-2)

where x(t + l\t)eR" and u(t)<=R m are the one-step-ahead state prediction and the

input of the observer at time t, respectively. The matrix L e /?"x/ can be designed using 

observer design approaches.

It is assumed that the controller receives the sensor output at time t and the time delay 

between the sensor and controller is tsc . Following the state observer described by (4-2),
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based on the output data up to t - tsc, the state predictions from time t - tsc + 1 to t are 

constructed as

x(t-tsc +l\t-tj

(4-3) 

which results in

= A''1 (A - LC)x(t -tsc \t- tsc - 1) + A'-JBu(t - tsc + j - 1) + A MLy(t - tsc )
.7=1

i=l,2,3,...k (4-4)

In order to compensate for the network transmission delay, a network delay 

compensator is proposed. When the time delay is random and data dropouts happen in 

the feedback channel, the observer will still use measurement output y(t-\) received 

last time if measurement output y(f) is lost or y(t) is delayed; otherwise y(t-j) will be 

used ify(t-i) arrives after y(t-f) , andy < i. Thus, with the introduction random scalar tsc, 

measurement output y(t- tsc) denotes three types of measurement output transmitted in 

the feedback channel, i.e., random delay, data dropout, and earlier sent later arrived. The 

networked predictive controller chooses the latest input value from the predicted 

sequences available on the actuator side, i.e., the controller is designed using the state 

feedback control strategy

\t-tj (4-5)
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where the state feedback matrix K<=R m™. This controller can compensate for the 
network delay caused in the feedback channel. Using (4-4), the output of the networked 
predictive control at time t is determined by

(4-6) 

which is applied to the actuators. From (4-6), it is clear that the future control

predictions depend on the state estimation x(t -tsc \t- tsc - 1) , the past control input up 

to u(t-l), and the past output up toX^- tsc) of the system.

In particular, an augmented system without time delay and with u(t) = Kx(t \t-l~) can 

be described as follows:

x(t + 11 /) = (A + BK -LC)x(t \t-\) + LCx(t)

In the case of no network delay, it is assumed that the state feedback controller is 
designed by a modern control method, like LQG, eigenstructure assignment, etc.

4.2.2 Experiment Results
In order to validate the proposed method, the servo motor control system is 
implemented. The model of the motor control plant at sampling period 0.04 s was 

identified as
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0.0541Z-* +0.115Z-2 +O.OQ01Z-3 
l-1.12z-'-0.213z-2 +0.333z-3 (4-8)

The system can also be written in state space form with the following system matrices

A =
1.12 0.213 -0.333

1 0 0
0 1 0

0 Of 

C = [0.0541 0.1150 O.OOOl]

(4-9)

(4-10) 

(4-11)

The matrices K and L are designed to be

K = [-0.0270 -0.575 -O.OOOl] 

L = [6 6 6]r

which ensure the closed-loop system, without time delay is stable.

(4-12) 

(4-13)

Figure 4-2. Experiment diagram in Simulink
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Figure 4-2 is the experiment diagram in Simulink, from which it is clear that the 

feedback channel is closed through the network. The "Clock" is a Simulink block 

representing the current experimental time. To illustrate the operation of the proposed 

networked predictive control scheme, three cases are considered.

1) Local control: There is no network in the closed-loop system, i.e., the output signal 

from the sensor is directly connected to the controller. So, the network delay is zero. 

The design of matrices K and L has ensured that the closed-loop system is stable.

2) Intranet-based control: In this case, the output signal was physically transmitted 

between two Intranet IP addresses 193.63.131.217 and 193.63.131.219 that are both 

located on the campus network of the University of Glamorgan. The maximum network 

delay measured is 0.12 s. As the sampling period is 0.04 s, the upper bound TV =3.

3) Internet-based control: In this case, the output signal was transmitted between two 

Internet IP addresses 193.63.131.219 and 81.106.241.34. The former is located at the 

University of Glamorgan, U.K. The latter is located at an address in Pontypridd, Wales. 

The maximum network delay is measured to be 0.52 s and the sampling period is still 

0.04 s. So the upper bound is A/=13.
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Figure 4-3. Experiment Results for local, Intranet based and Internet based control

Figure 4-3 is the experimental results. For the sake of comparison, four real-time 

experiments are made: local control (no network), Intranet-based control without 

compensation, Intranet-based control with compensation, and Internet based control 

with compensation. The experimental result for the Internet-based control without 

compensation is not displayed in Figure 4-3, because it is unstable due to the long time 

delay.

From the results of the real-time experiments, it is clear that the network transmission 

delay degrades the performance of NCS. But the proposed networked predictive control 

scheme can actively compensate for the network delay. Its performance is very close to 

that of the local control scheme (i.e., no network).
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4.3 NPC Systems with Random Time Delay in the Both Forward and 

Feedback Channel - State Space Method

4.3.1 Control Algorithm

In Section 4.2, only the time delay in the feedback channel is considered. The work in 

this section is the extension of Section 4.2. Both the forward and feedback channel time 

delays are compensated for in this method.

In order to compensate for the network transmission delay, a network delay 

compensator in the channel from the controller to the actuator is proposed. It is assumed 

that control predictions at time t are packed and sent to the plant side through the 

network. On the actuator side, only the latest control prediction sequence is kept. The 

network delay compensator chooses the control value from the latest control prediction 

sequence. For example, if the latest predictive control sequence on the plant side is

[u(t\t-tsc ) u(t + l\t-tsc ) - u(t + N\t-tsc }} (4-14)

where tsc is the feedback channel time delay, tca is the forward channel time delay, and 

the output of the network delay compensator will be

(4-15)

In the case of no network delay in the forward channel, the input to the plant actuator is 

the output of the controller. In the case of a forward channel delay tcaT , where T is the 

sampling period, the control input to the actuator is the tcatln step ahead control 

prediction received in the current sampling period. If the data are lost within the current
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sampling period, the control input should be the (Jcfl+l)th step ahead control prediction 

for the current time which is received in the previous sampling period.

In the same way, when time delay is random and data dropouts happen in the feedback 

channel, the observer will use the measurement output y(t-\) received at the last 

sampling instant if the measurement output y(t) is lost or y(f)is delayed; otherwise, 

y(t-f) wiH be used ify(t-i) arrives after y(t-j), where j < i. Thus measurement output 

y(t-tsc) denotes three types of measurement output transmitted in the feedback channel, 

i.e., random delay, data dropout, and first sent late arrival. These methods play a very 

important role in compensating for time delay and data dropout in the proposed NPC 

implementation. When random network delays exist in both forward and feedback 

channels, this scheme can achieve the desired control performance, which is similar to 

that of the system without network time delay. Thus, on the sensor side, the 

measurement output is sent to the controller side through the feedback channel. On the 

controller side, the control prediction sequence at time t, which consists of the future 

control predictions, is packed and sent to the plant side through the forward channel. 

The network delay compensator chooses the latest control value from the control latest 

prediction sequence on the plant side. The NPC system is shown in Figure. 4-4.

Controller Side /^~\ Plant Side 

r

Network

/

Network 
Delay 
Compensator

u * Plant

Figure 4-4. Networked control system with time delay in the both forward and 

feedback channel
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Consider a multi-input-multi-output (MEVIO) discrete system described in the following 

state-space form:

x(t +1) = Ax(t) + Bu(t)

where x(i) e R", u(f) ^ Rm, and y(f) ^ Rl are the state, input, and output vectors of the 

system, respectively, A e R" x", B e R"*m, and C e R' X" are the system matrices. For 

simplicity in carrying out the stability analysis, it is assumed that the reference input of 

the system is zero. Also, some assumptions are made which is similar to Section 4.2.

Assumption 4.3.1: The pair (A,B) is completely controllable, and the pair (A,C) is 

completely observable.

Assumption 4.3.2: The upper bound of the network delay in the forward channel is not 

greater than M\ multiples of the sampling period of the system (M\ is a positive integer), 

i.e., delay < Mi 7".

Assumption 4.3.3: The upper bound of the network delay in the feedback channel is not 

greater than N\ multiples of the sampling period of the system (N\ is a positive integer).

Assumption 4.3.4: The number of consecutive data dropouts in the forward channel and 

feedback channel must be less than Mj and Nj, both of which are integer multiples of 

the sampling period of the system, respectively.

Remark 4.3.1: hi a practical NCS, it is natural to assume that only a finite number of 

consecutive data dropouts can be tolerated in order to avoid the NCS becoming open



loop. Thus, the number of consecutive data dropouts in the channels from the controller 

to the actuator and from the sensor to the controller should be less than the finite 

numbers Md and Nd, respectively. Similarly, the network delay from the controller to the 

actuator and from the sensor to the controller should also be bounded by finite numbers 

M\ and N\ multiple of the sampling period of the system, respectively. Clearly, the 

upper bound number of consecutive data dropouts and network delay should not be 

greater than the upper bound of the length of prediction (i.e., N\ + NJ +M\ +Mj<M+N, 

where M + N is the length of the control prediction sequence, which is sent from the 

controller to the actuator).

According to Assumption 4.3.1, the state observer is designed as

x(t +110 = Ax(t 1 1 - 1) + Bu(t) + L(y(f) - Cx(t \ t - 1» (4-17)

where jt(f)e R" and u(t) e R m are the one-step ahead state prediction and the input of

the observer at time t and the matrix L e R"*', which can be designed using observer 

design approaches. In particular, for an augmented system without time delay, then, the

system with u(t) = Kx(t \ t -1) can be described as follows:

It is assumed that the controller receives the sensor output signal at time / and the time 

delay between the sensors and controller is tsc . Follow the state observer described by 

(4-17), based on the output data up to t - tsc, where tsc is an integer multiple of the 

sampling period. The state predictions from time t - tsc to t are constructed as
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x(t-tsc +l\t-tsc )

(4-19)

It is assumed that the state-feedback controller is designed by a modern control method, 

for example, Linear Quadratic Gaussian (LQG), eigenstructure or pole assignment, HI 

and Hao in the presence of disturbance, etc. For the case where there is a feedback 

network delay tsc, the estimated control sequences are calculated by

KK
j = l,2,3,...,tsc

Combining (4-19) and (4-20), given

(4-21)

When there are time delay and data dropout in the forward channel, the state prediction 

from time t to / + N is constructed by

where N is the upper bound on the forward channel time delay.
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For the case of no network delay, the controller and observer can be designed separately 

based on Assumption 4.3. 1 .

In the case of time delay in both the forward channel and feedback channel, the future 

control predictions are calculated by

u(t + i\t- tsc ) = Kx(t + i\t-tK ) i=0,l, ...N-l (4-23) 

where the state feedback matrix K eRm *n . Thus

= (A + BK)'x(t\t-t,e ) (4-24) 

= (A + BK)M*~l ((A + BK- LC)x(t -k\t-tsc -\) + Ly(t - ts

As a result, the future control prediction sequence can be determined by

(4-25)

The future control sequences are packed into a single packet and sent to the plant side. 

The actuator chooses the appropriate control signal according to the actual time delay 

measurement, which is similar with the method introduced in Chapter II.

4.3.2 Experimental Results

Figure 4-5 is the system arrangement in Simulink for this case. The random time delays 

exist in both the forward and feedback channel of the closed- loop system. To illustrate
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the operation of the proposed NPC scheme, three cases are considered, the same as in 

Section 4.2.
Controller Side Plant Side

Figure 4-5. Networked control system with time delays in both the forward and 

feedback channels

1) Local control. There is no network in the closed-loop system, i.e., the output signal 

from the sensor is directly connected to the controller; so, the network delay is zero. The 

design of matrices K and L has ensured that the closed-loop system is stable.

2) Intranet-based control. In this case, the output and input signals are physically 

transmitted between two Intranet IP addresses 193.63.131.217 and 193.63.131.219 

which are both located on the campus network of the University of Glamorgan. It is 

measured that the maximum network delay between the two embedded boards is 0.08 s, 

so the sum of the feedback- and forward-channel time delays is less than 0.16s. As the 

sample time is 0.04s, the upper bound N=4.

3) Internet-based control. In this case, the output and input signals are transmitted 

between two Internet IP addresses 193.63.131.219 and 81.106.241.34. The former iss 

located at the University of Glamorgan, UK; the latter is located off campus in 

Pontypridd, U.K. The maximum network delay is measured to be 0.16 between the two
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embedded boards, so the sum of the two channel time delays is less than 0.32s. The 

sampling period is still 0.04s, so the upper bound N=S. To evaluate the performance of 

the NPC scheme, a real-time experiment is carried out.

Local control
Intranet based control with compensation

— — Intranet based control without compensation
- - - Internet based control with compensation

0 0.5 1 1.5 2 2.5 3 3.5 4 4.5 5
Time (s)

Figure 4-6. Experiment results for local, Intranet based and Internet based control

As in Section 4.2, four real-time experiments are conducted: local control (no network), 

Intranet based control without compensation, Intranet based control with compensation 

and Intranet based control with compensation. Figure 4-6 shows the experimental 

results. It is also found that the Internet based control without compensation is not stable, 

so its experimental result is not reported in Figure 4-6.

From the experimental results, it is clear that the random time delays caused by the 

network degrade the control performance greatly. However, with the NPC methods, the 

effects of the networked delay can be compensated for effectively. The performance of
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the networked control with compensation is very close to that of the local control 

scheme.

4.4 Nonlinear Networked Predictive Control

4.4.1 Nonlinear Process to Be Controlled

The networked predictive control scheme can be applied to not only linear but also the 

nonlinear systems. Figure 4-7 is a typical nonlinear networked predictive control 

(NNPC).

;
i

Actuator r - f(x u }
A(+l J \*-f> u t )

Nonlinear Process

* Sensor

Event-driven Part
Time-driven Part

Control Predictor

Figure 4-7. Nonlinear networked predictive control

Consider a nonlinear process which is described by

y(t) =
(4-26)

where x(t) e X c 3T, u(f) € U a 9P, y(t) € Y e 9T are the system state, the input, 

the measured output, respectively. X, U and Y are all open sets containing the origin and 

the mappings: / :XxU*Y -> X and h : X -> Y are both analytic.
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Let /o := /(-,0) and f0J := f o f o.. •/(•,<)) represents.; iterations of f0 . 

In addition, /0° := x. (Note that' °' means composition of functions.)

Without loss of generality, the equilibrium of process (4-26) is the origin locating in 

XxU.

Definition 1. (Relative degree) For a state feedback control law

(4-27)

where v(t) e U is an external input and y is a mapping on X* U such that

\(dy / dv)(x,-)\ * 0 , for Vx<=X. If the ith output yt is not affected by the input v,, 

i=l,..., w until after dj iterations, then dt is the relative degree associate to^,.

hi the following, the conditions of the linearization and decoupling are given according 

to the description by references Walsh et al. (1999), Nam (1989), Grizzle (1986), Lee 

(1986) and Nijmeijer (1987). If process (4-26) satisfies the following conditions.

Condition 4.4.1. 0 e IM {h i ° //'"' ° f (*>•)} » Vi = l,...,w Vx<=X 

where Evl{/} denotes the image of/

Condition 4.4.2. The input-output matrix A(x,u) with its components



95

i^-(v7odH (/(*,«)) , i=l,...,m;j=l,...m (4-28)
J

has rank m for all (x,u)e XxU.

Then there exists a control law (4-27) such that process (4-26) is locally 
decoupled and input-output is linearized on X x U.

In this section, the case where

ds =n (4-29)
s=l

will be considered, that is the process (4-26) is input-state linearizable. Define a 
coordinate change

then, process (4-26) can be transformed into

z(t -1) = Az(t) , (4_
HO =
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where A, C are all diagonal block matrices with a form W=diag{Wit ..., Wm } 
while G is a vector, and the component blocks Ah Gf, Q, i=l,...,m respectively 
have the following form

A,.=

"0

0
0

1

0
0

... o"

... 1

... o

o
C, =[l 0 ••• 0]

(4-32)

Denote z(t) = T(x(t)), then #.(Z,M) = ht,*f^ x (/(*,«)) 1^.,^.

Condition 4.4.3. If the components of the external control v(t) of control (4-27) 

is selected in the form

(4-33)
/=0

and its coefficients selected such that all the roots of the polynomials

,dt -\ ' a i,o =0,z =l,...,w (4-34)

locate inside the unitary circle, then process (4-26) is linearized through 

coordinate change and state feedback (4-28). The control can be acquired by
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calculating from #(z>«) = v,. Furthermore, the linearized closed-loop of NNCS 

is also asymptotically stable. In the following discussion, K is defined as Ki=au.

If the state is available on the controller side, the closed-loop implementation of (4-26) 

is

y(t) = Cz(0 (4-35)

where A = diag(A} ,..., Am ) with component blocks

A,=

0

0

0

0
• fl /.o ~ ( — a.

(4-36)

4.4.2 Nonlinear Predictive Control Method

The nonlinear predictive control method uses the round-trip delay measurement which 

was introduced in Chapter II. So the time delays in the both forward and feedback 

channel are considered together. It is assumed that the maximum round trip time delay 

is N steps. The same as the control system in Chapter II, the controller is event-driven 

and the plant is time driven. Every sample time, the states of the nonlinear process and 

time stamp are packed together and sent to the controller via the networked. On the 

controller side, the calculation is trigged by the arrival of the packet. When the 

controller receives the packet, it generates the future control sequence using the 

following algorithm.
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p(t 1 0 = x(t) , v(t 1 0 = Kp(t 1 0 , u(t 1 0 = «(r) = Y(p(t | ,)XO) (4-37)

for the N steps prediction,

= Kp(t + N\t),u(t + N\t) = y(p(t + N\t),v(t

(4-38) 

where t is the time when the plant side sends out the packet to the controller.

These data prediction sequences are packed with the time stamp received from the plant 

side and sent back to the plant side. The plant side is time driven, so every sample time 

the plant side checks if there are any incoming packets from the controller. The same as 

in Chapter II, there are two scenarios to be considered.

1) Packets are received: If the number of packets received is more than one, the 

latest packet is picked up. Based on the time stamp in the packet, the round-trip 

delay k can be measured. According to the round trip delay, the tth value in the 

predictive sequence is selected to be applied to the actuator.
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2) Packets are not received: In this case, the previous packet is picked up. If the 

k"1 value is selected in last sample instant the (k+l)th value of the previous 

predictive sequence is selected and applied to the actuator.

4.4.3 Experimental Results
In order to validate the control method, a test nonlinear system is constructed by 

combining the linear servo system and a simulating nonlinear part set in the ARM 9 

module. The servo model is described by

, (/ +1) = 1.12jc, (0 + 0.213;t2 (0 -0.333;c3 (f) + v(f) 
2 (f + l) = *,(/) (4-39)

Nonlinear Part on 
ARM 9

—— > Servo System H^*

Nonlinear Process

Predictive Controller 
on Remote PC

Figure 4-8. Diagram of a constructed NNCS

The nonlinear test system is connected to a controller on the PC via network. A 

networked closed-loop system is constructed as shown in Figure 4-8.

The nonlinear process can be described by
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, (t + 1) = 1. 12*,(/) + 0.21 3x2 (0- 0.333*3 (0

+ (1 + 0.0541*, (0 + 0. 1 1 50*2 (0 - 0.000 Ix3 (f )MO 
2 (/ + l) = x,(0 (4-40)

It is not difficult to verify that the relative degrees dt=l and it satisfies conditions 1 and 

2 in the neighbourhood of the origin, so it is linearizable through a coordinate change

z(0 = [z,(0 z2 (f) z3 (0f where z,(0 = *3 (0 , *2 (0 = *2 (0 , z3 (*) = *,(*) , and 

feedback u(t) = (-1 . 12JC, (0 - 0.2 1 3Jc2 (0 + 0.335Jc2 (t) + v(tj) /(I + 0.0541*, (r) 

+ 0.1150Jc2 (f) + 0.001Jc2 (0) , where jcj(f) , x2 (r) and jc3 (0 come from the inverse 

transformation of z(t) = T(;c(0) , where v(0 = Az(*) with AT=[-0.1159 0.235 0.60] and 

L = [0.920 1.193 1.204f.

In the practical experiment, the plant is in the University of Glamorgan and the 

controller is off campus in Pontypridd. The round trip time delay is around 0.32s and 

the sample time of the plant side is 0.04s. As shown in Figure 4-9, the states response 

shows the good effect of the predictive control scheme compared with the control 

scheme without compensation. In Figure 4-9(a), the states soon converge to the origin, 

but in Figure 4-9(b), the system oscillates over a longer time before settling down.
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Figure 4-9. State response of the NNCS: (a) with compensation; (b) without 

compensation
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4.5 Conclusions

In this chapter, the experiments for three kind of networked predictive control schemes 

are studied. The experiments have validated the effectiveness of these schemes. The 

stability analysis for these schemes can be found in Liu et al. (2007a and 2007b) and 

Ouyang et al. (2007). The first two studies prove that the idea of the networked 

predictive control can be successfully applied, whether the problem is expressed in 

polynomial form or in state space form. The third study indicates that the application of 

the NPC can also be extended to nonlinear systems.



Chapter V

Design of the Networked Control System Laboratory

Abstract - In this chapter, the design of the NCSLab is introduced. The structure of the 

NCSLab evolves from the three-layer structure (Main Server/Sub-Server/Test rig) to the 

current four-layer structure (Central Server/Regional Server/Sub-Server/Test rig). The 

communication channels which are implemented based on multithread programming 

integrating the four-layer into one system. An RTW Server which can compile the 

Matlab Simulink diagrams into executable codes are deployed in the NCSLab to 

support the user-defined control algorithms. The evolution of the video system which 

enhances the tele-presence is also presented in this chapter.

103
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5.1 Introduction

Experimentation plays an important role in science and engineering education. In the 

traditional environment for engineering education, lectures are supported by laboratory 

work, where students carry out experiments. This enables them to experience the 

practical application of knowledge they gain from the lecture. However, not all 

educational Institutions can afford all the expensive experiment test rigs their students 

need and often with specialized test rigs their utilization level is low and difficult to 

justify. However if these resources can be shared across Institutions, then it provides a 

stronger justification for purchase. Nevertheless, the geographic distance between the 

service provider and the service receiver is a big obstacle to enable this to be achieved.

Engineering education is currently benefiting from the development of the Internet and 

web technology. Many Institutions offers the students online courses (Latchman, et al. 

1999 and Poindexter, et al. 1999), online assessment (Constantini, et al. 2001 and Perez, 

et al. 2005) and web-based experimentation. In the last few years, web based 

laboratories for remote experimentation has become an economical solution for an 

increasing number of the students. It has increased the accessibility of laboratory 

equipment and also provides the space and time flexibility for the both students and 

lecturers. The students can perform their experiments anytime and anywhere as long as 

they have access to the Internet. It also provides efficient use of the experimental 

equipment. Not all the educational Institutions have to purchase expensive experimental 

equipment for themselves. With remote laboratories, they can be shared across the 

Institutions via the Internet.

Encouraged by the low cost and the effectiveness of remote laboratory technology, the 

design methods for various kinds of experimental instruments have been developed in
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the last few years. Many software environments have been implemented for remote 

laboratories design, such as Lab View (Ko, et al. 2001 and Hurley, et al. 2005), Matlab 

Simulink (Junge, et al. 2000 and Apkarian, et al. 2000) and Java Servlet (Ferrero, et al. 

2003) etc. These implementations have proved the validity and effectiveness of the 

web-based laboratory.

However, for Institutions to share their equipment, the remote laboratory should not 

support a particular kind of test rig or require that all the test rigs are located in one 

place. It should have a more open architecture. This work reports on the design of a 

universal web based platform called NCSLab (Networked Control System Laboratory) 

which provides a unified and visualized web based interface for accessing the test rigs 

located in geographically diverse Institutions. To achieve this, the following issues need 

to be thoroughly explored.

Global Scale Remote Laboratory: The web-based laboratory should have a distributed 

structure to support test rigs geographically located all over the world. In Kikuchi et al. 

(2004), a remote motor control laboratory between USA and Japan is introduced, which 

demonstrated the validity of the remote experimentation across the Pacific. A 

server/microserver/test rig structure for CPLD experiments is implemented in the 

University of Deusto (Carcia-Zubia, et al. 2006) and a four-tier architecture for the 

Internetworking laboratory is proposed in Sivakumar et al. (2005). The multi-layer 

structures enable the equipment from different local networks to be connected together 

and expand the scale of the remote laboratories.

Flexibilities for the Users: The remote laboratory should provide as much flexibility as 

possible to the users. Most (if not all) of the jobs that can be done in a hands-on 

laboratory should also be realized in a remote laboratory. It should support remote
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parameter tuning, signal monitoring and real-time video monitoring which are the most 

basic functions required for a remote laboratory.

A good remote laboratory should allow the users to design their own control algorithms 

and implement them on the remote test rigs as conveniently as they do in a hands-on 

laboratory. Bhandari et al. (1998) and Casini et al. (2004) are good examples. In 

Bhandari et al. (1998), the student can remotely transmit the control program to a robot 

arm, which changes the dynamics of the closed-loop system. In Casini et al. (2004), the 

well-known software environment Matlab, Simulink and RTW (Real-time Workshop) 

are deployed for the users to generate user-defined control algorithms. The user needs to 

download a template file which contains two sub-systems. One represents the reference 

and the other is the controller. The user fills in the two subsystems with his algorithm 

and uploads them to the server. The server merges the two sub-systems and generates 

the executable program in RTW. It is an innovative idea but a little bit inconvenient for 

the users. The users have to separate their algorithms into the reference parts and 

controller parts.

Friendly GUI Design: The web GUI is the interface interacting between the client 

users and the remote laboratory. From the user point of view, the GUI design should be 

friendly and easy to use. In Overstreet et al. (1999), a Java based remote laboratory 

provides various visual instruments. The user can drag them from the toolbar and drop 

them to the working area. Casini et al. (2003) and Gillet et al. (2005) which describes 

Java Applet applications embedded in web pages, and Chang et al. (2005) which is 

based on the Labview Internet Toolkit also have friendly interfaces.

Simultaneous Access: In a hands-on experimental demonstration, an operator (teacher) 

works on the test rigs and others (students) can monitor how the experiment is going on.
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Therefore, in remote laboratories, the users should also have the same flexibility. Many 

users should be able to access a test rig at the same time, but among them, only one of 

them can actually tune the parameters or change the control algorithms and others can 

only watch. To achieve concurrent access, it is necessary to store all the real-time data 

temporarily in the database first and then distribute them to every user who is accessing 

the test rig.

From the beginning, the objective set for the NCSLab is to develop a global web-based 

control laboratory for the test rigs diversely located in different part of the world. It 

provides a friendly and universal web-based interface for the users to access the test rigs 

via the Internet. The users can access every test rigs in the NCSLab using one single 

user ID and password without knowing where they are geographically located.

5.2 Architecture Evolution

A correct structure is very important for the final quality of the remote laboratory, 

especially for the global scale NCSLab. It has been two years since the concept of the 

NCSLab was proposed as part of this research program. During this period, two 

different structures have been designed for the NCSLab.

5.2.1 Three-layer Structure

Most (apart from Carcia-Zubia et al. 2006) of web based laboratories introduced in 

Section 5.1 apply the two-layer structure (Server/Test rigs). They are designed only for 

accessing and managing a specific laboratory. All the test rigs must be geographically 

located at one place. However, for the global scale NCSLab, the test rigs are diversely 

located in different parts of world. The two-layer structure is no longer applicable, 

because that would result in a long communication distance between the server and the 

diversely located test rigs. The long distance always causes uncertainty in
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communications such as random time delay and data dropout. Normally, the control 

modules of the test rigs are based on some dedicated digital devices such as ARM 

embedded system or DSP. Their communications capacities are limited. There must be 

additional computing resources to cope with the uncertainty caused by the Internet, 

which may affect the main control task.

The first version of the NCSLab (Hu, et al. 2008b) was designed with a new three-layer 

structure (Server/Sub-Server/Test). A new sub-server layer is added in the new structure. 

The sub-servers are located locally with the test rigs. Their task is to collect the real- 

time data from the test rigs via local network and pass them to the main server. The 

function of the sub-server is performed normally by a computer program. This structure 

secures reliable communication channels for the test rigs' control modules. The test rigs 

only need to send the real-time data to the sub-server via the Ethernet which has fewer 

uncertainties, so they have more resources for the control tasks. The three-layer 

structure is shown in Figure 5-1.

Test Rig 3 Sub-server 2

Internet

Main Server

Test Rig n-1

Internet

Web Client

Sub-server m Web Client

Test Rig n

Figure 5-1. Three-layer structure for the NCSLab
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Different to the structure in Carcia-Zubia et al. (2006), the Sub-server doesn't provide 

direct TCP/IP services to the end users. There are two advantages. Firstly, it is easy to 

balance the load, hi the NCSLab, the sub-servers are implemented on the cheap 

computers (less than £100) with limited computing capacities and the Main Server is a 

dedicated server computer. If many users access a certain test rig at the same time, it 

would only increase the load on the Main Server. The load on the corresponding sub- 

server is not affected. The loads on the sub-servers are relatively constant, so their 

configuration can be selected according to the computing tasks allocated. Secondly, the 

Sub-servers needn't provide TCP/IP server port which is exposed to the Internet. It can 

be placed behind the local network firewall, which is important for network security.

The downside of the three-layer structure is data communication efficiency. All the data 

must travel to the main server before they are distributed to every end user. For example, 

if the Main Server is in the UK and a user in China wants to access a test rig which is 

located in China. The real-time data must be sent to the Main Server in UK first, and 

then delivered to the user's browser in China. Even if the test rig and the user are 

geographically near, but the real-time data has to travel around the world before it 

reaches its destination.

5.2.2 Four-layer Structure

To improve communication efficiency, the current NCSLab adopts a four-layer 

structure (Test rigs/Sub-server/Regional Server/Central Server), which is shown in 

Figure 5-2 (Hu, et al. 2008c). The same as the three-layer solution, the sub-servers only 

collect data from the test rigs and pass them to the regional server. They don't provide 

direct TCP/IP service to the users. The main server and regional server who provide 

web services are implemented in the dedicated server computers which have strong 

computing capabilities.
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Test Rig

Test Rig

Sub-server

Internet
Web Client

Web Client

Sub-server 
Test Rig . Internet

Regional Server N
Web Client

Sub-server

Figure 5-2. Four-layer structure for the NCSLab

The Regional Server is located near the Sub-servers and test rigs. It can cover a big 

region. There are two Regional Servers in the NCSLab. One is at University of 

Glamorgan, which covers all of the test rigs in the UK and the other is in the Chinese 

Academy of Science, which is for all of the test rigs in China. The Sub-servers pass the 

real-time data from the test rigs to the Regional Servers. They distribute data to every 

end user through the web interface on the Regional Servers. The inclusion of the Central 

Server improves the communication efficiency. The real-time data can be distributed by 

the nearest Regional Server rather than queuing in the Central Server.
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5.3 Structure of the NCSLab

In order to organize and manage the diversely located test rigs, the current NCSLab 

adopts a four-layer structure which consists of the Central server, Regional servers, 

Sub-servers and test rigs.

5.3.1 Test Rigs

The test rigs in the NCSLab are located throughout the world. Currently, six test rigs 

located in four Institutions (University of Glamorgan in the UK, Chinese Academy of 

Sciences in Beijing China, Tsinghua University in Beijing China and Central South 

University in Changsha China) from two countries (United Kingdom and China) have 

been successfully integrated in the NCSLab. However, each of them is controlled by a 

similar control module. It is mainly based on a 32-bit ARM RISC microprocessor which 

is a cost-effective high-performance microcontroller solution for Ethernet-based 

systems. It is composed of a main board, an ADC/DAC board, a LCD board and an I/O 

board. The main board has a 32-bit ARM CPU (200MHz), 64M memory, a network 

port, and 2 USB ports. The ADC/DAC provides 12 analog-digital channels and 2 

digital-analog channels.

Various real-time control algorithms can run on the control module. The control 

algorithms are generated using visual control configuration software based on Matlab 

Real-time Workshop and GCC (GNU Complier Collection) complier. The operating 

system for the control module is embedded Linux. There is an algorithm receiver 

program running as a service which allows the user to change the control algorithm at 

any time. When a new algorithm is used, the service stops running the previous one and 

starts the new one. Because all control algorithms are generated by the visual 

configuration software, every control algorithm supports an unified monitoring interface,
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which enable the external programs such as NCSLab to monitor the internal parameters 

and signals via the network.

As an example, Figure 5-3 shows the magnetic levitation test rig in the University of 

Glamorgan. The device on the left hand side is the control module with a LCD; the right 

hand side is the test rig which is controlled by the control module.

Figure 5-3. Magnetic levitation test rig in University of Glamorgan

5.3.2 Sub-servers

The control modules are based on an embedded system and of limited computing 

capacity. The main task for them is the control of the test rigs. However, due to long 

distances, the Internet always causes communication uncertainty such as long and 

random time delay and serious data drop out. If the control modules deliver the real- 

time experimental data to the Regional Servers via the Internet directly, they have to 

spend extra computing resources coping with these uncertainties. This usually affects 

their main control task and may result in uncertainties in the control performance.
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To solve this problem, Sub-servers are placed locally with the test rigs. They are located 

in the same Ethernet. The Sub-servers collect the real-time data from the test rigs via the 

local network and pass them to the Regional Servers through the Internet. Because of 

the involvement of the Sub-server layer, the control modules only need to communicate 

with the Sub-servers via local networks which result in much fewer uncertainties and 

consume much fewer resources, so they can concentrate on their main tasks of control 

and ensure greater reliability of performance. Like the control modules, the Sub-servers 

are also based on ARM9 embedded systems.

5.3.3 Regional Server

The Regional server which is based on a server computer is located near the Sub-servers 

and test rigs. It can cover a big region. The regional server consists of three parts as is 

shown in Figure 5-4, the Regional Server Manager, MySQL database and Tomcat web 

server.

Central Server

Sub-server

Client Browser

TCP/IP

TCP/IP

To the 
Clients

HTTP

Regional Server

MySQL Database

Figure 5-4. Structure of the Regional Server

The Regional Server provides experimental interface for the client users via HTTP 

services. The web server is based on the Tomcat 5.5. It provides dynamical HTTP 

services to the client users. A few Flashes for visual instrumentation, which is 

embedded in the dynamical web pages, are delivered to the user's web browser. The
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Tomcat web sever feed the experimental data to these Flashes every few seconds, so the 

experimental results can be displayed in various visual instruments in every user's 

browser in virtually real time.

MySQL is the kernel part of the Regional Server. All the real-time information such as 

experimental data and video images is temporarily stored here. The stability of the 

database is crucial for the Regional Server. MySQL is free database software with high 

reliability and good performance, so it is an excellent solution for the database platform.

The web server is based on the Apache Tomcat 5.5 which is the Servlet container that is 

used in the official Reference Implementation of the Java Servlet and JavaServer Pages 

(JSP). It is open source and excellent choice for web applications. The task of the web 

server in the Regional Server is to fetch the data from the database to deliver them to the 

client user's browser.

Regional Server manager is a Java program, which receives the real-time data from the 

sub-servers and stores them into the MySQL database. It also keeps a connection with 

the main server updating the virtually real time status of every test rig.

5.3.4 Central Server

The central part of the NCSLab structure is the Central Server, which organizes and 

manages all the diversely located test rigs via the Regional Servers and Sub-servers. 

Currently, the Central Server is located in the University of Glamorgan, UK. The 

structure is shown in Figure 5-5.
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Figure 5-5. Structure of the Central Server

The Central Server also has the MySQL server and Apache Tomcat web server. Similar 

to the Regional Server, the MySQL database is also the kernel part of the Central Server 

and of great importance. The difference is that the MySQL database in the Central 

Server mainly processes the non real-time information such as users' registration, rigs' 

documents and users' experimental configuration. This information is essential for the 

management of the test rigs and users.

The web server is also based on the Tomcat 5.5, as for the Regional Server. It is the real 

entry point for the users. When the users log on the NCSLab, all the test rigs are 

cataloged into several sub-laboratories according to their functions. For example, the 

water tank test rigs are classified into the Water Tank Lab and the servo test rigs are in 

the Servo Control Lab. All the test rigs are well documented and the user can find 

detailed information about them in the web pages. The web server provides the web 

pages for the experimental configuration, so the users can setup the layout of the visual 

instruments on the web site. Following a link to the corresponding regional server, the 

user's browser can be redirected to the experimental implementation after the 

configuration is finished. From the user's point of view, the geographical locations of
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the test rigs are information that is not required to them. They can find the test rigs they 

need according to the functions rather than the locations.

The Central Server Manager is a Java program which keeps connections with the 

Regional Servers. It collects the status information (for example, whether it is working 

or not; or who has full control) of every test rig and stores them in the database.

5.4 Machine-machine Communications

The machine-machine communications refer to the communication channels among the 

test rigs, Sub-servers, Regional Server and Central Server. The reliability 

communication channel is vital for the integration of the four layer structure. Due to the 

complexity of the Internet, the random temporary breaking down of communication 

occurs occasionally. However, when transient communication errors happen to some 

test rigs, it should not affect the stability of the whole system and should be corrected 

quickly and automatically when the communication has restored.

hi order to make the structure more clear and simplify the design, the implementation of 

the communication channels takes advantage of multithread programming. As shown in 

Figure 5-6, every test rig has a corresponding thread in all of the four layers.

Every test rig has its own communication chain. There is no cross interaction among 

them. Therefore, even if one test rig fails, it doesn't affect another part of the system. 

For a particular test rig, there are three scenarios for it to establish the communication 

chain.

• A new test rig is just registered to the NCSLab.
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A test rig is just restored from a communication failure.

A new algorithm is just downloaded to a test rig. The communication with

the old algorithm is broken and the new communication must be established.

Test Rigs

Test Rig 1

Test Rig 2

Test Rig 3

•

Test Rig m

Test Rig m+1

Test Rig n-1

Test Rig n

•*

<«

•4

•4

4

—

—

Sub-servers

*-

*-

*•

Sub-server

Threadl

Thread 2

Threads

*•

*•

•*-

•

V

+•

Sub-server

Thread m

Thread 
m+1

** 

jf

'•

»•

^

Sub-server

Thread n-1

Thread n

^~ 

*r

** 

^

.-• 

.-•

** 

**

*** 

~~

*-

^

^

Regional Servers

R

>•

*•

»•

^ 

^

egional Server

Thread 1

Thread 2

Thread 3

.

Thread m

Thread 
m+1

6- 

<- 

S-

C- 

6-

R

*

*•

egional Server

Thread n-1

Thread n

b-'

^

-

^ 

^

,x 

X

Central Server

•*

•* 

••)

•3 

•-J

^ 

^

Thread 1

Thread 2

Threads

•

Thread m

Thread 
m+1

Thread n-1

Thread n-1

Figure 5-6. Communication channels

When any of these scenarios occur, the test rig needs to establish or re-establish the 

communication chain. It follows the following procedures.

1. The local Sub-server sends message to connect the test rig.

2. When the connection is established, a thread which maintains the 

communication is created. Then the new thread tries to connect the regional 

server.

3. If the communication with the regional server is established successfully, a 

corresponding thread in the regional sever is also made. It stores the real-
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time data into the Regional Server database and makes a new connection 

with the Central server.

4. If the communication between the Regional Server and sub-server is 

established successfully. The communication chain is established 

successfully. Through that connection, the status of the test rigs are passed 

to the Central Server. Then, the Central Server establishes a thread to 

receive that information.

Once the process is finished, a communication chain is established binding the four 

layers. If any connection in the chain is broken, both the two layers between the 

connections stop the threads and send a message to other layers. Soon this message 

spreads to the whole four-layer. Every layer which receives the message also stops their 

thread. Once the communication restored, the Sub-server creates a new thread to 

connect the test rig, which starts the process of restoring communication chain.

hi the four layer structure, the geographical distance among the test rig, Sub-server and 

Regional Server are short, but the distance between Regional Server and Central Server 

could be very far (for example, between UK and China). Therefore, for the sake of 

efficiency, the real time data collected from each test rig only reaches the Regional 

Server where they are stored in the database. The Regional Servers only pass the status 

of every test rig to the Central Server, so the data stream between the Central Server and 

Regional Server is very small (a few KB/s).

The communication chains also pass the user's instructions from the higher layer to the 

lower layer. These instructions are user's commands to the test rigs, such as tuning the 

parameters and changing the control algorithms.
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5.5 Matlab RTW Server

In order to support the user-defined algorithms, the Matlab RTW Server is deployed in 

the Central Server. It consists of three parts: Matlab 7.1 with Simulink and RTW, ARM 

Linux GCC and an interface program RTW Assistant. Their relationship with the 

MySQL database is presented in Figure 5-7.

Matlab RTW Server
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Diagrams

Executable 
Codes
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Diagrams
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C Codes

Executable 
Codes

ARM Linux GCC

Figure 5-7. Matlab RTW Server

Matlab RTW can generate optimised ANSI C codes from control system blocks in 

Simulink. ARM Linux GCC, the special compiler version for embedded applications, 

can compile these C codes into executable programs. Therefore, based on this software, 

a Matlab RTW Server for NCSLab is designed. The RTW assistant which is a Java 

program obtains diagrams from the database. The RTW transforms the diagram into C 

codes and ARM Linux GCC compiles these codes. The RTW Assistant sends the final 

executable program back to the database.

In a control program generated by RTW, there are two kinds of accessible real-time data: 

the parameters which are tuneable and the signals which can only be monitored. The
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RTW provides C-API (C Application Programming Interface) to access this data. Using 

C-API, the signals can be monitored and the parameters can be tuned while the 

generated program is running. Therefore, the communication interface is built based on 

C-API, which is the bridge between the internal status of the algorithm and the external 

monitoring software.

There are two kinds of control algorithms in the NCSLab. One is the fixed control 

algorithm which is provided by the system. The other is the user-define control 

algorithm which is designed by the individual users. However, all the control algorithms 

in the NCSLab are generated by the RTW Server. This has three advantages.

Firstly, it simplifies the control algorithm design. The Simulink library provides various 

blocks for users to make simulations. These simulations can be easily transferred to the 

practical control programs without programming.

Secondly, it provides a unified interface for monitoring. The NCSLab needs a unified 

communication interface for the test rigs. Otherwise it would be "confused" when it 

monitors them. The algorithms generated by the RTW always have a similar software 

structure, as is shown in Figure 5-8. Therefore, no matter what the control algorithms, 

the communication module is always resident in the final executable program.
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Figure 5-8. Structure of the control algorithm generated by the RTW Server and its 

relationship with Linux and hardware

In a control algorithm generated by the RTW, there are two kinds of accessible real- 

time data: the parameter which are tuneable and the signal which can only be monitored. 

The RTW provides C-API to access these internal data. C-API is a collection of the 

APIs, through which the parameters can be tuned and the signals can be monitored 

while the algorithms is running. It is the bridge between the internal status of the 

algorithms and the external monitoring software.

All the signals and parameters are organized into a tree structure. Figure 5-9 is the tree 

structure for a simple PI control algorithm. It can be seen that the whole control diagram 

in the Simulink is arranged into a tree structure. All the blocks and sub-systems are the 

branches and the signals and the parameters are the leaves. Their internal relationship 

are reflected by the tree structure.
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Figure 5-9. Tree structure for a PI control algorithm

Some blocks relative to the hardware are necessary to generate the final executable 

program but not available in the Simulink library, so an S-function is employed to 

develop and mask more general-purpose blocks. With these blocks, users can access the 

expanded peripheral units in the control module, such as analogue input, analogue 

output, digital input, digital output, network data sender and network data receiver. 

Users can also adopt some advanced control algorithms by writing their own S- 

functions.

From the point of view of operating system theory, the S-function I/O blocks can't 

access the hardware directly. The access to physical peripheral units is essentially
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achieved by their respective device drivers which are created in the kernel layer. 
Therefore, several programmed device drivers in Linux kernel are developed, from 
which generated control programs get the ability to manipulate I/O interfaces. The 
structure of the control program and its relationship with the OS is shown in Figure 5-10.
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Figure 5-10. Structure of the control program and its relationship with the OS

5.6 Video System

A video system is implemented in the NCSLab in order to enhance the telepresence. It 
can help the users to understand the dynamics of the test rigs. There are two solutions in 

the NCSLab.

5.6.1 Distributed Video System
In the early version of the NCSLab, the task of the video system is taken by the 
distributed video servers near the test rigs. Each of them monitors a single test rig and 
works independently. Every video server has an IP address and through which it can be 
accessed. In the experimental web pages, an IFrame which is linked to the individual
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video server is embedded. So the user can watch the live video and experiment signal in 

the same web page. A wide range of video server systems can be integrated, such as 

iVista 4.1 and i-Catcher. It can even include stand-alone network cameras such as Sony 

SNC-RZ30P. The diagram for the distributed video system is shown in Figure 5-11.

Web camera

Test rig /Video Server

Web camera

Test rig

Test rig Network Camera

Web camera
Test rig

Video Server Web Client

Figure 5-11. Distributed Video System

Distributed video is an easy solution. Many commercial video systems can be integrated 

into the NCSLab without any modifications. However, it also has many disadvantages. 

Firstly, it adds extra cost because most of the commercial video systems are not free. 

Each time a new test rig is integrated into the NCSLab, a new license for the video 

server must also be purchased. Secondly, each video server needs a dedicated IP address 

which increases exposure to the Internet. However, in many case, the test rigs are placed 

behind the firewall. It may not be easy to get an external IP. Thirdly, the video server 

software needs to be installed on PC computers. Too many video servers may be 

difficulty to deploy.
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5.6.2 Centralized Video System

To solve these problems, the current NCSLab also support centralized video system. In 

this solution, the video images go through similar routes as the real-time data. With 

every test rig, there is a web camera monitoring how the experiment is going on. It is 

connected to an image collector via USB port. The image collector is based on the low 

cost ARM 9 embedded system. It collects the real-time images from the web camera, 

compresses them into JPEG format and sends them to the Regional Server through the 

Internet. On the Regional Server, there is an image receiver program which receives the 

images from the cameras and stores them into the MySQL database temporarily. Figure 

5-12 is the ARM9 and web camera.

Figure 5-12. Image collector and the web camera

On the client side, a Java Applet is embedded in the web pages. It holds a persistent 

HTTP stream with a Servlet running on the Regional Server, when the online 

experiment is going on. The Servlet loads the latest real time images from the database
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and distributes them to every client. Figure 5-13 shows the structure of the centralized 

video system.
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Figure 5-13. Centralized Video System

For the centralized video system, the video collector is based on the low cost ARM 9 

system. In the communication channel, the video collectors initiate the communication 

on the client side, so no server port is necessary for them. They can be placed behind the 

firewall, which is good for security. Every video collector is an ARM 9 board, so the 

size is very small and they are very easy to use. So in the current NCSLab, most of the 

video sources adopt the centralized video solution.

5.7 Conclusions

For a global scale remote laboratory, a two-layer structure is inadequate to handle the 

communication uncertainties that arise from using the Internet. A multi-layer structure 

is necessary to secure the reliability of the communication channels. The structure of the
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NCSLab has evolved from a three-layer structure to a four-layer structure. Finally, it is 

found that the four-layer structure is a more suitable solution for the global scale 

NCSLab. It has better communication efficiency and is easier for expansion. By 

deploying more Regional Servers and sub-servers, the range of the NCSLab has the 

potential to become globally implemented.

The machine-machine communication channels connect the four-layer of the NCSLab 

into one integrated system. The design takes advantage of the multi-thread 

programming. Each test rig has a dedicated communication chain. There is no cross 

interaction between these chains. Therefore, if one test rigs fails, only one chain is 

broken and the stability of the whole system is not affected.

In order to support the user-defined control algorithm, the NCSLab also implements an 

RTW Server which provides the service to convert the Matlab Simulink diagrams into 

executable codes. All the control algorithms in the NCSLab are generated by the RTW 

Server, so every algorithm has a similar communication interface and can be supervised 

when it is running.

The video system has also evolved from distributed video servers to a centralized video 

management. The centralized solution is cheaper, more secure and easier for 

deployment.



Chapter VI

Design of the NCSLab Web GUI Using AJAX Technology

Abstract - The design of a web GUI using AJAX technology is the theme of this chapter. 

The YUI (Yahoo User Interface) which is an AJAX based API (Application 

Programming Interface) library for dynamical web applications and Fusion Gadgets is 

a collection of Flash instruments such as real-time charts, angular charts and 

thermometers etc. Based on the YUI (Yahoo User Interface) and Fusion Gadgets, the 

NCSLab provides a visualized web based interface for the users to setup and carry out 

the experiments via various visual instruments. The NCSLab also provides help 

documentation for the users to help them understand the characteristics of the test rigs 

before they carry out the experiments. These help documents can also be maintained 

online using a web based documents editor. In order to depict how NCSLab performs 

the remote experiments, two examples (one is a local user-defined experiment and the 

other is a networked control experiment) are presented at the end of this chapter.

128
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6.1 Introduction

In Chapter V, the server side design of the NCSLab was introduced. It answered the 

question for example of how the data is collected from the test rigs and how the live 

videos are sent to the Regional Server. This chapter concentrates on the client side. The 

web interface of the NCSLab is depicted in this chapter. It answers questions like how 

the real-time data and videos are delivered from the servers to the users via the web 

interface.

The web GUI is the interface between the client users and the remote laboratory. From 

the user point of view, the GUI design should be friendly and easy to use. In Overstreet 

et al. (1999), a Java based remote laboratory provides various visual instruments. The 

user can drag them from the toolbar and drop them to the working area. Casini et al. 

(2003) and Giller et al. (2005) which are Java Applet applications embedded in web 

pages and Chang et al. (2005) which is based on the Labview Internet Toolkit also have 

friendly interfaces.

In traditional web architectures, it is impossible to implement dynamical visual 

instruments in the web page due to the restriction of the HTML syntax. Any changes on 

parts of the web page will result in the whole web page being refreshed. There are few 

interactions between the users and the web applications. However, web technology 

changes with the development of the AJAX (Asynchronous JavaScript and XML) 

which is a very attractive concept developed in the last few years. AJAX is a new label 

to describe rich, desktop-like Internet applications that run in standard web browsers 

and do not require any special plug-ins (Mahemoff, 2006). The main advantage of 

AJAX is that it can work in any web browser without plug-ins. Many functions that 

used to be achieved only in a desktop program can be realized in a web browser using
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AJAX. It provides more powerful solutions for sophisticated web applications such as 

Gmail and Google Map which are classified as the next web generation (Web 2.0).

However, AJAX is not easy for developers to use. There are a few annoying factors 

contributing to these difficulties, including cross browser incompatibilities, inadequate 

debugging tool support and discontinuity between the server and client side. These 

factors present difficulties for the developers who just start using AJAX programming. 

Fortunately, there are many design libraries available to assist the developers, in which 

YUI (Yahoo User Interface) is one of best choices. YUI (Yahoo! Inc 2007) provides 

various utilities and controls such as drag and drop support, dialogs and menus, for 

building richly interactive web applications using JavaScript. The design of the 

NCSLab web interface is just based on the YUI library.

The implementation of visual instruments is achieved by Fusion Gadgets which 

provides a collection of Flash instruments such as real-time gauges and charts. It is 

made in Adobe Flash which is one of the most pervasive plug-in web browsers along 

with Java Applet. A survey (Millward Brown Survey 2007) conducted by Millward 

Brown Survey in June 2007 shows that Flash content reaches 99% of Internet viewers. 

To some extent, Flash can be considered as part of the standard browser rather than a 

special plug-in due to the high coverage rate.

Based on YUI and Fusion Gadgets, the NCSLab can provide users a visualized web 

based interface which is as friendly as desktop software. In the web browser, the users 

can drag various kinds of visual instruments from the toolbar and drop them to the 

working areas. All the signals and parameters can be displayed in these instruments in 

web-based real-time experiments.
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6.2 Experimental Configuration Based on the YUI

The design of the web interface of the NCSLab is based on AJAX. It supports visual 

configuration. The users can drag in the visual instruments from the toolbar and drop 

them to the working area in the web browser, just the same way as they do in a desk 

program. The NCSLab also adopts the same Flashes for the visual instrumentation and 

Java Applet for the live video. The Flash and Java Applet are the most popular plug-ins 

in the web browser. They cover 99% and 85% of PC computers on the Internet 

(Millward Brown Survey 2007).

As was introduced in Chapter V, both the Central Server and Regional Servers provide 

HTTP services to the end users. There is cooperation between the two web servers. The 

user first logs on the Central Server, where he can setup the experimental configuration. 

When the experiment is setup, a link is provided in the Main Server web pages which 

redirects the browser to the Regional Server web address.

Yahoo UI Library (YUI) is an open-source JavaScript library, for building richly 

interactive web applications using techniques such as AJAX, DHTML and DOM 

scripting. It provides various desktop like components such as the dialogs, buttons, 

containers and menus etc. All components in the YUI Library have been released as 

open source under a BSD license and are free for all uses.

The YUI delivers a systematic and professional interface library for the web page 

designer to developed more sophisticated web based applications. It is increasingly 

comprehensive, well-documented and compatible to all Grade A web browsers (the list 

includes Internet Explorer, Firefox and most well-known browsers). It is the latest
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development on AJAX and web 2.0 technologies. The functions for the experimental 

configurations are realized based on YUI.

6.2.1 Visual Instrumentation Panels

The NCSLab provides the users various kinds of visual instruments such as real-time 

charts, angular gauges, numeric input modules and slider input modules. All the 

instruments are listed as buttons in the toolbar above the working area. When the user 

clicks a button in the toolbar, a panel for the corresponding visual instrument is created 

in the working area. The user can drag it to the required position and set the size by 

dragging the corner. Figure 6-1 is the working area of an experimental configuration.
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Figure 6-1. Visual Instrumentation Panels
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The visual instrumentation panels are based on the YUI component - the Panel Control, 

which behaves like an OS (operating system) window. Unlike true browser popup 

windows, the Panels are floating DHTML elements embedded directly within the page 

context. It supports modality, drag and drop and resizing and it can be created 

dynamically. A Panel Control consists of three parts, the header, body and footer. By 

putting different HTML codes into the body, the Panel Controls can have different 

appearances and properties.

In the NCSLab, there are in total seven kinds of visual instruments. These are the 

Numeric Input, Slider Input, Real-time Chart, Angular Gauge, Cylinder Gauge, 

Thermometer and Video Monitor. Each of them has a corresponding panel which is 

inherited from the Panel Control. However, every visual instrument has different 

properties, so it has different body HTML. For example, the body of a Real-time Chart 

panel is a <image> label which shows the appearance of a chart and a Numeric Input 

panel contains a <input> label for inputting the new values. Their relationship is 

presented in Figure 6-2.
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Panel.setBody("<input 
type='text'>")

i
Real-time Chart

Panel. setBody('<img 
src='Chart.jpg'>")

1
Video Monitor
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Overlay Manager

Figure 6-2. Relationship between panels
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All the Panels are created dynamically (trigged by the user's click on the toolbar).The 

users can drag them to a specified position and resize them using the mouse. They are 

managed by another YUI control - OverlayManager which provides an easy way to 

manage multiple panels and keep track of which panel is currently in focus. All the 

panels are registered to the OverlayManager the time that they are created. Then the 

OverlayManager manages the panels automatically. For instance, when a panel gets the 

focus, it would be sent to the top layer by the OverlayManager.

6.2.2 Picking up the Signals and Parameters

After the Panels are positioned and resized, the next step for the user is to assign the 

signals or parameters to them. Each Panel has one or a few signals or parameters (apart 

from the Real-time Video Panel), which indicates which parameters are adjusted or 

which signals are monitored through the Panel in the experiment.

As was mentioned in Section 5.5, all the signals and parameters in the RTW generated 

executable code are organized as a tree structure, which indicates the internal 

relationship among them. To help the users to pick up the signals or parameters they 

want, it is necessary to reproduce the tree structure in the web pages. Fortunately, the 

YUI provides Tree View Control which is a very good solution for this function.

hi the NCSLab, the Tree View is embedded into another YUI Control - Dialog. When 

the user double-clicks the panel body, a Dialog Control for setting up the properties 

appears, in which the user can pick up the parameters they want. Figure 6-3 gives an 

example for the Angular Gauge. Double-click the angular gauge panel, and then the 

dialog for its properties appears. If the user presses the "Select" button, the Tree View 

for all the parameters appears. From the Tree View he can pick up the parameter he
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wants to be displayed in the Angular Gauge Panel. The user can use similar methods to 

setup other instruments.
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Figure 6-3. Picking up the parameters from the tree structure

6.2.3 Storage of the Configurations
Once the experimental configuration is finished, the user presses the "Save" button, the 

configuration is then stored in the database. The information of all the instrumentation 

Panels (their positions, parameters or signals and ranges) are organised and stored in the 

MySQL tables. Their structure is shown in Figure 6-4.
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Figure 6-4. Structure of the configuration storage in database tables

In an experimental configuration, there are many visual instruments which can be seen 

in Figure 6-4. These instruments are stored separately in the corresponding tables. 

Inside these tables, their properties such as XY axis positions in the working area and 

dimension size are stored. Apart form the Real-time Chart, the position of their signal or 

parameter linking to table "Data list" are also stored there. "Data list" table lists all the 

signals and parameters. It stores their names and real positions in the real-time data 

table. It is created when the communication channel is established. The Real-time Chart 

may have more than one signal (in the case where more than one signal is monitored in 

a single chart), so the table "Signal" is formed to store these signals.

6.3 Web-based Real-time Experiment

Once all the visual instruments are laid out in the working area and stored in the 

database, the next step is to carry out the experiment. Different to the experimental 

configurations which are running in the Central Server, the real-time experiments are 

implemented in the Regional Servers. When a new configuration is saved into the 

database, a link to the corresponding regional server is created in the browser.
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Following that link, the browser is redirected to the regional server, where the real-time 

experiment is being carried out.

6.3.1 Communication between the Regional and Central Server

The experimental configurations are stored in the database in the Central Server but the 

real-time data are in the regional servers. Therefore, before the Servlet on Regional 

Server generates the dynamical web pages for the experiments, it must fetch the 

configuration information from the Central Server. There is an inter-communication 

between the Regional Server and Central Server. As it is shown in Figure 6-5, the 

regional server fetches the configuration from a Servlet on the Central Server. This 

process only occurs once when the user first loads the experimental web pages. Based 

on these data, the web pages for the experiments are generated and delivered to the 

client's browser.

Central Server

Regional Server

Figure 6-5. Data communications for the real-time experiment

6.3.2 Realization of the Visual Instrumentation

The visual instrumentation is realized based on the Fusion Gadgets V3 which is a 

collection of Flash components like Real-time Chart, Angular Gauge and Thermometer 

etc. It is perfectly suited for use in dynamic web applications and real-time monitors. 

The Fusion Gadgets Instruments are embedded in the dynamically generated web pages.
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They are placed into the specified positions in the working area according to the 

configuration. The positioning is also realized based on YUI.

1
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Figure 6-6. Relationship between Instrumentation Panels

Different to the experimental configurations, inside the bodies of the YUI panels, there 

are the HTML tags <object> for the Fusion Gadgets instruments, as is shown in Figure 

6-6. They are also managed by the OverlayManager.

6.3.3 Real-time Data Display
The Real-time Chart is based on the Fusion Gadgets component "Data Streaming 

Chart" which is able to automatically update itself every few seconds. It holds a HTTP 

connection with the Servlet in the Regional Server. Once the new real-time data are 

stored into the database by the communication channels, the Servlet fetches from the 

database and send them to the Real-time Chart, then the Flash chart updates the new 

data and dumps some old ones, and the user can see the new change of signals on the 

XY plot.
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Other instruments (apart from the Real-time Video) have JavaScript interface. The 

values they indicate can be changed by the JavaScript codes. Different to the Real-time 

Chart, they only need to indicate the current values, so they are managed in a different 

way. There is a JavaScript program running in the web page. It sends an 

XHttpConnection request to the Servlet in the server asking for the current values for 

the instruments every one second. When the Servlet receives the request, it fetches new 

values from the database and sends them back. These data are fed into each Flash 

Instrument via JavaScripts interface and the current value for every instrument is 

updated every second.

Figure 6-7. Web-based real-time experiment
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The Real-time Video is another special component. It enhances the user's feeling of the 

telepresence. This component is based on Java Applet. It keeps a persistent connection 

with the Regional Server where the real-time images are temporarily stored. It fetches 

the newest frames and displays them in the browser.

Figure 6-7 is the snap-shot of a real-time experiment on the Servo Control system in 

University of Glamorgan. Various visual instruments are implemented in the web-based 

experiment, including the Real-time Chart, Slider, Angular Gauge and Real-time Video 

etc.

6.3.4 Simultaneous Access and Queuing

The NCSLab allows many users to access a particular test rig simultaneously. The 

involvement of the database makes the concurrent access much easier. All the data are 

buffered in the database temporarily, so the web server Servlets can easily pick them up 

and distributed to every end user using multithread programming.

However, logically more than one user manipulating the test rigs doesn't make any 

practical sense and only causes confusion. In the NCSLab, for a certain test rig, only a 

single user who has full control is allowed to tune the parameters and change the control 

algorithms. Others can only monitor the real-time data and watch live videos without 

the right of manipulation. If they want to get full control, they must send a request and 

wait in a queue. The estimated waiting time is displayed in the web page when they are 

waiting.

When the current user's experimental time expires, the next user in the queue is granted 

full control automatically. He has about 30 minutes' experiment time which is deemed 

sufficient to perform the experiment. The actual experiment time for different test rigs
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varies according to their complexity. When the time expires, the system withdraws the 

full control and assigns it on other user. If the present user wants to go back to do the 

experiment, he has to request it again.

6.4 User Defined Control Algorithm

The NCSLab provides a few control algorithms (PID and LQG for example) for every 

test rig. It also allows the user to define their own user defined algorithms. In Casini et 

al. (2004), a solution based on Matlab RTW is proposed. As was mentioned in the 

introduction, this is attractive as users do not have to do the programming. However, 

there is a disadvantage in that it is not straightforward and convenient. The user has to 

separate the reference part and controller part from the control loop. It can be a little bit 

confusing, especially for beginners.

In the NCSLab, a more straightforward method is implemented to solve this problem. 

The user only needs to download one sub-system which contains the mathematical 

model of the test rig. Based on this sub-system, the user can develop his Simulink 

control diagram. He can modify the diagram and test the simulation results in Simulink. 

If the Simulation results are satisfactory, the whole simulation diagram can be uploaded 

to the server without any change.

In every sub-system enclosed in the template files, there is a special "TagID" which can 

be easily identified. At the server side, the block for the mathematical model can be 

found from the unique "TagID". Then the simulation model is replaced by a block 

which represents the physical test rigs.
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Figure 6-8. Modification from the simulation to practical experiment

Figure 6-8 shows a sample example of a customized control algorithm for the servo 

control test rig in the University of Glamorgan. The upper part of the diagram is the 

simulation model designed by the user and running in the user's computer. In that 

diagram, the sub-system which is derived from the template includes the mathematical 

model for the servo test rig. The lower part of the diagram is the model for practical 

experiments. Within that diagram, the mathematical model is replaced by the sub-
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system which represents the physical test rig, which includes two S-Functions "ARM 9 

ADC" and "ARM9 DAC" for the input and output of the test rig respectively. In the 

final executable algorithm, the two S-Functions are linked to the actual A/D and D/A 

devices on the control module.

Simulink diagrams are encoded in text files with the suffix MDL. The MDL format is 

quite clear and not difficult to interpret. However, different versions of Matlab have 

slightly different MDL formats. Fortunately, the information of the Matlab version has 

also included in the MDL files. So the NCSLab RTW server can identify the MDL 

format first and then make the corresponding modifications according to the Matlab 

version detected, which solves this problem. Currently, the NCSLab supports Matlab 

versions from 6.5 to 7.1.

After the diagram is modified, it is then sent to the Matlab RTW Server where it is 

finally transformed into executable codes.

All the transformation procedures are transparent to the users. From their point of view, 

they only need to concentrate on the simulations in Simulink and then upload the 

diagrams to the server. Then the server will generate the control algorithms 

automatically for them. There is no programming needed in the whole procedure. It is 

both flexible and convenient for the users.

6.5 Help Document and Online Support

The NCSLab has connected various kinds of test rigs from different part of the world. 

Every test rig has different characteristic. For the users, especially for the users who 

access the NCSLab the first time, various kinds of test rigs could be confusing.
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Therefore, it is necessary to classify the various test rigs, so the users can usually 

determine the characteristic of the test rigs. The NCSLab also needs to provide a help 

document for the users. The help documents tells the users how to use the web-based 

interface to carry out the experiments, introduces the characteristic of the every test rig. 

The users can read these documents online and get some context knowledge before they 

perform the experiments. This facilitates the users to be well informed about the 

functions before applying any experiments.

6.5.1 Virtual Laboratory

Currently, there are six test rigs integrated from around the world in NCSLab. These 

include two servo control test rigs, three water tank rigs and a magnetic levitation test 

rig. The six test rigs are cataloged by their inherent characteristics. They are put into 

three virtual laboratories, Servo Control Lab, Water Tank Lab and Meglev Lab. If a user 

wants to do an experiment on a particular kind of test rig, he can go to the 

corresponding virtual lab. The user can choose any test rigs available to do the 

experiment.

In fact all the test rigs in a virtual lab might not be at one place. For instance, the two 

test rigs in Servo Control Lab are located in two different locations. One is in the 

University of Glamorgan, UK; the other is in Chinese Academy of Sciences, Beijing. 

However, from the users' point of view, their geographical locations are not important 

them. The users don't have to know where the test rigs are located. Actually, they can 

find what they need by going to the relative virtual laboratory. As far as the user is 

concerned it appears that all the test rigs are located in one place.

6.5.2 Online Help Documentation
When a user accesses a new experimental test, it is important for them to get some prior 

knowledge of the test rig. Otherwise, the user may not know what to do, especially if



145

they are first-time users. To solve this problem, the NCSLab provides rich 
documentation for every test rig.

Pages
Introduction

Structure

Algorithms

Demos

Documents
The general information of the test rigs 
• Location 
• Control objective 
• Description 
• Components
The control structure of the closed-loop control system, including the 
local control structure and also the networked control structure
The detailed description of all the fixed control algorithms provided by 
the system, including their Matlab Simulink diagrams and main signals 
and parameters
The step by step demonstrations on how to carry out the experiments on 
the test rig

Table 6-1. Help documents for every test rig

When a user selects a test rig, the first page is not the experimental configuration, but a 

brief introduction of the test rig. It tells the user the general information about the test 

rig such as its location, control objective and components. Also a picture which shows 

what the test rig looks like embedded in the web page. From this information, the user 

can get a general idea about the test rig. If they want further information, there are three 

extra links for more detailed descriptions. The page "Structure" introduces the structure 

of the test rig. The page "Algorithms" gives the detailed information about all the fixed 

control algorithms provided by the system for the test rig. The Matlab Simulink diagram 

is also shown and all the detailed main signals and parameters are given in this page. 

The page "Demos" gives the step by step demonstrations on how to carry out
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experiments on the test rig. These documents are listed in Table 6-1. The help
-JT

documentation are displayed in another floating browser window, so the user can switch 

from the main window to a help window to check the information anytime when the 

experiments are going on.

For each virtual laboratory, the NCSLab also provides brief documents to introduce the 

universal characteristic of the test rigs in the test rigs. This information is useful when 

the user is looking for a particular test rig from the virtual laboratory.

6.5.3 Maintenance of the Online Help Documentation
These documents can also be maintained online. Because the test rigs are diversely 

located in the world, they have to be maintained by people who are responsible for them. 

Every test rig is maintained by a designated administrator. The administrators have 

access privileges to modify the documents for their test rig. When they logon and view 

the help documents, a link for editing that web page appears. It is only visible to the 

administrators and the normal user can not see this link. If the administrator clicks that 

link, the documents can be edited in the web browser.

Normally, the administrators are near to the test rigs they maintain. So they can go and 

check the test rigs to see if they are working correctly. Online documentation 

maintenance is very convenient, as it is relatively easy for them to update the help 

documents if they make any changes to the test rig.
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Figure 6-9. Online documents maintenance

Figure 6-9 is a browser window for online editing the help document. The administrator 

can edit the documents in a rich editor. Both the images and texts can be processed 
together in that browser window. The administrator doesn't need to know HTML 
programming because the fonts of the text and the attachment of the images can be done 

using a similar way to editing a Word document. The document can also be previewed. 
If the preview is satisfactory, the document is stored into the database by clicking the 

"Save" button.
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The online editor is based on another YUI component - Rich Text Editor. It allows for 

the rich formatting of text content, including common structural treatments like lists, 

formatting treatments like bold and italic text, and drag-and-drop inclusion and sizing of 

images. The Rich Text Editor's toolbar is extensible via a plug-in architecture so that 

advanced implementations can achieve a high degree of customization. The NCSLab 

document editor is just a customised Rich Text Editor with enhanced functions. It 

provides an online WYSIWYG (what you see is what you get) document editor for the 

administrators.

All the documents are stored in the MySQL database in HTML format. So when the 

users load the help documents from the web browser, it can be interpreted directly. Due 

to the restriction of the HTML format, the images and texts are stored separately. In 

order to manage images, there is an image uploaded in the NCSLab. Administrator can 

upload the images via the web page. The uploaded image is saved to the image table in 

the database. Then the web page displays a link to the administer indicating that the 

image is uploaded successfully. When the administrator needs to use the image, he only 

needs to refer to that link, the online editor would then display the image in the 

document.

With the online documents editor, the administrators can easily maintain the documents 

for the test rigs. The help documents in the Central Server database can be easily 

modified, updated by the administrators using their web browsers via the Internet.

6.6 Examples

To illustrate how the users' use the NCSLab system to do the experiments, the servo 

control test rig in University of Glamorgan is selected as an example. This rig as has
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been previously mentioned consists of the following elements: a DC motor, a magnetic 

load, a gear box, an angle position plate, an amplifier and a power supply. These 

individual elements are magnetically assembled on a base plate which is shown in 

Figure 2-7. The task of the test rig is to control the angle of the position plate following 

the preset angle.

This test rig can be used for to both local and network predictive control (Liu, et al. 

2004 and 2006 and Hu et al. 2006) experiments. In local control experiments, both 

controller and the test rig are at the same place. In networked control experiments, the 

controller and test rig are located in two different places. The control loop is closed 

through the network.

6.6.1 Local User-defined Experiment on Servo Control Test Rig

To illustrate how the users use the NCSLab to carry out experiment, the control 

objective is to control a servo motor to track a preset position. The angle of the servo 

motor is measured by an angular sensor and the measurement is indicated on an angular 

plate which is monitored by the web camera.

Figure 6-10. Simulation diagrams in Simulink
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For the user defined experiment, the user needs to download the template file for the test 

rig first. It can be found from the web site. The template encloses a sub-system which 

represents the mathematical model of the test rig identified as

= 0.3412s 3 -4.913s 2 -5575s + 554900 
s 4 +43.83 s 3 +6800s 2 + 71760s

Based on this sub-system which is the module "Servo Plant" in Figure 6-8, the user can 

build his simulation diagram. Figure 6-10 is a sample example for PI control. The user 

can work in Simulink and get simulation results. In this case, the reference signal is a 

square wave which changes from angle 0° to 80° every 5 seconds. Both parameters P 

and / are set to 0.5. The simulation results in Simulink are shown in Figure 6-11.

If the simulation results are satisfactory, the user can upload the diagram to the NCSLab 

server without any changes. At the server side, the mathematical model is replaced by 

the real physical plant and the modified diagram is compiled into an executable program. 

Then the user can select the newly generated user defined algorithm and implement it 

on the practical servo control test rig.

Figure 6-12 is a snap-shot of the working area when the experiment is being undertaken. 

It can be seen that there is a Slider, an Angular Gauge, a Real-time Chart and a Real- 

time Video in the web page. Comparing the result in the Simulation and Real-time 

Chart, it is clear they are very close. It proves that if the mathematically model is 

accurate enough, the transformation from the Simulation to the real-time remote 

experiment can be very convenient and straight-forward in NCSLab.
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Figure 6-11. Simulation results for the response of the servo motor in Simulink

Figure 6-12. Screen snap-shot for the real-time experiment on the servo control test rig
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6.6.2 Networked Control Experiment on Servo Control Test Rig
In this case, the test rig is at University of Glamorgan but the controller is at Chinese 

Academy of Sciences, Beijing as shown in Figure 6-13. Both of the two parts are 

registered to the NCSLab. As most of the NCS systems, the two parts are connected 

using UDP communication protocol. Due to the long distance, there is a long time delay 

(the round-trip delay is around 250ms) and serious data dropout between the two parts. 

If they are not well compensated for, as we have seen in Chapter II, the control system 

is unstable.

Chinese Academy of Sciences, China

Figure 6-13. Networked servo control

University of Glamorgan, UK

However, the round-trip networked predictive control (NPC) which was introduced in 

(Hu et al. 2006) and presented in Chapter II is an effective method to solve this problem. 

As represented in Chapter II, the idea is to take advantage of the network feature that a 

sequence of data can be transferred though a network simultaneously. Therefore, in this 

method, a sequence of future control signals are predicted, packed into one packet and 

sent to the plant side together. When the plant side receives the sequence, the right 

predictive signal would be selected according to measured round trip delay. A control 

cycle is initiated at the plant side and the controller is event-driver. This unique design 

avoids the synchronization between the controller and plant side, which is always 

required by most of other NCS control methods. The NCSLab system provides this 

algorithm for the users to use the networked control experiment.
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To carry out the networked predictive control experiment, both the algorithms for the 

controller and plant side need to be downloaded. Both sides can be found in the "Servo 

Control Lab". A simple algorithm for the plant side is downloaded to the "Servo 

Control Test Rig" in the UK so that the test rig enables itself to be controlled by the 

remote controller. The NPC algorithm for the controller side is downloaded to the 

"Remote Controller" in China.
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Figure 6-14. Screen snap-shot for the real-time networked servo control experiment

After both the controller and plant side running the algorithms is downloaded, the UDP 

communication channel between them is established, hi this case the test rig is 

controlled by the remote controller, so all the parameters are tuned on the remote 

controller. Figure 6-14 is a snap-shot of the working area which displays the real-time 

control result on the controller side.
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6.7 Conclusions

The four-layer structure secures the reliability of the communication channels on the 

server side in Chapter V. In this chapter, the design of the web-interface which assists 

the users to setup and perform the experiments is presented in this chapter. The ease of 

use of the web interface is importance for a web-based interface. A friendly interface 

can always attract more users to use it. hi a traditional web architecture, it is impossible 

to design dynamical web pages with great interaction between the browsers and users. 

However with the development of the AJAX and Web 2.0 technology, many functions 

which previously can only be realized in the desktop program can be transported to the 

web-browser. The design of the web interface in the NCSLab richly adopts the latest 

AJAX and web 2.0 technologies. It provides great flexibility to the user such as remote 

tuning, remote monitoring and remote control algorithm. The users can remotely 

monitor and manipulate the experiments via various visual instruments in the web 

browsers.

The NCSLab has been working 24 hours per day, 7 days per week for nearly one year, 

hi the future, it is proposed to improve the remote control algorithms function. 

Currently, the NCSLab still requires the Matlab Simulink to be installed in the client 

side computer to assist the users to build user-defined algorithms. Based on AJAX 

technology, a new web based module is planned to enable the user to build his control 

algorithms in the web pages without the requirement of any extra software.



Chapter VII

Concluding Summary
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This thesis has dealt with the design and implementation of the Internet based 

networked control systems (NCS) and the web-based networked control system 

laboratory (NCSLab). Both the NCS and the NCSLab can be seen as applications of the 

Internet. The Internet provides a new global communication platform, which connects 

the devices from different parts of the world. It makes it possible to build low cost 

global scale applications. The NCS and NCSLab investigated in this thesis are just two 

examples of these applications. In the NCS, the controller and the plant can be placed in 

different parts of the world and their control loop closed through the network. In the 

NCSLab, the test rigs in different parts of the world can be managed and accessed just 

as they are in a single physical laboratory. Their geographical locations are not 

important to the users. They can be accessed via the Internet from every comer of the 

world.

7.1 Networked Predictive Control

The first part of the thesis which consists of Chapter II, Chapter III and Chapter IV have 

focused on the networked predictive control (NPC) scheme. In order to compensate for 

the effect of random communication time delay and data dropout in the networked 

control systems especially in the Internet based control systems, Liu et a/. (2004 and 

2006) proposed the networked predictive control scheme. In the scheme the controller 

predicts the future control sequence and sends the sequence to the plant side. The plant 

side receives the packet and find out the appropriate control signal according the time 

delay measurement. This is an innovative method and it can effectively compensate for 

the network time delay in theory. However it also has problems when it is implemented 

in practical application.
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The contribution of Chapter II was the introduction of the round trip NPC, which avoids 

the synchronization between the control and plant side in NCS. In Liu's et al. method, it 

is necessary to measure the individual forward and feedback channel network delays, 

which requires the synchronization between the controller and plant side. However, this 

kind of synchronization can hardly be achieved in the Internet. Therefore, the round-trip 

NPC presented in Chapter II, was designed to solve this problem. In this method, only 

the round-trip delay which is the sum of the two individual time delays is considered. 

The plant side is time-driven but the controller side is event-driven. Both the prediction 

on the controller side and the selection of the appropriate control signal are based on the 

round-trip time delay which can be achieved without synchronization. The stability of 

the round-trip NPC was also analysed in this chapter, hi order to verify the effectiveness 

of the method, an Internet based control experiment between UK and China were 

conducted on a servo control system.

In Chapter III, the event-driven NPC was introduced, which can be considered as the 

extension of Chapter II. Different from the round-trip NPC, the selection of the current 

control signal is not based on the network delay measurement but on the previous 

system outputs. There is a selection guideline given in this chapter. In these methods, 

the controller is pure event-driven and there is no necessity for time delay measurement. 

It can compensate for the effect caused by the model uncertainty. In Liu's method and 

the round-trip NPC, the control performance heavily relies on the accuracy of the future 

control sequence. If the prediction is not accurate enough, the performance is greatly 

affected. However, due to the dynamic characteristics of most practical processes, it is 

impossible to get a perfectly accurate mathematical model which behaves exactly as the 

physical process. In order to solve this problem, the event-driven NPC was designed in 

Chapter III. In this method, even if the mathematical model is not so accurate, it can
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still achieve good control performance which is much better than the round-trip NPC. It 

was verified by a real-time experiment on the servo control system.

The contribution of Chapter IV was on practical experiments. In this chapter, the 

experiments on three NPC scheme has been presented. These are the NPC with time 

delay in the feedback channel (state space form), NPC with time delay in both the 

forward and feedback channels and nonlinear NPC scheme. These schemes have 

expanded the application of NPC and made it possible to implement NPC to nonlinear 

systems.

7.2 Networked Control System Laboratory (NCSLab)

The design and implementation of the NCSLab has been introduced in the second part 

of the thesis which consists of Chapter V and Chapter VI. The NCSLab is another 

Internet based application along with the NCS. In the NCSLab, test rigs from different 

parts of the world can be organized and accessed by logging on a single website. 

Currently, eight test rigs in four Institutions from both UK and China are connected to 

the NCSLab. The users can access them via Internet from every corner of the world. 

The NCSLab gives great flexibility to the users, including remote monitoring, remote 

tuning and remote control algorithm.

Chapter V focused on the design of the server side of the NCSLab. A four-layer 

distributed structure (Central Server/ Regional Server/ Sub-server/ Test rig) was 

implemented to organize and manage the diversely located test rigs. The detailed 

structure of each layer was also introduced in this chapter. In order to organize the four 

structures into an integrated system, the communication scheme has been represented.
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The video system which delivers the real-time images of each test rig was also 
introduced in detail.

Chapter IV has dealt with the web interface. The design of the web GUI widely adopts 

the latest AJAX technology, which enable the desktop like web applications to run in 

the web browser. The web interface also supported visual instrumentation. The real- 

time experimental results can be displayed in various visual instruments such as real- 

time charts, angular gauges and thermometers. All of these instruments can be dragged 

from the toolbar and dropped to the specified positions in the working area when the 

users setup the experimental configuration. In order to demonstrate how to use the 

NCSLab, two experiments were given at the end of this chapter. One of them illustrated 

how to design the user-defined algorithm and implement it on the remote test rigs. The 

other showed how to conduct using the NCSLab the round-trip NPC experiment 

between China and UK which was mentioned in Chapter II.

7.3 Ideas for Future Research

The following are possible areas for further work on NCS:

• Security of the networked control system (Yang, et al. 2005). The Internet is a 

global communication platform shared by hundreds of millions users. It is very 

likely that some malicious attacks may occur to disturb the communication 

channels of the networked control systems. For example, an attacker with fake 

IP address may send malicious packets to the plants as if they are sent by the 

controllers. If the plants do accept this data without verifying where they are 

from, it could cause serious problem and even damage the devices. In order to 

provide protection for the communications between the controllers and plants,
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an effective data encryption and decryption scheme should be developed. 

Because the devices in the NCS are normally based on embedded systems with 

limited computing capability, this scheme should be very simple and cost little 

computing resources, unlike the sophisticated protocols currently used with PC 

and mainframe computers.

• MIMO (multi-input multi-output) networked control systems. This kind of 

system has multiple sensors and actuators which are diversely located. They are 

connected by the network but their network delays to the controller are different. 

It is worthwhile investigating this kind of NCS and design an effective 

predictive control scheme it.

There is also potential for further work in the area of the NCSLab:

• Online user-define algorithms, hi the current NCSLab, most of experimental 

jobs can be done within the web browsers. The users don't have to install any 

special software on their computers. However, when they need to design their 

own control algorithms, they must do it in Matlab Simulink, which require the 

users to have their own Matlab copies. It does sharply increase the costs. The 

next target for the NCSLab is to support the online user-define algorithms, by 

which the users can design their control algorithm in a Simulink-like interface 

but running in the web browsers.

• Security protection to the servers and the test rigs. As long as the NCSLab is 

using the Internet as the communication media, the potential security risk from 

the network can not be ignored. So how to protect the servers and test rigs from 

the malicious attacks is a challenging topic for the maintenance of the NCSLab.
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In order to illustrate how to use NCSLab to carry out experiments, an example of real- 
time practical control (RT-P) of a servo system is demonstrated here. The steps for 
conducting this experiment are as follows:

1. Logon the NCSLab

Log on the website of the Networked Control Systems Lab (NCSLab) on 
http://www.ncslab.net. The home page of NCSLab appears in your web browser.

Usemame 
Password

Forgotten Password? 
| Log On| [Register]

Forgotten ID New User

Enter your usemame and password in the login section and then click "Log On" 
button. If your usemame and password are correct, the system will enter the 
NCSLab automatically. For a new user, you need to register first by clicking 
"Register" button.

2. Find the test rig

Find the tree structure menu on the left hand side. All sub-labs and test rigs are 
listed there. In this case, we are going to do experiments on the Servo Control Rig in 
the University of Glamorgan. So find out the label "UoG Servo Control Rig" and 
single click on it. Then the browser leads you to this test rig.
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[(Control Laboratories) -^ 
>g} Laboratories 
R _) Servo System Lab

.. ]CQoG_Servc 

LJ CAS Controller 
l- ;J UoG Servo Control Rig 
::j Speed Control Lab

, j CAS Motor Control Rig
,J UoG Motor Control Rig 
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__] Water Tank Lab
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3. Choose a control algorithm

Click "Control Algorithms" in the tree structure menu on the left hand side.

oG Servo Control Rig v 
v UoG Servo Control Rig 
<j^Control Algorithms^

-1 _ 1 Real-time Videos
_j Position Indicator (UK)

\ • • J Controller (China) 
j Controller (for CAS)

- _J RT-P Netv^orked Control 
B .J NPC Method

_| New Experiment 
; El _| Experiment 60 

U Setup 
Jj Display 
J Delete

' J RT S Networked Control 
" j ft i - F L o c a ! C o n tro I 

} :: f -S Local i ontrol

-

Then a list of all the control algorithms will appear on the right hand side. Choose 
"PI Control" from the list, which is the algorithm for the local PI control.
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Algorithms
Current Control Algorithm: NPC Method 
Control Algorthnis for the Testrig:
RT-P Networked Control

• NPC Method 

RT-S Networked Control

• NPC Method 

RT-P Local Control

RT-S Local Control

• PI Control 

Customized Algorithms
u>iidi?ijeffigi

PControl I 0.04
Fixed Step Size Created Time

Fri Nov 23 12:22:55 GMT 2007

4. Download a control algorithm to the test rig

The introduction page about the selected algorithm appears. Click "Download" at 
the top or bottom to upload and run the selected algorithm.
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UoG Servo Control Rig — PI Control

Set point

\*ttage Output

Angel Output

Before the new control algorithm is downloaded to the test rig, the system must 
make sure that no other user is currently using this test rig. So a queuing page will 
appear before the uploading process starts.

You must get full control before you can tune the parameters 
Waiting Time: 0 min(s)

ID Name Time

Request full control

Click the button "Request full control". Then this request is sent to the main server. 
If nobody is using the test rig, the system automatically starts downloading process. 
Otherwise, the user has to wait in the queue. The length of the queue and the 
estimated waiting time are also displayed.

When this test rig is free (i.e., no user uses it), the downloading process of the 
control algorithm starts automatically.
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3Ve tworked' ConlroC $ystern
vvww.ncslab.net

Dowloading the PI Control code to the 
(JoG Sen'0 Control Rig

Please wait...

Please wait for a few seconds. When the process finishes, the chosen control 
algorithm is highlighted in the tree structure menu on the left hand side.

Servo Control Rig *> 
-J UoG Servo Control Rig 
&"€3 Control Algorithms 

j All Algorithms
„.'i Control Diagram 

; \ j New Algorithm 
6••'_j Real-time Videos

j Position Indicator (UK) 
r x_j View Demo

g|..;•-••; — ••• Networked '' ' 

$-: , : Mt*tworked 
65^J~RT-P Local Control^)

^~~3 PI"Control
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yt
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5. Create a new experiment

Before you can carry out an experiment, the system must know what parameters are 
going to be tuned and what signals are going to be monitored. The user needs to 
create a new experiment to provide this information to the system.

Find "New Experiment" in "PI Control" on the tree structure menu and then single 
click it.
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UoG Servo Control Rig v j 
! UoG Servo Control Rig 
€3 Control Algorithms 
r O All Algorithms 
i "'tj Control Diagram
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€3 Real-time Videos 
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"O RT-S Local Control 
"Q Customized Algorithms

Then the page of creating a new experiment then appears on the right hand side.

NUM V
IN T" OS If

Experiment Name: 'Experiment 157

The NCSLab provides various visual instruments such as real-time gauge, angular 
gauge and thermometers etc for the users to setup their experiments. They are listed 
in the toolbar on the top of the working area. You can click the buttons in the 
toolbar and then the corresponding instruments are created in the working area.
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Delay
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Chart
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The next step is to assign the parameters and signals for each instrument. Double 
click the body of the instrument, then a dialog appears, in which you can pick up the 
signals and parameters.
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Before you finish the experiment configuration, don't forget click "Save" button in 
the toolbar to save your setup.

6. Conduct the experiment

After an experiment is saved, it would appear in the tree structure in the left hand 
side. Choose the option "Display" below you experimental configuration, and then 
the real-time experiment is displayed in the right hand side.
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Event-Driven Networked Predictive Control
Wenshan Hu, Guoping Liu, Senior Member, IEEE, and David Rees

Abstract—In networked control systems, random transmission 
delay significantly degrades the control performance and can 
cause system instability. To address this problem, the method of 
networked predictive control (NPC) has been proposed, which 
takes advantage of the feature of the network that a packet of data 
can be transferred simultaneously. At the controller side, future 
control sequences for every possible time delay are generated, 
which are then packed into a single packet and transmitted to 
the plant side. The plant side receives the packet and chooses 
the proper control signal based on the time delay measurement. 
However, this scheme needs an accurate plant mathematical model 
and the measurement of time delay. In this paper, a new event- 
driven NPC method is considered where the control signal is 
selected according to the plant output rather than the time delay 
measurement The new method does not need any time delay mea 
surement and can significantly improve the system performance 
in the presence of model uncertainty. The stability of the system 
when the method is used is analyzed. To illustrate the improved 
performance using the proposed method, the results from both 
simulations and real Internet-based networked experiments for a 
servo system are presented.

Index Terms—Model-based control, networks, predictive 
control, servo systems, stochastic systems, time delay.

I. INTRODUCTION

I N THE LAST decade, the use of the Internet to successfully 
deliver business services has been demonstrated. With the 

rapid development of high-speed and large-scale network tech 
nology, and stimulated by market demand, the use and range 
of applications of the Internet have expanded significantly. The 
ubiquitous nature of the Internet means that it is ideally suited 
for industrial applications, which makes it possible to cluster 
devices together from different parts of the world. It is true 
that the currently industrial network preferably uses Fieldbus 
such as Profibus and Modbus, which has been used in the 
industry for decades. However, Internet-based control, which 
is a young research field compared with other networks, still 
has many advantages. 1) It provides a cheap solution for the 
national and global scale of control practice. The devices from 
different parts of the world can be linked together via the 
Internet. 2) The control system can easily share information 
via Transmission Control Protocol/Internet Protocol (IP) with
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various other computer systems. 3) It provides a good interface 
for Web-based control applications. Therefore, with the devel 
opment of the Internet, more and more Internet-based control 
applications will emerge in the near future. Telerobotics [1], [2], 
process control [3], automated building [4], manufacturing [5], 
telemedicine [6], and teleoperations [7]-[9] are examples of 
such applications.

However, the Internet has been mainly applied to business 
services that do not require real-time features, so that a slight 
time delay in data transmission is inconsequential. This is not 
the case, however, for real-time Internet-based control systems, 
where the effects of random time transmission delay and data 
drop caused by the router and traffic congestion cannot be 
ignored. This can degrade the control performance and even 
make the control system unstable. To solve these problems, 
various methods have been developed from modeling, queuing, 
to control algorithms. This can be seen from [10]-[13], where 
the stability of networked control systems is considered; from 
[14]-[16], where the performance of the networks is analyzed; 
from [3], [17], and [18], where model-based predictive control 
methods are proposed; and from [19]-[23], where various other 
methodologies and architectures designed for compensating for 
the effect of random network transmission delay are explored.

In [24] and [25], Liu el al. developed the networked predic 
tive control (NPC) method, which is a model-based predictive 
control algorithm and takes advantage of the feature of the 
network that a packet of data can be transferred through the net 
work at the same time. In this method, a set of control sequences 
for every possible delay time are packed together and sent to the 
plant side simultaneously. At the plant side, the relevant control 
signal corresponding to the measured transmission delay is 
chosen and applied to the plant. Theoretically, this method is 
applicable and effective, but there are still two deficiencies to 
overcome in this practice. One is that the plant model must be 
able to describe the behavior of the plant accurately; otherwise, 
the control prediction is not precise, and consequently, the 
system performance is degraded. The other is that it needs the 
synchronization of the clocks between the controller and plant 
sides. Actually, there are no such services available with the 
current Internet network.

In order to overcome these difficulties, a new control scheme 
is introduced in this paper, where the time delay is not mea 
sured, and the selection of the control signal is based on the 
buffered system output rather than the transmission time delay.

II. SYSTEM DESIGN OF EVENT-DRIVEN NPC SYSTEM
A. System Structure Overview

Fig. 1 shows the structure of the event-driven NPC system. 
It can be separated into two parts. One is the plant side,

0278-0046/325.00 © 2007 IEEE
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Fig. 1. Networked control system.
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Fig. 2. Networked control structure.

which consists of the network delay compensator and actuator 
buffer. This part can be realized using a limited computing 
capability such as an ARM-embedded control board. The other 
is the event-driven controller side, which consists of the control 
prediction generator and online identifier. It could be a powerful 
mainframe computer that has the capability to serve many con 
trol loops. The special diagram for this kind of implementation 
is shown in Fig. 2.

Different from Liu et al.'s NPC implementation, all the 
predictions at the plant side are based on the round trip time 
(RTT) delay, which avoids the synchronization requirement 
[26]. A control cycle is initiated by the plant side rather than by 
the controller side in this scheme. The plant side sends a packet 
to the controller side, where the previous control signals u and 
previous output y are packed together. When the controller side 
receives the packet, based on the data received, it calculates the 
W-step (AT is the calculation bound) future control sequences, 
packs them into a packet together, and sends it back to the plant 
side. When the plant side obtains the packet, the appropriate 
signal is selected from the future control sequence and applied 
to the actuator. Therefore, the task of the controller side is 
only to predict the future control sequence and has no internal 
states, so it does not necessarily have to be synchronized with 
the plant side.

In Liu et al. 's NPC implementation, the selection is based on 
the measured transmission time delay. For instance, if the time 
delay is n steps, the (n + l)th signal of the sequence will be 
selected. When the plant model is perfectly accurate, and there 
is no disturbance, this method can fully compensate for the ef 
fects of the time delay. However, the model can rarely describe 
the plant accurately, and the disturbances in practice are un 
avoidable. Under these circumstances, the control performance

Network
Delay 
Compciisatoi

u(l m 1)

U

*-

•>• Plant

Buffer

degrades significantly with even a slightly inaccurate model 
or a small disturbance. To address this problem, the authors 
have implemented two strategies. The first is to adopt a control 
signal selection scheme that is no longer based on the measured 
time delay but on the buffered plant output y. Second, they 
have implemented a real-time recursive least-square parameter 
identification of the plant, and these parameters are used in the 
predictive controller.

B. Design of Event-Driven Controller Predictive Generator
The control predictive generator is event driven rather than 

time driven. It is only when the plant side receives the data 
from the feedback channel does the controller generate control 
predictions. Without receiving new data from the plant side, 
it is in an "idle state." The detail procedure for the prediction 
calculation is described below.

Let ^[z" 1 ,?!] denote the set of polynomials in the inde 
terminate z" 1 with coefficients in the field of real numbers 
and with the order n in a set of nonnegative integer numbers. 
For example, polynomial ^(z" 1 ) e MfzT^n], i.e., A(z~ l ) =

I -*—1 _L _L n -*~ nHO + a\z T • • • T on z
Consider a single-input single-output discrete-time plant de 

scribed by the autoregressive moving average model

where u(t) and y(t) are the open loop input and output of 
the plant, and ^(z" 1 ) € $l[z~ l ,n} and a0 = 1 and B(z~l ) 6 
3J[z-1 , m] are the system polynomials.

Without considering the network transmission delay, a con 
troller is designed as

C(z- l )u(i) = D(z~ 1 )e(t) (2) 

where the polynomials C(z~ l ) € SRfz" 1 ,^] and CQ = 1 and

= r(t)-y(t) (3)

where y(t) is the output prediction, and r(t) is the reference 
input.

It is assumed that the feedback channel time delay is t sc . At 
time t, the controller side receives a packet from the plant side. 
Included in this packet are the sequences of plant outputs y
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[including y(t - tac),y(t -tsc -l),..., y(t - tac - n)], pre 
vious control sequences u [including u(t-tgc -\),u(t- 
i«e ~ 2),...,u(£ — t ac — nc)], and indicates the time at which 
the packet is packed and sent out.

For the sake of simplicity of analysis, it is assumed that the 
maximum time delay is bounded within TV steps. The following 
defines the operation on the predictions:

x(t + i\t) = q~ l x(t + i + l\t), for i = 0,1,... (4)
x(t-l)=q~1 x(t\t) (5)

i(i-j-l) = q~ 1 x(t-i), for i = 1,2,... (6)

for i = 0,1,2,..., where x(.) represents y(.) or u(.), and 
x(t + i\t) denotes the ith step-ahead prediction of x(t) based 
on the previous data up to time t. 

To predict the future control sequence, let

y(t-tsc \t- tac ) - y(t-tac). (7) 

The corresponding control sequence can be calculated as

u(t - tsc \t — tac ) = (l - C(q~ 1 )) u(t - tsc \t - tsc )

+ Diq-1 ) (r(t - tsc ) - y(t - tsc \t - tsc)). (8)

Then, the one-step system output prediction is obtained as

y(t - tsc+l\t - tsc ) = (1 - A(q~ 1 )) y(t - t sc + l\t - tsc )

+ B(q- 1 )u(t-tsc \t-tsc ). (9)

Correspondingly, the control signal one-step ahead prediction is

u(t - tsc + l\t - tsc ) = (1 - Ciq- 1 )) u(t -tsc + l\t- tsc ) 

~ J ) (r(t - tac + 1) - y(t - tac + l\t ~ t sc )) - 00)

It is very simple to show that recursively the future plant 
output is

y(t - tac + k\t - tsc) = (1 - A(q~ 1 )) y(t - tsc + k\t - tsc ) 
+ B(q- l )u(t-tac + k-l\t-tac ) (11)

where fc = 0, 1, . . . , TV — 1, and the future control signal is

u(t - tsc + k\t - t3C ) = (1 - C(q~ 1 )) u(t - tsc + k\t - tac ) 

~ l ) (r(t - tsc + k)- y(t - tsc + k\t - *«)) (12)

where fc = 0,1,..., TV -1.
After an JV-step calculation, the future control sequence 

U(t-tsc \t-tsc) and the future system output sequence 
^(* ~ tsc \t - tsc) are obtained, where

U(t-tac \t-tsc )=[u(t-tsc \t-tsc), u(t-t sc +l\t-tsc ), ...,

u(t-tsc +N-l\t-tsc )} T (13) 

Y(t-tac \t-tsc ) = [y(t-tac \t-tsc),y(t-t sc

Then, based on the previous sequence of plant outputs and 
control signal, the future predictive plant output Y(t - tac \t - 
tsc) and the control sequence U(t - tsc \t - tac) are generated. 
They are packed together into one packet and sent to the 
plant side.

C. Design of the Network Delay Compensator
The task of the network delay compensator is to choose 

the proper signal from the future predictive control sequence. 
The algorithm for this part should consider the following two 
scenarios.

1) Control Packet Received During the Control Cycle: If the 
control packet is received during the control cycle at time t of 
the plant side, the network delay compensator must choose the 
appropriate control signal from within the incoming sequence. 
In traditional NPC method, the selection is based on transmis 
sion delay. However, in the scheme proposed, it is based on 
the previous system output. The previous plant outputs such as 
y(t - 1), y(t - 2),..., y(t - n) are stored in the plant buffer 
(the detail of the buffer will be introduced in Section II-E).

It is assumed that the actual forward channel time delay is 
tca m and the RTT delay is

= tsc + (15)

y(t-tsc+N-l\t-tsc ) (14)

So the future control sequence and future output prediction 
obtained from the controller side is rewritten with the new plant 
side time reference t as U(t — td\t — td) and Y(t — t d \t — td)-

Instead of the selection based on transmission delay, a 
fitting method is used and designed to find out the best control 
signal for the actuator by comparing the predictive output 
sequence y(t-td + k-l\t- td ), y(t~td + k- 2\t - td), 
... ,y(t — td + k — m\t - td) with the actually buffered 
plant output y(t — 1), y(t — 2),..., y(t — m), where k = m, 
m + 1,..., TV, and m is the comparing depth. If the best fit 
sequence is y(t — td + k — l\t — td), y(t — td + k — 2|t — 
id),... ,y(t — td + k — m\t — td ), the corresponding control 
output u(t — td + k\t — td) is selected and applied to the 
actuator. The detail of the fitting algorithm is described below.

If the comparing depth is m, then the weight coefficient is 
defined as ai, a2 ,..., am , where at represents the relative im 
portance of the fc-step previous output to the current controller 
output. The comparing formula is

Jk = 01 \y(t -td + k-l\t- td ) - y(t - 1)|

+ Q2 \y(t -td + k-2\t- td ) - y(t - 2)| + • - • 

+ am \y(t -td + k-m\t- td ) - y(t - m)| . (16)

Each J1 ,J2 ,...,JN-m is calculated, respectively, and com 
pared with each other.

The smallest Jk is selected. Correspondingly, the fcth value of 
the control sequence U(t — td \t — td) is chosen as the actuator 
signal.

There are two advantages for this algorithm compared with 
the traditional NPC. First, this method needs no time delay
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measurement, so the synchronization between the plant and 
controller sides is no longer an issue. Second, this algorithm 
can compensate for the effects of model uncertainty and plant 
disturbance.

For instance, for traditional NPC, if the accurate time delay 
is measured, and it is td steps, the value u(t\t - td ) should be 
selected. If the model is accurate, and there is no disturbance, 
that is the right value to choose, and the actual plant output 
is y(t\t — td) at time t. In this case, the impact of the trans 
mission time delay is perfectly compensated. However, model 
uncertainty and disturbance are inevitable in practical systems. 
Therefore, the prediction is likely to be inaccurate. The actual 
plant outputmay not just be y(t\t — td). It may be a value nearer 
y(t -tt + te \t- tj), where te is a positive integer. Clearly, in 
this case, it is not correct to select y(t\t — td). Therefore, using 
the new fitting algorithm, the right value y(t — td + te \t — td) 
is selected. So even when there are model inaccuracies and dis 
turbances, the new method provides appropriate compensation.

2) Control Packet Not Received During the Control Cycle: 
Because of the random performance of the network, it is possi 
ble not to receive a control packet during the control cycle. In 
this situation, the previous sequence U(t — td — l\t — td — 1) 
and Y(t — td - l|t - td — 1) should be compared. Adapting 
the approach previously described should result in the same 
outcome as if the control packet is received during the control 
cycle. The comparing formula is

Jk =01 \y(t -td + k-2\t-td -l)- y(t - 1)|
+ Q 2 \y(t -td + k-3\t-td -l)-y(t-2)\ + --- 
+ am \y(t -td + k-m-lt-td -l)-y(t-m)\.

(17)

The values Ji, J2 , - - -, Jn-m are compared, and the smallest 
value Jk is chosen. The corresponding value in the control 
sequence U(t — td + k - l\t - td) is then selected.

D. Selection of the Coefficients a
The values of the coefficients a are important to the fitting 

algorithm. If they are properly selected, the best values can 
be found out from the predictive control sequence. If this is 
not done, then bad predictive values would be chosen, and 
this would adversely impact the control performance. There are 
several ways to determine the values of coefficients a.

1) The selection of a could be obtained from the experience 
of operators, where they figure out the values of a from 
prior knowledge.

2) All the values of a are set to 1.0. This is the easiest 
method; however, it does not recognize the importance 
of previous control signals.

3) The values of a can also be derived from the discrete 
closed-loop transfer function, as follows. If the closed- 
loop controller is

The term (C(z~ l }/D(z~ l ))y(t} can be written in the 
form

(19)
z=0 i=0

Combing (19) with (18), the closed-loop control signal is 
described as

(20)

As can be observed from (20), it is clear that the value 
of \Hi\ indicates the weight of the previous plant output 
for the closed-loop control signal. The bigger is \Hi\, 
the more weight does the previous plant output y(t — i) 
gives to the current control signal u(t). Therefore, the 
coefficients a; are determined by \H{\ as

a* = \Hi\ (21)

E. Actuator Buffer

- y(t) -
y(t-i)

.y(t-n).

t

• u(t - 1) -
u(t - 2)

.u(t — m — 1).

U(t) = (18)

After the control input u is selected, it is buffered with the 
output feedback signal y. The buffer length is determined by 
the model description and the control method selected. For 
example, the following sequences are queued in the buffer:

(22)

The sequences stored in the buffer are required for the 
prediction of future control sequences and the selection of the 
proper signal from these sequences. Hence, they are packed into 
a packet and then sent to the controller side, and the process is 
repeated when a new control cycle is initiated.

F. Online Parameter Identification

In practical application, the accuracy of the model is impor 
tant to the performance of NPC systems even with the new 
selection algorithm. If the model is not accurate, the control 
quality is greatly degraded and can even make the control 
system unstable. Since plant systems are invariably slightly 
nonlinear and have parameters that are variable, dependent on 
operating conditions, then the model representing the plant 
should track these changes. Therefore, a recursive least-squares 
parameter estimator is adopted in the control scheme [27].

The plant is described as

(23)
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The algorithm can be written as

6(t)=0(t - 1) + L(t) [y(t) -

)1 / 
J/ A (24)

where the initial value of the estimated vector 0(t) = 
[-01, —02, - - - , — an , 69, 61, . . . , &ra ] T , the regression vector is

w(t - d),u(* - d - 1), . . . , u(t - d - m)] T (25)

and A is the forgetting factor.
The regression vector tp(t) and y(t) are obtained from the 

packet sent from the plant side. They are stored in the actuator 
buffer. e(i) is the difference between the actual output and 
the one-step prediction (pT (t)&(t — 1). When e(t) is large, it 
indicates that the present model is not accurate. In this case, the 
parameter vector 0(f) will make the corresponding changes to 
adjust the model parameters.

m. STABILITY ANALYSIS
At time t, the plant side receives a future control sequence 

packet. The actual RTT transmission delay of the packet is 
/, while the fcth signal of the sequence is selected according 
to the fitting algorithm. Since an online estimator is used, the 
mathematical model is very close to the physical one, so the 
prediction error is not large and assumed to have an upper 
bound. For the sake of simplicity, it is assumed that

\f-k\<5 (26)

where 5 is the upper bound of the prediction error of the 
estimated time delay.

From the packet data, the fcth value of the future control 
sequence u(t - f + k\t - f) is selected to be applied to the 
actuator. Without considering the reference input, the control 
algorithm u(t - f + k\t - /) is determined by the following 
two recursive equations:

V(t-f + i\t -/)=(!- A(q- 1 )} y(t-f + i\t - /)

+ B(q- 1 )u(t - / + 1 - l\t - /) (27)

«(«-/ + i\t -/)=(!- C(q~ 1 )) u(t-f + i\t - /)

-D(g- 1 )y(t-f + i\t-f) (28)

where i = 0, 1, . . . , N - 1. The polynomials A(z~ l ), B(z^\ 
C(z~ l), and D(z~ l ) are determined by the mathematical plant 
model held at the controller side, where A(z~ 1 } € ^[z" 1 ,^], 
^z--1 ™ Cz- 1 €?Kz-'L mc , and Dz~l €

Equation (27) can be written in state-space form as

Y(t-f + it-f)= AY(t - f + i- \\t-f)

Y(t - f\t -
for i= 1,2,..., TV (29) 

= AY(t -/-!) + BU(t - f - 1)

(30)

where

A =

B = 0

-an
0

1

>m 0
0 0

0 0

0 ••• 0 0"
0 ••- 0 0

0 ••• 0 0
1 •-• 0 0

i o.
... 0"
... o

... o.

(31)

(32)

0 •
Y(t-f+i\t-f)=\y(t-f+i\t-f),y(t-f+i-lt-J), 

...,y(t-f+i-T\t-f)}T ,

fori>T (33) 
Y(t-f+i\t-f)=[y(t-f+i\t-f),y(t-f+i-l\t-f),

...,y(t-f\t-f),...,y(t-f+i-T)}T
for i < T (34) 

Y(t-f)=[y(t-f),y(t-f-l),.. .,y(t-f-T+l)}
(35)

U(t-f+i\t-f)=[u(t-f+i\t-f),u(t-f+i-l\t-f), 
...,u(t-f + i-T\t-f}]T ,

for i > T (36) 
U(t-f+i\t-f)=[u(t-f+i\t - f),u(t-f+i-l\t~f),

... !U(t-f\t-f),...,u(t-f+i-T)}T ,
fori<T (37)

U(t-f)=[u(t-f), u(t-/-l),..., u(t-f-T+l)]
(38)

and Ae &TxT,B € SRTxT , andT = max(m,n,mc ,ffi d ). 
Similarly, (28) can also be written in state-space form as

U(t-f + i\t - /) = CY(t -f + i\t-f)
+ DU(t-f + i-l\t-f),

for i = 1,2,..., N (39) 
U(t - f\t - f) =CY(t - f\t - /) + DU(t - f - 1)

(40)
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where

C =

D =

'-d0 ••• ~dfn,d
o ... o

. o ... o
' -Ci ••• -Cmc

1 ••• 0

1

0 •
0 •

0 •

0 •
0 •

0 •
1 •

• o •
• 0

• o
•00"

• 0 0

• 0 0
• 0 0

0 0

(41)

(42)

and C e 3?TxT , and D € KTxT . 
Combining (29) and (39) gives

U(t-f+i) = C AY (t-f+i-\\t-f) + (CB+D)

xU(t-f + i-l\t-f), for i=l, 2,..., N. (43)

Then

\T(t-f+i\t-f)] \ A_ _B _]\Y(t-f+i-l\t-f)} 
[U(t-f+i\t-n\ [CA CB+D\[u(t-f+i-l\t-f)\'

for i= 1,2, ...,7V. (44) 

Combing (30) and (40), the first step prediction is obtained as

Y(t-f\t- 
U(t

-/l*-/)l_fA _J _1 [ y(«-/-i)l
-/!*-/)] [CA CB+D\[U(t-f-l)\-

(45)
Considering (44) and (45) together, the k steps ahead prediction 
is calculated by

Y(t-f+k\t-f)] _ \A _B ] k \Y(t-f\t-f) 
U(t-f+k\t-f)\ ~ [CA CB+D\ [U(t-f\t-f)

_ _
CA CB+D

(46)

From (46), u(t - / + k\t - /), which is the control signal to 
be applied to the actuator, is derived as

(47)

where Rk is the (T+l)th line of the matrix
BA

CA 
Rk is split into two vectors

[Pk Qk]=Rk (48) 

where Pk e !RTxl , Qk 6 0?Txl , Pk = \?k,o,Pk,i, • • • ,Pk,r],

It is assumed that at time t, u(t- f + k\t - /) is the best 
control signal selected by the plant side according to the fitting 
algorithm, where / is the actual RTT delay. So the selected 
control value is

u(t)=u(t-f

(49)

Equation (49) is the formula to calculate the k steps ahead 
control signal. It is clear that u(t) is based on the previous 
control signal U(t - / - 1) and the plant output Y(t - / - 1) 
that are packed together and sent to the controller side. This 
formula can also be written in state-space form as

where

(50)

«(«),«(*-!),...,

litf] tiff — 1 1 '
J \ / ] i/V" —— /)'••) J

/

0 ••• 0 -PJfe ,o 
0 ••• 0 0

0 ••• 0 0

.0 -•• 0 0

/
0 ••• 0 -qk ,0 
1 ••• 0 0

1 0
1

u{*-fc),...,u(

/(«-*),...,»«

- • ' -pfc.T 0
0 0

0 0

•-- 0 0

--- -qktT 0 
0 0

0 0 
0 0

1 0 
1

t-AT+1)] (51)

-7V+1)] T (52)
-

... o 

... o

: (53) 
... o

... o
-

••• 0 0 
••• 0 0

••• 0 0 
... 0 0 (54)

••• 0 0 
••• 0 0

1 0

where QkJ € %"*", Sk , f € SR'', and N 
max(T, n, m + I).

It is assumed that the real plant model is described by

A(z- l )y(t + 1) = B(z' 1 )u(t) 

where A(z~ l ) e ^[z~ l ,n}, and B( Z- 1 ) e ft[z- l ,m}.

(55)
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The plant model can also be described in state-space form as 

Y(t + l) = AY(t) + BU(t) (56) 

where

-an 0 •-• 0 0 
0 0 ••• 0 0

A =

'-bo 
0

0

0
1

-bm 0
0 0

0 0

0 0
0 0

1 0
0
0

0

(57)

(58)

and I 6 3^x17, and B e ffi77*". 
Then, the closed-loop system is represented by

- r_? j i r
PkJ Qk ,f \ [U(t) (59)

which is a switched system and can be written in the form

Xt+l = Tk ,fXt (60) 

where

^S] _ (61)

-/ -f ] ' (62) pkj Sk,f J

Then, the stability of the system can be analyzed as follows.
Theorem 1: For the NPC system with random RTT time 

delay, the closed-loop system is stable if there exists a positive 
definite matrix P 6 $1N * N such that

for = k-5k-

-» <P 

-l,...,k,...,k-

(63) 

and
.,

Proof: As the time delay is random, (63) is a switched 
system that is composed of N(2S + 1) discrete-time subsys 
tems. Let

Vt = (64)

Then

Vt+1 - Vt = X?+1 PXt+1 -
(65)

From (63), it follows that T^fPTkJ - P < 0. Therefore, 
comparing this with (65), it can b'e concluded that the switched 
ystem is stable. B

- - - - Reference 
Local control 
Local control with 3-step delay

2 2.5 3
Time (s)

Fig. 3. Simulation of control systems with constant time delays.

IV. SIMULATION RESULTS
In order to validate the proposed method, a servo motor 

control system that consists of a dc motor, a load plate, and 
an angle sensor is considered. The control system is designed 
to drive the load plate to a preset angle. The model of the plant 
was identified as

_! = B(z~ 1 } = 0.054091- 2 + Q.llSz-3 + O.OOOlz" 4
^ ' ~ A(z~'i ) 1 - 1.12Z- 1 - 0.213z-2 + 0.335z-3

(66)

where the input is the voltage applied to the dc motor, and 
the output is the voltage sampled from an angle sensor. The 
sampling time is 0.04 s.

The following proportional-integral controller is designed 
when the communication time delay is not considered, i.e.,

D(z~l ) _ 0.502 - 0.52-i
(67)

The unit step response of the closed-loop control system 
without network communication is shown in Fig. 3, which indi 
cates that the control performance is good. The step responses 
of the control system with three-step and five-step constant RTT 
delays are also shown in this figure. The systems with more 
than six-step delays are no longer stable. The simulation results 
confirm that with the network delay increasing, the performance 
of the closed-loop control system degrades rapidly.

In order to compensate for the time delay, the NPC method 
proposed in this paper has been adopted. Both the traditional 
NPC and the new method are implemented for the purpose of 
comparing results. The comparing depth is m = 2 for the fitting 
algorithm. The step response of the networked control system is 
shown in Fig. 4 in the case of random RTT delay between 6 and 
15 steps. For the sake of comparison, the result of local control 
is also given here. Because the model is perfectly accurate, the 
effect of the time delay is fully compensated. Moreover, no 
matter which selection scheme of the control signal is adopted 
based either on time delay or plant output, there is no impact on 
the final signal selected. Therefore, in the case where the model 
is accurate, the simulation results obtained from the two NPC
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Fig. 6. Simulation of local and networked control with changed model.

- - - - Reference
Networked control without compensation

Controller Side
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Fig. 5. Simulation of networked control without delay compensator.

methods and local control are the same. That is confirmed in 
Fig. 4. Fig. 5 shows the result of the networked control without 
compensation. It is clear that the system is no longer stable if 
the time delay is not compensated for.

However, the actual model parameters of the plant cannot 
be identified accurately, as factors such as transient distur 
bances, dynamic friction, and load alterations affect the model 
parameters. For instance, if the load of the servo plant changes, 
the model will be changed accordingly, i.e.,

0.059502-2 + 0.1265Z"3 + 0.0001;.-4
1 - 1.122- 1 - 0.2132- 2 + 0.3352- 3 '

(68)

Note that (68) is the model of the plant with a lighter load. 
If the plant load changes suddenly, the online model estimated 
by the parameter estimator cannot respond very quickly as the 
online identifier needs time to adjust the parameters.

Fig. 6 shows the results when the plant load is suddenly 
changed. It is assumed that the mathematical model on the 
controller side is still (66), but the actual physical plant side 
model has been changed to (68). The results of the local control, 
traditional NPC, and new NPC method introduced in this paper 
are shown in this figure. The RTT time delays for networked 
control are random between 6 and 15 steps.

Fig. 7. Practical networked control system.

From Fig. 6, it is clear that the NPC cannot fully compensate 
for the impact of time delay when the model is inaccurate. 
The plant is no longer running as it is predicted. Compared 
with the local control result, the performance of the traditional 
NPC method degraded significantly, which results in a bigger 
overshooting, a longer settling time, and greater static error. 
However, the performance of the new NPC method does not 
change very much relative to the traditional method. The only 
difference between it and local control is the slightly bigger 
overshooting. The reason for this is that the new NPC method 
can choose a more reasonable control signal than the traditional 
one when the control prediction sequence is inaccurate due to 
model uncertainty.

Therefore, from the simulation results, when model uncer 
tainty and disturbance exist, the new NPC method gives a better 
control performance relative to the traditional one.

V. EXPERIMENT RESULTS 
A. NPC Test Rig

In order to apply the NPC method to a practical servo control 
system, a networked control test rig has been built, whose 
diagram is shown in Fig. 7. The test rig consists of three parts: 
a personal computer (PC) on the controller side, an ARM9- 
embedded board, and a servo control plant.

The PC is placed at the controller side and takes on the most 
time consuming computation jobs, such as online identification 
and future control prediction. It has a high processing power 
with an Intel P4 processor.

On the plant side, the kernel chip of the embedded board 
is ATMEL's AT91RM9200. The kernel chip of the embedded
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Fig. 8. Servo plant.
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Fig. 9. KIT delay.

board is ATMEL's AT91RM9200. It provides a cost-effective 
low-price solution for networked-based embedded applications.

The two parts (the PC and the ARM9-embedded board) are 
placed at geographically different locations and connected by 
the global Internet. The communication protocol between them 
is the User Datagram Protocol.

The plant is a dc servo system, which is shown in Fig. 8. The 
motor is driven by a servo amplifier of which the input voltage 
range for motor speed control is -15 to 15 V. The angle of the 
motor is measured by an angle sensor of which the output range 
is also-15 to 15V.

B. Experiment Results
The Internet-based networked control experiments are im 

plemented with the plant and control sides placed at geo 
graphically different locations. The plant side IP address 
is 193.63.131.219, which is located in the University of 
Glamorgan, Pontypridd, U.K., and the controller side IP is 
159.226.20.109, which is located in the Chinese Academy of 
Sciences, Beijing, China.

For the sake of analysis, the round trip delay is measured 
by an experiment. Normally, the time RTT delays are between 
10 steps (0.40 s) and 14 steps (0.52 s), which are very big 
values for the servo system. These samples are shown in Fig. 9. 
rhe same controller that was used in the simulation was also 
adopted in the practical experiment. Fig. 10 shows the result of

7

6

5

§ «

I 3 
o 

2

1

0

0.5 1 1.5 2 2.5 3 3.5 4 4.5
Time (s)

Fig. 10. Local control experiment.
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Networked control without compensation

2 2.5 3
Tune (s)

Fig. 11. Networked control without compensator.

local control without the network. It shows that the performance 
was good with the adopted controller. However, due to the 
long time delay of more than ten steps, the networked control 
without compensation was no longer stable, which is shown in 
Fig. 11. It indicates that the time delay did degrade the control 
performance greatly and could even make the control system 
unstable.

In order to compare the results, both the traditional NPC 
method and the new method introduced in this paper were 
implemented in practical experiments. The results are shown 
in Fig. 12. For the sake of comparison, the local control result 
that is shown in Fig. 10 is also given here. From these results, it 
is clear that both methods had compensated to some extent for 
the impact of time delay. However, compared with the previous 
method [24], the new scheme has a much more effective perfor 
mance with a smaller overshoot and a shorter settling time. The 
new method is superior to the traditional NPC scheme because 
it can choose the appropriate control signal from the control 
sequence even when a prediction error exists.

VI. CONCLUSION
In this paper, a new NPC scheme was introduced. Relative 

to the previous NPC methods, the control signal applied to 
the actuator is selected based on the output rather than on the 
time delay measured. The stability of the new scheme was also
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analyzed in this paper. When the model is not accurate, the 
new NPC scheme can choose the appropriate control signal 
and achieve an improved control performance. To test the 
performance of the proposed scheme, simulations and practical 
experiments were implemented for a servo plant. Both the sim 
ulation and the Internet-based experiments have successfully 
demonstrated the superior performance of the new NPC scheme 
relative to the previous implementation.
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Networked Predictive Control over the Internet 
Using Round Trip Delay Measurement
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Abstract—With the rapid development of network technology, 
the potential use of networked real-time control and automation is 
enormous and appealing. However, the closed-loop control 
systems via the Internet are very difficult to implement practically 
due to its stochastic nature. Large and random time delay and 
data dropout caused by data transmission impact on the 
performance of the control system and even result in system 
instability. To address this problem, this paper proposes a 
methodology to modify and enhance the conventional system so 
that it can be used over the Internet. This paper describes a 
model-based networked predictive control scheme based on the 
round trip time (RTT) delay measurement rather than 
considering the feedback channel delay (between the sensor and 
controller) and the forward channel delay (between the controller 
and actuator) separately, which successfully avoids the 
requirement of synchronization. It is required by many schemes 
but actually hard to achieve over the Internet. Stability for both 
fixed and random network transmission delays is also investigated 
in this paper. To illustrate the control performance improvement 
of the proposed control scheme, the results of off-line simulations 
and real-time experiments via the Internet are presented.

Index Terms—Predictive control; Model-based control; 
Networks; Stochastic systems;

I. INTRODUCTION
With the fast development of high-speed network 

technology, the use of the Internet has expanded rapidly in 
recent years. The Internet covers almost every corner of the 
world, from big cities to remote villages. It allows a cluster of 
devices from different parts of the world to be linked together. 
The application of Internet based control systems is very 
attractive, which provides an economical solution for global 
access to monitoring and control functionality. It can 
potentially be used in many applications, such as collaboration 
between operators located at different places, remote tuning of 
control systems and large scale distributed control.

However, for the closed-loop networked control system 
(NCS) [1][2][3][4][5][6][7] over the Internet, the long random 
network delay, data dropout and disordering of received 
packets induced by routers of data transmission and network 
traffic congestion are unavoidable. Without seeking a good

Manuscript received September 11, 2006.
Wenshan Hu, G. P. Liu and D. Rees are with Faculty of Advanced 

Technology, University of Glamorgan, Pontypridd, CF37 1DL, Wales, UK 
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compensation algorithm, these problems degrade the control 
performance greatly and even result in system instability. 
Certainly, a controller can be connected to a plant from a local 
closed-loop control system with the status of the system 
monitored and the parameters of the controller adjusted via the 
Internet. However this structure does not provide a good 
interaction between the plant and the operator or automatic 
controller on the remote side [8]. For instance, when an 
anomaly occurs, the remote side can only notice it and may not 
be able to response in time. Hence, sometimes the networked 
control system which is closed over the network has to be 
considered.

Many approaches are proposed to address the problems 
caused by the stochastic featurse of networks. A number of 
methodologies based on various techniques such as gain 
scheduling [8], control and communication co-design 
[9][10][11], optimal stochastic control [12], state feedback 
control [13], sampling time scheduling [14][15] and distributed 
control [16] have been investigated in recent years. However, 
many of these techniques only cover the problems for local 
networks and some of them need full control of the 
communication media. Internet transmission is more 
complicated and causes larger time delay and more serious data 
dropouts. Normal users have no control of Internet traffic 
scheduling at all.

Liu et al. [17] developed the networked predictive control 
(NPC) method, which can tackle the long random time delay 
and serious data dropouts induced by the Internet. It is a model 
based predictive control algorithm and takes advantages of the 
feature of the network that a packet of data can be transmitted 
through network at the same time. In this method, a set of 
control sequences for every possible delay time are packed 
together and sent to the plant side simultaneously. On the plant 
side the relevant control signal corresponding to the measured 
transmission delay is chosen and applied to the plant

Theoretically, this method is applicable and effective, but in 
practical applications, it must overcome a measurement 
problem. It considers the feedback channel (between the sensor 
and controller) and forward channel (between the controller 
and actuator) time delays separately. It is difficult to measure 
the two time delays individually unless there is synchronization 
for both the controller and plant sides. Ref [18], [19] and IEEE 
1588 [20] have provided time synchronization resolutions for 
this very issue but they are only applicable to local networks. 
Actually to date it is hard to find synchronization services 
suitable for control applications on the Internet. So under
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current Internet infrastructure, the measurements of the 
individual time delays are unachievable.

In order to avoid the individual time delay measurements and 
solve these problems, a new networked predictive control 
scheme based on round-trip delay measurement is proposed in 
this paper, which is different from Liu's et al. method. In this 
scheme, both prediction calculations and selection of control 
signals are based on the round trip delay rather than the 
individual feedback and forward channel delays. So it need 
only be measured by the plant side clock alone. Therefore, there 
is no synchronization requirement between the controller and 
plant sides. The prediction calculation is based on a plant 
model, so the accuracy of the model is essential to the control 
performance. An online parameter estimator is also embedded 
in this scheme.

This paper is organised as follows: In section 2 the design of 
the control scheme is described. Section 3 analyses the stability 
of this kind of systems. Section 4 gives the off-line simulation 
results of the networked predictive control system. Section 5 
demonstrates the practical experiments and analyses the 
performance of the proposed scheme. The conclusions are 
drawn in section 6.

II. SYSTEM DESIGN OF NETWORKED PREDICTIVE CONTROL 
SYSTEMS BASED ON RTT DELAY

A. Structure of the Networked Predictive Control System 
The random network transmission delay makes it very hard to 

analyse and design networked control systems. However, there 
is a distinct advantage in using a network in that a set of control 
sequences and measurements can be transmitted from one 
location to another location at the same time by packing them 
into one packet. It indicates that the design and implementation 
of networked control systems should be different from 
conventional control schemes.

Figure 1 is the structure of the networked predictive control 
system using round trip time delay measurement. It can be 
separated into two parts. One is the plant side, which consists of 
the network delay compensator and actuator buffer. This part 
can be achieved using a cheap solution with limited computing

capability such as ARM embedded control board. The other is 
the event-driven controller side, which consists of the control 
prediction generator and online identifier. It could be a 
powerful mainframe computer which has the capability to serve 
many control loops. The diagram for this kind of system is 
shown in Figure 2.

Plant Internet

Internet

'Central 
Controller

Plant 2

Figure 2. Networked control structure

In order to quantify the time delay in the discrete domain, the 
following two definitions are made.

Definition 1: The discrete time t is counted as the multiples 
of the sampling time T . The discrete time t means the actual 
time T • t.

Definition 2: The time delay is also the multiples of the 
sampling period T . For example, if the discrete time delay is 
t r , it means the actual length of the time delay is t r -r. 
However, in practical applications, the time delays can be 
random numbers including non-integers. If the real time delay 
is a number between (t r , t r + 1), the discrete time delay is
rounded to t r + 1.

The time scheme of the round-trip method is shown in Figure 
3. In this scheme, a control cycle is initiated by the plant side 
rather than by the controller side. It starts with the plant side 
sending a packet to the controller side, on which the previous 
control signals u, current and previous output y and a time
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stamp which indicates the current time the plant side data is 
packed together. When the controller side receives the packet, 
based on the data received, it calculates the N-step (N is the 
calculation bound) future control sequence, packs them into a 
packet together with the time stamp and sends it back to the 
plant side. When the plant side obtains the packet, the round 
trip time delay can be calculated by subtracting the current time 
with the value in the stamp. According to the round trip time 
delay, the proper signal is selected from the future control 
sequence. The total time delay of a control cycle consists of 
three parts:

RTT delay T

T"
\ /

T t —— c-^) T
* ca v

A: the instant at which the plant side sends a packet to the controller side 
B: the instant at which the controller side receives the packet 
C: the instant at which the controller side sends the future control sequence 
D: the instant at which the plant side receives the control sequence 

Figure 3. Time scheme

1) tsc is the time delay at the feedback channel
2) tc is the time delay for generating the prediction sequence 

by the controller side
3) tca is the time delay at the forward channel 

tr is the round trip time (RTT) delay which is the sum of the 
tsc , tc and tca , in which tc is the computing delay. So the 
RTT delay can be written as

t r =t sc +tc +tca (I)
In this scheme, the controller side is event-driven rather than 

time-driven. Only when the plant side receives a packet from 
the feedback channel, the controller generates control 
predictions. Without receiving a new packet from the plant 
side, it is in "idle status". The prediction calculations are based 
on the RTT delay, so the actual time at which the calculation is 
conducted is irrelevant to the final sequences. Therefore, it is 
not necessary to synchronize the clocks of both sides.

In order to keep the plant model up to date, a recursive least 
squares parameter estimator is also adopted in this scheme. The 
model identifier checks the previous data sent from the actuator 
buffer, and updates the model every cycle.

B. Design of the Control Prediction Generator 
Let SH[z~',«] denote the set of polynomials in the

indeterminate - with coefficients in the field of real numbers 
and with the order n in a set of non-negative integer numbers. 
For example, polynomial A(z~l )eW[z~l ,n] , i.e.,

Consider a single-input single-output discrete-time plant 
described by the ARMA model

A(z~* )y(t + d) = B(z~l )u(t) (2) 
where it(t) and y(t) are the control input and feedback output

of the plant, d is the time delay and A(z~ )e <R[z~ ,«] and
B(z~l ) e 5R[z~', m] are system polynomials.

Without considering the network transmission delay, a 
controller is designed as

(3)

where the polynomials C(z~l )eW[z~l ,nc ] and

(4)
where y(t + d) is the output prediction and r(t + d) is the 
reference input.

At time / , the controller side receives a packet from the plant 
side. In this packet, the sequences of plant outputs y 
(including y(t -t,c ), y(t - tsc - 1) , y(t - tsc - ri) ), previous 
control sequences u (including u(t -t,c -l), u(t-tsc -2) ,

, u(t-tsc -nc )) and a time stamp t — tsc which indicates 
the time at which the packet is packed and sent out.

For the simplicity of analysis, it is assumed that the 
maximum time delay is bounded within N steps. The 
following operations on predictions are defined:

(5)

for i - 0,1,2,... , where x(.) represents y(.) and u(.) and 
x(t + i\t) denotes the i-th step ahead prediction of x(t) based 
on the previous data up to time t .

If the feedback network time delay is tsc , the output of the 
plant can be predicted using the Diophantine equation.

A(z- l )Ei (z-l ) + z-i Fi (z-l ) = \ (6) 

where polynomials Et (z ~l ) e 9t[z -1 , / - 1] and 
F, (z" 1 ) e 5R[z~' , n - 1] . So, the future output prediction based 
on time / - tsc can be calculated by

u(t-tsc -l) + M]

u(t-tsc \t-tsc )

u(t-tsc + N-\\t-tsc )

(7) 
where the polynomial Gk (z~l )&y{(z~\m-\) and the



= D(z~l )(R(t - tsc +cT>-Y(t-tsc +d\t- /„)) 

The term C(z~')£/(/-*„ |/-^c )can be separated into two 
parts: the first part contains the control sequences before time 
t-tsc and the second part the predicted future control 
sequences after / - tsc . Then let

(14)

where H(z~1 ) = [H0 (z '),//,(z 1 ),...,/fAf_ 1 (z~')J , the 
polynomial /// (z~1 )eSR[z~ 1 ,max{Hc -/,0}] and the 
matrix L e yiNxN . Combining (8), (13) and (14) gives 

//(z-1 )u(t - tsc -\) + LU(t-tK \t- t sc ) 
= D(Z ~l )R(t - tsc +d)- D(z~l )F(z~l )y(t - tsc ) 
-D(z~l )G(z-l )u(t-tsc -\)-D(z~l )Ml U(t-tsc t-t,c )

(15) 
In order to separate the control sequence U(t-tsc \t-tsc ) at
time t-tsc , let

r(z -l )u(t-tsc -\)+MU(t-tK \t-tK )

where r(z-1 ) = [r0 (z- 1 ),r1 (z-'),...,r^_ 1 (z-1 )] 7" , the 

polynomial r( (r~1 )e«R[z~1 ,max{«(/ +^-1,0}] and the 

matrix M e 5R Wx/v . The result is

(17)
Now the control sequences can be determined by the 

following predictive controller:
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matrix M! e W N* N . Thus,

where

(9)

)] 01)
F(2~') = {Fd (z- l \Fd^(z-l ),---,F^N^(z~l )} T (12) 

Using the controller in equation (3), the future control sequence 
can be determined in the following way.

(13)

(18)

where

(19)

(20)

(21) 
t ca is the forward channel time delay and tc is the computing
time delay.

Then, the future control prediction sequence 
U(t-tsc \t-t,c ) between time t-tsc and t-tsc + N-\is 
generated. It can be seen from equation (18) that tsc only 
indicates that the time that the feedback signal y(t-t sc ) and 
actuation signal u(t-tsc —\) are made available at the 
controller side after time / . Based ony(t-tsc ) , u(t-tsc -1) 
and maximum bound N , a future prediction sequence 
U(f ~ lsc \ f ~ {sc ) can be calculated. The actual value of tsc has 
no impact on the calculation result.

Hence, if the RTT time delay t r is available, without 
requiring to know the value of tsc , tca and tc , the proper 
control signal on the plant side should be

u(t + t c +tca \t-tsc )
= u(t-tsc +(t sc +tc +tca )\t-tsc ) = u(t-t sc +tr \t-tsc )

(22) 
It is the /r -th value of the sequence. However, it is still
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unknown until it is measured at the plant side. To measure the 
RTT delay, the time stamp t - t sc obtained from the packet 
received from the plant side is packed with the control 
prediction sequences into a UDP packet and sent back to the 
plant side.

C. Design of the Network Delay Compensator
The task of the network delay compensator is to choose the 

proper data corresponding to the RTT delay. The network delay 
compensator is time-driven, because every sample time it needs 
to generate a control signal no matter whether the predictive 
control packet is received or not at that sample time. However 
due to the random delay, data dropout and data disordering, it is 
not guaranteed that every sample time the plant side can get a 
packet from networked. Thus, the algorithm for this part should 
consider the following two scenarios:

I) Control packets are received during the control cycle: The 
algorithm for this case can also be separated into three 
procedures detailed below:

Selection of the packets received: If the number of the 
packets received is more than one, which probably happens 
because of the random time delay, the one with the latest time 
stamp is selected.

Measurement of round trip time (RTT) delay: The RTT delay 
is easy to obtain because of the time stamp. Therefore,

t,=t-t, (23) 
where tr is the RTT delay tsc + tc +tca , t is the current time 
at the plant side and ts is the value in the time stamp. As the 
time stamp t s is always obtained from the received packet, 
which may arrive earlier than the instance of calculation. So the 
calculated time delay is normally slightly longer than the actual 
one. However, this margin is less than one sampling period. In 
the Internet based control applications, normally the time delay 
is many times bigger than the sampling period (it is around 10 
times bigger in the example in Section V), so the delay 
quantization is not a significant factor in the control 
performance.

Selection of control value: The control input value u is 
chosen, based on the RTT delay t r . For example, if the latest 
control sequence on the plant side is

u(t-tca -tc -tsc \t-tca -tc -tsc ) 
u(t-tca -tc -tsc +l\t-tca -tc -tsc )

tca -tc -tsc + N-\\t-tca -tc -tsc )
u(t-tr \t-tr )
(t-tr + \\t-tr )

(24)

t-tr + N-l\t-tr )
then the output selected control signal will be

u(t) = u(t\t-tr ) = u(t-t r +tr \t-tr ) (25) 
Therefore, the tr -th signal in the control prediction sequence

is selected without considering individual tsc and tca , which is 
shown in Figure 4(a).

Latest control sequence
0 1 tr tr +\ N-\

t
tr -th signal is selected

(a) 
Previous control sequence
0 1 ... tr t,+l N-\

tr + 1 -th signal is selected 

(b)
Figure 4. The selection of control signal: (a) if packets received; (b) if packets 

not received

2) Control packets are not received during the control cycle: 
Because of the random feature of the network, this case often 
occurs with the random delay and data dropout. When this 
happens, the next signal in the previous control predictive 
sequence should be selected, as shown in Figure 4 (b). That is

(26)
where u(t) is the value selected and u(t\t-tr -l) is the 
(t r +l)th value of the previous sequence.

D. Actuator Buffer
After the control input u is generated, it should also be 

buffered with the output feedback signal y. The buffer length 
is determined by the model description and the control method 
selected. For example, the following sequences are queued in 
the buffer:

y(t) ' ' u(t-l)

y(t-n) u(t-m-\)

(27)

The sequences stored in the buffer are required for the 
predictive control generator. Hence, they are packed with a 
current time stamp t into a packet and then sent to the 
controller side, by which a new control cycle is initiated.

E. Online Parameter Estimation
In a practical application, the accuracy of the model is a key 

factor in the performance of networked predictive control 
systems. If the model is not accurate, the control quality is 
greatly degraded and may even make the control system 
unstable. However, normally the model of the plant is not static 
and changes with working conditions. When the plant is 
changing, the model should also track these changes. 
Therefore, the recursive least squares parameter estimator is
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adopted in the control scheme. 
The plant is described as

(28)

The algorithm can be written as

K(t) = P(t)<p(t) = P(t -
P(t) = {P(t - 1) - P(t - V)<p(t)<p T (t)P(t -

(30)

(29)

where the initial value of the estimated vector 
0(t) = [-al ,-a2 ,...,-an ,b0 ,b\,... , bn ] T , the regression vector 
is

<p(t) = [y(t ~ 1), y(t - 2),... y(t - n),u(t - d),
u(t-d-\\...,u{t-d-m)} T 

and A is the forgetting factor.
The regression vector <p(t) and y(t) can be obtained from 

the packet sent from the plant side. They are stored in the 
actuator buffer, so they are the actual values from sensors and 
controllers. The s(t) is the difference between the actual output

and the one-step prediction (p 7 (t)0(t-\). Whene-(0 is large, 
it indicates that the present model is not accurate. In this case, 
the parameter vector 0(t) will make the corresponding changes 
to correct the model.

III. STABILITY ANALYSIS

A . Constant Network Transmission De lay
As shown in the previous section, for the networked 

predictive control system using round trip delay measurement, 
the feedback and forward channel can be considered together. 
Therefore, for the stability analysis, k is considered as the 
RTT delay.

It is assumed that the round trip time delay k is fixed, so the 
control prediction applied at time / can be obtained by

«« = «</ |f-*) (3D 
where u(t\t-k) is calculated using the control predictor, 
which can be written as

' (32) 
-Qk (z-v )y(t-k)-Sk (z-l )u(t-k-\)

Both u(t) and u(t-k- 1) are the control sequences applied 
on the plant side, so

u(t-k-\) = u(f)z~k~l (33) 
Then

Pk (z "' )r (t}z d+N-k-'1 -Qk (z~ l )y(t - k)
«« = •

The closed-loop control system is

(34)

,d+N-k-\

Therefore, the characteristic equation is
(35)

(36)
If the roots of the above polynomial are within the unit circle, 

the system is stable.

B. Random Network Transmission Delay 
It is assumed that the round trip time delay is random but 

bounded, i.e., k = {0,1,..., N -1} , where N is the maximum 
delay. From (18), at time / , the control signal applied on the 
plant side is calculated by

(37)

polynomials 
,«„! and

To analyse the stability, the reference input r(t) = 0 . 
Equation (37) can be written in state space form as

where

Qk (z' ] )y(t-k)-Sk (z-l )u(t-k-\) 

where k is the RTT delay, the

U(t) = [u(t), u(t-\\... ,u(t-k\...,u(t-N-fl)f (39)
Y(t) = [y(t), y(t - 1), . . . , y(t - k\ . . . , y(t - N + \)]T (40)

ft-

*> =

"0 .- 0 -q0

0 ••• 0 0

0 00

0 ••• 0 0
"0 ••• 0 -s0

1 -•• 0 0

1 0
1

'•• ~1nq 0 ••-

0 0 •••

... o 0 •--

... 0 0 •••
••• -*„ o •••

0 0 -••

... o 0 -

... o 0 •••

1 0 ---
1 -••

0"

0

o (41)

0
0 0"
0 0

0 0• ° <«>
0 0
0 0

1 0

where Qk and Sk and
= N + max(np +l,nq +l,n,m + (43)

The plant model (2) can also be described in state space form as
(44)
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where

B =

-a. " an 0 

00-

0

0

0 0
0 0

0 0
0 0

1 0
-bn 0 ••• 0' 
0 0 •-- 0

0 0 ••• 0

(45)

(46)

and I s K x" and Be *"*" 
From (38) and (44), the system is described as

(47) 
= (A + BQk )Y(t) + BSk U(t -1)

Then, the closed-loop system is represented by the following
["y(/ + l)l \A+BQk 55Jf Y(t) 1= _ ^" _* (48)
L V® J L fit Sk \U(t-\)\

which is a switched system [21] and can be written as the 
follows

Y - T, Y C491 A /+i * k A t v*")
where

" y(t)x,= (50)

BSt (51)
A+BQk

Qk
In recent years, the stability of the switched systems is a very 

popular research topic and has attracted much attention. In [22], 
a method to formulate the stability of the switched linear 
systems as linear matrix inequalities (LMI) is given. In [23], the 
stability of the NCS systems is studied using the LMI and the 
feasible solutions for the LMIs can be found using LMI toolbox 
[24].

According to these literatures, the stability of the system can 
be analysed as follows:

Theorem 1: For the networked predictive control system 
with random RTT time delay, the closed-loop system is stable if
there exists a positive definite matrix P e 9? 

:P

NxN that
Tk T PTk (52)

Proof: As the time delay is random, (49) is a switched system 
which is composed of N discrete-time subsystems. Let

V, =X, T PX, (53) 
Then

= XM PXl+{ -xPX, (54) 
= X, T (Tk T PTk -P)Xt

From (54), it follows that Tk T PTk -P<Q. Therefore, the 
switched system is stable.

IV. SIMULATION RESULTS
In order to validate the proposed method, a servo motor 

control system which consists of a DC motor, a load plate, a 
speed sensor and an angle sensor is considered. The control 
system is designed to drive the load plate to a pre-set angle. The 
model of the plant was identified as

„. _u G(z ) = 0.05409z'2 +0.115z°+0.0001z-4————— i ————— '•> ————— 5—
1-1. 12z"' -0.213 z'2 +0.335z-3

,„, (55)

where the input is the voltage applied to the DC motor and the 
output is the voltage sampled from an angle sensor. The 
sampling time is 0.045 .

The following proportion-integral (PI) controller is designed 
when the communication time delay is not considered.

D(z~l ) 0.501-O.Sz"1-TTTTT = ——I——~,—— (56)

15 2 25 3 3.5

(a)

— Local control with 2-cl*p dalay 
• Local control with 3-«l*p (May

2 25 3 
Tim* (s)

(b)

f <

N«twork»d Conlrol

0 OS 1 1.1 2 2S 3 35 4 4.S S
Tim. I.)

(C)

Figure 5. Simulation results: (a) local control without time delay; (b) networked 
control without compensation; (c) networked control with compensation
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Figure 6. Practical networked control system

The unit step response of the closed-loop control system 
without network communication is shown in Figure 5(a), which 
indicates that the control performance is good without time 
delay. The step responses of the control system with no delay, 
2-step, and 3-step constant RTT delay are shown in Figure 5(b). 
The simulation results confirm that with the network delay 
increasing, the performance of the closed-loop control system 
degrades rapidly.

In order to compensate for the network delay, the predictive 
control method based on RTT delay is implemented. The step 
response of the system is shown in Figure 5(c) in the case of 
random time delay within 15 steps. It is clear that the control 
performance is the same as that of the system without network 
time delay. Hence, when the model of the plant is perfectly 
accurate, the delays are completely compensated using the 
proposed method. However, for practical system, models are 
time varying more or less and not so accurate, the very issues 
are investigated in next section.

V. PRACTICAL IMPLEMENTATION OF NETWORKED PREDICTIVE 
CONTROL SYSTEMS

A. Internet based control test rig
In order to apply the networked predictive control method to 

a practical servo control system, a networked control test rig 
has been built, whose diagram is shown in Figure 6. The test rig 
consists of three parts: a PC on the controller side, an ARM9 
embedded board and a servo control plant.

The kernel chip of the embedded board is ATMEL's 
AT91RM9200. It provides a cost-effective, low price solution 
for networked-based embedded applications. Figure 7(a) shows 
the ARM9 embedded board.

The most time-consuming computation for the predictive 
control is performed by the PC on the controller side. The 
controller side has a high processing power with an Intel P4 
processor. Because the method is based on the round trip delay 
measurement and the controller is event-driven, there is no 
critical real-time requirement for the plant side. So, the 
controller program runs under the commercial operating system 
Window XP.

The two parts (the PC and ARM9 embedded board) are 
connected by an IP network and the communication protocol 
between them is UDP.

Figure 7. Networked control test rig: (a) ARM 9 embedded control board; (b) 
servo plant

The plant is a DC servo system which is shown in Figure 
7(b). The motor is driven by a servo amplifier of which the 
input voltage range for motor speed control is -15~15v. The 
angle of the motor is measured by an angle sensor of which the 
output range is also -15~15v.

B. Internet Based Control Experiments 
For Internet based control experiments, the controller and the 

plant sides are put at different locations. The plant side with IP 
address 193.63.131.219 is located in University of Glamorgan,
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UK. The controller side with IP address 159.226.20.109 is 
located in Chinese Academy of Science, China. Due to the long 
distance between the two sides, the time delays are very long 
and the data dropouts are very frequent. Normally, The RTT 
delays between the two sides vary from 8 to 14 steps (from 
0.32s to 0.56s) according to the experimental results.

I - - - Roteranc*j 
Local comrol j

2 2.5 3 
Tfcn. («)

(a)

180

150

120

SO

40

0

-40

Rojforanc* 
- In1«nn»l b»«d control without comp«n«atloi

0 1 2 S 4 t 
Tim. (.)

(b)
Figure 8 Control performance without compensation: (a) local control; (b) 

networked control

The same controller which is used in the simulation is also 
adopted in the practical experiment. Figure 8(a) shows the step 
response of the local control. It indicates that the local 
controller works very well without network delay. However, 
due to the long time delay induced by Internet, the networked 
control system without compensation is no longer stable, which 
can be shown in Figure 8(b).

The system with the delay compensation algorithm provides 
accurate control and this is depicted in Figure 9. Figure 9(a) 
shows the control results with the compensation algorithm and 
online identification and Figure 9(b) shows the time delays at 
the same time. Because the system sample time is 0.04s, so the 
values of the time delay are always multiples of 0.04.

Because of the online parameter identification, the real plant 
behaves very close to the model identified. The results of the 
Internet based control are very similar to those of local control. 
However, if the online identification is turned off and the model 
at the controller side is static, the networked control system is 
still stable but the control performance degrades greatly due to 
the uncertainty of the model. It is depicted in Figure 9(c). It 
confirms that the online parameter identification is very 
important in practical applications.

From the practical experiments, it can be concluded that the 
proposed networked control scheme can compensate for the 
network delay of Internet based control systems.
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Figure 9. Internet control with delay compensation: (a) networked control (with
online identification); (b) time delay (c) networked control (without online

identification)

VI. CONCLUSION
In this paper, the networked predictive control method for 

RTT delay has been shown to compensate for the network 
delay. This paper also has analysed the stability of this kind of 
system with both fixed and random network transmission 
delays. An active plant side and an event-driven predictive 
control generator were introduced in the paper. To test the 
performance of the proposed scheme, a practical experiment is 
implemented for a servo plant. In order to obtain an accurate 
plant model, a least squares online parameter estimator was 
also applied in practical experiments. The Intranet and Internet 
based servo plant control has successfully demonstrated the 
effectiveness of the networked predictive control scheme based 
on RTT time delay measurement and online parameter 
estimator. The problems of the system with the controller and 
actuator sharing the same network interface are addressed in 
this paper. The issues for the system with three parts (the 
controller, actuator and sensor) will be investigated in future 
work.
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Design and Implementation of Web-based 
Control Laboratory for Test Rigs in 
Geographically Diverse Locations
W. S. Hu, G. P. Liu, Senior, Member, IEEE D. Rees and Y. L. Qiao

Abstract— This paper compares current remote laboratories 
and describes the design and implementation of the NCSLab 
(Networked Control System Laboratory) in the University of 
Glamorgan on http://www7ncslab.net, which provides an unified 
and flexible web-based interface to access test rigs located in 
different countries of the world. All the test rigs are connected and 
managed together by the NCSLab system. They are well 
catalogued by their characteristics and their geographical 
locations are not necessarily known to the user. A three-layer 
structure, which consists of the main server, sub-servers and test 
rigs is adopted to organise the distributed facilities. AH the control 
algorithms for the test rigs are generated using the Matlab 
Real-time Workshop. Users can design and implement their own 
control algorithms for the test rigs. The web interface is designed 
using Java JSP/Servlet technology which gives the users great 
flexibility including remote tuning, remote monitoring (both data 
and videos) and remote control logics. In order to manage the 
massive information and support concurrent access, MySQL 
database is also integrated into the system.

Index Terms— Internet, Remote handling, Remote 
Laboratories, Teleoperation, Networked control

I. INTRODUCTION
Experimentation plays an important role in science and 

engineering education. In the traditional environment for 
engineering education, lectures are supported by laboratory 
work, where students carry out experiments. This enables them 
to experience the practical application of knowledge they gain 
from the lecture. However, not all the educational Institutions 
can afford all the expensive experiment test rigs their students 
need and often with specialized test rigs their utilization level is 
low and difficult to justify. However if these resources can be 
shared across Institutions, then it provides a stronger 
justification for purchase. Nevertheless, the geographical 
distance between the service provider and the service receiver 
is a big obstacle to enable this to be achieved.

With the rapid development of industrial electronics and 
network technology in the last a few years, many Internet based 
tele-monitor and tele-control technologies have been used in 
the industrial applications. Telerobotics[l][2][3], process
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control[4], automated building[5], manufacturing[6], 
telemedicine[7] and tele-operations [8][9] are examples of such 
applications.

Thus, with the growth of the technology, the web accessible 
remote experiment via Internet has become an economical 
solution for the increasing number of students. Encouraged by 
the low cost and the great effectiveness of the web based 
laboratories, the design methods for various kinds of 
experimental instruments have been developed in the last a few 
years, including electric drivers[10], coupled tanks[ll], 
vibration measurements[ 12], linear systems[13], digital 
electronic systems [14] and virtual labs[15] etc. Recently, 
some new technology has been used to improve the 
performance and accessibility of remote laboratories. To 
simplify maintenance, remote laboratory through a bootable 
device is introduced in [16]. The remote laboratory can be run 
from a bootable CD which contains the OS (operating system) 
and software. In [17], the remote test rigs can be accessed via 
mobile phones.

However, for the geographically diverse Institutions to share 
their control experimental facilities, it is necessary to design a 
more universal remote laboratory platform which provides 
unified interfaces for different test rigs located in different 
places. To achieve this, the following issues need to be 
considered carefully.
1) Global Scale Remote Laboratory

The web-based laboratory should have a distributed structure 
to support test rigs geographically located all over the world. 
Most of the current laboratories only support the test rigs 
located in one place but there are still several exceptions. 
Peer-peer structures are proposed and implemented in the 
ALFA project [18] and Vienna University of Technology [19]. 
The peer-peer structure is good for expansion, but it is difficult 
for maintenance because of the lack of a central server. In [17], 
a server/microserver structure is proposed, in which both the 
server (central) and microservers (distributed) provides TCPAP 
services to end users.
2) Flexibility for the Users

The remote laboratory should provide as much flexibility as 
possible to the users. Most (if not all) of the jobs that can be 
done in hands-on laboratories should also be realized in remote 
laboratories. For a control laboratory, the following issues of 
importance are:

a) Parameter tuning: This is the most basic function of the 
remote laboratory. Most of the current laboratories allow the 
users to turn the parameters remotely. In the Control Telelab of
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University of Siena [20], some important parameters (for 
instance, P, I and D in a PID control) can be manipulated by the 
users. However, for a laboratory with good flexibility, the 
users' options should not be restricted to these "important" 
parameters. All the parameters related to the control algorithm 
such as the reference value and the variables for signal 
conditioning should also be accessible in a very convenient 
way.

b) Real-time signal monitoring: All the real-time signals in 
the control algorithm should be available for the users. The 
users can select the signals and monitor them in the web 
interface [21]. From the change in the signals, the control 
performance can be judged.

c) Real-time video monitoring: Monitoring the signals 
through charts can not provide the same impact as in hands-on 
experiments. However, real-time video can effectively 
overcome this by helping the users to understand the dynamics 
of the test rigs. In the remote laboratory for a brushless DC 
motor introduced in [22], both visual image and sounds are 
transmitted to the users.

d) Customized control algorithms: A good remote laboratory 
should allow the users to design their own control algorithms 
and implement them on the remote test rigs as conveniently as 
they do in a hands-on laboratory. [17] and [20] are two good 
examples of this. In [17], the electronics laboratory in the 
University of Deusto allows the users to upload their own 
programming logic for remote CPLDs and FPGAs.

In [20], Matlab Simulink and RTW (Real-time Workshop) 
are deployed for the users to generate user-defined control 
algorithms. The user needs to download a template file which 
contains two sub-systems. One represents the reference and the 
other is the controller. The user fills in the two subsystems with 
his/her algorithm and uploads them to the server. The server 
merges the two sub-systems and generates the executable 
program in RTW. It is an innovative idea but a little bit 
inconvenient for the users. The users have to separate their 
algorithms into the reference parts and controller parts. If they 
could upload their simulation diagrams directly to the server 
without considering the sub-systems, it would be more 
straight-forward and convenient.

e) Simultaneous access: In a hands-on experiment, an 
operator (teacher) works on the test rigs and others (students) 
can monitor how the experiment is going on. Therefore, in 
remote laboratories, the users should also have the same 
flexibility. Many users should be able to access a test rig at the 
same time, but among them, only one of them can actually tune 
the parameter or change the control algorithms and others can 
only watch. More than one user modifying the experiments 
concurrently makes no practical sense and should be 
prohibited. 
3) GUI Design

The web GUI is the interface interacting between the client 
users and the remote laboratory. From the user point of view, 
the GUI design should be friendly and easy to use. The remote 
laboratories in [23] and [24] are good examples. They provide 
various visual components for the users.

The user interface should also provide sufficient documents 
covering every test rig. Rich documentation helps the users to 
understand the test rigs before they do experiments, which can 
reduce the chances of making errors.

The list above is the targets set to the designers of the 
NCSLab (Networked Control System Laboratory). The object 
of the NCSLab project is to build a global scale remote 
laboratory providing a user-friendly remote experiment service 
to the end users all over the world. The following technologies 
are adopted in the design of the NCSLab. 
1) Three Layer Structure

In order to manage geographically diverse test rigs, a 
three-layer structure (Server/Sub-Server/Test rigs) is adopted. 
As shown in Figure 1, the sub-servers are placed locally with 
the test rigs. They collect the real-time data and videos from the 
test rigs via the local network and pass them to the main server. 
A similar three layer structure is proposed in DEUSTO system 
[17]. However, in that system, every microserver (sub-server) 
provides TCP/IP service to the end-user. Because DEUSTO 
system doesn't support concurrent connections, only one user 
can access a particular test rig at any one particular time.

Test Rig 3 Sub-server 2 .

: ^—-^

Test Rig n-1

Internet

Test Rig n

Sub-server m

Figure 1. Three-layer structure of the NCSLab

In the NCSLab, the sub-servers don't provide direct TCP/IP 
service to the users. They only communicate with the test rigs 
and main server. This feature is good for concurrent access. 
The load on the sub-server keeps constant no matter how many 
users access a particular test rig simultaneously. The increase in 
the number of users only increases the load on the main server 
which can be a very powerful dedicated server. The loads on 
sub-servers are relatively constant and predictable. Therefore 
they can be low cost computers with limited computing 
capacities.

The main server provides centralized management and 
maintenance for the diverse test rigs. Because only the main 
server provides services to the users, it can easily guarantee one 
unified interface for accessing every test rig. All the test rigs are 
catalogued by their functions and their locations are not 
necessarily known to the users. 
2) Database

There is a lot of information that needs to be managed in the 
NCSLab, such as the users' details, test rigs' information, help 
documents and real-time experimental data etc. It is natural to 
use the database to simplify the information management. All 
the data including both real-time and non real-time are stored in
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the database. The web server only derives the data from the 
database.

The introduction of the database makes the system 
configuration and maintenance easier. By manipulating the 
database, it is very easy to add, delete or update the test rigs 
without modifying the web scripts. 
3) AJAX

AJAX is a new label to describe rich, desktop-like Internet 
applications that run in standard web browsers and do not 
require any special plug-ins [25]. Many functions that used to 
be achieved only by plug-ins can be realized by AJAX. 
However, the idea of AJAX is relative new (first introduced in 
2005) and far from fully developed. It still has some restrictions. 
For example, AJAX doesn't support the persistent HTTP 
streaming very well [25], which may be necessary for the 
real-time data acquisition. Therefore, plug-ins have to be used 
sometimes. 
4) MatlabRTW

Real-time Workshop (RTW) which is an accessory of 
Matlab can generate optimised ANSI C codes from control 
system blocks in Simulink. All the control algorithms in the 
NCSLab are generated by Matlab RTW, because it can provide 
a unified communication interface. The users can upload their 
own Matlab Simulink diagrams to the server. On the server side, 
these diagrams are transformed into executable codes by 
Matlab RTW.

Benefiting from the technologies listed above, the NCSLab 
has successfully integrated six test rigs located in four 
Institutions (University of Glamorgan, Chinese Academy of 
Sciences, Tsinghua University and Central South University) 
from two countries (United Kingdom and China). Users can 
logon the website to access the six test rigs without considering 
their geographical locations. They are allowed to do most of the 
experimental work which they can do in a hands-on laboratory, 
such as implementing the control algorithms, tuning the 
parameters and monitoring the control results through both 
dynamic charts and real-time videos.

II. STRUCTURE OF THE NCSLAB
In order to organise and manage the remotely located test 

rigs, the NCSLab web based laboratory applies the three-layer 
structure which is shown in Figure 1. There is a sub-server 
layer between the test rigs and the main server in this structure. 
Their task is to collect the real-time data from the test rigs via 
local network and pass them to the main server. The function of 
the sub-server is normally performed by a Java program.

This structure secures reliable communication channels for 
the control modules of the test rigs. Normally they are 
embedded computers and have limited computing resources. 
Long range Internet communications may be too resource 
costly due to the long delay and data dropout. Sub-servers are 
placed locally with the test rigs. They are connected through the 
local network rather than the Internet, so the connections are 
more reliable and cause less uncertainties. It also benefits the 
security of the test rigs. Because there is no direct 
communication between the test rigs to the hosts out of the

local networked, the test rigs can be placed behind firewalls 
which protect the test rigs form malicious attacks.
A. Structure of the Main Server

The main server is the central part of the whole NCSLab 
system. On the one hand, it provides the web interface for the 
users to logon and carry out remote experiments; on the other 
hand, it also has a machine-machine interface to collect the 
real-time data from the sub-servers and pass the users' 
instructions to the lower layer. As the structure shown in 
Figure 2, the main server consists of four parts: the Tomcat 
Web Server, Main Lab Manager, MySQL database and Matlab 
RTW Server.

Main Server

l\

MySQL 
Database

Figure 2. Structure of the main server

1) Tomcat Web Server
The web server for the NCSLab is based on Tomcat 5.5 

which supports JSP/Servlet technology. It provides the web 
interface for the clients' to logon and access the remote 
laboratories. The interface includes plug-ins as well as web 
pages. These plug-ins are designed to provide dynamic 
interfaces for the clients to monitor the experiments results and 
real-time videos. They are loaded automatically by the client's 
browser when the client logs on.

The communication interfaces between the plug-ins (Applets 
and Flashes) and the web server are also developed. When the 
plug-ins running on the client's side, there are persistent HTTP 
communication channels established between them and the 
web server. Through these channels, the web server sends the 
real-time data to the plug-ins constantly, so they can display the 
experiment results in real time. It also receives the client's 
instructions from the AJAX scripts such as tuning parameters 
or changing the control algorithm and stores them to the 
database.
2) Main Lab Manager

Main Lab Manager is a Java program whose task is to 
provide a machine-machine interface to the sub-servers, by 
which the main server can collect the real-time data and pass 
the clients' instructions to the lower layers. It continually 
receives the real-time data collected by the sub-servers from the 
test rigs and stores them into the database. The Main Lab 
Manager also scans the status of the database periodically 
(every one second). When new clients' instructions arrive, they 
are passed to the corresponding sub-servers for execution.
3) MySQL Database

The database is the kernel of the main server. All the 
important information such as users' and the test rigs' details
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and the real-time data is stored in it. If it crashes, the whole 
system would stop working. Therefore the stability is of the 
great importance for the whole system. MySQL is a free 
database software with high reliability and good performance, 
so it is an excellent solution for the database platform. The 
tables in the database are divided by two parts by their real-time 
features: the non real-time part and linear part as it is shown in 
Figure 3.

Non real-time data such as users' and test rigs' details etc. are 
stored in the non real-time tables. The "Data list" is a dynamic 
table. When a test rig is connected to the NCSLab, the system 
gets all the information about the real-time data (signals and 
parameters) which includes the data type and position etc. from 
the test rig and stores them in the table. The old list for the test 
rig is overlapped by the new one. The users' experiment 
configurations such as which signals he/she wants to supervise, 
which parameters he/she wants to tune etc. are stored in table 
"Users' experiment". The table "Visual lab" is added into the 
database to catalog the test rigs by their inherent characteristics. 
For examples, all the water tank test rigs are cataloged into the 
"Water tank lab" and all the servo control test rigs are cataloged 
into the "Servo control lab" and so on.

Non Real-time Tables

Algorithm User

Sub-server

Test rig
/

/ >v
Users'

experiment

>
Data list

Visual lab

/
i '/"

\ 
\

/ 

\

Re

/ 
/

/

\
\

al-time Tables

Test rig 1

Test rig 2

Test rig 3

Test rig n

Figure 3. Database Structure

The real-time experimental results are stored in the real-time 
tables. When a test rig is connected into the NCSLab, a 
corresponding table would be created to save the real-time data 
obtained from it. This data is stored consecutively according to 
sequence indicated by the value of corresponding field in table 
"Data list". The database keeps the last 10 minutes' data. The 
data outside of this is discarded automatically.

Therefore, the non real-time tables are just like buffers 
between the Tomcat Web Server and Main Lab Manager. No 
matter how many users accessing a certain test rig concurrently, 
the web scripts only needs to obtain the real-time data from the 
database. 
4) The Matlab RTW Server

The Matlab RTW server consists of three parts: Matlab 7.1 
with Simulink and RTW, ARM Linux GCC and an interface 
program RTW Assistant. Their relationship with the MySQL 
database is described in Figure 4.

Matlab RTW can generate optimised ANSI C codes from 
control system blocks in Simulink. ARM Linux GCC, the 
special compiler version for embedded applications, can 
compile these C codes into executable programs. Therefore, 
based on this software, Matlab RTW Server for NCSLab is

designed. The RTW assistant which is a Java program obtains 
diagrams from the database. The RTW transforms the diagram 
into C codes and ARM Linux GCC compiles these codes. The 
RTW Assistant sends the final executable program back to the 
database.

Matlab RTW Server

MySQL 
Database

\

\ 

\

Simulink 
Diagrams

fi ____ 
^ ————

Executable 
Codes

\ 
/

RTW 
Assistant

Simulink 
Diagrams

Executab 
Codes

Wlatlab7.1

RTW

C Codes

ARM Linux GCC

le

Figure 4 Structure of the Matlab RTW Server

In a control program generated by RTW, there are two kinds 
of accessible real-time data: the parameters which are tuneable 
and the signals which can only be monitored. The RTW 
provides C-API to access this data. Using C-API, the signals 
can be monitored and the parameters can be tuned while the 
generated program is running. Therefore, the communication 
interface is built based on C-API, which is the bridge between 
the internal status of the algorithm and the external monitoring 
software.

Some blocks relative to the hardware are necessary to 
generate the final executable program but not available in the 
Simulink library, so S-function is employed to develop and 
mask more general-purpose blocks. With these blocks, users 
can access the expanded peripheral units in the control module, 
such as analogue input, analogue output, digital input, digital 
output, network data sender and network data receiver. Users 
can also adopt some advanced control algorithms by writing 
their own S-Functions.

User-defined Blocks

Hardware 
Blocks

Interrupt 
Blocks

Communication Interface

C-API

S-Function 
Modules Simulink Blocks

Control Program

OS
Linux System

I/O Driver ISR

Hardware Digital 
I/O

Analog 
I/O Timer External 

Interrupt

Figure 5. Structure of the control program and its relationship with the OS

From the point of view of the operating system theory, the 
S-Function I/O blocks can't access the hardware directly. The 
access to physical peripheral units is essentially achieved by
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their respective device drivers which are created in the kernel 
layer. Therefore, several programmed device drivers in Linux 
kernel are developed, from which generated control programs 
get the ability to manipulate I/O interfaces. The structure of the 
control program and its relationship with the OS is shown in 
Figure 5.
B. Sub-server

The sub-server is a computer which supports Java virtual 
machine. As long as the sub-server has enough resources left 
for running the Sub-lab Manager program, it hasn't got to be a 
dedicated host. Unlike the DEUSTO system [17], the 
sub-server layer doesn't provide direct TCP/IP services to the 
end users. So no matter how many users access a certain test 
rig, the load on the sub-server can be kept constant. The 
Sub-lab Manager program is the bridge between the test rigs 
and the sub main server. The main tasks for it are to collect the 
real-time data from the local test rigs and send them to the main 
server, so it needs two network interfaces. One serves the test 
rigs and the other is for the main server. It requires only a very 
small program with a few Kb of code. If the number of test rigs 
locally is less then five, normally it only takes less than 5% 
CPU time for a typical Pentium 4 PC, so the host is still free for 
other tasks.
C. Test Rigs

The test rigs are located throughout the world as was 
intimated in section I. However, each of them is controlled by a 
similar control module. It is mainly based on a 32-bit ARM 
RISC microprocessor which is a cost-effective 
high-performance microcontroller solution for Ethernet-based 
systems. It is composed of a main board, an AD/DA board, a 
LCD board and an I/O board. The main board has a 32-bit 
ARM CPU (200MHz), 64M memory, a network port, and 2 
USB ports. The AD/DA provides 12 analog-digital channels 
and 2 digital-analog channels.

Figure 6. Magnetic levitation test rig

Various real-time control algorithms can run on the control 
module. The control algorithm can be generated using visual 
control configuration software based on Matlab Real-time 
workshop and GCC complier. The operating system for the 
control module is embedded Linux. There is an algorithm 
receiver program running as a service which allows the users to 
change the control algorithm at any time. When a new

algorithm is used, the service stops running the previous one 
and starts the new one. Because all control algorithms are 
generated by the visual configuration software, every control 
algorithms supports an unified monitoring interface, which 
enable the external programs such as NCSLab to monitor the 
internal parameters and signals via network. Using the 
three-layer structure, the test rigs diversely located in different 
part of the world are connected together elegantly.

As an example, Figure 6 is the magnetic levitation test rig in 
University of Glamorgan. The device on the left hand side is 
the control module with a LCD; the right hand side is the test 
rig which is controlled by the control module.

III. DESIGN OF THE NCSLAB

A. Machine-machine communications
The machine-machine communications refer to the 

communication channels among the test rigs, sub-servers and 
main server. This part has two tasks. One is to collect the 
real-time data from the test rigs and store them into the database. 
The other is to pass the users' instructions to the test rigs.

In order to make the structure more clear and simplify the 
design, the implementation of this part takes advantage of the 
Java's Multithread technology. When a test rig is firstly added 
to the NCSLab system, the local sub-server will try to connect 
the test rig. If the connection is established, a new thread which 
deals with the communication with the test rig is established. 
Then the new thread tries to make a connection with the main 
server. The main server receives the request and then also 
creates a new thread to keep the TCP connection. So the 
communication between the test rig and the main server via the 
sub-server is established.

In this model, every test rig has a dedicated corresponding 
thread in both the local sub-server and the main server, as it is 
shown in Figure 7. These threads have the same functions but 
work independently. That makes the system maintenance very 
convenient because if one or a few test rigs or threads fail, it 
only affects the functionality of parts of the system. The 
stability of the whole system is not risked.

Figure 7. Multithread communications

Once the communication channels are established, the list of 
all the parameters and signals of the test rigs is collected by the
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sub-server and sent to the main server. The main server 
receives them and stores them in the database table "Data List". 
Then, according to the sequence of the list, real-time data is 
sent to the main server through this communication channel 
every sample time. This data is stored in the database by the 
main server.

Also when an instruction has been made by the clients, it is 
stored in the database. The corresponding thread at the database 
perceives the change on the database and then passes the 
instruction to the test rig for execution.

The use of the multi-thread programming makes the logic of 
the communication program clearer. If a new test rig is added to 
the laboratory, only a new thread is created in the 
communication programs. According to the experiences 
obtained from the current NCSLab system, an average test rig 
normally increases the CPU utilization time by less then 1% in 
a Pentium 4 main server or sub-server.
B. Web based Interface Design

The user accesses the server through a single web address 
(http://www.NCSlab.net), which actives the web server 
application. The web-based interface written in HTML, 
JSP/Servlet, AJAX scripts, Flash and Java Applets integrates 
the functions of user authorization, experiment configuration, 
experiment implementation and test rigs management. Apache 
Tomcat 5.5 open source web server has been used to develop 
the web based interface.

*& Internet Laboratory Mozilla Fircfox
fite Edit View History gookmarks loote yelp

1) User Authorization
Only authorized users can access the NCSLab system. 

Before an user does an experiment, he/she must log on the 
website and provide the right username and password. The 
request with a wrong password is refused. The information of 
users' details is listed in the database table "User".
2) Experiment Configuration

Before the user can carry out the experiments, he/she needs 
to setup the experiment configuration first. In the RTW control 
program, signals and parameters are organised as a tree 
structure according their internal relationships on Simulink 
diagrams. The tree structure is stored in the database when a 
test rig is newly connected to the system or reconnected after 
changing the control algorithms.

The RTW provides various signals and parameters for the 
users, which gives the users great flexibility to manipulate the 
experiments. However, for a particular experiment, the user 
may not want to access all of them. Too many of them would 
cause unnecessary confusion during the experiment. Therefore 
the user needs to choose the parameters and signals he/she is 
going to access before the experiment starts. A pop-up window 
in which the tree structure is displayed is developed to help the 
users to select the data they need. The internal relationships 
between all the data are clearly listed in the pop-up window. In 
the main page, the users can also add or delete new tunable 
parameters, add or delete charts and add or delete signals for a 
chart. The web pages provide a very flexible interface for the 
users. There is no limitation on the maximum number of charts
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and tunable parameters. Once the configuration is finished, the 
user can click the "Save" button, then the configuration is 
stored in the database and the browser jumps to the online 
experiment automatically.
3) Online Real-time Experiment

Figure 8 is the main interface for the experiment. At the left 
hand side of the web page, the user can select the test rigs from 
a combo box and a tree structure. On the right hand side is the 
main working area. The user can tune the selected parameters 
and see the real-time experiment results form the dynamic 
charts when the experiment is going on.

This web interface is developed using Flash plug-in, AJAX 
and JSP/Servlet together. It is shown in Figue 8.

The dynamic chart is based on Flash Plug-in. The use of the 
plug-in should be limited in the web GUI. However, sometimes 
a trade off has to be made. In this case, the dynamic charts need 
to obtain real-time data from the main server persistently. 
However, the AJAX does not support persistent HTTP 
streaming very well. Flash or Applet supports long-live HTTP 
connection and provides rich GUI API for the developers. 
Therefore, before the next generation of AJAX with enhanced 
functionalities emerges, the use of plug-ins is the best choice at 
this moment.

The Flash plug-in running on the client side keeps persistent 
HTTP connections with a Servlet on the server. The Servlet 
gets new real-time data from the database and transfers them to 
the Flash via the Internet. According the data received, the 
Flash displays the dynamic charts to the users. Because the data 
is fetched from the database rather than the test rigs, concurrent 
access can be realized in a very easy way.

The tunable parameters are also listed in the working area. 
The user can change the parameter by typing in the new value 
into the text box. After he/she clicks "Submit", this instruction 
is passed to a corresponding Servlet running at the web server. 
The Servlet receives the instruction and saves it in the database. 
The Main Lab Manager notifies the change in the database and 
passes the instruction to the corresponding test rig via 
machine-machine communication channels. This part is 
achieved by AJAX.
4) Queuing Algorithm

To avoid collisions and confusions, the NCSLab support 
concurrent access to certain test rigs, but only a single user has 
full control (the right of tuning the parameters and changing the 
control algorithm) to that test rig at one time. The users without 
full control can only watch the real-time experiment results. 
They can make no changes to the test rig. If they want to get full 
control, they must wait in a queue. The estimated waiting time 
is presented on the web interface when the user is waiting. 
When his/her time comes, the web will refresh itself and a new 
interface for full control will appear automatically.

Once a user is granted full control of a test rig, he/she has 
about 30 minutes' experiment time which is deemed sufficient 
to perform an experiment. The actual experiment time for 
different test rigs varies according to their complexities. When 
the time expires, the system withdraws the right of access. If the 
user wants to go back to the experiment, he/she has to request it

again.
5) Customized Control A Igorithms

The NCSLab provides a few control algorithms (PID, LQG 
etc. for examples) for every test rig. The users can implement 
them. They also have the flexibility to design their own control 
algorithms.

For every test rig, the NCSLab provides a Simulink template 
file. Inside this file, there is a sub-system which encloses the 
mathematical model of the test rigs. The user can download this 
template and design his/her own simulation diagram in the 
Simulink based on this mathematical model. They can modify 
the control algorithms in Simulink and test the simulation 
results. They can do it again and again without worrying about 
the damage to the physical test rigs, until the simulation results 
are satisfactory. Then, the whole simulation diagrams can be 
uploaded to the server without any changes using the web 
interface.

In every sub-system enclosed in the template files, there is a 
special "TagID" which can be easily identified. At the server 
side, the block for mathematical model can be found from the 
unique "TagID". Then the simulation model is replaced by a 
block which represents the physical test rigs.
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Figure 9. Modification from the simulation to practical experiment 
Figure 9 is a sample example of a customized control 

algorithm for the servo control test rig in the University of 
Glamorgan. The upper part of the diagram is the simulation 
model designed by the user and running in the user's computer. 
In that diagram, the sub-system which is derived from the 
template includes the mathematical model for the servo test rig. 
The lower part of the diagram is the model for practical 
experiment. Within that diagram, the mathematical model is 
replaced by the sub-system which represents the physical test



Accepted by IEEE Transactions on Industrial Electronics

rig, which includes two S-Functions "ARM 9 ADC" and 
"ARM9 DAC" for the input and output of the test rig 
respectively. In the final executable algorithms, the two 
S-Functions is linked to the actual A/D and D/A devices on the 
control module.

Simulink diagrams are encoded in text files with the suffix 
MDL. The MDL format is quite clear and not difficult to 
interpret. However, different versions of Matlab have slightly 
different MDL formats. Fortunately, the information of the 
Matlab version is also included in the MDL files. So the 
NCSLab RTW server can identify the MDL format first and 
then make the corresponding modifications according to the 
Matlab version detected, which solves this problem. Currently, 
the NCSLab supports Matlab versions from 6.5 to 7.1.

After the diagram is modified, then it is sent to the Matlab 
RTW Server where it is finally transformed into executable 
codes.

All the transformation procedures are not necessarily known 
to the users. From their point of view, they only need to 
concentrate on the simulations in Simulink and then upload the 
diagrams to the server. Then the server will generate the control 
algorithms automatically for them. There is no programming 
needed in the whole procedure. It is both flexible and 
convenient for the users. 
6) Algorithm Selection

To change the current control algorithm, the user can click 
the "All Algorithm" in the tree structure on the left hand side. It 
leads to the algorithm selection web page. The name of the 
typical and user-defined control algorithms is listed at the right 
hand side of the page. The user clicks the algorithms he/she 
wants to implement, and then the web page which gives a brief 
introduction of the algorithm appears. If the user has full 
control of the test rig, click the "Download" button, the new 
algorithm is transferred to the test rig after waiting for a while. 
Then, the user can configure the experiment for the newly 
downloaded algorithm.

All the executable codes for the algorithms are stored in the 
database. When a user clicks the "Download" button, his/her 
instruction would be sent to the Servlet on the web server. The 
Servlet saves this instruction in the database. The Main Lab 
Manager notices the change in the database. It gets the 
executable code of the required algorithm from the database 
and passes it to the sub-server. When the sub-server receives 
the new algorithm, it breaks the old connection with the test rig 
and downloads the new algorithm through the test rig's 
Algorithm Receiver. Then the control algorithm running at the 
test rig is updated, and the sub-server makes the new 
connections to both the test rig and main server. After the new 
machine-machine communication channel is established, the 
downloading process is completed.

C. Video System
In order to let the users get a more visual window on the 

experiments via the network, a video system is used in the 
NCSLab. On every sub-server, there is a Visual C++ video 
collecting program which obtains the video images from the

USB cameras and compresses them into JPEG format. Then 
these JPEG images are sent to the main server and temporarily 
stored in the MySQL database.

At the client side, A Java Applet is developed. It holds a 
persistent HTTP stream with the main server getting the 
real-time video from the main server and displaying them in the 
user's browser.

This video system structure keeps the loads on the 
sub-servers constant. The increase in the number of the users 
watching the real-time videos doesn't increase the burden on 
the sub-servers.

IV. IMPLEMENTATION OF THE NCSLAB

A. Virtual Laboratory
The architecture described in previous section has been 

implemented. The main server is located in University of 
Glamorgan and there are six test rigs integrated around the 
world so far. These include two servo control test rigs, three 
water tank rigs and a magnetic levitation test rig. The six test 
rigs are cataloged by their inherent characteristics. They are put 
into three virtual laboratories, Servo Control Lab, Water Tank 
Lab and Meglev Lab. If a user wants to do a experiment on a 
particular kind of test rig, he/she can go to the corresponding 
virtual lab. The user can choose any test rigs available at that 
moment to do the experiment.

In fact all the test rigs in a virtual lab might not be at one 
place. For instance, the two test rigs in Servo Control Lab are 
located in two different locations. One is in University of 
Glamorgan, UK; the other is in Chinese Academy of Sciences, 
China. However, from the users' point of view, they don't have 
to know where the test rigs are located geographically. 
Actually, they can find what they want by going to the relative 
virtual laboratory.

B. Real-time Experiment and Real-time Simulation
The NCSLab provides online real-time simulations as well 

as the real-time experiments. In real-time simulation, the 
control object is not the actual test rigs but their mathematic 
models. These models are well identified so they can represent 
the characteristics of the practical test rigs closely.

In real-time simulation, both the control algorithm and the 
mathematic model are running in the control module. Because 
the control object is the model, the control module doesn't 
apply any control signal to the practical test rig. Real-time 
simulations are very useful for some fragile test rigs. Bad 
control practice may cause damages to them. Therefore, 
real-time simulation provides a good platform for the users to 
test their ideas before hand. Only after the new idea is tested in 
the real-time simulation and proved to be safe, can it be applied 
to the practical experiment.

V. AN EXAMPLE

To illustrate how the users' use the NCSLab system to do 
experiments, the servo control test rig in University of 
Glamorgan is selected as an example. This rig consists of the
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following elements: a DC motor, a magnetic load, a gear box, 
an angle position plate, an amplifier and a power supply. These 
individual elements are magnetically assembled on a base plate 
which is shown in Figure 10. The task of the test rig is to 
control the angel of the position plate following the preset 
angle.

This test rig can be applied to both the local and network 
predictive [26][27][28] control experiments. In local control 
experiments, both controller and the test rig are at the same 
place. In networked control experiments, the controller and test 
rig are located in two different places. The control loop is 
closed through the network.

Figure 10. Servo control test rig

A. Local user defined experiment for the servo control test rig 
To carry out user defined experiment, the user needs to 

download the template file for the server control test rig. The 
template encloses a sub-system which represents the 
mathematical model of the test rig identified as

0.03868s 3 -5.369s 2 -97.34s+ 13450
s 3 +169.8s 2 +1730s + 159

Based on this sub-system, the user can build his/her 
simulation diagram. Figure 11 is a sample example of PI 
control, in which the block "Servo Plant" is the sub-system. 
The user can work in Simulink and get simulation results.

Figure 11. Simulation diagrams in Simulink

If the simulation results are satisfactory, the user can upload 
the diagram to the NCSLab server without any changes. At the 
server side, the mathematical model is replaced by the real 
physical plant and the modified diagram is complied into the 
executable program.

Then the user can select the newly generated user defined 
algorithm and implement it to the practical servo control test 
rig. Figure 12 is the comparison between the simulation result 
in Simulink and the practical experiment result in NCSLab. The 
comparison shows the two results are very close. It indicates 
that if the identified mathematical model is accurate enough,

the transformation from the simulations to the practical 
experiments could be very straight forward and convenient for 
the users in the NCSLab.

(a) (b)
Figure 12. Comparison between the simulation and experiment: (a) Simulation 

result in Simulink; (b) Practical experiment result in NCSLab

B. Networked control experiment for the servo control test rig 
In this case, the test rig is at University of Glamorgan but the 

controller is at Chinese Academy of Sciences as shown in 
Figure 13. Both of the two parts are registered to the NCSLab. 
As most of the NCS systems, the two parts are connected using 
UDP communication protocol. Due to the long distance, there 
is a long time delay (the round-trip delay is around 400ms) and 
serious data dropout between the two parts. If they are not well 
compensated for, the control system is unstable.

Chinese Academy of Sciences, China University of Glamorgan, UK

Figure 13. Networked servo control

However, the round-trip networked predictive control (NPC) 
which was introduced in [29] is an effective method to solve 
this problem. The idea is to take advantage of the network 
feature that a sequence of data can be transferred though a 
network simultaneously. Therefore, in this method, a sequence 
of future control signals are predicted, packed into one packet 
and sent to the plant side together. When the plant side receives 
the sequence, the right predictive signal would be selected 
according to measured round trip delay. A control cycle is 
initiated at the plant side and the controller is event-driver. This 
unique design avoids the synchronization between the 
controller and plant side, which is always required by most of 
other NCS control methods. The NCSLab system provides this 
algorithm for the users to experience the networked control 
experiment.

To carry out the networked predictive control experiment, 
both the algorithms for the controller and plant side need to be 
downloaded. Both sides can be found in "Servo Control Lab". 
A simple algorithm for the plant side is downloaded to the 
"Servo Control Test Rig" in the UK so that the test rig enables 
itself to be controlled by the remote controller. The NPC 
algorithm for the controller side is downloaded to the "Remote 
Controller" in China.

After both the controller and plant side running the 
algorithms is downloaded, the UDP communication channel 
between them is established. In this case the test rig is
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controlled by the remote controller, so all the parameters is 
tuned on the remote controller. Figure 14 is a snap-shot of the 
chart which displays the real-time control result.

30.00

10,00

•LM

-10.00

Figure 14. Networked servo control experiment

VI. CONCLUSION
The NCSLab, the web-based remote laboratory which 

provides access to geographically scattered test rigs has been 
presented in this paper. The three-layer server structure 
provides enhanced communication channels, so that test rigs 
from all over the world can be easily integrated into the 
NCSLab. It is a convenient way for teaching Institutions to 
share their experimental facilities. It also provides friendly GUI 
and great flexibility (the remote tuning, remote monitoring and 
remote under define algorithms) for the users. There are six test 
rigs belonging to four Institutions from two countries already 
involved so far and the open architecture enables more to join 
in the project in the near future.

To avoid potential risk of damaging experiment facilities, 
these user-made algorithms have to be validated before it can 
be applied to the experiment. Moreover, the users may want to 
compare their algorithms with others. Therefore, the design of a 
validation and benchmark module will be designed in future 
work.
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Design and Implementation of Networked Predictive Control 
Systems Based on Round Trip Time Delay Measurement

Wenshan Hu, G. P. Liu and David Rees

Abstract — There are two random network transmission 
delays in networked control systems: forward and backward 
channel delays, which degrade the control performance 
significantly and even make the system unstable. In this paper, 
a predictive control method is presented to compensate the 
random delays. By using Diophantine equation, future control 
sequences for every possible time delay are generated, which 
are transmitted to the plant side in a single packet. The 
prediction is not based on individual forward and backward 
delays which are difficult to measure separately in a practical 
system but the round trip time (RTT) delay which is the sum of 
forward and backward delays, and is easy to measure. An 
active plant side and an event-driven controller are also 
introduced to achieve the aim. To illustrate the control 
performance improvement of the proposed control scheme, the 
results of off-line and real-time simulations and experiments 
for a practical servo control system are presented.

I. INTRODUCTION
A networked control system (NCS) is a feedback control 

system wherein the control loop is part of a real-time 
network which includes field bus control system and 
Internet based control system [1]. With the development of 
network technology, more and more intelligent devices or 
systems have been embedded into Internet services. The 
Internet has provided a powerful tool for distance 
collaborative work. It can be potentially used in many 
applications, such as traffic control, remote surveillance and 
networked control system. Nevertheless, once a networked 
control system is connected through the Internet, the random 
network delay and packet drop induced by the routers of 
data transmission and network traffic congestion[2] are 
unavoidable. That could degrade the control performance 
and even make the control system unstable. Hence, for the 
NCS the conventional control methods are no longer 
suitable. Therefore, although the notion of the networked 
control system is relatively new, more and more attention 
has been paid to the design and implementation of such 
systems[3][4][5].

The random network transmission delay makes it very 
hard to analyze and design networked control systems. 
However, there is a distinct advantage with using a network 
that a set of control sequences and measurements can be 
transmitted from one location to another location at the same 
time by packing them into one packet. This advantage
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makes it possible to compensate for the random network 
delay by using the predictive method. Liu et al. [6] 
introduced a networked predictive control scheme, in which 
a set of control sequences for every possible delay time are 
packed together and sent to the plant side, and on the plant 
side the relevant control signal corresponding to the 
measured delay is chosen. This is an effective way to 
compensate for the network delay, but has the disadvantage 
that the prediction is based on individual forward and 
backward delays which are difficult to measure separately. 
There is no synchronization support in the present network, 
so the clock difference between the controller and plant side 
can not be adjusted accurately, which makes it impossible to 
measure the individual forward and feedback network 
delays.

In this paper, a new predictive control method is 
introduced in which the calculated predictive control 
sequences are not based on individual forward and 
backward delays, but on the round trip delay which is the 
sum of them. To evaluate the control performance of the 
proposed control scheme, the paper presents the results for 
off-line and real-time simulations, and practical experiments.

II. SYSTEM DESIGN OF NETWORKED PREDICTIVE CONTROL 
SYSTEM BASED ON RTT DELAY

A. A. Networked Predictive Control Scheme 
Liu et al. [6] developed a predictive control scheme which 

mainly consists of two parts: a control prediction generator 
and a network delay compensator. The former is designed to 
generate a set of future control predictions. The latter is used 
to compensate for the unknown random delay. The 
disadvantage of his scheme is that the prediction is 
generated based on the delay k and / of the forward and 
backward channels. However in a practical application, the 
two time delays are difficult to measure separately because 
of the lack of synchronization support within current 
networks. On the contrary, the round trip time delay (RTT) 
of the network k + f is relatively easy to measure. 
Therefore, in this paper, a new design method for the two 
main parts is proposed to fit this network feature, in which 
the predictions are no longer based on k and /, but on the 
RTT delay T which is k + f.

In this new scheme, the control signal u applied to the 
plant and the feedback y are buffered on the plant side. A
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control cycle is initiated on the plant side by sending a 
packet with a time stamp and the buffered data to control 
prediction generator. When the controller side receives the 
packet, the control prediction generator predicts the future 
control sequences for every possible time delay and packs 
them with the time stamp before sending the packet to the 
plant side. Then the network delay compensator receives the 
packet and calculates the RTT delay by subtracting the 
stamp time from the current time. Based on the RTT delay, 
it chooses the proper control signal and applies it to the 
plant. The diagram of the scheme is shown in Figure 1.

In the proposed method, the control prediction generator 
is event-driven rather than traditional time-driven. A control 
cycle is initiated by the plant side rather than by the 
controller side. Therefore, it is not necessary to synchronize 
the controller with the plant side. Only when the control 
prediction generator receives the data from the feedback 
channel, the controller generates control predictions. 
Without receiving new data it is in "idle status". The actual 
time / on the controller side is not required in this method. 
But, the RTT delay must be within a bound N (if the RTT 
delay is more than N steps, it could be considered as packet 
drop) and the control prediction generator generates control 
sequences for every possible time delay within N steps. 
When the plant side has obtained the control sequences, the 
round trip delay is measured and a proper control signal is 
selected from the control sequence according to the RTT 
delay.

B. Design of the Control Prediction Generator 
Let 9?[z~',/7] denote the set of polynomials in the

indeterminate z" 1 with coefficients in the field of real 
numbers and with the order p in a set of non-negative 
integer numbers. For example, the polynomial 
4(z-')e5R[z-',«], i.e., Ak (z-> ) '

Consider a single-input single -output discrete-time plant 
described by the following

A(z- l )y(t + d) = B(z-l )u(t) (1) 
where u(t) and y(t) are the output and control input of the

plant, d is the time delay and A(z ')e9?[z ',«] and 
B(z~1 )eSR[z~1 J jw] are system polynomials. Without
considering the network transmission delay, a controller is 
designed as

C(z- l )u(t) = D(z- l )e(t + d) (2) 
where the polynomials C(z~ l ) &W\z~l ,nc ] and 
D(z~ l )e';R[z- l ,nd ] and

e(t + d) = (r(t + d)-y(t + d)) (3) 
where y(t + d) is the output prediction and r(t + d) is the 
reference input.

The task of the control prediction generator is to process 
the data from the plant side and generate the future control 
sequences for every possible RTT delay.

It is assumed that control prediction generator receives a 
data packet from the plant side at time / (the detail of the 
plant side will be represented in section Q. In this packet, 
the sequences of plant outputs y (including
y(* ~ /) , y(t - f - 1), y(t-f-n) ), previous control
sequences u (including u(t-f — l),u(t-f -2), ,
u(t-f-nc )) and a time stamp which indicates the time are
packed and sent.

For simplicity of analysis, it is assumed that the maximum
time delay is bounded within N steps. The following
operations are defined:

x(t-l) = z-l x(t\t) (4) 
x(t + i 10 = z~lx(t + i + 11 /) , for i = 0,1,2,... (5) 
where :>c(.) represents >>(.)and H(.) and x(t + l\t) denotes

the j-th step ahead prediction of x(t) at time /.
If the feedback network time delay is/, the output of the

plant at time t-f + d + ican be predicted using the
Diophantine equation.

F,(z-') = l (6)
where polynomials E,(z )e3?[z ,/'-!] and
Fj(z~} ) £5?[z~' ,«-!] . So, the future output prediction can 
be calculated by

Controller side Plant side

Network 
Delay 
Compensator

•K'-D

U ^ Plant

Buffer
I..............................................................................................;

Figure 1. Networked predictive control system
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y(t-f+d\t)

y(t-f + d+N-l\t)

y(t-f)

(7)

Though the actual time t is unknown without 
synchronization, it is not concerned in this method. Every 
calculation is based on time /-/instead of time /because 
only the past feedback sequences before t - f are available 
at time t when the calculation is performing. Therefore, the 
second term on the right hand side in the above equations 
can be separated into two parts by time /-/ : the first part
contains the control sequence before timer-/ which can be 
obtained from the data packet and the second part after 
time/-/which control prediction sequences need to be 
calculated. So let

<?„(*"')

u(f-f + \\

(8)

where the polynomial G4 (z~1 )e5R(z"',w-l) and the

matrix M, e^K NxN . Thus,

where

(9)

(10)

(11)

(z-')f (12)

F(z- l ) = [Fd (z- l ),Fd+i(z-l ),-,Fd+N_l (z- l )] T (13) 
From the control design, the future control sequence can 

be determined in the following way.

parts: the first part contains the control sequences before 
time / - / and the second part the predicted future control 
sequences after t-f . Then let

(15)
+ LU(t-f\t)

where//(z-1 ) = [//0 (z- 1 )) //1 (z-1 ),...,//w.,(z- | )f, the

thepolynomial Ht (z ) e 5R[z , max{«c - i,0}] and 
matrix L e W N* N . Combining (9), (14) and (15) gives

(16)

In order to separate the control sequence U (/-/[/) by 
time / - / , let

(17)

where r(z~l ) = [ro (=- 1 ),rl (r-1 ),...,rw_1 (Z-I )f, the 
polynomial r^z"1 ) e^z^max^+rf-l,0}]and the 
matrix M e y{ N * N . The result is

(18)

Now the control sequences can be determined by the 
following predictive controller:

(19)

u(t-f\t)

u(t-f + N-l\t\

- aV'
t

y(t-f)-

where

(20)

(21)

(22)

Then, the future control prediction sequences between 
control horizon /-/and /-/ + N are generated. The time 
stamp /-/is obtained from the packet received from plant 

The term C(z~l ~)U(t -/1 /) can also be separated into two side and the control prediction sequences are packed into a
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UDP packet and sent back to the plant side.
C. Design of Network Delay Compensator
A feature of a network is to make it possible to transmit a 

set of data at the same time. Thus the plant can receive the 
control sequences from one packet. The task of the network 
delay compensator is to choose the proper data 
corresponding to the RTT delay. The network delay 
compensator is time-driven, because every sample time it 
should generate a control signal no matter whether the 
predictive control packet is received or not at that sample 
time. Due to the random feature of the network, the 
algorithm for this part should consider the following two 
scenarios:

a) Control packets are received during the control cycle: 
The algorithm for this case can also be separated into three 
procedures below:

Selection of the packets Received: If the number of the 
packets received is more than one, which probably happens 
because of the random time delay, the one with the latest 
time stamp is selected.

Measurement of round trip time (RTT) delay: The RTT 
delay is easy to attain because of the time stamp t s . 
Therefore,

r = t-t, (23) 
where T is the RTT delay k + f and / is the current time at
the plant side.

Selection of control value: The control value output u is 
chosen based on the RTT delay T . For example, if the latest 
control sequence on the plant side is 

«(/-*-/!/-*)

. + (24)

u(t-k-f + N-\\t-k)_ 
Then the output selected control signal will be 
u(t) = u(t 1 1 - k) = u(t - k - f + T | / - k) (25) 

Therefore, the T th signal in the control predictive sequence 
is selected without considering individual k and /, which 
can be shown in Figure 2. 

Latest control sequence

0 1 T r + 1 N-l

T -th signal is selected
Figure 2. The selection of control signal if packets received 
b) Control packets are not received during the control 

cycle: Because of the random feature of the network, this 
case often occurs in a practical network. When it happens, 
the next signal in previous control predictive sequence 
should be selected, which can be shown in Figure 3. That is 

u(t) = u(t\t-k-\) = u(t-k-f + T + \\t-k-\) (26) 
the value selected and

u(t-k-f+T + \\t-k-\) is the (r + l)th value of previous 
sequences.

Previous control sequence

0 1 T r + 1 N-l
t

r + l-th signal is selected
Figure 3. The selection of control signal without packets received 
After the control input u is generated, it should also be 

buffered with the output feedback signal y. The buffer 
length is determined by the model description and the 
control method selected. For example, the following 
sequences are queued in the buffer: 

'«(/-!)

y(t-n)

u(t-2)

u(t-nc)

(27)

The sequences stored in the buffer are required for the 
predictive control generator. Hence, they are packed with a 
current time stamp t into a packet and then sent to the 
controller side, by which a new control cycle is initiated.

III. SIMULATION OF NETWORKED PREDICTIVE CONTROL 
SYSTEMS

A. Off-Line Simulations
In order to validate the proposed method, a servo motor 

control system which consists of a DC motor, load plate, 
speed and angle sensors is considered. The control system is 
designed to drive the load plate to a pre-set angle. The 
model of the plant was identified as

. 0.0167 Z-+0.1616Z-*
1-0.7595Z'1 -0.4080z-2 + 0.1675Z'3

where the input of the transfer function is the voltage 
applied to the DC motor and the output is the voltage 
sampled from an angle sensor. The sample time is 0.04s .

A proportion-integral (PI) controller below is designed 
when the communication time delay is not considered.

D(z~l ) 1.04-2-i
l-z' (29)

where u(t) s

The unit step response of the closed-loop control system 
without network communication is shown in Figure 4, 
which indicates that the control performance is good.

The step responses of the control system with no delay, 1- 
step, 3-step and 5-step constant RTT delay are shown in 
Figure 5. The simulation results confirm that with the 
network delay increase, the performance of the closed-loop 
controller degrades rapidly.

In order to compensate for the network delay, the 
predictive control method based on RTT delay is 
implemented. The step response of the system is shown in 
Figure 6 in the case of random time delay within 10 steps. It
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is clear that the control performance is the same as that of 
the system without network time delay. Hence, using the 
proposed method, the delays are completed compensated.

m_________

01234567
Time(«)

Figure 4. The step response without network delay
10

——— No time delay
— - 3-step time delay
— - - S-step time delay
——— Reference

1 2 3 4 5 ft 7 I
Timed)

Figure 5. The step responses for various constant RTT time delay

10

0123456789 
Timed)

Figure 6. The step response with random RTT network delay

B. Real-Time Simulation
To implement real-time simulations, a networked real- 

time simulation test rig has been build, which is shown in 
Figure 7. The test rig consists of two parts: a PC as the 
controller side and an ARM9 embedded board as the plant 
side.

PC: Controller Side

Figure 7. Networked real-time simulation test rig

The kernel chip of the embedded board is ATMEL's 
AT91RM9200. It is a cost-effective, high-performance 
microcontroller for Ethernet- based embedded systems. The 
chip also has a high computing performance and can work at 
speeds up to 180 MHz, so the computing tasks of plant 
simulation, network delay compensator, and data buffering 
can easily be performed by it. The photo of the ARM9 
embedded board is shown in Figure 8.

The most time-consuming work for the predictive control 
prediction is performed by the PC on the controller side. The 
two parts (the PC and ARM9 embedded board) are 
connected by an IP network and the communication protocol 
between them is UDP.

Figure 9 and 10 are the results of real-time simulation 
based on Intranet and Internet, respectively. The output 
difference between the real-time and the off-line simulation 
is less than 10~ v, which is a very small computing error. It 
indicates that if the plant model identified is accurate, the 
networked delay can be completely compensated by the 
proposed method.

a

I • 

I <

0123456 
Time(i)

Figure 9. Intranet based real-time simulation
10.—————i——.—————,——,—

123456789 10 
T,me(s)

Figure 10. Internet based real-time simulation

IV. PRACTICAL IMPLEMENTATION OF PREDICTIVE CONTROL
SYSTEMS

A. Networked servo control test rig

Figure 8. ARM 9 Embedded board

PC: Controller side

Figure 11. Networked servo control test rig
In order to apply the proposed control method to a 

practical servo control system, a networked control test rig is
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built, which is shown in Figure 11. The test rig consists of 
three parts: a PC on the controller side, an ARM9 embedded 
board and a servo control plant. The whole structure is 
similar to the real-time simulation test rig described in the 
previous subsection. The only difference is the use of a real 
plant instead of simulated model.

The plant is a DC servo system which is shown in Figure 
12. The motor is driven by a servo amplifier of which the 
input voltage range for motor speed control is -15-15v. The 
angle of the motor is measured by an angle sensor of which
the output range is also -15~15v.•«»« - ™-~^™-- » "™

Figure 12. Servo control plant

B. Intranet and Internet based control experiment 
Figure 13 shows the step response of the local control 

without time delay. It is clear that with the same PI 
controller which is described in the previous subsection, the 
control performance is good.

0 2 

Figure 13. Local control without delay

4 6 
Time(s)

10

Figure 14 shows the step responses of Intranet and 
Internet based control without time delay compensation. The 
results indicate that the control performance is degraded 
with the networked delay.

——— Intranet based control
— - Internet based control
— - - Reference

01 23456789 10 
Time(s)

Figure 14. Intranet and Internet based control without compensation

Figure 15 shows the step responses of Intranet and 
Internet based control with time delay compensation. The 
results are slightly different from the case of local control 
without time delay. This is because the plant model

identified can not be perfectly accurate compared to the case 
of off-line and real-time simulation. The identification error 
is unavoidable in practical systems because of the dynamic 
feature of the plant. However the networked control system 
can still work properly and has relatively low overshooting 
even with model uncertainty.

——— Intranet based control
— - Internet based control
— - - Reference

01 234SS78B10 
Tlme(s)

Figure 15. Intranet and Internet based control with compensation

V. CONCLUSIONS
In this paper, the networked predictive control method 

based on RTT delay has been represented to compensate for 
the network delay. In order to achieve a better control 
performance, an active plant side and an event-driven 
predictive control generator were introduced. To test the 
performance of the proposed scheme, off-line and real-time 
simulations and practical experiments were carried out. The 
results have shown that the networked predictive control 
method can compensate for the effect of the induced 
network delay completely if the plant model is perfectly 
accurate. Even in a practical experiment, the method still 
works properly with model uncertainty. However, in 
practical systems, the identification errors are inevitable, so 
the robustness of the networked predictive control with 
model uncertainty should be investigated further.
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Abstract— In networked control systems, random 
transmission delay degrade the control performance 
significantly and can cause system instability. To address 
this problem the method of networked predictive control 
(NFC) has been proposed which takes advantage of the 
feature of the network that a packet of data can be 
transferred simultaneously. At controller side, future 
control sequences for every possible time delay are 
generated, which are then packed into a single packet and 
transmitted to the plant side. The plant side receives the 
packet and chooses the proper control signal based on the 
time delay measurement. However, this scheme needs an 
accurate plant mathematical model and the measurement of 
time delay. In this paper, a new event-driven NPC method is 
considered where the control signal is selected according to 
the plant output rather than the time delay measurement. 
The new method does not need any time delay measurement 
and can improve the system performance significantly in the 
presence of model uncertainty. To illustrate the improved 
performance using the proposed method, the results from 
both simulations and real Internet based networked 
experiments for a servo system are presented.

Keywords- Predictive control; Model-based control; 
Networks; Time delay; Stochastic systems; Servo systems

I. INTRODUCTION
In the last decade, the use of the Internet to 

successfully deliver business services has been 
demonstrated. The ubiquitous nature of the Internet 
means that it is ideally suited for industrial applications, 
making it possible to cluster devices together from 
different parts of the world. So the idea of Internet based 
control systems become more and more attractive. 
Potentially, it can provide cheap solutions for many 
applications, such as collaboration between operators 
from geographically different places, remote tuning of 
control systems and large scale distributed control [1][2].

However, the Internet is mainly applied for business 
services, which doesn't require real-time features, so that 
a slight time delay in data transmission is endurable. This 
is not the case, however, for the real time Internet based 
control systems, where the effects of the random time 
transmission delay and data drop caused by the router and 
traffic congestion cannot be ignored. To solve these 
problems, various methods have been developed from 
modeling, queuing to control algorithms. This can be 
seen from [3]-[5] where the stability of networked control

systems is considered, [6] [7] where the performance of 
the networks are analysed, and [8]-[ll] where various 
methodologies and architectures designed for 
compensating for the effect caused by random network 
transmission delay are explored.

In ref [12], Liu et al developed the networked 
predictive control (NPC) method, which is a model based 
predictive control algorithm and takes advantage of the 
feature of the network that a packet of data can be 
transferred through network at the same time. In this 
method, a set of control sequences for every possible 
delay time are packed together and sent to the plant side 
simultaneously. At the plant side the relevant control 
signal corresponding to the measured transmission delay 
is chosen and applied to the plant. Theoretically, this 
method is applicable and effective, but there are still two 
deficiencies to overcome in practice. One is that the plant 
model must be able to describe the behaviors of the plant 
accurately. Otherwise, the control prediction is not 
precise and consequently the system performance is 
degraded. The other is that it needs the synchronization of 
the clocks between the controller and plant sides. 
Actually there are no such services available with the 
current Internet network.

In order to overcome these difficulties, a new control 
scheme is introduced in this paper, in which the time delay 
is not measured and the selection of the control signal is 
based on the buffered system output rather than the 
transmission time delay.

II. SYSTEM DESIGNED OF EVENT-DRIVEN NETWORKED 
PREDICTIVE CONTROL SYSTEM

A. System Structure Overview
Figure 1 is the structure of the event-driven NPC 

system. It can be separated into two parts. One is the 
plant side, which consists of the network delay 
compensator and actuator buffer. This part can be 
achieved using a cheap solution with limited computing 
capability such as ARM embedded control board. The 
other is the event-driven controller side, which consists of 
the control prediction generator and online identifier. It 
could be a powerful mainframe computer which has the 
capability to serve many control loops.

Different from Liu's et al traditional NPC, all the



Controller Side Plant Side

Network

Compensator

w(/-m-l)

u

*-

-*• Plant

Buffer

Figure 1. Networked control system
predictions at the plant side is based on the round trip 
time (RTT) delay, which can avoid the synchronization 
requirement [13]. A control cycle is initiated by the plant 
side rather than by the controller side in this scheme. The 
plant side sends a packet to the controller side, on which 
the previous control signals u and previous output y are 
packed together. When the controller side receives the 
packet, based on the data received, it calculates the TV-step 
(N is the calculation bound) future control sequence, 
packs them into a packet together and sends it back to the 
plant side. When the plant side obtains the packet, the 
proper signal is selected from the future control sequence 
and applied it to the actuator. Therefore, the task of 
controller side is only to predict the future control 
sequence and has no internal states, so it doesn't 
necessarily have to be synchronized with the plant side.

In Liu's et al traditional NPC method, the selection is 
based on the measured transmission time delay. For 
instance, if the time delay is n steps, the (n+l)A signal of 
the sequence will be selected. When the plant model is 
perfectly accurate and there is no disturbance, this 
method can fully compensate for the effects of the time 
delay. However, the model rarely can describe the plant 
accurately and the disturbances in practice are not 
avoidable. Under these circumstances, the control 
performance degrades significantly with even a slightly 
inaccurate model or a small disturbance. To overcome 
this difficulty, the selection scheme is no longer based on 
the time delay, but on the buffered output >>.
B. The Design of the Event Driven Controller 

Predictive Generator
The control predictive generator is event-driven rather 

than time-driven. Only when the plant side receives the 
data from the feedback channel, the controller generates 
control predictions. Without receiving new data from the 
plant side, it is in "idle status". The detail procedure of 
the prediction calculation is described as below.

Let yi[z~ l ,ri] denote the set of polynomials in the
indeterminate z~ } with coefficients in the field of real 
numbers and with the order n in a set of non-negative 
integer numbers. For example,
polynomial A(z~ l ) e 5K|>"', n],

i.e., A(z I ) = a0 +al z *+--- + anz '.
Consider a single-input single-output discrete-time 

plant described by the ARMA model
A(z- l )y(t) = B(z^)u(t-\) (1) 

where u(t) and y(t) are open loop input and output of the

plant and A(z~ )eSK[z~ ,n]and a0 =l and
B(z~l ) e ^[z^./w] are system polynomials.

Without considering the network transmission delay, a 
controller is designed as

C(z-l )u(t) = D(z- l )e(t) (2)
where the polynomials C(z~')e 9i[z~ l ,nc ] and 
c0 = 1 and D(z~} ) e 5R[z~', nd ], and
e(t) = r(t)-y(t) (3) 

where y(t) is the output prediction and r(t} is the
reference input.

It is assumed that the feedback channel time delay is 
tsc . At time t, the controller side receives a packet from 
the plant side. Included in this packet, are the sequences 
of plant outputs y (including y(t-tsc ), y(t-tsc -\), 
, y(t - tsc — n) ), previous control sequences u (including 
u(t-t,c -l), u(t-tsc -2), , u(t-tsc -nc )) and 
indicates the time at which the packet is packed and sent 
out.

For the case of simplicity of analysis, it is assumed that 
the maximum time delay is bounded within N steps. The 
following defines the operation on predictions:

x(t + i\t) = q- l x(t + i + l\t) fori=0,l, , (4)
x(t-l) = q-l x(t\t) (5) 
x(t-i-l) = q- l x(t-i)fmi=1.2. , (6)

for / = 0,1,2,..., where x(.) represents y(.)and it(.) and
x(t + i\t) denotes the ; lh step ahead prediction of x(t)
based on the previous data up to time t. 

To predict the future control sequence, let 
y(t-tte \t-tK ) = y(t-tK ) (7)

The corresponding control sequence can be calculated as,



Then the one step system output prediction is obtained as,

(9)
Correspondingly, the control signal one step ahead 
prediction is,

l )(r(t - tsc + 1) - y(t - t sc + 1 1 / - tsc ))
(10)

It is very simple to show that recursively the future plant 
output

(11)
+ B(q-l )u(t-tsc +k-l\t-tsc )

where k = Q,1,...,N — 1 , and future control signal 
«(/-/« + *!/- tK) = (1 - Cfo-'M' -tK +k\t-tK ) 

-1 )(r(t - tsc + A) - y(t - tsc + k \t - tsc ))
(12) 

where * = 0,1,...,AT-1
After an N step calculation, the future control sequence 

^(' ~ {sc I ' ~ 'sc ) an£l future system output sequence 
Y(t -tsc \t- tsc ) are obtained, where 

V(t-tx \t-tK ) = [u(f-tK \t-tK ),u(t-tK +\\t-tK )

,-,u(t-tsc +N-\\t-tsc )} T
(13) 

Y(t-tsc \t-lsc ) = [y(t-tsc \t-tsc ),y(t-tsc +l\t-tsc )

,-,y(t-tsc +N-l\t-tsc )f
(14)

Then based on the previous sequence of plant outputs 
and control signal, the future predictive plant output 
Y(t-tsc \t-tsc ) and control sequence 
U(t-tsc | t-tsc ) are generated. They are packed into one 
packet together and sent to the plant side.

C. Design of the Network Delay Compensator
The task of the Network Delay Compensator is to 

choose the proper signal from the future predictive 
control sequence. The algorithm for this part should 
consider the following two scenarios. 

a) Control Packet Received During the Control
Cycle

If the control packet received during the control cycle 
at time t of the plant side, the network delay 
compensator must choose the proper control signal from 
within the incoming sequence. In traditional NPC 
method, the selection is based on transmission delay. 
However, in the scheme proposed, it is based on the 
previous system output. The previous plant outputs such

as y(t-l),y(t-2), y(t-n) are stored in the plant
buffer (The detail of the buffer will be introduced in 
section 2.E).

It is assumed that the actual forward channel time 
delay is t ca and the round trip time delay is

<rf='«:+'« (15)

So the future control sequence and future output 
prediction obtained from the controller side should be 
rewritten with the new plant side time reference t as 
U(t-td \t-td ) and Y(t-td \t-td ).

Instead of the selection based on the transmission 
delay, a fitting method is used and designed to find out 
the best control signal for the actuator by comparing a 
section of predictive output sequence 
y(t-td +k-l\t-td ), y(t-td +k-2\t-td ) ,
y(t-td +k-m\t-td )v/ith the buffered actually plant 
output y(t-l), j('-2), ,y(t-m), where 
k = m,m + l,...,N and m is the comparing depth. If the 
best fit sequence is y(t-td +k-\\t-td ), 
y(t-td +k-2\t-td ), , y(t-td +k-m\t-td ),the 
corresponding control output v(t-td +k\t-td ) would 
be select to apply to the actuator. The detail of the fitting 
algorithm is described below.

If the comparing depth is m, then the weight coefficient 
is defined as al ,a2 , ,am , where ak represents the
relative importance of the A-step previous output to the 
current controller output. The comparing formula is 

Jk =al \y(t-td + k-l\t-td )-y(t-l)\ 
+ a2 \y(t-td +k-2\t-td )-y(t-2)\+-- (16) 
+ am \y(t-td +k-m\t-td )-y(t-m)\ 
Each Jl ,J2 ,»JN-m is calculated respectively and 

compared with each other.
The smallest J'k is selected. Correspondingly, the &*

value of the control sequence U(t-td \t-td ) is chosen
as the actuator signal.

There are two advantages of the algorithm compared 
with the traditional NPC. Firstly, this method needs no 
time delay measurement, so the synchronization between 
the plant side and controller side is no longer an issue. 
Secondly, this algorithm can compensate for the effects 
of model uncertainty and plant disturbance.

For instance, if the RTT delay is td steps, for
traditional NPC, the value u(t\t-td ) would be selected. 
If the model is accurate and there is no disturbance, that 
is the right value to choose and the actual plant output is 
y(t\t-td ) at time t. In this case the impact of the
transmission time delay is perfectly compensated. 
However, in practice, model uncertainty and disturbance 
are inevitable. Therefore the prediction is likely to be 
inaccurate. The actual plant output may not just be 
y(t\t-td ). It may be a value nearer



y(t-td +te \t-td ) instead where /„ is a positive 
integer. Clearly, in this case it is not correct to 
select y(t \ t-td ). Therefore, using the new fitting 
algorithm, the right value y(t-td +te \t-td ~) is selected. 
So even when there are model inaccuracies and 
disturbances are present, the new method can still work 
properly.

b) Control Packet Not Received During the Control 
Cycle

Because of the random performance of the network, 
this case often occurs in a practical network. In this 
situation the previous sequence U(t - td - 11 1 - td - 1)
and Y(t-td -1| t-td -1)should be compared. Adapting 
the approach should result in the same outcome as if the 
control packet is received during the control cycle. The 
comparing formula is

Jk = ai \y(t-td +k-2\t-td -l)-y(t-\)\
+ a2 \y(t-td +k-3\t-td -l)-y(t-2)\+- (17)
+ am \y(t-td +k-m-\\t-td -\)-y(t-m)\
The values J\,J2 ,..JN _m are compared and the 

smallest value J k is chosen. The corresponding value in 
the control sequence U(t - td + k - 11 / - td ) is then 
selected.

D. The Selection of the Coefficients a
The values of the coefficients a are important to the 

fitting algorithm. There are several ways could be 
adopted to determine the values of coefficients a .

a) The selection of a could be obtained from the 
experience of operators, where they figure out the values 
of a from prior knowledge.

b) All the values of a are set to 1.0. This is the 
easiest method, however it does not recognize the 
importance of previous control signals

c) The values of a can also be derived from the 
discrete closed-loop transfer function, as follows. If the 
closed-loop controller is K(t) = P(t)<p(t) = P(t - \)<p(t) /[A + <p r (t)P(t - l)<p(t)]

T (t)P(t-l)

}-y(t) can be written in the following where ^ .^ value of ^ ^^ ^

0(t) = [-ai,-a2 ,...,-an ,b0 ,b} ,...,bn ] T , the regression
vector is 

(19)

for the closed-loop control signal. The bigger | H, \ is, 
the more weight the previous plant output y(t - i) gives 
to the current control signal u(t). Therefore, the 
coefficients a) is determined by | H, \ as

a,=\H,\ (21)

E. Actuator Buffer
After the control input u is selected, it is buffered with 

the output feedback signal y. The buffer length is 
determined by the model description and the control 
method selected. For example, the following sequences 
are queued in the buffer: 

y(t) u(t - 1)

: ' " : (22)

y(t -n) u(t-m- 1)
The sequences stored in the buffer are required for the 

predictions of future control sequence and the selection of 
the proper signal from these sequences. Hence, they are 
packed into a packet and then sent to the controller side, 
and the process is repeated when a new control cycle is 
initiated.
F. Online Parameter Identification

In a practical application, the accuracy of the model is 
a key factor in the performance of networked predictive 
control systems even with the new selection algorithm. 
Therefore, a recursive least squares parameter estimator 
is adopted in the control scheme.

The plant is described as

(23)

The algorithm can be written as 
0(0 = *(/-!) + AX/MO

K(t) = P(t)<p(t) = P(t - 
P(t) = {P(t - 1) - P(t -

The term 

form

D(z~l ) i=0 ,=0 
Combined with (15), the control closed-loop control 
signal is be described as

riX/-0 (2°)

-l),y(t-2),...y(t-n),u(t-d),u(t-d-l)
,...,u(t-d-m)f

(25) 
and A, is the forgetting factor.

The regression vector q>(t) and y(t) is obtained from
D(z ) /=o the packet sent from the plant side. They are stored in the 

As can be observed from (20), it is clear that the value of actuator buffer. The*(0 is the difference between the 
\H \ indicates the weight of the previous plant output



actual output and the one-step prediction <pr (/)#(/ -1).

ill. SIMULATION RESULTS
In order to validate the proposed method, a servo 

motor control system which consists of a DC motor, a 
load plate and an angle sensor is considered. The control 
system is designed to drive the load plate to a pre-set 
angle. The model of the plant was identified as

i B(z~l ) = 0.05409Z'2 +0.115z'3 +0.0001Z-4 (26)
A(z~l ) 1-1.12Z'1 -0.213z'2 +0.335Z-3 

where the input is the voltage applied to the DC motor 
and the output is the voltage sampled from an angle 
sensor. The sampling time is 0.04s .

The following proportion-integral (PI) controller is 
designed when the communication time delay is not 
considered.

D(z"') 0.502-O.Sz"1
l-z' (27)

The step responses of the control system with no delay, 
3-step, and 5-step constant RTT delay are shown in 
Figure 4. The systems with more than 6-step delay are no 
longer stable. The simulation results confirm that with the 
network delay increasing, the performance of the closed- 
loop control system degrades rapidly.
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Figure 5. Simulation of networked control with delay compensator 
In order to compensate for the time delay, the 

networked predictive control methods proposed in this 
paper have been adopted. The comparing depth is m=2 
for the fitting algorithm. The step response of the system 
is shown in Figure 5 in the case of random RTT delay 
between 6 to 15 steps. Because the model is perfectly 
accurate, the effect of the time delay is fully 
compensated. Moreover, no matter which selection 
scheme of the control signal is adopted, based either on

the time delay or plant output, there is no impact on the 
final signal selected. Therefore, in the case where the 
model is accurate, the simulation results obtained from 
the two NPC methods and local control are the same. 
That is confirmed in figure 5.

However, the actual model parameters of the plant can 
not be identified accurately, as factors such as the 
transient disturbances, the dynamic friction and the load 
alterations affect the model parameters. For instance, if 
the load of the servo plant changes, the model will be 
changed accordingly.

(28)0.05950z'2 +0.1265z'3 +0.0001Z"4
A(z~ l ) 1-1.12z'' -0.213Z'2 + 0.335Z'3 

Note equation (28) is the model of the plant with a 
lighter load. If the plant load changes suddenly, the online 
model estimated by the parameter estimator can not 
respond very quickly, as the online identifier needs time 
to adjust the parameters.

Figure 7 shows the results when the plant load is 
suddenly changed. It is assumed that the mathematical 
model on the controller side is still (26), but the actual 
physical plant side model has been changed to (28).
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Figure 7 Networked control with changed model 
From figure 7, it is clear that the NPC can not fully 

compensate for the impact of the time delay when the 
model is inaccurate. The plant is no longer running as it is 
predicted. Compared with the local control result, the 
performance of the traditional NPC method degraded 
significantly with a bigger overshooting, a longer setup 
time and greater static error. However, the performance 
of new NPC method doesn't change very much relative to 
the traditional method. The only difference between it 
and local control is only the slightly bigger overshooting. 
The reason for this is that the new NPC method can 
choose a more reasonable control signal than the 
traditional one when the control prediction sequence is 
inaccurate duo to model uncertainty.

IV. EXPERIMENT RESULTS

A. NPC Test Rig
In order to apply the networked predictive control 

method to a practical servo control system, a networked 
control test rig has been built. The test rig consists of 
three parts: a PC on the controller side, an ARM9 
embedded board and a servo control plant.



The PC is placed at the controller side and takes on the 
most time-consuming computation jobs, such as the 
online identification and the future control prediction. It 
has a high processing power with an Intel P4 processor.

At the plant side, the kernel chip of the embedded 
board is ATMEL's AT91RM9200. It is a cost-effective; 
high-performance 32-bit RISC microcontroller for 
Ethernet-based embedded systems.

The two parts (the PC and ARM9 embedded board) are 
placed at geographically different locations and 
connected by the global Internet. The communication 
protocol between them is UDP.

The motor is driven by a servo amplifier of which the 
input voltage range for motor speed control is -15~15v. 
The angle of the motor is measured by an angle sensor of 
which the output range is also -15~15v.
B. Experiment Results

The internet based networked control experiments are 
implemented with the plant side and control side placed 
at the geographically different locations. The plant side IP 
address is 193.63.131.219 which is located in the 
University of Glamorgan, UK and the controller side IP is 
159.226.20.109 which is located in Chinese Academy of 
Science, China.

Normally, the time round trip time delay is between 10 
steps (0.44s) to 14 steps (0.56s), which is a very big value 
for the servo system. The same controller which was used 
in the simulation was also adopted in the practical 
experiment.
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Figure 12. Networked control experiments 
In order the compare the results, local control method 

without network, the traditional NPC method and the new 
method introduced in this paper were implemented in the 
practical experiments. The results are shown in Figure 12. 
From these results, it is clear that both methods had 
compensated to some extent for the impact of the time 
delay. However, compared with the traditional method, 
the new scheme had a much more effective performance 
with a smaller overshooting and a shorter setup time. The 
reason is that even with the online identification, the plant 
model parameters can not be estimated very accurately. 
The new method can work better relative to the 
traditional NPC scheme because it can choose the better 
control signal from the control sequence even when 
prediction errors exist.

V. CONCLUSION
In this paper, a new networked predictive control 

scheme is introduced. Relative to the previous NPC 
methods, the control signal applied to the actuator is 
selected based on the output rather than on the time delay 
measured. When the model is not accurate, the new NPC 
scheme can choose the better control signal and achieve a 
better control performance. To test the performance of the 
proposed scheme, simulations and practical experiments 
are implemented for a servo plant. Both the simulation 
and Internet based experiments have successfully 
demonstrated the better effectiveness of the new NPC 
scheme relative to the traditional one. The problems of 
the system with the controller and actuator sharing the 
same network interface are addressed in this paper. The 
issues for the system with three parts (the controller, 
actuator and sensor) would be investigated in future 
work.
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Networked Predictive Control System 
with Data Compression

Wenshan Hu, G. P. Liu and David Rees

Abstract — Random time delay and frequency data 
dropout can degrade the performance of networked 
control systems and even cause system instability. Liu et 
al. [I] introduced a networked model based predictive 
control scheme to tackle this problem. In his method, a 
set of control sequences for every possible delay time are 
packed together and sent to the plant side, and on the 
plant side the relevant control signal corresponding to 
the measured time delay is selected. It is an effective 
method to compensate for the network delay. However, it 
raises a new problem that it would increase the network 
traffic, because a sequence requires more transmitting 
time than a single value. To solve this problem, this 
paper consider a least square method which is applied to 
compress the control sequence before it is send to the 
network.

I. INTRODUCTION
A networked control system (NCS) is a feedback control 

system wherein the control loop is a part of a real-time 
network which includes a field bus control system and 
Internet based control system [2]. In the last decade, the use 
of the Internet to successfully deliver business services has 
been demonstrated. With the development of network 
technology, more and more intelligent devices or systems 
have been embedded into Internet services. The networked 
control technology can be potentially used in many 
applications, such as traffic control, remote surveillance and 
process control. However, once a networked control system 
is connected through the Internet, the random networked 
delay and packet dropout induced by the network are 
unavoidable. That degrade the control performance and can 
even cause the control system instability. Hence, for the 
NCS the conventional control methods are no longer suitable. 
Therefore, although the notion of the networked control 
system is relatively new, more and more attention has been 
paid to the design and implementation of such systems

The random network transmission delay makes it very 
hard to analyze and design networked control systems. 
However, there is a distinct advantage with using a network, 
in that a set of control sequences and measurements can be 
transmitted from one location to another location at the same

Wenshan Hu, G. P. Liu and D. Rees are with Faculty of Advanced 
Technology, University of Glamorgan, Pontypridd, CF37 1DL, Wales, UK 
(phone: +44-1443-654137; fax; +44-1443^82541; email: whu@glam.ac.uk; 
gpliu@glam.ac.uk; drees@glam.ac.uk).

time by packing them into one packet. This advantage makes 
it possible to compensate for the random network delay by 
using the predictive method. Liu et al. [1] introduced a 
networked predictive control (NPC) scheme, in which a set 
of control sequences for every possible delay time are 
packed together and sent to the plant side, and at the plant 
side the relevant control signal corresponding to the 
measured delay is chosen. In ref[10], Hu et al propose a 
round trip NPC, which avoids the synchronization between 
the controller and plant and is a improved implementation of 
[1]. These are effective ways to compensate for the network 
delay, but this raises a new problem in that a set of future 
control sequence has to be transmitted via the network. It 
increases the size of the control packet significantly and 
takes more time to transmit. In a limited bandwidth network 
such as some kinds of fieldbuses and wireless networks, it 
can cause congestion and consequently the performance of 
the network deteriorates.

In this paper, a networked predictive control method with 
data compression is introduced. Before the future control 
sequence is sent out to the plant side, a least square method 
is applied to compress the sequence into three or four 
coefficients. These coefficients are transmitted instead of the 
original sequence. On the plant side, the sequence is restored 
from these coefficients by using a very simple algorithm.

II. SYSTEM DESIGN OF RTT NETWORKED 
PREDICTIVE CONTROL SYSTEM

A. Networked Predictive Control Scheme
In a networked control system, the control sequence can 

be transmitted in a packet at the same time through the 
network, which is different from conventional control 
systems. Liu et al. [1] developed the NPC scheme which 
mainly consists of two parts: a network delay compensator 
and a control prediction generator. The former is designed to 
generate a set of future control predictions. The latter is used 
to compensate for the unknown random delay. There are two 
kinds of time delay between the two parts. One is the 
forward channel time delay tsc , the other is the feedback
channel time delay tca . They are considered together for 
prediction, the detail of which is introduced in [10]. The 
diagram for the scheme is shown in Figure 1.

The disadvantage of his method is mat it would increase 
the network traffic significantly. For instance, if the random 
networked time delay between the controller and the plant is
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within N sample times, according to his method, the 
controller would generate N step future control predictions. 
All of the predictions are packed together, and sent to the 
plant side, the packet size would therefore be N times bigger. 
It takes much more time to transfer the bigger packet. In 
some networks with limited bandwidth, it deteriorates the 
network congestion and could affect other networked 
applications.

In this scheme, before the controller send out the future 
control sequence, a least square method is applied to 
compress the sequence into a few coefficients. These 
coefficients are transmitted instead of the original sequence. 
On the plant side, according to the round-trip delay (the sum 
of tK and tcg ) measurement, the actually control signal is 
restored using a simple algorithm which only include a few 
additions and multiplications. This control signal is applied 
to the actuator. The details of the controller side and the 
plant side are described below.

B. Controller Side Design
Let 95[z~ ,n] denote the set of polynomials in the

indeterminate z with coefficients in the field of real 
numbers and with the order n in a set of non-negative integer 
numbers. For example, polynomial ̂ (z'^e 3?[z -1 ,w] , i.e.,

A(z-1 ) = a0z-l +a1 z-2 +~- + an z-'' (1) 
Consider a single-input single-output discrete-time plant 

described by the ARMA model
A(z-l )y(t + d) = B(z-l )u(f) (2) 

where u(t) and XO are the control input and feedback 
output of the plant, d is the time delay and 
A(z~1 )e <R[z~l ,n] and B(z~l )<E SR[z"', m] are system
polynomials.

Without considering the network transmission delay, a 
controller is designed as

(4) 
where y(f + d) is the output prediction and r(t+cT) is the
reference input.

At time t , the controller side receives a packet from the 
plant side. In this packet, die sequence of plant outputs y 
(including y(t-tsc ) , y(t-tsc -\) ,... y(t-tsc -n) ), 
previous control sequences u (including u(t — tac — 1) , 
u(t-tsc -2), ..., u(t-tsc —nc )) and a time stamp t — t se 
which indicates the time at which the packet is packed and 
sent out.

For the simplicity of analysis, it is assumed that the 
maximum time delay is bounded within N steps. The 
following operations on predictions are defined:

(5)

for 1=0,1,2,... , where jr(.) represents _p(.) and «(.) and 
x(t + i\t) denotes the /'-th step ahead prediction of x(t) 
based on die previous data up to time / .

If the feedback network time delay is /,,. , the output of 
the plant can be predicted using the Diophantine equation.

A(n -')£,(<? -') + <r'F, to'1 ) = 1 (6) 
where polynomials Ef(q~l }e SR^"1 ,/-!] and 
Ff (q~l )e <:K[q~l ,n—l] . So, the future output prediction 
based on time / — tsc can be calculated by 

y(f-tK +d\t-tx)

where the polynomials C(z -1 )e Stfz" 1 ,^] and

«(/-/« I r-O 
«('-'« + ! !'-<»)

u(t-t,c + N -11 /-/„) 
(7)
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where the polynomial Gk (a -l ) 
matrix JV^ e ft"*" . Thus,

l ,m- 1) and the

(8)

where

(9)
U(t-tsc \t-tsc ) = [u(t-tsc \t-tsc ),

u(t-tsc +l\t-tK ),---,u(.t-tsc +N-l\t~t s^] r
(10)

(11)

(12)
Using the controller in equation (3), the future control 
sequence can be determined in the following way.

(13)

The tetmC(q~^)U(t-tsc \t-tsc )can be separated into two 
parts: the first part contains the control sequences before 
time t — tsc and the second part the predicted future control 
sequences after t — tsc . Then let

(14)

where H(q~l ) =
polynomial Hi (q~'i )e'3l[q~l ,max.{nc —i,Q}} and

matrixes <KNxN . Combining (8), (13) and (14) gives

(15) 
In order to separate the control sequence U(t-tsc \t — tsc ) at
time t-tsc ,let

(16)
where r(9-1 ) = [ro (9-1 ),ri (? -1 ),...,rw_1 (? - 1 )] r , the 
polynomial rt (q~l )e'-R[q~l ,max{nd +d -1,0}] and the 
matrixM e 3lNxff . The result is 

U(t-tsc \t-ts^

(17)
Now the control sequences can be determined by the 

following predictive controller:
«<'-'.!'-*«)

5,0?'')

(18)

where

the = 
the

(<?

(19)

(20)

(21) 
is thefca is the forward channel time delay and t

computing time delay.
Then, the future control prediction sequence 

U(f-tx \t-tsc ) between time t-t,c and t-tsc +N-lis 
generated which results in a sequence length of N. To reduce 
the size of the packet, the future control sequence is 
compressed using a classic least square curve fitting method 
[11] before it is sent out.

A matrix for data compression is created as

<D =

1 0
1 1
1 2

1 N-l

0
1
4

[N-l) 2

O""1

(22)
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where n is the number of the coefficients which the data is to 
be represented by.

By using least square curve fitting method^ these 
coefficients is obtained as

where

U(t-tx |*-/

Let

(23)

(24)

(25)
so, the compression algorithm is described as

0 = KU(t-tsc \t-tsc ) (26) 
and K can be calculated in advance.

Hence, the coefficient & instead of the real control 
sequence U(t — tsc \ t — t sc ) is packed with a time stamp and 
sent to the plant side. The size of the packet has been 
decreased from N\o n.

D. Design of Network Delay Compensator
The task of the network delay compensator is to restore 

the control sequence and choose the appropriate value 
corresponding to the RTT delay (the sum of t,c and tca ). 
The network delay compensator is time-driven, because 
every sample time it generates a control signal no matter 
whether the predictive control packet is received or not at 
that sample time. Because of the random feature of the 
network, the algorithm for this part should consider the 
following two scenarios:

a) Control packets are received during the control cycle: 
the algorithm for this case can also be separated into three 
procedures below:
• Selection of the packets Received: If the number of the 

packets received is more than one, which probably 
happens because of the random time delay, the one 
with the latest time stamp t, is selected.

• The RTT delay is obtained from the time stamp as 
tr =t-t, (27) 
where t r is the RTT delay tK +tca , t is the current 
time at the plant side and t, is the value in the time
stamp.

• Extraction of the compressed data: Form the
coefficient 6 obtained from the received packet, the
real control signal can be restored by the following
formula.
U(t-tr \t-tr ) = Q>9 (28) 
where U(t-t r \t-tr ) is the control sequence restored 

from 6 , which can be described as

U =

u(t-tr \t-tr ) 
u(t-t r +\\t-tr )

(29)

uO-tr +N-l\t-tr )_
Only the value for the measured time delay needs to be 
calculated. Therefore, <J> is divided into N vectors as

so, the control signal at time t can be restored as, 
u(t) = u(t-tr +/,. \t-tr )-t/>r d (31) 
The calculation only includes a few addition and 
multiplications.

b) Control packets are not received during the control 
cycle: Because of the random feature of the network, this 
case often occurs in a practical network. When it happens, 
the control value is obtained from the previous sequence. 
For example,

u(f) = u(t—tr — \ + t r +l\t — tr -1) = <f>r^d (32) 
After the control output M has been generated, it should 

also be buffered with the output feedback signal y . The
buffer depth is determined by the model description and the 
control method. For example, the following sequences are 
queued in the buffer:

XO
y(t-V) u(f-2)

(33)

y(t-ri)
The sequences stored in the buffer are required for the 

predictive control generator. Hence, they are packed with a 
time stamp at the current time at the plant side tcr into a
packet and then sent to the controller side which initiates a 
new control cycle.

III. STABILITY ANALYSIS
It is assumed that the round trip time delay is random but 

bounded, i.e., k = {0,1,...,N — 1}, where N is the maximum 
delay. From (18) and (31), at time t, the control signal 
applied on the plant side is calculated by

(34)

where k is the RTT delay.
To analyse the stability, the reference input r(t) = 0 . So,

= -Qk

where
-k)-Sk (q-l )u(t- A:)

(36)

(35)

(37)
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where the polynomials Qt (.q~l )eSK[q-\n9 ] and 

~J ) e SRI?'1 , n- ]. The plant model is described by
)X'+«0 = fl(g "')«(/) (38) 

where d is the time delay and X(g -1 )e SRfa"" 1 ,/!] and

Equation (35) can be written in state space form as
(39) 

where
[7(0 = [K(0, «(' -\\...,u(t-k),...,u(t-N + l)] r (40)

(41)
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(43)

where Qk e and Sk e and
N =N + max(« - + 1, « - + 1, «, »n (44)

The plant model (38) can also be described in state space 
form as

Y(t +1) = AY(f) + BU(t) (45) 
where

~. 0i ... -an o --• 0 0" 
1 ••• 0 0 ••• 0 0

A = 0 ••• 0 0 
1 ••• 0 0

0

0

-*„ o
0 0 •-- 0

0 0 ••- 0

1 0
0

(46)

(47)

and A e 9^xjv and B e SK**"
From (39) and (45), the system is described as

- 1)]
(48) 

Then, the closed-loop system is represented by the following

(49)^W

which is a switched system and can be written as the 
following

*M=TkXt (50) 
where

?-!)]

A+BQk BSk
(52)

Then, the stability of the system can be analysed as follows:
Theorem 1: For the networked predictive control system 

with random RTT time delay, the closed-loop system is
stable if there exists a positive definite matrix Pe <3l NxN 
that

Tk T PTk <P (53)

Proof: As the time delay is random, (49) is a switched 
system which is composed of A' discrete-time subsystems. 
Let

yt = Xt TpX, (54) 
Then

= X,+1 T PXt+1 -X, T PX! (55) 
= Xt T (Tk T PTk -P')X,

From (55), it follows that Tk PTk -P <0 . Therefore, the 
switched system is stable.

IV. SIMULATION RESULT
A. Off-Line Simulations
In order to validate the method proposed, a servo motor 

control system which consists of a DC motor, load plate, 
speed and angle sensors is considered. The control system is 
designed to drive the load plate to a pre-set angle. The model 
of the plant is identified as

0.031937 z'2 +0.02z'3 +0.07464z"4
1-1.5274Z'1 -0.5111Z'2 +0.0163z'3 

where the input of the transfer function is the voltage applied 
to the DC motor and the output is the voltage sampled from 
an angel sensor. The sample time is 0.04s .

A proportion-integral (PI) controller below is designed 
when the communication time delay is not considered.
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D(z ') 0.601-0.6*-1
1-z' (30)

Figure 2 shows the unit step response of the closed-loop 
control system without network communication, which 
indicates that the control performance is good.

The step responses of the control system with no delay 
and random time delay within 10 steps are shown figure 3. 
The simulation results confirm that with the network delay 
increase, die performance of the close-loop controller 
degrades rapidly.

1

08

0 05 1 15 2 25 3 35 4 4.5 
Time (B)

Figure 2. The step response of local control

— - ~~ Relemce
———— Local control
— - Networked control without compensation

\ , \ 
I -

1.5 2 2.5 3 3.5 4 45 5 
Trne (s)

Figure 3. The step response of networked control without 
compensation

In order to compensate ihe network delay, the NPC 
methods are implemented. For the sake of comparison, both 
the experiments for NPC with and without data compression 
are carried out. In this case, the prediction horizon N=20 and 
the number of the coefficients n=3 and n=4. That means the 
future control sequence with 20 data is compressed into 3 or 
4 coefficients to reduce the network traffic. The results of 
these experiments are shown in Figure 4. It is clear that the 
NPC method can fully compensate for the effect of the 
network delay because its result is very close to the local 
control and it is hard to distinguish them. There is only a 
slightly bigger overshooting for NPC with data compression 
if n=4, whose impact can be ignored. There is a small price 
to pay for reducing the networked traffic. However, the 
packet size is reduced from 20 to 4, which decreases 80% 
percent.

0.8

0.6
— - - - Reference
———— Local control
——— Networked control without data compression 
........... Networked control with compression (n-3)
—.... Networked control with compression (n-4)

0 0.5 1 1.5 2 2.5 3 3.5 4 4.5 5

Figure 4. The step response of NPC with and without data 
compression

V. CONCLUSIONS
In this paper, a new NPC scheme with data compression 

to decrease the network traffic is proposed. It is an 
improvement of the NPC methods introduced in [1] and [10]. 
The stability analysis for this scheme is also given in this 
paper. To verify the control performance, Ihe results of local 
control and NPC with and without compression are given. 
These results show that without greatly affecting the control 
performance, the new method can reduce the networked 
traffic significantly (80% in example).
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Abstract: This paper introduces a four-layer structure for the global scale remote laboratory NCSLab 
(www.ncslab.net) which provides a unified interface for accessing the test rig diversely located. This 
structure is good for both expansion and maintenance. All the test rigs are classified into several sub- 
laboratories according to their functions rather than their locations. The user doesn't have to know their 
geographical locations. The user can use a single user ID and password to access all the test rigs in 
different locations just as they are all in one place. The remote lab also provides great flexibility for the 
users including remote tuning, remote monitoring and remote control algorithms. Most of the jobs done in 
a hands-on laboratory can be carried out in the remote laboratory.

1. INTRODUCTION
Experimentation plays an important role in control 
engineering education. It can help students to experience the 
practical application of the knowledge they gain from the 
lectures. However, not all the educational Institutions can 
provide all the experimental test rigs their students needs. If 
these test rigs can be shared across Institutions, it would 
increase their utilizations and serve more students.

With the rapid development of the Internet and web 
technology, web-based laboratory becomes an economical 
solution to solve this problem. The design methods for 
various kinds of experimental instruments have been 
developed in the last few years, including DSPs (Hercog, 
2005), PLL measurement (Burbidge, 2006), vibration 
measurements (Qin, 2004.) and linear systems (Viedma, 
2005) etc. These laboratories provide good remote 
accessibility to the users.

However these laboratories only support a particular kind of 
instrument or require all the instruments to be located in one 
place. However, for geographically diverse Institutions to 
share their control experimental facilities, it is necessary to 
develop a new structure which supports different test rigs 
located in different places.

Peer-peer structures are proposed and implemented in the 
ALFA project (Alves, 2005) and Vienna University of 
Technology (Kerer, 2005) which support diversely located 
test rigs. However, peer-peer structure is good for expansion, 
but it is difficult to provide a unified interface because of the 
lack of a central server.

A three-layer structure is proposed in DEUSTO system 
(Carcia-Zubia, 2006) which is implemented in the University 
of Deusto. In that system, microservers are placed between 
the instruments and main server. The communications

between the instruments and the main servers are undertaken 
by the microservers via the Intranet. This distributed structure 
has the potential to support diversely located instruments. 
However, the microserver provides the direct TCP/IP 
services to the end users as well as the main server, which 
decreases the data flow between the microservers and the 
main server because the real-time data can be distributed to 
the users directly on the microserver layer. However, it also 
results in a big problem for concurrent access. The 
microsevers are normally based on cheap computers with 
limited capacities in order to reduce the cost. If too many 
users access a particular microserver simultaneously, it could 
overload the system easily.

To solve this problem, the microserver has to abandon the 
direct TCP/IP services and transfer all the data to the main 
servers where these data are distributed to the end users. It 
can keep the load on the microserver constant. The NCSLab 
originally used this structure. However, it also brings new 
problems. Firstly, this structure is not so efficient for a global 
scale remote laboratory. Consider a scenario that the main 
server is located in the UK and there are test rigs located in 
China. The data have to be transferred across the world to 
reach the server. Secondly, this structure is not good for 
expansion, if too many test rigs are connected to the server, 
the load on the main server could be very high and even 
cause system overload.

In order to design a world scale remote laboratory platform 
which provides a unified interface for different kind of test 
rigs located in different countries, a more complex structure 
has to be considered. The Networked Control System 
Laboratory (NCSLab) with four layer structure is introduced 
in this paper. It is located in University of Glamorgan and has 
already integrated six test rigs from four Institutions located 
in both UK and China.



2. STRUCTURE

As it is shown in Fig 1, the NCSLab adopts a four layer 
structure which consists of the test rigs, sub-servers, regional 
servers and the central server.

ip»—i ^
ist Rig I—i^f i

Test Rig
Sub-server

———[.Q,J——— Internet ——! 
Te^tRig Sub-server

Tesl Rig 

Test Rig

Regional Server 1

Sub-server

Sub-server 
Test Rig . Internet

Regional Server N

Sub-server

Fig. 1. The four-layer structure of the NCSLab

The sub-servers are placed locally with the test rigs. They 
collect the real-time data from the test rigs via the local 
network and then pass them to the regional servers where 
these data are stored in the regional server database. On the 
central server, non real-time information such as the users' 
details, the test rigs' details and help documents are stored in 
the central server database.

Both the regional servers and the central server provide direct 
TCP/IP services to the users, but the sub-servers have no 
direct communication to the users. They are only the bridge 
between the test rigs and the regional servers, so their loads 
can be kept constant even with concurrent access.

The regional servers are located in the places near their sub- 
servers. There are two regional servers deployed in the 
current NCSLab system. One is in the UK and the other is in 
China. All the sub-servers in UK connect to the UK regional 
server and all the sub-servers in China connect to the China 
one. The adoption of the regional server reduces the travel 
distance of the real-time data significantly. It is also good for 
future expansion. If some test rigs from other regions wants 
to join NCSLab in future, a new regional server can be 
deployed there.

The regional servers share most of the load on the central 
server. The main server only takes on the non time critical 
jobs such as user authorizations, test rigs management and 
providing the help documents for the users. The jobs such as 
distributing the real-time data are undertaken by the regional 
servers. If more test rigs join NCSLab, the more regional 
servers and sub-servers can be deployed to share the load.

2.1 Central server

The central server is the kernel of the whole NCSLab system. 
It provides the main web interface for the users. The central

server is the entry point for the users to enter the whole 
system where the user authorisation is undertaken. All the 
test rigs are also listed here. They are classified into server 
sub-laboratories. Their links to the corresponding regional 
servers are also provided. Following these links, the user's 
browser is redirected to the regional servers where the real 
time experiments are carried out.

The main server also keeps TCP/IP communications with 
every regional server, from which the status of every test rig 
is uploaded to the central server in real time. Fig 2 is the 
structure of the central server.
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Fig. 2. The structure of the central server

2.1.1 Tomcat web server

The web server for the NCSLab is based on To neat 5.5 
which supports JSP/Servlet technology. It provides the web 
interface for the users to logon and access the remote 
laboratories. The interface includes plug-ins as well as web 
pages. These plug-ins are designed to provide dynamic 
interfaces for the clients to monitor the experiments results 
and adjust the control parameters. They are loaded 
automatically by the client's browser when the users logs on.

2.1.2 Central Server Manager

The Central Server Manager is a Java program which keeps 
connections with the regional servers. It collects the status 
(for example, it is working or not; who has full control) of 
every test rig and stores them in the database.

2.1.3 MySQL database

There is a lot of information that needs to be managed in the 
central server. All of them are stored in the MySQL database 
which is a free database solution with high reliability and 
good performance. The database is the central part of the 
main server. All the programs running in the central server 
derive or store data through the database. It works like a 
buffer which separates all other programs. Therefore, the use 
of the database not only simplifies the data management but 
also makes the structure more elegant.

2.1.4 Matlab RTW Server

The Matlab RTW server consists of three parts: Matlab 7.1 
with Simulink and RTW, ARM Linux GCC and an interface 
program RTW Assistant. Their relationship with the MySQL 
database is described in Fig 3.
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Matlab RTW can generate optimised ANSI C codes from 
control system blocks in Simulink. ARM Linux GCC, the 
special compiler version for embedded applications, can 
compile these C codes into executable programs. Therefore, 
based on this software, Matlab RTW Server for NCSLab is 
designed. The RTW assistant which is a Java program 
obtains diagrams from the database. The RTW transforms the 
diagram into C codes and ARM Linux GCC compiles these 
codes. The RTW Assistant sends the final executable 
program back to the database.

2.2 Regional server

The regional server has a similar structure with the central 
server. It consists of three parts, the Regional Server 
Manager, MySQL database and Tomcat web server which is 
shown in Fig 4.

Regional Server

Fig. 4. The Regional Server

The Regional Server Manager is also a Java program which 
mainly has three tasks. Firstly it collects real-time data and 
images from the sub-servers and temporarily stores them in 
the MySQL database. Secondly, it keeps connections with the 
Central Server Manager updating the real time status of every 
test rigs. Thirdly, it passes the user's commands such as 
tuning the experimental parameters and changing the control 
algorithms to the sub-server layer.

Different to the central server database, the regional server 
database only stores temporary information such as 
experimental data and video images. This information is 
buffered in the MySQL database and then delivered to every 
user by the Tomcat web server.

The Tomcat web server on the regional server only generated 
the web pages for real-time experiments. Because all the 
configurations are stored in the central server database, the 
web server establishes a temporary HTTP connection with 
the central server to get the experimental configurations when 
these pages are being generated. This web page enclosed 
various plug-ins and Ajax (Mahemoff, 2006) scripts for the 
users to monitor the experimental process and tune the 
parameters.

2.3 Sub-server

There are two programmes running in the sub-server. The 
first one is the Sub-server Manager whose tasks are to pass 
the real-time data from the local test rigs to the remote 
regional server and deliver the commands from the regional 
server to the test rigs. The second one is the Video Image 
Collector which collects the real time images from the USB 
cameras, compress them into JPEG format and transfer them 
to the regional server.

The sub-server layer doesn't provide direct TCP/IP services 
to the end users. Therefore, no matter how many users access 
a certain test rig, the load on the sub-server can be kept 
constant. The computing capacities for the sub-servers don't 
have to be powerful. They can be properly chosen according 
to their constant loads.

2.4 Test rig

Test rigs are located throughout the world, but each of them 
is controlled by a similar control module. It is mainly based 
on a 32-bit ARM RISC microprocessor which is a cost- 
effective high-performance microcontroller solution for 
Ethernet-based systems. It is composed of a main board, an 
AD/DA board, a LCD board and an I/O board. The main 
board has a 32-bit ARM CPU (200MHz), 64M memory, a 
network port, and 2 USB ports. The AD/DA provides 12 
analog-digital channels and 2 digital-analog channels.

Various real-time control algorithms can run on the control 
module. All the control algorithms for NCSLab are generated 
using Matlab Real-time workshop and GCC complier. The 
operating system for the control module is embedded Linux. 
There is an algorithm receiver program running as a service 
which allows the users to change the control algorithm at any 
time. When a new algorithm is received, the service stops 
running the previous one and starts the new one. Because all 
control algorithms are generated by RTW, every control 
algorithms supports an unified monitoring interface, which 
enable the external programs such as NCSLab to monitor the 
internal parameters and signals via network.

As an example, Fig 5 is the magnetic levitation test rig in the 
University of Glamorgan. The device on the left hand side is 
the control module with a LCD; the right hand side is the test 
rig which is controlled by the control module.



Fig. 5. Meglev test rig in University of Glamorgan

3. DESIGN 

3.1. Web interface

The web-based interface is written in HTML, JSP/Servlet, 
AJAX scripts, Flash and Java Applets cooperating together. It 
can be divided into two parts. One part of it runs on the 
central server and the other part is on the main server.

3.1.1 Web interface on the central server

When a user logs on the NCSLab web address 
(http://www.ncslab.net), he connects the central server. The 
jobs such as the user authorization, experiment configuration 
and help documentation are undertaken by the central server.

Only authorized users can access the NCSLab. Before a user 
enters the laboratory, he must provide a valid user name and 
password. If he passes the user authorization, all the test rigs 
would be listed on the web pages. They are well catalogued 
by their functions. For example, all the water tank test rigs 
are classified into the water tank sub-laboratory. For every 
test rigs, the help documents are also available to the user. 
They help the user to understand the test rigs before he starts 
the experiment, which can reduce the possibility of making 
mistakes.

The user can choose the test rig he wants to access. Then he 
goes to the web pages for that test rig, where he can setup the 
experiment. All the parameters and signals can be listed in a 
tree structure, from which the users can choose which 
parameters he wants to adjust and which signals he wants to 
monitor during the experiment process. When he has finished 
the configurations, he clicks the "OK" button, and then the 
web page is redirected to the corresponding regional server 
where the real-time experiment is undertaken.

3.1.2 Web interface on the regional server

The web interface for the real-time experiment is provided by 
the regional server. It is developed using Flash plug-ins, 
AJAX and JSP/Servlet together. Fig 6 is a snapshot for the 
networked predictive control (Hu, 2006) experiment on the 
servo test rig between China and UK. The servo plant is 
located in the University of Glamorgan, UK and the

controller is in CAS (Chinese Academy of Sciences), China. 
The two sides communicate through the Internet.

The chart for displaying the trend of the signals is developed 
based on Flash plug-ins. It keeps persistent connections with 
a Servlet running on the regional server. The Servlet gets 
real-time signals from the database and transfers them to the 
Flash. Based on these signals, the chart is displayed to the 
users on their browsers.

The tuneable parameters are also listed for the user. He can 
change the parameter by typing in the new value into the text 
box. After he clicks "Submit", this new value would be 
passed to the test rig through the Internet. This part is 
achieved by AJAX.

The NCSLab supports concurrent access to certain test rigs, 
but only a single user has full control (the right of tuning the 
parameters and changing the control algorithm) to that test rig 
at any one time. The users without full control can only 
watch the real-time experimental results. They can make no 
changes to the test rig. If they want to get full control, they 
must wait in a queue. The estimated waiting time is presented 
on the web interface when the user is waiting. When his/her 
time comes, the web will refresh itself and a new interface for 
full control will appear automatically. Once a user is granted 
full control of a test rig, they have about 30 minutes' 
experiment time.

3.2. User-defined control algorithms

The NCSLab provides a few control algorithms (PID, LQG 
etc. for examples) for every test rig. The users can choose 
these algorithms. They also have the flexibility to design 
their own control algorithms.

The NCSLab provides a template file for every test rig. The 
template file which can be downloaded from the website 
encloses a sub-system which represents the mathematical 
model of the test rig. Based on this sub-system, the users can 
design their own control algorithms in Simulink. They can 
simulate their algorithms again and again until they are 
satisfied with the simulation results. Then the users can 
upload their simulation diagrams directly to the central 
server.

In Simulink, diagrams are stored in MDL format which is a 
text file with recursive syntax. The Servlet in the central 
server finds out the sub-system which encloses the 
mathematical model from the MDL file, and then replaces it 
with the physical module which links to the hardware (for 
examples, A/D, D/A and PWM generator). This modified 
MDL file is sent to the Matlab RTW Server, where the 
Simulink diagram is transformed into the executable code 
and stored into the database.

All the transformation procedures are transparent to the users. 
From their point of view, they only need to concentrate on 
the simulations in Simulink and then upload the simulation 
diagrams to the server. Then the server will generate the
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Fig. 6. Real time experiment
control algorithms automatically for them. There is no 
programming needed in the whole procedure. It is both 
flexible and convenient for the users.

After the user defined algorithm is generated, it is added into 
the algorithm list. When the user has full control, he can 
choose it and implemented it on the test rig.

3.3. Video system

In order to help the users to experience the real dynamic of 
the test rigs, a video system is developed in the NCSLab. On 
every sub-server, there is a Visual C++ video collecting 
program which obtains the Video frames from the USB 
cameras and compresses them into JPEG format. Then these 
JPEG images are sent to the regional server and temporarily 
stored in the MySQL database.

At the client side, a Java Applet is developed. It holds a 
persistent HTTP stream with the regional server getting the 
real-time video from the main server and displaying them in 
the user's browser.

4. IMPELEMENTATION

Currently, the central server is located in the University of 
Glamorgan UK. There are two regional servers deployed.

One is in the UK and the other is in China. There are six test 
rigs from both the UK and China which are integrated into 
the NCSLab so far. They are classified into three sub- 
laboratories by their characteristic rather than their 
geographical locations.

There are three sub-laboratories so far, the Servo Control 
Lab, Water Tank Lab and Meglev Lab. If a user wants to 
carry out experiments on a particular kind of test rig, he can 
search for it on the corresponding sub-laboratory. From the 
users' point of view, they don't have to know where the test 
rigs are geographically located. Actually, they can find what 
they want by going to the corresponding virtual laboratory.

NCSLab

Servo Control Lab
..__...... I_____

Water Tank Lab Meglev Lab

*•*•
Servo Test Rig in Motor Tesl Rig in Coupled Water Tripled Water

University of Chinese Academy Tank m Chinese Tank in
Glamorgan (UK) of Sciences Academy ol Tsmghua

(China) Sciences University
(China) (China)

Coupled Water Meglev Test Rig 
Tank in Central in University of 
South University Glamorgan (UK) 

(China)

Fig. 7. The logic structure of the NCSLab



5. AN EXAMPLE

The user defined experiment on the servo control system in 
University of Glamorgan is selected as an example to 
illustrate how the users use the NCSLab to carry out 
experiment.

For the user defined experiment, the user needs to download 
the template file for the server control test rig. It can be found 
from the web site. The template encloses a sub-system which 
represents the mathematical model of the test rig identified as

„, . 0.03868s 3 -5.369s 2 -97.34s+ 13450 G(s) = ———-—————-——————————
s3 +169.8 s 2 +1730s+ 159

Based on this sub-system, the user can build his/her 
simulation diagram. Figure 8 is a sample example of PI 
control, in which the block "Servo Plant" is the sub-system. 
The user can work in Simulink and get simulation results.

Figure 8. Simulation diagrams in Simulink

If the simulation results are satisfactory, the user can upload 
the diagram to the NCSLab server without any changes. At 
the server side, the mathematical model is replaced by the 
real physical plant and the modified diagram is complied into 
the executable program. Then the user can select the newly 
generated user defined algorithm and implement it to the 
practical servo control test rig. Figure 9 is the comparison 
between the simulation result in Simulink and the practical 
experiment result in NCSLab. The left hand side is the result 
of the Simulation in Simulink. The right hand side is the real 
experiment result grabbed from the NCSLab. From the 
comparison, it is clear they are very close.

Figure 12. Comparison between the simulation in Simulink 
and experiment in NCSLab

6. CONCLUSION

This paper presents the four layer structure for the global 
scale web-based remote laboratory which provides a unified 
interface for accessing the test rigs geographically located in 
different places. It also gives the users great flexibility such 
as remote tuning, remote monitoring and remote control 
algorithms. Most jobs that can be done hands-on can also be 
realized in the NCSLab. The NCSLab has been running 24

hours a day, 7 days a week for over one year. Currently, there 
are six test rigs belonging to four Institutions from both 
China and UK already been involved and the open 
architecture enables more to join in the project in the near 
future.

With the rapid development of Ajax and Web 2.0 
technologies, the functions of the Internet based applications 
become more and more powerful. Many applications that 
used to be achieved only on the computer desktops have now 
been successfully implemented on the Internet browsers. 
Therefore, based on these technology advancements, more 
research attention is going to be paid in the future on 
designing a friendlier and more desktop-like web based 
interface with better flexibility, accessibility and security.
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Design and Stability Criteria of Networked Predictive
Control Systems With Random Network Delay

in the Feedback Channel
Guo-Ping Liu, Senior Member, IEEE, Yuanqing Xia, David Rees, and Wenshan Hu

Abstract—This paper is concerned with the design of networked 
control systems (NCSs) with random network delay in the feed 
back channel and gives stability criteria of closed-loop networked 
predictive control systems. The principle of predictive control is 
adopted to overcome the effects of network time delay. The nec 
essary and sufficient conditions on the stability of the closed-loop 
NCS are derived, which provides useful analytical stability criteria. 
The closed-loop networked predictive control system with bounded 
random network delay is stable if the corresponding switched sys 
tem is stable. Simulation and real-tune results give an illustration 
of the proposed control strategies.

Index Terms—Networked control system (NCS), predictive con 
trol, random network delay, stability.

I. INTRODUCTION

W ITH the development of network technology, more and 
more networks (e.g., the Internet) have been applied to 

distributed control systems, which are termed networked con 
trol systems (NCSs) [l]-[5]. Although the networks make it 
convenient to control large distributed systems, there are many 
control issues that occur in conventional control systems, such 
as network delay and data dropout, sampling, and transmitting 
methods [6]. To solve these problems, various methods have 
been developed. In the augmented deterministic discrete-time 
model method (ADDM) [7], a methodology has been proposed 
to control a linear plant over a periodic delay network. The 
queuing method [8] has used queuing mechanisms to reshape 
random network delays in an NCS to deterministic delays such 
that the NCS becomes time-invariant. The optimal stochastic 
control method [9] has treated the effects of random network 
delays in an NCS as a linear quadratic Gaussian (LQG) prob 
lem. The sampling time scheduling method [10] has selected a 
sampling period for an NCS such that network delays do not sig-
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nificantly affect the control system performance, and the NCS 
remains stable. The robust control method [11] has designed 
a networked controller in the frequency domain using robust 
control theory, and a priori information about the probability 
distribution of network delays is not required. The hybrid sys 
tem stability analysis method [12] has modeled NCSs as hybrid 
systems. All these methods have put some strict assumptions 
on NCSs, e.g., network time delay is less than a sampling pe 
riod [9]. Most of them simply treat the NCS as a system with 
time delay, which ignores NCS features, e.g., random network 
delay and data transmitted in packets. In [13], the problem of 
the design of robust #00 controllers for uncertain NCSs with 
the effects of both the network-induced delay and data dropout 
is considered, and the memoryless-type H^ controller is pro 
posed. However, how to compensate for the time delay and data 
dropout has not been considered in the papers listed earlier.

Recently, there are some preliminary results on designing net 
worked controllers for compensating for random time delay and 
data dropout (see, for example, [14] and [15], where the random 
network delay in the forward channel in NCS has been studied). 
But the random network delay in the feedback channel makes 
the control design and stability analysis much more difficult. 
This paper proposes a predictive control scheme for NCSs with 
random time delay in the feedback channel and also provides 
analytical stability criteria of closed-loop networked predictive 
control systems. In order to compensate for the network trans 
mission delay, a network delay compensator is proposed. The 
predicted sequences are sent to the actuator in a package. The 
networked predictive controller chooses the latest input value 
from the predicted sequences available on the actuator side. 
Under this control scheme, the closed-loop system will be a 
switched linear system. The theory of switched systems can be 
used to judge whether the closed-loop system with random time 
delay is stable.

II. DESIGN OF NETWORKED PREDICTIVE CONTROLLER
This paper considers the case where the system sensor is far 

away from the plant but the controller is near to the plant. So, 
the network delay in the forward channel is not considered. 
A networked predictive control scheme for NCS with random 
network delay in the feedback channel is proposed. The main 
part of the scheme is the networked predictive controller, which 
compensates for the network delay in the feedback channel and 
achieves the desired control performance.

1094-6977/S25.00 © 2007 IEEE
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Consider a multi-input multi-output (MIMO) discrete system 
described in the state space form

Axt + But
Cxt (1)

where xt € Rn ,ut 6 R™, and yt 6 Rl are the state, input, and 
output vectors of the system, respectively, and A e Rnxn , B e 
Enxm,andC € J?fxn are thesystem matrices. For the simplicity 
of stability analysis, it is assumed that the reference input of the 
system is zero. Also, the following assumptions are made:

Assumption 1: The pair (A, B) is completely controllable, and
the pair (.A, C) is completely observable. 

Assumption 2: The number of consecutive data dropouts is less
than JVi, where JVj is a positive integer. 

Assumption 3: The upper bound of the network delay is not
greater than N, where AT is a positive integer.

Remark 1: In a real NCS, if the data packet does not arrive 
at a destination in a certain transmission time, it means this data 
packet is lost, based on the commonly used network protocols. 
From the physical point of view, it is natural to assume that only 
a finite number of consecutive data dropouts can be tolerated 
in order that the NCS does not become open-loop. Thus, the 
number of consecutive data dropouts should be less than a finite 
number N\. Similarly, the network delay should also be bounded 
by a finite number N. Clearly, the upper bound number of 
consecutive data dropouts should not be greater than the upper 
bound of the network delay (i.e., NI < N),

The state observer is designed as

\ t = Axt\t-i + But + L(yt - (2)

where xt+1 \ t € Rn and ut € Rm are the one-step-ahead state 
prediction and the input of the observer at time t, respectively. 
The matrix L e R"^ can be designed using observer design 
approaches.

Following the state observer described by (2), based on the 
output data up to t — k, the state predictions from time t — k + 1 
to t are constructed as

%t-k+2\t-k ~

xt \t -k = Axt-i\t-k + 

which results in

*t-*+i|t-fc = A*'1 (A

(3)

In order to compensate for the network transmission delay, a 
network delay compensator is proposed. When the time delay 
is random and data dropouts happen in the feedback channel, 
the observer will still use measurement output j/t_ x received last 
time if measurement output yt is lost or yt is delayed; otherwise 
yt-j will be used if yt-i arrives after yt-j, and j < i. Thus, 
with the introduction of bounded random scalar kt , measure 
ment output yt-kt denotes three types of measurement output 
transmitted in the feedback channel, i.e., random delay, data 
dropout, and first sent later arrived. A very important charac 
teristic of the network is that it can transmit a set of data at the 
same time. Thus, the predicted sequences are sent to the actu 
ator in a package. The networked predictive controller chooses 
the latest input value from the predicted sequences available on 
the actuator side, i.e., the controller is designed using the state 
feedback control strategy

ut = Kxt \ t_k (5)

where the state feedback matrix K € /Zmxn. This controller can 
compensate for the network delay caused in the feedback chan 
nel. Using (4), the output of the networked predictive control at 
time t is determined by

j-i + KAk- l Lyt_k . (6)

From (6), it is clear that the future control predictions depend 
on the state estimation xt^k\t-k-\i the past control input up to 
Ut-i , and the past output up to yt-k of the system.

In particular, the augmented system without time delay and 
with ut = Kxt \t-i can be described as follows:

= Axt
~ LC)xt \ t-i + LCxt 

BKxt \ t-i. (7)

= 1,2,3,..., k. (4)

In the case of no network delay, it is assumed that the state- 
feedback controller is designed by a modern control method, 
LQG, eigenstructure assignment, etc.

HI. STABILITY OF NETWORKED PREDICTIVE 
CONTROL SYSTEMS

This section considers the stability of NCSs for two cases: 
one is the case of the constant network delay, and the other is 
the case of the random network delay.

A. Constant Network Delay
It assumes that the network delay in the feedback channel is 

constant. For this case, there is the following theorem.
Theorem 1 : For networked predictive control systems with 

constant network delay fc in the feedback channel, the closed- 
loop system is stable if and only if all eigenvalues of the matrix 
(8) shown at the bottom of the next page, are within the unit 
circle, where * e #[fc
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Proof: The necessary and sufficient condition of the closed- 
loop system stability is that the closed-loop poles are stable. 
Using the networked predictive controller

-i + KAk~l LCxt^k (9)

results in the following closed-loop system:

xt+i = Axt + But = Axt
k

(10)

(11)

(12)

where we have (13) and (14), shown at the bottom of the page. 
Applying a state transformation such that the submatrix in the 
upper left comer of (14) becomes zero, system (12) is equivalent

to the following system:

%(t + 1) = nf(«) (is)
where we have (16), shown at the bottom of the next page.

Application of a state transformation such that the first sub- 
matrix row in this matrix is zero yields

3=1

The state observer gives

xt+ i\t = (A- LC)f t|t-i + LCxt + But . 

Combination of (9)-(l 1) gives

where we have (18), shown at the bottom of the next page. From 
the structure of (17), it is clear that the system is stable if and 
only if the following system is stable:

Z(t+l) = EZ(t) (19)
where we have (20), shown at the bottom of the next page. Using 
the state transformation such that the first k x n rows in (20) 
are zeros, the following system is derived:

Z'(t + 1) = E'Z'(t) (21) 
where we have (22) and (23), shown at the bottom of the page 
following the next page. From the structure of (21), it can be 
concluded that the system is stable if and only if the following 
system is stable:

Z"(t + 1) = *Z"(«) (24)

where \P is defined in (8) [see (25), shown at the bottom of 
the page following the next page]. Therefore, the closed- loop 
system is stable if and only if all eigenvalues of matrix (8) are 
within the unit circle.
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Remark 2: Since the matrix in (8) is related to gain matrices 
K and L, in general, these gain matrices should be designed 
to guarantee that the closed-loop system with constant network 
delay is stable. If gain matrices K and L are given, it is clear 
that the stability of the closed-loop system with constant network 
delay is only related to matrices A,B, C, and network delay k.

B. Random Network Delay
It is assumed that the network delay kt in the feedback chan 

nel is random but bounded by N, i.e., kt € {1, 2,..., N}. The

networked predictive controller is of the form

ut - Kxt \ t -kt , subject to kt < kt-i + 1 (26)

where the network delay kt is a random number but kt € 
{1,2,..., N}.

Under this control scheme, the closed-loop system will be 
a switched linear system. The theory of switched systems can 
be used to judge whether the closed-loop system with random 
time delay is stable with the observer gain L and feedback gain 
K [16].
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In order to present the results in this section, for the sake of 
simplicity, assume (27) and (28), shown at the bottom of the 
page, for kt = 1, 2, . . . , N, where we have (29)-(33), shown on 
the next page, where

An(fct) 6 fl("JV+"

fct) 6 R(nN+n-)x(nN+n )

A33 (A:t ) € /z<«JV+")

11(2) = BKB 

II{3) = BKAB

n(4) 
n(5) 
n{6)
n(7)
n(8)
n(9)

n(io)
n(n) 
n(i2) 
n(is) 
n(i4) 
n(i5) 
n(ie)

BKAk'~2B 

BKAkt ~ l B 

BKAkt ~ l (A-LC)

KAkt ~ l LC

KAB
KAk'~2B

KAk'- l (A-LC)
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BKAB
BKk'~2AB
BKAkt ~ l AB

A-LC
BKAk'- l (A-LC).

£ w= kw : >

E' =

- o

0
0
0

:
0

LCA • • •
0

0
. 0

"*(*) 4+i
0

}
0
0

0
LCAk ~ 1

0

a
0

(*) 4+2 «
0

A
KAk ~ l LC

0

0
LCAk

0

0
0

: ^
0

0
ATS
/

0
AB
B

0
0

fc(0 Z2* + !

0

0
0
0

0
LCAB •

0

0
0

W 22A:+2 («)

0

0
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0

7
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0

0
0
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0
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KA^B

0

0
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0

0
0
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0

0
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0
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• 0
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I

(22)

0

0
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0

0
0
0

0
0

(23)

(25)

A(0) =

(W + l)n Nm'A'
i

0
0
0

0
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0

0
0
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0 ••

0 ••
0
0 ••

0 ••
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0
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0
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0 •
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0 •
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0 •
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0 •
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• 0
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V j
• 0
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0
0

0
0
0

0
0
0

0
0
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0

0 0
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0 0
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A(fc( ) =
Ai 3 (fct )

(27)

(28)
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An(fc«) =

Ai3 (fct ) =

A22 (fc() =
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Then, the main results in this section can be stated as follows.
Theorem 2: For the networked predictive control systems 

with random network delay in the feedback channel, the closed- 
loop system is stable if there exists a positive definite matrix
p g pf2nN+mN+2n)x(2nff+mN+2n) such mat

(34)_ p < 0
far kt = 0,1,2,..., N.

Proof: Following the case of the constant network delay, if 
the random network delay is kt , kt / 0, the control input, state 
prediction, and plant state vectors are expressed by

-k. (35)

f t | t_! + LCxt

k,

Axt + BKAk'~ l (A -

kt

(36)

(37) 
Combination of (35M37) gives the augmented system

Xt+l = \(kt )Xt (38) 
where
v \ T T T T T T T •*•( = \%t xt-l '" xt-k, + l xt-kt xt-kt -l '" xt-N+l xt-N

UT-1 UT-2 • ' • u?-kt +l ul-kt u*-kt -l ' ' ' U?-N + 1 

ut-N xt\t-l xt-l\t-2 ' ' ' xt-kt +l\t-k, xt-k,\t-k,-l

xt-k,-l\t-k,-2 ' ' ' xt-N+l\t-N xt-N\t-N-l\ •

While there is no time delay in the feedback channel, i.e., kt = 0, 
the augmented system (7) simply becomes

Xt+1 = A(0)Xt . (40)
As the time delay is random, the closed-loop system is a 
switched system that is composed of TV + 1 discrete-time 
subsystems, i.e.,

Xt+i = A(fct )JCt (41)
where kt = 0, 1, • • - , N. The switched system can be described 
as

Xt+i = As(k)Xt (42)
whereJ(fc) : {0,1,..-} -> {0, 1,2, ... ,JV},J(/0 is a switching 
signal.

Let Vt = X?PXt ; then

Vt+i-Vt = X?+l PXt+1 -.

(43)

From (34), it follows that Vt+l - Vt < 0 for 6(k). Therefore, 
system (38) is stable for all switching sequences S(k).

Remark 3: Since network delay kt randomly varies from 0 
to the upper bound N, it is necessary to design gain matrices K 
and L to ensure matrices A (At) are stable (i.e., their eigenvalues 
are within the unit circle), for kt = 0,1,..., N. But it does not 
mean that the closed-loop system is stable because the closed- 
loop system with random network delay is a switched system. 
Theorem 2 shows that the closed-loop system is stable if (34) 
is satisfied. So, when gain matrices K and L are designed, then 
(34) is a set of LMIs, which are only related to matrices A,B,C, 
and random network delay kt . The LMI toolbox can be used to 
find feasible solution P [17].

IV. SIMULATION AND EXPERIMENTS
In this section, two illustrative examples are constructed to 

verify the design method developed in this paper.

A. Numerical Simulation
Example 1: Simulation studies are presented for an open- 

loop unstable discrete system that is difficult to control and is in 
the form of (1) with the following system matrices:

'-1.100 0.271
0.482 0.100
0.002 0.3681

"5 5 "
3 -2
5 4

c _ 07-

-0.488"
0.24

0.7070

[ 191 X ^ «J

431
B =

The matrices K and L are designed by pole assignment to ensure 
the closed-loop system without network delay is stable and they
are

K =

L =

0.4471 -0.1073 -0.6597]
-0.7316 0.0594 0.8210 J

-0,2879 0.3113 ~
0.0281 0.0582
0.2610 -0.0572

For kt = 0,1,2,3, all eigenvalues of matrices A(fct ) are stable, 
and a common positive definite matrix P satisfying inequal 
ities (34) was found. Thus, system (1) is stable with random 
delay kt < 3 based on the results of Theorem 2. For the initial 
conditions of the states, x(0) = [1 1 l]T ,u(t) = [0 0]T ,t < 0. 
The simulation results for kt = 4 are shown in Figs. 1 and 2. 
However, it was found from simulation that if the standard state 
feedback controller ut = Kxt-k \ t-k-i is used rather than the 
network delay compensator ut = Kxt \ t _k , the closed-loop sys 
tem with the same K, L is unstable for kt = 1,2,3.
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Fig. 1. States x\, X2, and £3.

B. Practical Experiments
Example 2: To implement NCSs, a test rig was built, based on 

an ARM 9 embedded system. The feedback channel is through 
a network, and the communication protocol between the con 
troller and the sensor is UDP. The kernel chip of the embedded

board is ATMEL's AT91RM9200, which is a cost-effective, 
high-performance 32-bit RISC microcontroller for Ethernet- 
based embedded systems. A 10M/100M self-adaptive network 
controller is integrated in the chip, and the chip also has a high 
computing performance and can work at speeds up to 180 MHz. 
A two-channel 16-bit high-speed digital-analog (D/A) converter 
and an eight-channel 16-bit high-speed analog-digital (A/D) 
converter in the controller board provide I/O interfaces for the 
controlled plant.

In order to validate the proposed method, a servo motor con 
trol system that consists of a dc motor, load plate, speed, and 
angle sensors is considered. The model of the motor control 
plant at sampling period 0.04 s was identified to be

0.05409z ~ 2 0.115z-3

~ 1 - 1.12-z- 1 - 0.213z-2 + 0.335.?-3 '
The system can also be written as the state space form with the 
following system matrices

A =

B =

1.12
1
0

1
0
0

0.213 -0.335 
00 
1 0

C = [0.0541 0.1150 0.0001].

The matrices K and L were designed to be

K = [-0.0270 - 0.575 - 0.0001] L =
6

which ensure that the close-loop system without time delay is 
stable.

To illustrate the operation of the proposed networked predic 
tive control scheme, three cases were considered.

1) Local control: There is no network in the closed-loop 
system, i.e., the output signal from the sensor is directly 
connected to the controller. So, the network delay is zero. 
The design of matrices K and L has ensured that the 
closed-loop system is stable.

2) Intranet-based control: In this case, the output signal was 
physically transmitted between two intranet IP addresses 
193.63.131.217 and 193.63.131.219 that were both lo 
cated on the campus network of the University of Glam 
organ. The maximum network delay was measured to 
be 0.12 s. As the sampling period is 0.04 s, the upper 
bound N = 3. For kt = 0,1, 2,3, all eigenvalues of ma 
trices A(fct) are stable, and a common positive definite 
matrix P satisfying inequalities (34) was found using the 
LMI toolbox. That means the closed-loop system is stable 
with K and L as described earlier.

3) Internet-based control: In this case, the output sig 
nal was transmitted between two Internet IP addresses 
193.63.131.219 and 81.106.241.34. The former was lo 
cated at the University of Glamorgan, U.K. The latter was
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Fig, 4. Outputs of servo plant (simulation).
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located at the Pontypridd, Wales. The maximum network 
delay was measured to be 0.32 s and the sampling period 
was still 0.04 s. So, the upper bound N ±= 8. Similar to the 
Intranet control case, for kt = 0,1,2,..., 8, all eigenval

ues of matrices A(fct) are stable, and a common positive 
definite matrix P satisfying inequalities (34) was derived 
using the LMI toolbox. That implies that the closed-loop 
system is stable for K and L as given earlier.
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Fig. 6. Experiment diagram.

To evaluate the performance of the networked predictive con 
trol scheme, one real-time simulation and one real-time experi 
ment were carried out.

1) Real-time simulation: In this simulation, the servo motor 
plant to be controlled is represented by its model, but the 
network was a real one. The simulations were performed 
using Matlab/Simulink/Real-Time Workshop. The real- 
time simulation diagram is shown in Fig. 3. The reference 
input is a square wave generated by the pulse generator 
block, which changes between 0 and 7 V with period 5 s. 
The controller block Netctrl is the networked predictive 
controller. Blocks Recv9 and Send9 are the receiver and 
sender of the UDP communication protocol. All of them 
were designed using Matlab S-functions. The simulated 
plant and the controller were executed in a ARM 9 em 
bedded system. The real network (intranet or Internet) was 
between UDP communication blocks Recv9 and Send9 in 
Fig. 3.

Four real-time simulations were conducted: local con 
trol (i.e., no network), intranet-based control without delay 
compensation, intranet-based control with delay compen 
sation, and Internet-based control with delay compensa 
tion. The real-time simulation results are shown in Figs. 4 
and 5. The Internet-based control without delay compen 
sation was also conducted, but it was found that the system 
was no longer stable due to the large network delay, which 
was between 0.2 and 0.3s.

2) Real-time experiment: The difference between the real- 
time simulation and real-time experiments is that the plant 
model of the servo motor in the real-time simulation is re 
placed by D/A block Dac9 and A/D block Adc9 and the 
real servo motor. The diagram of the real-time experi 
ment is shown in Fig. 6. The two blocks Dac9 and Adc9 
were the driver of the A/D and D/A channels in the em 
bedded system and were designed in Matlab S-function. 
Similarly, four real-time experiments were made: local 
control (i.e., no network), intranet-based control with 
out delay compensation, intranet-based control with de 
lay compensation, and Internet-based control with de 
lay compensation. The real-time experiment results are 
shown in Figs. 7 and 8. Also, it was found that the 
Internet-based control without delay compensation was 
unstable.

I 4

° 3

2

1

0

——— Local control
....... intranet based control with compensation
— — Intranet based control without compensation
— - — • Internet based control with compensation

0.5 1.5 2 2.5 3 

Tlme(s)

3.5 4.5

Fig. 7. Outputs of servo plant (experiment).

———— Local control
— —— - Intranet based control with compensation
— — Intranet based control without compensation
— • — • Internet based control with compensation

Fig. 8. Inputs of servo plant (experiment).

From the results of real-time simulations and real-time exper 
iments, it is clear that the network transmission delay degrades 
the performance of NCS. But the networked predictive control 
scheme proposed in this paper can compensate for the network
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delay actively. Its performance is very close to that of the local 
control scheme (i.e., no network). Although it is hard to make 
the model of the servo motor plant be exactly the same as the 
real practical one, the results of the real-time experiments are 
very similar to those of the real-time simulations.

[16] R. A. Decarlo, M. S. Branicky, S. Pettersson, and B. Lennartson, "Perspec 
tives and results on tthe stability and stabilizability of hybrid systems," 
Proc, IEEE, vol. 88, no. 7, pp. 1069-1082, Jul. 2000.

[17] S. Boyd, L. E. Ghaoui, E. Feron, and V. Balakrishnan, Linear Matrix 
Inequalities in Systems and Control Theory. Philadelphia, PA: SIAM, 
1994.

V. CONCLUSION
The design and stability analysis of networked predictive 

control systems have been discussed. The networked time delay 
in the feedback channel is considered in two cases: the fixed 
network delay and the random network delay. For both cases, 
the stability criteria have been obtained for networked predictive 
control. It has been concluded that the closed-loop networked 
predictive control system with bounded random network delay 
is stable if the corresponding switched system is stable. This 
provides a significant foundation for the design and analysis of 
NCSs. Also, numerical simulations and practical experiments 
have successfully demonstrated the operation of the networked 
predictive control scheme proposed in this paper.
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Networked Predictive Control of Systems With
Random Network Delays in Both Forward

and Feedback Channels
Guo-Ping Liu, Senior Member, IEEE, Yuanqing Xia, Jie Chen, David Rees, and Wenshan Hu

Abstract—The design problem of networked control systems 
(NCS) with constant and random network delay in the forward 
and feedback channels, respectively, is considered in this paper. A 
novel networked predictive control (NPC) scheme is proposed to 
overcome the effects of network delay and data dropout. Stability 
criteria of closed-loop NPC systems are presented. The necessary 
and sufficient conditions for the stability of closed-loop NCS with 
constant tune delay are given. Furthermore, it is shown that a 
closed-loop NPC system with bounded random network delay is 
stable if its corresponding switched system is stable. Both simula 
tion study and practical experiments show the effectiveness of the 
control scheme.

Index Terms—Networked control systems (NCS), predictive 
control, random network delay, stability.

I. INTRODUCTION

I N RECENT YEARS, network systems have been widely 
used in several areas, and some considerable attention has 

been directed to networked control systems (NCS). The NCS 
is defined as a feedback control system where control loops are 
closed through a real-time network [l]-[9], which is different 
from control systems [10], [11]. Although the network makes it 
convenient to control large distributed systems, there also exist 
many control issues, which cannot be addressed using conven 
tional control theory, such as network delay and data dropout, 
sampling, and transmission methods. To solve these problems, 
various methods have been developed, e.g., augmented de 
terministic discrete-time model, queuing, optimal stochastic
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control, perturbation, sampling time scheduling, robust control, 
fuzzy logic modulation, event-based control, end-user control 
adaptation, data packet dropout analysis, and hybrid systems 
stability analysis. However, these methods have put some strict 
assumptions on NCS, e.g., the network time delay is less 
than the sampling period ([12], [13]). The work of Nesic and 
Teel [14] presents an approach for stability analysis of NCS 
that decouples the scheduling protocol from properties of the 
network-free nominal closed-loop system. The problem of 
the design of robust H^ controllers for uncertain NCS with 
the effects of both the network-induced delay and data dropout 
has been considered in [15]; the network-induced time delay is 
larger than one sampling period, but there is no compensation 
for the time delay and data dropout.

However, many of these results simply treat the NCS as 
a system with time delay, which ignores NCS features, e.g., 
random network delay and data transmission in packets. Thus, 
it is assumed that control predictions based on received data are 
packed and sent to the plant side through a network. The net 
work delay compensator chooses the latest control value from 
the control prediction sequences available on the plant side, 
which can compensate for the time delay and data dropouts. 
The random network delay in the forward channel in NCS has 
been studied in [16]. But, the random network delay in the 
forward and feedback channels makes the control design and 
stability analysis much more difficult. This paper proposes a 
predictive control scheme for NCS with random network delay 
in both the feedback and forward channels and also provides 
an analytical stability criteria for closed-loop networked pre 
dictive control (NPC) systems. Some preliminary results have 
appeared in [17]; however, the results obtained in this paper are 
more integrated, including detailed analysis, simulations, and 
practical experiments.

n. DESIGN OF NPC SYSTEMS WITH BOTH FORWARD 
AND FEEDBACK NETWORK DELAYS

An NPC scheme for NCS with random network delay in 
the forward and feedback channels is proposed. The main part 
of the scheme is the networked predictive controller, which 
compensates for the network delay and data dropout in the 
forward (from controller to actuator) and feedback (from sen 
sor to controller) channels and achieves the desired control 
performance. A very important characteristic of the network is 
that it can transmit a set of data at the same time.

0278-0046/S25.00 © 2007 IEEE
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Fig, 1. NPC system.

In order to compensate for the network transmission delay, a 
network delay compensator in the channel from the controller to 
the actuator is proposed, It is assumed that control predictions 
at time t are packed and sent to the plant side through a network. 
On the actuator side, only the latest control prediction sequence 
is kept. The network delay compensator chooses the control 
value from the control latest prediction sequence. For example, 
if the latest predictive control sequence on the plant side is

(1)
where it is a bounded random integer, the control values ut \ t _ i( 
are available to be chosen as the control input of the plant 
at time (, and the output of the network delay compensator 
will be

(2)

From the above, it is shown that in the case of no network delay 
in the forward channel, the input to the plant actuator is the 
output of the controller. In the case of a delay iT, where T is 
the sampling period, the control input to the actuator is the ith- 
step ahead control prediction received in the current sampling 
period. If the data are lost within the current sampling period, 
the control input should be the ith-step ahead control prediction 
for the current time which is received in the previous sampling 
period. In the same way, when the time delay is random and 
data dropouts happen in the feedback channel, the observer will 
use the measurement output yt-i received at the last sampling 
instant if the measurement output yt is lost or yt is delayed; 
otherwise, yt-j will be used if yt -i arrives after yt _,, where 
j < i. Thus, with the introduction of a bounded random integer 
kt , measurement output yt-kt denotes three types of measure 
ment output transmitted in the feedback channel, i.e., random 
delay, data dropout, and first sent late arrival. These methods 
play a very important role in compensating for time delay 
and data dropout in the proposed NPC implementation. When 
random network delays exist in both forward and feedback 
channels, the scheme proposed in this paper can achieve the 
desired control performance, which is similar to that of the 
system without network time delay. Thus, on the sensor side, 
the measurement output is sent to the controller side through 
the feedback channel. On the controller side, the control pre 
diction sequence at time t, which consists of the future control 
predictions, is packed and sent to the plant side through the 
forward channel. The network delay compensator chooses the

latest control value from the control latest prediction sequence 
on the plant side. The NPC system is shown in Fig. 1.

Consider a multi-input-multi-output (MIMO) discrete sys 
tem described in the following state-space form:

Axt + But 
Cx t (3)

where xt € Rn , ut € Rm , and yt £ Rl are the state, input, 
and output vectors of the system, respectively, A e Rn * n , B e 
RnXTn , and C 6 Rlxn are the system matrices. For simplicity 
in carrying out the stability analysis, it is assumed that the 
reference input of the system is zero. Also, the following 
assumptions are made.

Assumption 1: The pair (A, B) is completely controllable, 
and the pair (A, C) is completely observable.

Assumption 2: The upper bound of the network delay in 
the forward channel is not greater than Mj multiples of the 
sampling period of the system (Afj is a positive integer), i.e., 
delay < M\T. For example, a delay in the network of 0.6 s 
and with a sampling period of 0.03 s, then, the multiple MI 
will be 20.

Assumption 3: The upper bound of the network delay in 
the feedback channel is not greater than JVi multiples of the 
sampling period of the system (Ni is a positive integer).

Assumption 4: The number of consecutive data dropouts in 
the forward channel and feedback channel must be less than 
Md and N^, both of which are integer multiples of the sampling 
period of the system, respectively.

Remark I: In a practical NCS, if the data packet does not 
arrive at a destination in a certain transmission time, it means 
that this data packet is lost, based on the commonly used 
network protocols. From the physical point of view, it is natural 
to assume that only a finite number of consecutive data dropouts 
can be tolerated in order to avoid the NCS becoming open loop. 
Thus, the number of consecutive data dropouts in the channels 
from the controller to the actuator and from the sensor to the 
controller should be less than the finite numbers M$ and A^, 
respectively. Similarly, the network delay from the controller to 
the actuator and from the sensor to the controller should also be 
bounded by finite numbers M\ and NI multiple of the sampling 
period of the system, respectively. Clearly, the upper bound 
number of consecutive data dropouts and network delay should 
not be greater than the upper bound of the length of prediction 
(i.e., NI + Nd + MI + Md< M + N, where M + N is the 
length of the control prediction sequence, which is sent from 
the controller to the actuator).
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According to Assumption 1, the state observer is designed as where the state feedback matrix K e Rmxn . Thus

xt+i\t = Axt \t-i + But + L(yt - Cxt \ t-i) (4)

where xt+llt 6 Rn and ut e Rm are the one-step ahead state 
prediction and the input of the observer at time t and the 
matrix L e Rnxl , which can be designed using observer design 
approaches.

Follow the state observer described by (4), based on the 
output data up to t - fc, where fc is an integer multiple of the 
sampling period. The state predictions from time t - k to t are 
constructed as

xt-k+i\t-k = Axt- k\t-k-i+

%t-k+2\t-k = Ax

(5)*t\t-k = Axt-i\ t-k + 

which results in

xt\t-k = Ak~ 1 (A - 

k
Ak~ l Lyt.k ,

j = 1,2,3,..., k. (6)

When there are time delay and data dropout in the for 
ward channel, the state prediction from time t to t + i is 
constructed by

(A 

(A

(10)

As a result, the output of the NPC at time t is determined by

t.k . (11)
3=1

From (1 1), it is clear that the future control predictions depend 
on the state estimation xt_ fc | t_ fc _ a , the past control input up to 
ut-i, and the past output up to yt-k of the system. Since there 
exist the forward delay i and feedback delay fc, the control input 
of the plant is designed as

(12)

Combining this predictive controller with the networked delay 
compensator, both the forward and feedback network delays 
will be compensated within a certain range of time delays. In 
the next section, stability analysis of the closed-loop system 
will be presented using this control scheme.

xt+l\t-k = • 

xt+2\t-k = -

Xt+i\t-k = ' (7)

where i is an integer multiple of the sampling period. In 
particular, for the augmented system without tune delay, then, 
the system with ut = Kxt \ t_i can be described as follows:

*t+i|t = (A + BK - LCT)xt\t-i + LCxt 

xt+i =Axt + BKxt \ t -i- (8)

For the case of no network delay, the controller and observer 
can be designed separately based on Assumption 1.

It is assumed that the state-feedback controller is designed 
by a modern control method, for example, Linear Quadratic 
Gaussian (LQG), eigenstructure or pole assignment, H2 and 
Hx in the presence of disturbance, etc. For the case where there 
are both the forward network delay i and feedback network 
delay k, the control predictions are calculated by

(9)

m. STABILITY CRITERIA OF CLOSED-LOOP 
NPC SYSTEMS

With the NPC scheme proposed in this paper, a very impor 
tant problem is to study the stability of the closed-loop system. 
First, the stability of the closed-loop system with constant 
network delay is investigated, and necessary and sufficient 
conditions for the closed-loop system to be stable are derived. 
Second, for the random time delay, the problem is more inter 
esting because this case is closer to the time delays experienced 
in a real network system. In this case, the stability problem of 
the closed-loop system is solved using the theory of switched 
systems.

A. Constant Delays in Both Forward and Feedback Channels

In this case, it is assumed that the network delays i and k in 
the forward and feedback channels are constant. The first result 
is presented as follows.

Theorem 1: For the NPC systems with constant network 
delays i and k in the forward and feedback channels, re 
spectively, the closed-loop system is stable if and only if all 
eigenvalues of the matrix in (13), shown at the bottom of the 
next page, are within the unit circle, where ^ € Rexp[(k + 
i)m +(k + i + 2)n] x [(k + i)m + (k + i + 2)n],
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Proof: The necessary and sufficient condition for closed- 
loop system stability is that its closed-loop poles are stable. 
Using the networked predictive controller, from the predictive 
control obtained in the previous section, it is clear that

ut = K(A

Ak~i But-i-k+j-i + A^LCxt-t-k (14)

then

xt+i = Axt + But 
= Axt + Bui]t _i 
= Axt + BK(A

3=1
(15)

and

But + L(yt - Cxt \ t_^)
xt | t_i + LCxt + BK(A + BK)1

-i + Ak- l LCxt .,-

(16)

Let Mi = K(A + BK)1 ; the expressions for X(t + 1) and A 
are found in (17), shown at the bottom of the next page.

Then, the closed-loop system can be written as 

X(t+ 1) = AX(t). (18)

Let a state transformation be the expression shown as the 
first equation at the bottom of page 1287, then, by the state 
transformation, shown as the second equation at the bottom of 
page 1287, results in

" (t + 1) = JT'f (t) (19)

where £"(£) and fl" are expressed in (20), shown at the bottom 
of page 1288.

From the structure of (19), it can be concluded that the 
system is stable if and only if the following system is stable:

(21)

where Z(i) and E are expressed in (22) and (23), shown on 
page 1289.

By the state transformation, shown on page 1289, the 
following system is derived:

Z'(t + 1) = E'Z'(f) (24)

where Z'T (i) and S' are expressed in (25) and (26), shown at 
the bottom of page 1290.

From the structure of (24), it can be concluded that the 
system is stable if and only if the following system is stable:

where ty is defined in (13). Therefore, the closed-loop system 
is stable if and only if all eigenvalues of matrices in (13) are 
within the unit circle. •

B. Random Network Delay

From Assumptions 2-4, it is assumed that the network delay 
and consecutive data dropout in the forward and feedback 
channels are random but bounded by M and N, respectively,

r A

* =

Mi Ak~ l LC
0

0

0
LCAk+i

0

0
0

0
0
7
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that is, for integers it and kt , it e {0,1,2,..., M}, and kt & 
{0,1,2,..., JV}. Then, i and fc in the constant case are replaced 
by it and kt , respectively. Similar results to the constant case 
can be obtained. However, the stability of the closed-loop 
NPCS will be determined by all (M + 1) x (N + 1) matrices 
as it £ {0,1,2,..., M} and kt € {0,1, 2,..., N}.

Under this control scheme, the closed-loop system will be 
a switched linear system; the theory of switched system can 
be used to design the observer gain L and feedback gain K 
such that the closed-loop system with random time delay is 
stable [18].

In order to present the results in this section, for simplicity, 
let A(0,0) and A(it ,0) be the expressions in (28), shown at 
the bottom of page 1291, where it = 1,2,..., Nca , Ml (it ) = 
BK(A + BK)^- 1 LC, Ma (it ) = BK(A

BK - LC), M3 (it ) = LC, M4 (it ) = K(A + BK)it ~ l (A 
BK - LC), and M5 (it ) = BK(A +

An(i(,fct ) A 12 (i t ,A;t) Ai3 (i t ,kt )
,kt ) A22 (it,fct ) A23 (it ,A;t )
,kt) A32 (it ,fct )

g p[2n(M+N)+m(M+N')+2n]x[2n(M+N')+m(M+N)+2n]

(29)

for i = l,2, ...,M and kt = 1, 2,..., N, where Mit = 
K(A + BK) lt (see also expressions found on page 1292).

Then, the main results in this section can be stated as follows.
Theorem 2: For the NPC system with random network 

delays it and kt in both forward and feedback channels,

X(t + !)=[:

A =

•4+1 
«?-, 
,4 
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LC1 
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0 0
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respectively, the closed-loop system is stable if there exists a 
positive definite matrix

p g R[

such that

,fct )-P<0 (30)

for i t = 0, 1, 2, . . . , M and kt = 0, 1, 2, . . . , N.
Proof: Following the case of the constant network delay, 

if the random network delay in the forward channel is kt , 
kt ^ 0, the control input, state prediction, and plant state vec 
tors are expressed by

3=1

xt+i = Axt + But
— Axt + But \ t -it 
= Axt +BK(A

(31)

•Ak*- l LCxt - it - kt \ 

(32)

As the input and output of the closed system are sent through 
the network, control ut can be used by the actuator with the 
implementation of the network delay compensator, but it cannot 
be obtained by the observer previously due to the network- 
induced delay; therefore, the observer is designed based on 
(yt-kt > Ut-kt ) received on the side of the observer

(33)

x't
t ~ l

Xt-k-i+l 
X't-k-i
ut-l

Ut-k-i+l
U't-k-i
'T1 '

.fc:;;r:;.
,/xt-i

xt-k-i+l 
xt-k-iu"-i

H

W"-fc-z

Xi\t-\

-n 
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When there is no delay in the feedback channel, i.e., kt - 0, 
and it ^ 0, then

But + L(yt - 
But+1 \ t

x [(A + BK- LC'^t-i.it-i.-i + LCxt. it ] .
(36)

(34)

Let wt = ut |t-i, = ATit | t _ it , then

x^^=(A + BK^- 1 

x [(A + BK-

The closed-loop system is

i t+i = Axt + BK(A + BK^-^LCxt-ii 

+ BK(A + BK) it ~ i (A + BK - 

— LC)xt \ t-i + LCxt

(35) + BK- LC)xt_ itlt_lt^ + LCxt. it ] (37)

f"tt\ — f -r"T ~nT _/'Tt, \i) — [xt zt _ a • xt_ k_ i+1
~HT . . 2.HT 
xt|t-l "'•t-fc-i+llt-A-i
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/ 0 ••• 0
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- 4(<) '
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=
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0 0 ••• 0 0 7 ••• 0 0 0 ••• 0 0
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0 0 ••• 0 0 0 •-• 0 0 0 ••• 7 0 
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then, the above gives the following augmented system:

Xt+i = A(it,0)Xt 

where

(38)

y _ ,_T _T A t — \Xt Xt_ 1 t-it -kt +l

TT o,T T xt-M-N ut-l ut-2

u?-it -kt +i u?_it _ kt uT(t-it -kt -

1 t-M-N xt\t-l xt-l\t-2 
Z.T

xrt - i t - kt - l\t - i t - k t - 2 • • •

(39)

it = 1,2,..., M, kt =0,l,2,...,N, A(it ,0) for it = 
1,2,..., Nm, and kt = 0 are defined in (29). While there is no 
time delay in the forward and feedback channels, i.e., i t = 0 
and kt = 0, the augmented system (8) is extended as

(40)

where A(0,0) for i t = 0, kt = 0 is described in (28). As the 
time delay is random, the closed-loop system is a switched sys 
tem which is composed of (M + 1) x (N + 1) discrete-time 
subsystems. Combination of (31)-(33), (38), and (40) gives

Xt+1 =A(it ,kt )Xt

where i t = 0,1,... ,N and kt = 0,1,. • 
system can be described as

(41) 

.,N. The switched

(42)

#r(0= [*?•(*) •-- «T+ -W <£-+1 (t) *£.+„(*)

' 0 ••• 0 0 0

o '•- o o o
0 •-• / ,40 
0 • • - 0 MjAk ~ l LC 0 
0 •-• 0 0 7

S'= 0 0 0 0

0 ••• 0 0 0
T f A T C1 Ak+i-l T ' f Ak+i Af>Jjl j s-j ' • ' 1 j\ j J-\ JL/\-s J~l j^.±J

0 ••- 0 05

0 ••• 0 0 0 
0 -•- 0 0 0

... o oo

... o oo 

... o oo
MiAk~ 2 Mi Ak~ 1 B 0 

... 0 00 

... 0 00

... / 00

... LCAk+i ~ 2 B LCAk+i~ l B A-LC 

... 0 07

... 0 00 

... 0 00

jr (tyr (t} jr (t} ... jr (t} jr ^

(25) 
0 -•• 0

0 -•• 0 
0 0 
0 ••• MiB 
0 0

0 ••• I

0 -•• 0 
LCAB - • • LCAk+i' l B 

0 ••• 0

0 ••• 0 
0 ••• 0

0 •-- 0 0

0 ••• 0 0 
0 ••• 0 0

0 ••• 0 0 
0 ••• 0 0

0 ••• 0 0

0 • • 0 0 
0 ••• 0 0

o '•• o o
0 ••• 7 0

(26)
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where 8(k): {0,1, ...}-> {0,1,2,..., M} x {0,1,2,..., N}, 
S(k) is switching signal. 

LetVfct = X?PXt , then

- X?PXt
(43)

From (30), it follows that Vt+1 - Vt < 0, for <5(A:). There 
fore, system (38) is stable. •

A. Numerical Simulation

Example 1: An illustrative example is constructed to verify 
the design method developed in this paper; it is MIMO system. 
This simulation not only contributes to the theory development 
but also solves the practical problems which are modeled as the 
similar state-space equations. Simulation studies are presented 
for an open-loop unstable discrete system in the form of (3) 
with the following system matrices:

Remark 2: It can be deduced easily from (30) that each
subsystem is stable. If K and L are designed previously, then A —
(30) is a set of linear matrix inequalities (LMIs). LMI tool box
can be used to find a feasible solution P [19].

B =
IV. SIMULATION AND EXPERIMENTS

In this section, two illustrative examples are constructed to _
verify the design method developed in this paper. ~"

A(0,0) =

- (M+N+I)n (M+N)m

"1.010 0.271 -0.488"
0.482 0.100 0.24
0.002 0.3681 0.7070

"5 5 "
3 -2
5 4
1 2 3]
4 3 ij '

-

'A o • • • o d (P^lTo BK o ••• o o
70 ••• 00 0 ••• 00 0 0 ••• 0 0

00 -•• 70 0 ••• 00 0 0 ••• 0 0
00 -•- 00 0 ••• 00 K 0 ••• 0 0
00 ••• 00 / ••• 00 0 0 ••• 0 0
: : :::..:: : :
00 -•- 00 0 ••• 70 0 0 ••• 0 0

LCO---00 0---00 A + BK - LC 0
00 ••• 00 0 ••• 00 / 0 •••

00 •-• 00 0---00 0 0 •••
00 -•• 00 0---00 0 0 •••

A(0, 0) 67?"

A(i, 0) =

it n (M+N)m

A 6"^ MiOO ••- o 6~^b~o o
/ 0 ••• 0 .-• 0 0 ••• 00 0

0 0 ••• / .-- 0 0 ••• 00 0
0 0 ••• M2 (n) ••• 0 0 ••• 00 0
0 0 ••• 0 ••• 0 7 --- 00 0

0 0 -•• 0 -•• 0 0 ••• 70 0
LC 0 -•• 0 ••- 0 0 -•• 00 M5 (i t ) •

0 0 •-• 0 -•• 0 0 ••• 00 /

00--- 0 ... 0 0 ••• 00 0
0 0 ••• 0 ... 0 0 ••• 00 0

0 0
0 0

0 0
I 0.

• M2 (it) ••- 0 0
0 ••• 0 0

0 ••• 0 0
• - M4 (it ) ••• 0 0

0 ••• 0 0

o .•• o o
o ... o o
0 ••• 0 0

0 ••• 0 0
0 ••• 7 0

. r>[2n(M+N)+m(M+N)+2n}x[2n(M+N)+m(M+N)+2n} (28)
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'-0.3614
0.0332
0.2481

-0.1347 -0.4543]
0.0461 0.4721 J
0.3326 "
0.0576
-0.0750

K =

L =

for nominal system (3) such that the closed-loop system is 
stable. It can be concluded from the simulation that the closed- 
loop system is not stable with ut = Kxt-i- k+ i\ t-i- k ', however, 
it is stable with control u4+i | t _fc = Kxt\t-k-i f°r i = 0,1 and 
k = 0,1,2. By Theorem 2, there exists a common positive 
definite matrix P & R30 * 30 such that six inequalities in (30) are 
satisfied, so the closed-loop system (3) is stable with random 
time delay i = 0,1 and k = 0,1,2. The responses of the close- 
loop system with time delay i = l and k = 2 are shown in 
Figs. 2 and 3. The initial conditions are

protocol between them is User Datagram Protocol (UDP). The 
kernel chip of the embedded board is ATMEL's AT91RM9200, 
which is a cost-effective high-performance 32-bit RISC micro 
controller for Ethernet-based embedded systems. A 10M/100M 
self-adaptive network controller is integrated in the chip, and 
the chip also has a high computing performance and can 
work at speeds up to 180 MHz. Two-channel 16-bit high 
speed analog-digital (A/D) converters and eight-channel 16-bit 
high-speed A/D converters in the controller board provide I/O 
interfaces for the controlled plant. In order to validate the 
proposed method, a servo motor control system which consists 
of a dc motor, load plate, speed, and angle sensors is considered. 
The model of the motor control plant at sampling period 0.04 s 
was identified to be

,_^(z-i)G(z->) = 0.05409Z"2 + + O.OOOlz"4

- 1 - 0.2132- 2 + 0.335z- 3 '

0.1 
0.1 
0.1

for* = 0,1,2,3.

The system can also be written in state-space form with the 
following system matrices:

1.12 0.213 -0.335

B. Practical Experiments

Example 2: To implement NCS, a test rig was built based 
on two ARM 9 embedded boards. The two boards are used, 
one on the controller side and the other on the plant side, 
and are connected through the network. The communication

1
0
0

c = [o.o54i 0.1150 o.ooor
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Fig. 4. Simulation diagram.
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Fig. 5. Outputs of servo plant (simulation).

The matrices K and L were designed to be

K = [-0.0270 -0.575 -0.0001 ] L =

which ensure that the close-loop system without time delay 
is stable.

To illustrate the operation of the proposed NPC scheme, three 
cases were considered.

1) Local control. There is no network in the closed-loop 
system, i.e., the output signal from the sensor is directly 
connected to the controller; so, the network delay is zero. 
The design of matrices K and L has ensured that the 
closed-loop system is stable.

2) Intranet-based control. In this case, the output and input 
signals were physically transmitted between two Intranet 
IP addresses 193.63.131.217 and 193.63.131.219 which 
were both located on the campus network of the Univer 
sity of Glamorgan. It was measured that the maximum 
network delay between the two embedded boards was 
0.08 s, so the sum of the feedback- and forward-channel 
time delays is less than 0.16 s. As the sample time is 
0.04 s, the upper bound N = 4.

3) Internet-based control. In this case, the output and input 
signals were transmitted between two Internet IP ad-

I

0.5 

0

-05

•1.5

-2

-3 5[

•&''''

. r~^
f — — Intranet based control without compensation 

-a — . — • | ntemet based control with compensation

7

I 05 1 1.5 2 25 3 3.5 4 4.5 5 
Time (s)

Fig. 6. Inputs of servo plant (simulation).

dresses 193.63.131.219 and 81.106.241.34. The former 
was located at the University of Glamorgan, U.K.; the lat 
ter was located off campus in Pontypridd, U.K. The maxi 
mum network delay was measured to be 0.16 between the 
two embedded boards, so the sum of the two channel time 
delays is less than 0.32 s. The sampling period was still 
0.04 s, so the upper bound TV = 8. To evaluate the perfor 
mance of the NPC scheme, one real-time simulation and 
one real-time experiment were carried out. 

1) Real-Time Simulation: In this simulation, the servo mo 
tor plant to be controlled is represented by its model, but the 
network was a real one. The simulations were performed using 
Matlab/Simulink/Real-time Workshop. The real-time simula 
tion diagram is shown in Fig. 4, which was separated into two 
parts: the controller side and the plant side. The two parts were 
implemented in two ARM 9 embedded boards, respectively. 
The reference input is a square wave generated by the pulse 
generator block, which changes between 0 to 7 V with period 
5 s. The block Netctrl is the control prediction generator. The 
block Comp is the network delay compensator. The Blocks 
Recv9 and Send9 are the receiver and sender of the UDP com 
munication protocol. All of them were designed using Matlab 
S-Functions. The simulated plant and the controller were ex 
ecuted in an ARM 9 embedded system. The real network 
(Intranet or Internet) was between UDP communication blocks 
Recv9 and Send9 in Fig. 4.
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Fig. 7. Experiment diagram.
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Fig. 8. Outputs of servo plant (experiment).

Four real-time simulations were conducted: local control 
(i.e., no network), Intranet-based control without delay com 
pensation, Intranet-based control with delay compensation, and 
Internet-based control with delay compensation. The real-time 
simulation results are shown in Figs. 5 and 6. The difference 
between the results in the case of local control and Intranet 
control without compensation was very small, which was hard 
to distinguish in Figs. 5 and 6. The Internet-based control 
without delay compensation was also conducted, but it was 
found that the system was no longer stable due to the large 
network delay, which was between 0.16 and 0.32 s.

2) Real-Time Experiment: The difference between the real- 
time simulation and real-time experiments is that the plant 
model of the servo motor in the real-time simulation is replaced 
by D/A block Dac9 and A/D block Adc9 and the real servo mo 
tor. The diagram of the real-time experiment is shown in Fig. 7. 
The two blocks Dac9 and Adc9 were the driver of the A/D and 
D/A channels in the embedded system and were designed in 
Matlab S-Function. Similarly, four real-time experiments were 
made: local control (i.e., no network), Intranet-based control 
without delay compensation, Intranet-based control with delay 
compensation, and Internet-based control with delay compen 
sation. The real-time experiment results are shown in Figs. 8 
and 9 Also it was found that the Internet-based control without 
delay compensation was unstable.

1.5 

i

0.5 

0

-05

I -1

-1.5

-2

-25

•3

- Local control
• Intranet based control with compensation

— — Intranet based control without compensation
- • - Internet based control with compensation

0 05 1 1.5 2 25 3 35 4 4.5 5 
Time (s)

Fig. 9. Inputs of servo plant (experiment).

V. CONCLUSION
The design and stability analysis of NPC systems have been 

discussed in this paper. The NPC compensates for the network 
delay and data dropout in the forward and feedback channels 
and achieves the desired control performance. The network 
delays in both forward and feedback channels have been con 
sidered in two cases: the fixed network delay and the random 
network delay. For both cases, the stability criteria have been 
obtained for NPC. Particularly, in the case of random network 
delay, it has been concluded that the closed-loop NPC system is 
stable if the corresponding switched system is stable. This gives 
fundamental results for the design and analysis of NCS.
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Abstract: Networked non-linear control systems (NNCS) are studied in this paper. A control 
scheme based on predictive control is proposed to address the problems introduced by the 
network. Based on the theory of the linearization of the non-linear process, a predictive control 
algorithm is constructed to generate a sequence of control predictions, some of which can 
suitably be selected to control the non-linear process and further compensate for the time 
delay. Methods are proposed to deal with the selection of control predictions, the control 
prediction sequence updating, and data disorders processing. The proposed control scheme is 
able to avoid the synchronization issue by modelling the predictive controller as an event- 
driven element. The stability of this NNCS has been studied by discussing the stability of an 
augmented system, the stability conditions of which can be transformed into a series of 
inequalities. In addition, the control method is validated by both simulations and experiments.

Keywords: networked control system, predictive control, event-driven, time delay, non 
linear control system

1 INTRODUCTION

With developments in digital networks and com 
puting devices, communication networks and control 
tend to be integrated into a class of system - known 
as the networked control system (NCS), which is 
quite different from traditional systems. Owing to the 
significant benefits provided by NCS compared with 
traditional control systems, it has attracted more and 
more attention from researchers and application 
engineers. As analysed in the references [1-6], the 
insertion of networks into the control loop brings 
some difficulties to design and analysis for this type 
of control system. NCS, therefore, has become a 
brand new area of research activity, offering both 
challenges and potential.

From the survey given in references [1-3], the main 
problems concerned with NCS are as follows:

(a) network induced time-delay;
(b) data loss;

'Corresponding author: Faculty of Advanced Technology, 
University of Glamorgan, Treforest, Pontypridd CF37 WL, UK. 
email: serendip. ouyang@gmail. com

(c) data disorders;
(d) synchronization between the plant clocks and 

the network clock.

In order to deal with these problems for a range of 
NCS configurations, various approaches have been 
proposed [3, 5-9]. For example, in reference [3], the 
stability of NCS is analysed using a hybrid system 
stability technique. In references [5,6], the input- 
state and input-output stability property of NCS 
was studied. In order to deal with a version of these 
problems in a remote control application of a robotic 
manipulator, an event-based model for networked 
control of a robotic manipulator over the Internet is 
introduced in reference [7]. In references [10, 11], a 
predictive control method is proposed to control 
linear plants with uncertainties robustly while com 
pensating the network-induced time delay. These 
methods deal with the above-mentioned problems 
for a range of systems configurations.

Research into NCS is still in its infancy, although 
many research results have been published to date, 
and there are several problems still left to be explored. 
For example, there are only a few publications on
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the subject of non-linear NCS, the exceptions being 
references [12,13].

The present paper studies the subject of networked 
non-linear control systems (NNCSs) with discrete- 
time non-linear processes. The process to be con 
trolled is selected as a non-linear process which 
is linearizable, either through coordinate changes 
or through both coordinate changes and feedback. 
The components of the time delay are identified 
as computing time delay and networked-induced 
transmission time delays, which are generated when 
signal data are transmitted across a network from the 
sensors to the controller or from the controller to the 
actuator. The randomness of the load on the network 
means that data packets can be delayed randomly or 
even lost. Therefore, there exist random time delays 
and packet dropouts in this system arrangement.

Also as a result of this load randomness, the 
phenomenon that the control signal is unavailable 
on the actuator side can occur frequently. As this 
will degrade performance of NNCS, finding a way to 
attenuate/compensate for its effects has become a 
research topic of great importance in NCS research. 
In order to address these problems, a predictive 
control scheme is proposed. In the control scheme, 
the controller is in a remote location and connected 
to the sensors and actuators via a communication 
network. A predictive control algorithm is imple 
mented, which can calculate a sequence of control 
predictions based on the available system state 
information. The control prediction sequences are 
sent to the actuator side continually. The control 
signal delay can be compensated for on the actuator 
side by selecting appropriate control predictions, 
even when the system control signal is not available.

The plant clock and the remote controller clock are 
normally asynchronous, therefore, synchronization 
is an important issue to be addressed [1-4, 8, 9]. The 
clock synchronization between the controller and the 
plant is really particularly difficult to deal with, and 
if there is an error in synchronization, even a small 
one, it can seriously affect the selection of control 
predictions on the actuator side. With the aid of an 
arrival time modification scheme, synchronization is 
not necessary in the proposed control scheme. The 
controller is modelled as an event-driven element 
which is independent of its clock and therefore only 
one clock is used in the NNCS model. As a result, 
clock synchronization is an essential requirement.

On the condition that the models of elements in 
NNCSs are clearly known, the stability of the NNCSs 
of the non-linear process are transformed into that 
of an augmented system. The stability conditions 
are converted to a series of inequalities. Solving a

non-linear suboptimal problem constrained by a 
series of inequalities provides the design parameters 
of the predictive controller. In addition, the control 
scheme is validated by both numerical example and 
experiments.

The remainder of the current paper is organized 
as follows: section 2 gives the NNCS model and the 
control scheme; section 3 considers the stability 
analysis of the NNCS; in section 4, the control 
method is validated by simulations and experiments; 
and section 5 provides the conclusions.

2 MODEL AND CONTROL SCHEME OF A
NETWORKED NON-LINEAR CONTROL SYSTEM

As depicted in Fig. 1, NNCS is comprised of several 
elements, namely, the process to be controlled, 
sensor, predictive controller, and actuator. Networks 
are inserted into both the forward and feedback 
channels. Beyond depicting the configuration of the 
NNCS, Fig. 1 also displays the control scheme. The 
output of the process and the corresponding time 
stamp are packed into one packet and sent to the 
predictive controller through the communication 
network. The predictive controller generates both the 
control signal and a sequence of control predictions 
based on the received packet, then the control 
prediction sequence and the time stamp are packed 
and sent to the actuator side. The actuator receives 
the packet which contains both control predictions 
and time stamp, compares the time stamp with 
the one in the buffer, and then updates the control 
prediction sequence; furthermore, a control signal 
or an appropriate control prediction is selected 
to control the process. The following subsections 
elaborate upon the control scheme.

In the current paper, a number of assumptions are 
made as follows.

Assumption 1. The discrete time is counted as 
multiples of the sampling period T. For example, if

[Time-driven Element

1 *»1 -/(*,.«,) 1 •
I Actuotor 8.Decoder Nonlineor Process I Sensor ^Encoder | 

Predictive Controller

Event-driven 
Element

Control Predictor ]*

Fig. 1 Networked non-linear control system
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the time unit is uT where u is an integer, then time 
k means time kuT.

Assumption 2. The time delay is also assumed to be 
multiples of the sampling period T. For example, if 
the system time delay is /, it means the length of time 
delay is luT. In addition, because the time delay can 
be random numbers, including non-integer, time 
delay length can be a real number in the interval 
(1,1+1). In this case, the time delay is rounded to 
J+l.

Assumption 3. The maximum time in which the real 
control signal is not available is assumed to be NuT. 
N is required by the specific system requirements 
and the detailed operating scenarios. That is, the 
continuous time delay is not longer than N and the 
continuous data dropouts do not extend beyond N.

Assumption 4. The packet in the feedback channel 
contains the process output information and the 
time stamp while the packet transmitted in the 
forward channel contains both the control prediction 
sequence and the time stamp.

2.1 Process to be controlled

In the current paper, the process to be controlled 
through the network is described by

(1)

where x(t) eX<= 5R", u(f) e Ua <Rm, y(t) e Y^ 5R m are 
the system state, the input, and the measured output 
respectively. X, U, Y are all open sets containing 
the origin and the mappings /:Xx C7x Y->X and 
fi:X-> Fare both analytic.

Let /0 ==/(-, 0) and /£ = / ° / ° • • • ° /(-, 0) represents 
j iterations of f0 . In addition, /%••= x. (Note that here 
'"' means composition of functions.)

Without loss of generality, the equilibrium of 
process (1) is the origin locating in X x U.

Definition 1 (Relative degree}. 
control law

For a state feedback

(2)

where v(t} e C/is an external input and y is a mapping 
on Xx U such that \(dy/dv)(x, 01 5*0, for VxeX. If 
the rth output y, is not affected by the input vit 
i = 1, ..., m until after dt iterations, then dt is the 
relative degree associate to y,-.

In the following, the conditions of the linearization 
and decoupling are given according to the description

by references [14-18]. If process (1) satisfies the 
following conditions.

Condition 1. 0 e IMfV/c?'"" 1 "/(*, OK Vi= 1,..., m 
VjceX where IM{/} denotes the image of /.

Condition 2. The input-output matrix A(x, u) with 
its components

has rank m for all (x, u) e X x U.
Then, there exists a control law (2] such that 

process (1) is locally decoupled and input-output is 
linearized on X x U.

In the present paper, the case where

d=

will be considered, that is the process (1) is input- 
state linearizable. Define a coordinate change

Then, process (1) can be transformed into
(3)

(4)

where A, C are all diagonal block matrices with a 
form W= diag{Wa ,..., Wm } while G is a vector, 
and the component blocks A,, G,-, C,, i= 1,..., m 
respectively have the following form

'0 1 ••- 0" " 0

0 0 ••• 1 

0 0 ••• 0

C, = [l 0 ••• 0]

Denote z(t] = T(x(t)), then p( (z, u) = V/o1 ' 1 x 
(fa, ;

Condition 3. If the components of the external 
control v(t) of control (2) is selected as a form as

«>i(z)= - Z «i,i z i.< + i-'= '' •-•' m (5)

and its coefficients selected such that all the roots of 
the polynomials
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locate inside the unitary circle, then process (1) 
is linearized through coordinate change and state 
feedback (3). The control can be acquired by calcu 
lating from pt (z, u) = v,. Furthermore, the linearised 
closed-loop of NNCS is also asymptotically stable. In 
the following discussion, K is denned as K, = «,,,.

If the state is available on the controller side, the 
closed-loop implementation of (1) is

(6)

where A = diag(A1( .... Am ) with component blocks 

0 1 --• 0

A,.=
0

— a.-
0

— a,

/= 1, ..., m

The design method of the parameters in equation (5) 
will be discussed in section 3. For simplicity of 
representation, expressions such as x(t) are sometimes 
represented in a compressed form as xt .

2.2 Time-delay compensation

Time-delay components are analysed in detail in this 
subsection and a compensation scheme is proposed 
to cope with the time-delay-induced problems.

2.2.1 Using event-driven elements to avoid
measuring the specific values of the time-delay 
components

Owing to the variability of network traffic, the 
transmission speed varies randomly. This will result 
in varying time lags when the process outputs and 
control signals are transmitted through the network. 
In addition, the time to compute the control algorithm 
is another factor of delay, although it is normally 
insignificant compared with network-induced delay. 
Technically, as analysed in the references [1,2], time 
delay is comprised of network-induced delays tn and 
computing time of the controller TC . The former 
includes time delay tsc caused by data transmitted 
from the sensor to the controller (feedback-path 
delay) and time delay Tca owing to data transmitted 
from the controller to the actuators (forward-path 
delay).

In the literature (for example, references [1-3]), 
the control scheme considered needs to measure 
separately the specific values of time delay in the 
feedback path TSC , forward path i^, and computing 
delay TC respectively. But in the proposed control 
scheme, the exact values of the three delay terms are

not required because both the predictive control and 
the actuator buffer are designed as event-driven 
elements, which do not require the specific values of 
the time-delay components. Instead, only the sum 
T = TSC + TC + rca is required, which can be obtained 
by taking the difference between the process time t 
and the time stamp k when the available system 
information is sent from the sensor. Compared with 
the methodologies surveyed in the references [1-3], 
not measuring the specific values of the time-delay 
components brings great benefit to engineering 
practice because it is very difficult to measure them 
accurately.

2.2.2 Compensation for time delays

As described in Fig. 1, states of the non-linear process 
and time stamp (namely, sampling time of the states) 
can be packed together and sent to the controller side. 
On the controller side, the controller receives packets, 
subject to transmission delays and packet dropouts. 
Based on the available process state information, the 
predictive controller is able to generate a sequence of 
control predictions [uk , uk+1 , ••• uk+N]. The sequence 
of control predictions and the time stamp are then 
packed together and sent to the actuator.

On the side of the predictive controller, the arrival 
of a packet is taken as a trigger condition. When a 
new packet arrives, the controller will be triggered to 
start calculating a sequence of control predictions. 
Then, the corresponding time stamp and the control 
predictions sequence will be rolled into one packet, 
then sent to the actuator side through the network.

As depicted in Fig. 2, if observed state xk = T ~ 1 (z(k) ) 
is available at the controller side, then the controller

No

Fig. 2 The predictive controller generates a sequence 
of control predictions based on the available 
process state
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is« ab!e to 8enerate a sequence of control predictions 
["*> "t+ 1 . • • • M*+ N] . Assuming that the received packets 
contain process state xk and time stamp fc, the 
following procedure is implemented to generate a 
sequence of control predictions. Let

For N iterations

= Y(Pk+l\k->

=f(Pk + l|k.

Pk+N\k =f(Pk+N-l\k>

(7)

This gives the control prediction sequence [«t | tl 
"it-niit, •••"*+Ni*l based on the available state. If an 
appropriate control prediction is selected to con 
trol the process, the control scheme is able to 
compensate for the time delays.

2.3 Selection of an appropriate control prediction

This subsection shows how the proposed control 
scheme overcomes packet disorders, how it selects 
control predictions from the buffer and how it 
realizes control predictions sequence updating.

2.3.1 Actuator buffer and control prediction 
selection

In order to receive and store the control prediction 
sequence and the time stamp, an actuator buffer is 
needed on the actuator side. As depicted in Fig. 3, a 
buffer of length N+ 2 (NuT is the upper bound of 
the time delay that the proposed control scheme can 
deal with) is set up on the actuator side. The control 
predictions and the time stamp are stored in the 'cells'.

N

DDC O k

Fig. 3 The actuator buffer stores the control predictions 
and the time stamp. The process time t is 
compared with the stamped time k. If the time- 
delay is l = t—k, then ut+ , should be selected 
to control the process

The control prediction uk+ , where the subscript k +1 
indicates that the control prediction generated is 
based on k and the time delay is /.

The signal applied to the actuator is chosen as 
follows. If the process time is t while the stamped 
time in the 'cell 1 is k, then / = t — k is the time delay. 
Therefore, the control prediction being applied to the 
control process is uk + t , lying in the (/+ l)th 'cell'. It 
is apparent that when I = 0, uk is the control signal 
for the process.

2.3.2 Packet disorders and sequence updating
The randomness of the time delay means that the 
first-sent packets could arrive later than others or 
multiple packets sent at different times could arrive 
at the same time. Both of these cases are categorized 
as packet disorders. In the proposed control scheme, 
packet disorders are handled as follows. The time 
stamp f,- (i is an integer) of the arriving packets 
will be compared with that of the sequence in the 
actuator buffer k. If tf > k, then the control prediction 
sequence just arrived replaces the one in the buffer 
and so does the time stamp; otherwise it will be 
discarded. If the packets P, (J e {1, 2, ••-}) arrive at the 
same time, then the stamped time r, of each packet 
will be compared with k and the above operations 
are repeated. After these operations, namely com 
paring and either discarding or replacing, the control 
prediction in the actuator can thereby be updated 
continually.

2.4 Avoiding the problem of synchronization

So far, the proposed control scheme has been shown 
to address the problems of time-delay compensation, 
control prediction selection, and packet disorders. 
Another benefit of this control scheme is that there 
is no requirement to synchronize the predictive 
controller clock to the process clock. This is different 
from the methods reported in the literature [5, 6, 8, 9] 
where the controller is time-driven and thus clock 
synchronization is required. The predictive controller 
implemented in this scheme is event-driven, where 
the sequence of control predictions is calculated 
once the data packet is received.

2.5 How does the control scheme deal with 
packet dropouts?

From the perspective of a packet, packet dropout 
can be regarded as an infinite delay for the packet 
transmission. In the current paper, continuous 
packet dropouts are restricted to be less than N, that 
is the system information must be updated within
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NuT. In this circumstance, the dropout data are 
neglected while using the control predictions to 
construct the control signal. If continuous packet 
dropout is larger than N, the control system has 
become an open loop. This is not the case discussed 
for the purposes of the present paper. Therefore, the 
control scheme is able to deal with packet dropouts 
less than N continuous dropouts.

The observer can be combined into the follow 
ing state estimator to generate a sequence of state 
predictions

3 PREDICTIVE CONTROLLER AND STABILITY 
ANALYSIS

This section addresses how to design the predictive 
controller and analyses the stability of the closed-loop 
NCS. At the present stage of research, it is assumed 
that the model of the non-linear process is clearly 
known.

When the predictive controller receives a packet 
from the feedback channel, which contains the 
output data and the time stamp, it keeps the time 
stamp and generates a sequence of control pre 
dictions through a series of calculations. As described 
in subsection 2.1, if the non-linear process (1) 
satisfies conditions 1 to 3, then the process can 
be linearized in equation (6) through coordinate 
change and feedback. Therefore, when the coordinate 
change is applied to the feedback received by the 
predictive controller, the state values of the linearized 
system (6) will be given. In the discussion under 
subsection 2.2.2, the observed state value xk was used 
to construct the control prediction sequence while it 
was equivalent to the case of using feedback in the 
form u(t} = y(z(t), v(z(t)}, so in the present section, 
the states of the linearized system of (1J are used 
to discuss the predictive controller and stability 
analysis.

The observer of linearized system (6) can be 
described by

where Le5Rm * m is the observer matrix such that 
A — LC has all the eigenvalues locating inside the 
unitary circle and yk = Czk, yt|fc -, = Czfc | fc _i .

Remark 1. Notice that the subscript of the observer 
equation is different from that of the process t, 
because the predictive controller is an event-driven 
element. When it receives a packet, it will be triggered 
to start its operations. Regularly, k is different from t 
if there is time delay in the feedback channel.

Remark 2. Corresponding to equation (43, the item 
G(z(fc), u(fc)) is selected as G(z(k}, u(k}) = v(z(k)}.

— n.Zk+n-i\k

(8)
The sequence of state predictions [zk+l \ k zk+2 \ k ••• 
£k+N\k\ T is generated from the available state 
JSfc = T(jcjt ) = T(yfc )|y]t= htejj of the linearized system. 
When the state prediction sequence is available then 
the predicted state of system (1) can be derived from 
the inverse state transformationJcfc+ , = T" 1 (zfc+ ,| fc+ ,_ 1 ) ) 
/= 1, ..., N. Substituting both j^,,., and Zfc+jiJt+j-! into 
equation (3), yields a sequence of control predictions

k ^ t - l , 1 = 1, ...,NA random state prediction 
can be written as

In order to facilitate the closed-loop stability analysis, 
only the process time t will be used in the stability 
discussion.

Rewriting the observer equation (8) as an aug 
mented system yields

_nowi A-'(A-LC) oW2n
^H- 111 — I 

L InjV x nN OnAr x „ J

nowi A'-'LC o,v
+ L InJV x nJV »nA'x n

(9)

where

-Zt-H-l\t~N~2-

n x In, n> 2 = n x (ff — l)n
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On the actuator side, at time t the control prediction 
selected to control the process is generated based on 
a state £,_,, but i is a random number corresponding 
to the time delay. So, it is reasonable to rewrite 
equation (8) as an augmented system.

The following part of this subsection discusses how 
to design the gain matrix K and the observer matrix L 
to make the linearized system (6) stable, or further, 
consequently to stabilize the NNCSs of system (1). 
Thus far, the stability analysis of system (1) migrates 
to analyse that of the linearized system (6). In the 
circumstance that the predicted state is used, system 
(6) is also rewritten as an augmented system

Z( + i —

where

A

"nN x 1
(10)

= r A onxnjv -i
LIn.V OnWXn J

and the control signal ii(zt) is the compressed form 
of u(z,) = y(zt , v(zt)).

If the error between the state and prediction is 
defined as e(t) = Zr — Zt| t_ lF then the dynamics of the 
state estimation error is described by

(11)
where 

Q
Fi

L

,=A-

A'-^A-LC) 0WJ

I n nA" x nJV «nN x „

»Wl A 1 0WJ[owi A' ow n
InJV x njv OnW x „ J

G2 =

Let

£•,= 

and

,Xfcl,.,))-A. . Cfel,.,, yfel..,),J

oh.K*.*)))J

then equations (10) and (11) can be merged into

Et + i = AEE, + G, (12) 
where

= and Gt =
L«2 nj L

In the following discussion, it is assumed that the 
vectors G! and G2 satisfy the following conditions.

Condition 4. Matrix G,, G2 satisfies, 
HfHie,, GjG2 </ierrH£H2 et where

H.=

s£ l\ eTt x

H,=

OB x nl

on,x n ,
0.x,,

_0(JV _,)nXlll

,°': "
O n,x n

A'- 1

"(JV - 0"

un x (A[ - |)n 

-Onxn «(JV-l)nx(JV-l)n-

with u;= (N+ l)n x (7V+ l)n, for a]] (Z,, u) e T(X) x [/, 
where Z t , /2 are constants.

Remark. The condition 4 can be rewritten as

(13)
The following theorem addresses the stability of the 
linearized system (6).

Theorem 1. If there exists a proper symmetric 
positive definite matrix P, matrix K, and observer 
matrix L such that the following inequalities are 
feasible for all the integers le {0, ... , N]

-P

PA£
PA£

r/,H,n
.L/2 H2 J

AjP A|P

P-I 0
0 -P

0 0

[/CTL/2 H2 J

0

0

-I

<0

P>0<0, P>0

then the augmented system (12) is stable on the 
conditions 1 to 4. As a result, the linearized system 
(6) is stable in the circumstance of the networked 
control system. Furthermore, it yields that NNCS of 
process (1) is stable.

Proof. To establish robust stability of the augmented 
system (12) in the sense of definition 1 of reference 
[19], a quadratic Lyapunov function V(Et)=l%PEt , 
with a symmetric positive definite matrix P denoted 
P>0, is used. If AV(Et) = V(Et+l ) - V(E,~) < 0 with 
respect to the trajectory of equation (12) holds for all 
the integers ie[0,N], then system (12) is robustly 
stable. In this proof, the following inequalities must
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hold for all i e[0,N\. For simplicity, it will be omitted 
from the end of each inequality. 

Evaluating &V(Et) gives

PA£

The equation can be rewritten as

Gt PA£ P
Inequality (13) can be rewritten as

0 I* Hf H, + /2HJH2 0

_ <0

(14)

(15)

.0 0

X
e, (16)

Applying the S-procedure [20] to equations (15) 
and (16) yields

A£ PAE - P + rfl.H, H t + /iHjH2) A TE P I 
PA£ P-r/JL r.f»£

P>0, T>0

<0

Using the Schur complement formula to equation (17) 
results in

n =

-P
PA£

PA£
r/iHn

_L/2H2 J

AIP

P-I

0

0

AIP

0
-P

0

r /iHi T"
L/2H2 J

0
0

-I
.

<0

P>0

(18)

where P = P/T.
Therefore, if equation (18) is feasible, system (12) 

is robustly stable and system (1) is also robustly 
stable. The proof is completed.

If the conditions of theorem 1 are rewritten as 
the following non-linear suboptimal problem by 
selecting the maximum eigenvalues of equation (18) 
as the optimal specification

(19)
P,K,L

subject to equation (18). Solving this non-linear 
suboptimal problem yields the gain matrix K and 
the observer matrix L. Therefore, this completes the 
design of the predictive controller.

4 VALIDATION THROUGH SIMULATIONS AND 
EXPERIMENTS

In this section, the control scheme is validated by 
offline simulations of a numerical example and 
through experiments on a constructed networked 
non-linear system.

4.1 Numerical example

In this subsection, a discrete-time version of a single- 
link robot manipulator directly actuated by a direct 
current motor is considered. Referring to the model 
in reference [21], the process is described by

(17) 7 = 0.03 kg m2 is the inertia of the link; 7=0.004
kgm2 denotes the motor inertia; B= 0.007 kg m2 /s 
is the motor viscous friction; mgl = 0.8 kg m2 /s2 is 
the nominal load in the arm; and h = 0.002 s is the 
sampling period. It is obvious that x = 0 is the 
equilibrium when u = 0 and h(Q) = 0. The control 
objective is to regulate the angular position of the 
robot link at the equilibrium.

It is not difficult to verify that the relative degrees 
dj = 1 and thus the corresponding coordinate change 
is

Let

hB 
7+7'

h2mgl

hB~~7+~7 
h2

then the linearized system has the following matrices

i M2

<?(**) = r . ° iL —A/3 sin z1§1 + M4 u(k) J
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After calculation, the feedback control law is u(k) = 
(Ma sin zL1 + V)fM4 where v = a1>0zu + auzli2 , so that 
the closed-loop matrix is

A = 0

M -«i.J

System specification requires that the closed-loop 
NNCS can tolerate five steps of time delay, that is the 
time delay varies in {1,2,3,4,5}. Given suitable 
initials of the K, L, and P, solving the corresponding 
non-linear suboptimal problem (19) can obtain that 
L= [1.396 1.870) 7" and «,,„ = -0.0976, au = 0.1696. 

For an offline simulation of this numerical example, 
the random time delay is produced by using a random 
number generator of MATLAB. The performance of 
the NNCS using the proposed control scheme is 
compared with that of NNCS without predictive 
controller while using the delayed control signals to 
control the process. A series of simulations, which 
are configured by changing process state initials, 
validate the proposed control scheme on this 
numerical example, as shown in Fig. 4. In the 
numerical simulations, if the predictive control 
scheme proposed in the current paper is applied to 
the NNCS, it always stabilizes the process. If no 
predictive control scheme is used and only a delayed 
control signal is used to control the non -linear 
process, the system is sometimes but not always 
stabilized. The state response sometimes goes to 
infinity or oscillates around the origin.

4.2 Experimental validation

In order to validate the control method, a test non 
linear system was constructed by combining a servo- 
system and an ARM (advanced RISC machines) 9 
embedded board where the non-linear part is set, as 
shown in Fig. 5. The kernel chip of the embedded 
board is Atmel's AT91RM9200, which is a cost- 
effective, high-performance 32-bit RISC (reduced 
instruction set computing) microcontroller for 
Ethernet-based embedded systems. The servo- 
system model is described by

= *,(*)

The board with non-linear part and the servo-system 
are combined and linked by a cable to construct a 
non-linear process. By connecting the system to a 
controller on a PC with internet access, an NNCS is 
constructed.

-0.6
50 100 150

timek
Fig. 4 The states and inputs of the process in the 

circumstances of NNCS (upper bound of 
random delay is four steps)

The non-linear process can be described by

= l.l2xl (k)+Q.2l3x2 (k)-0.335x3 (k)
+ 0.0541 Xl (k) + 0.1 \50x2 (k) + 0.0001x3 )Ht

It is not difficult to verify that the relative degrees 
di = 1 and it satisfies conditions 1 and 2 in the neigh 
bourhood of the origin, so it is linearizable through 
a coordinate change z(k) = [^(fc) z2 (k) z3 (k)] T 
where z1 (k)=x3 (k), z2 (k)=x2 (k], z3 (k) = xl (k), and 
feedback u(k) = ( - 1 . 12*, (it) - 0.2 13;c2 (fc) + 0.335x3 (k) + 
vk)l(l + 0.0541.*! (it) + 0.1150x2 (fc) +0. 0001*3 (it)), 
where x^k], x2 (k], and x3 (k) come from the inverse 
transformation of Z(k) = T(jt(fc)), while v(k) = Kz(k]
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— -*

V-
Nonlinear Part

on ARM 9 Servo System
i i
i i

Nonlinear Process

Predictive controller on 
___Remote PC

Fig. 5 Diagram of a constructed NNCS

with K= [-0.11592 0.23560 0.60000] and L = 
[0.920 1.193 1.204] r obtained from solving the 
corresponding non-linear suboptimal problem (19). 
As shown in Fig. 6, the states' response and inputs 
show good effect of the predictive control scheme 
compared with the control scheme without com

pensation while applying the delayed control signal to 
the process. In the plot shown in Fig. 6(a), both states 
and input soon converge to the origin, although the 
response appears somewhat saw-tooth-like because 
the data come from an observer. However, in the plot 
shown in Fig. 6(b), the system oscillates over a longer 
time before settling down.

In the experiment described above, the time delay 
steps are acquired by experiment and each step 
represents 0.04 s.

5 CONCLUSION

A predictive control scheme has been proposed to 
deal with the problems concerned with NNCS. Data 
packet dropouts are modelled as infinite time delays.
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Fig. 6 Experimental results of NNCS with and without predictive control: (a) the process states 
response and input of NNCS with predictive control; (b) the process states response and 
input of NNCS without predictive control. The random time delay within eight steps to 
11 steps
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Time delays are compensated for by generating a 
sequence of control predictions using a predictive 
controller then selecting suitable predictions to 
control the process on the actuator side. The 
scheme of event-driven predictive controller and 
time-driven process has successfully avoided clock 
synchronization. Stability of the NNCs model has 
been proved on the assumption of a well-known 
model of the non-linear process. In addition, the 
control scheme is validated by simulations and 
experiments.
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