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Abstract

This thesis supports the hypothesis that the measurement of the potency of threat 

agents to information systems is a crucial element in the accurate calculation of 

the risks to which systems are subject and the subsequent management of those 

risks. It describes a series of papers that were published as the result of research 

that has been carried out into a range of information security issues. The research 

evolved over the period from 1995 from the underlying drive to identify means of 

proving improved protection for government and military information systems. 

Once the initial research was completed, further work was undertaken to resolve 

issues identified in completed research and also to address newly identified 

security issues. This document describes the relationship between the papers that 

were produced from the individual areas of research and address a range of 

related topics. This document examines the sources of threats to information 

systems and methods that can be employed to improve the process of managing and 

treating the risk that they create. It also addresses issues relating to areas of 

information security that have not been clearly understood and a provides a 

number of countermeasures that can be implemented to protect information 

systems in government, the commercial sector and in private use and a framework 

for the forensic investigation of incidents. As a result of this research, a clearer 

understanding has been gained of methods that can be implemented to improve the 

security of information systems at all levels and a threat methodology has been 

developed that is now taught in a number of countries and which has now been 

adopted by the UK Government for further development to meet their specific 

needs. The contribution to knowledge has been the development of advice on the 

security of information systems, a taxonomy for the investigation of incidents and a 

method for the measurement of threat.
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Chapter 1: Introduction

Information Security has, since the early 1970s, been an increasingly significant 

area of concern and an important area of research in government, commerce and 

academia. Technologies have continued to develop, information systems have 

evolved from main-frame computers to the desktop and subsequently, more mobile 

laptop computers and Personal Digital Assistants (PDAs). Furthermore, the ways 

in which computers are used has changed with the development of the Internet and 

the introduction of the World Wide Web (WWW). As these changes have take 

place, so the threats that exist to information systems have also multiplied. This 

has resulted in an increasing need for suitable and cost effective countermeasures 

to provide the systems with ever more sophisticated and higher levels of protection 

in order to maintain their security. At the same time there has been a convergence 

of telecommunications and computer technologies and an enormous increase in the 

connectivity and complexity of systems that has resulted in the globalisation of 

communications.

This has produced a number of outcomes, one of which is that access to both the 

information and information systems has extended from government, commercial 

and academic organisations to the home environment and potentially, every 

individual. As the different and diverse technologies have merged, their use has 

also changed to affect all aspects of life. Another outcome of this is that what was, 

historically, a relatively centrally controlled environment has now become 

extremely widely distributed and difficult to monitor or manage. A third outcome, 

as information systems have become more useful and mobile, has been that 

organisations and individuals have become increasingly reliant on information 

systems, and the information that they contain, and their ability to revert to manual 

paper based systems has reduced significantly. As access to information systems 

has improved and reliance on them has increased, so has the level of threat to them 

continued to rise.



One of the first manifestations of this increased threat was that of the development 

of the concept of Information Warfare (IW) 1 , where an attack on information 

systems was identified as a tool that could be used by the military as a 'force 

multiplier'. A force multiplier is a method of making conventional military forces 

more effective and gaining advantage. The use of offensive IW techniques was 

seen as a way in which the effects of the conventional military tactics of physical 

destruction, deception, electronic warfare, operational security and psychological 

operations, could be enhanced. The use of IW techniques is primarily aimed at 

ensuring that the decision making cycle of friendly forces is shorter than that of the 

enemy. This can be achieved by improving the decision making process of 

friendly forces or adversely affecting that of the opposition. In order for effective 

decisions to be made, it is essential that the right information is delivered to the 

right person at the correct tune in a form that is useable. The decision making 

cycle is commonly referred to as the OODA loop [ED02] which is an acronym for 

Observe, Orient, Decide and Act. In combat, the force that can achieve the shortest 

decision cycle will have an advantage, as they will be more responsive to changes 

and able to react faster. The concept of the OODA loop is shown in figure one 

below.

Observe

Act

^^

Orient

Decide
^^^

Figure 1 - The OODA loop

1 Information Warfare is a feature of military conflict in which information systems are attacked or 
defended, either directly or indirectly, as a means of dominating, degrading or destroying, or 
conversely, protecting or preserving data, knowledge, beliefs or the combat power potential of a 
military force.



As with most technical developments that are made to meet military and 

government requirements, the technologies and techniques will eventually make 

their way into the civil environment and there has already been evidence of the use 

of IW techniques in the commercial sector [SF97][JP96].

To gain an understanding of the breadth of information security it is necessary to 

consider a range of inter-related subject areas. The first of these areas is the 

development and military application of Information Operations (IO), both 

defensive and offensive. Secondly it is necessary to focus on government concerns 

about the protection of the Critical National Infrastructure (CNI) [NISC04][SJOO]. 

Finally, it is increasingly important that industry concerns about the protection of 

their income generation stream as they become more and more dependent on the 

technologies, and individuals concerns with regard to privacy and security, are 

addressed. It is only with this underpinning understanding of the wider subject 

area that suitable methods for the measurement and expression of the problem and 

the development and implementation of appropriate countermeasures can be 

undertaken.

The primary research has been into Information Security (IS) and Information 

Warfare (IW) [AD96][BG96] (now more commonly referred to as Information 

Operations) from the government/military perspective. The primary thesis is that 

the measurement of the potency of threat agents to information systems is a 

crucial element in the accurate calculation of the risks to which systems are 

subject and the subsequent management of those risks. Figure two below 

shows the relationship of the elements of risk and the main influencing or 

controlling factors.



RISK

Information Warfare

Commercial Competition

Terrorists

Hackers

Crime

System Based

Figure 2 - Risk Element Relationship

The areas that have been included in this thesis cover a significant portion of the 

spectrum of offensive and defensive information warfare; from high level security 

policy to individual system and organisational counter-measures, from the military 

and government to the home user and both offensive and defensive aspects. Each 

area has contributed towards the understanding of the relative importance and 

relationships of a range of issues that have led to the development of a method to 

determine and express the motivation and capability of a potential attacker and 

identify appropriate and cost effective countermeasures.



1.1. Hypothesis:

This thesis is supported by the results of testing six hypotheses:

1. That information warfare techniques exist that may be used to carry out an 

attack on computer networks and that nation states, terrorist and other 

organisations have the knowledge and capability to initiate such attacks.

2. That it is possible to gain knowledge of generic and cost effective ways in 

which information security can be improved and threats to information 

systems can be detected and identified.

3. That it is possible to use Commercial Off The Shelf (COTS) software in a 

safe and secure manner.

4. That it is possible to use techniques developed for the military to support 

the implementation of IW for beneficial use in the commercial sector.

5. That it is possible to manage the trust relationships that are relied upon in 

information systems throughout their lifecycle.

6. That it is possible to develop an effective method for the modelling of the 

threat to information systems.

The hypotheses are addressed in more detail in the following sections.

1. By examining the current environment in which information systems are utilised 

we can see the increasing dependency of the whole spectrum of organisations on 

these systems. When this is coupled with reported events and stated military 

doctrine in a number of countries, it is clear that the possibility of computer 

network attack does exist. This is reinforced by clear evidence that terrorist and 

other organisations are already capable of instigating such an attack. This work 

will be described in Chapter 3 on Information Warfare.



2. By examining the results of a number of individual penetration tests2 of a 

diverse range of information systems, an attempt was made to discover generic 

security measures that could be applied to all systems, independent of the operating 

system or type of organisation. From this research it was then possible to 

investigate, on behalf of the European Commission, ways in which the general 

level of information security could be improved and computer crime could be 

prevented or detected. This work is discussed in Chapter 4 on Information 

Systems: Vulnerabilities and Countermeasures.

3. Software manufacturers are increasingly providing security and configuration 

functionality into operating systems and applications. This research investigated 

whether these Commercial Off The Shelf (COTS) products could be used by the 

military in the battle space of the future in a secure manner. This research is 

discussed in Chapter 5 Commercial Off The Shelf products.

4. A package of research was developed to investigate whether the tools and 

techniques that had been developed by the military for the implementation of the 

IW concept could be beneficially used in the commercial sector. This work 

developed from two main areas of investigation: Research into the use of COTS 

products in the battlespace during military conflict and work into the development 

of generic measures to improve the protection of information systems and detection 

of security breaches. This research is discussed in Chapter 6 on the Civil use of IW 

techniques.

5. All inter-system and inter-organisational relationships are based, at some level 

on a concept of trust. The research that was carried out in the preceding areas 

highlighted that the basis of trust on which these relationships are developed is not 

well researched and is poorly understood. This research explored the types of trust 

relationship that may exist, the way in which they can be managed and methods for

2 A penetration test is a simulated attack on an information system that uses the tools and techniques 
that are known to be used by potential hostile groups that is carried out on a system with the full 
knowledge and consent of the owner.



dealing with the failure of a relationship. This work will be discussed in Chapter 7 

on 'Trust'.

6. Over time the exposure to computer based attacks has increased and the cost of 

countermeasures has become prohibitively expensive [KTOO][SP03]. An 

understanding of this meant that a method to more accurately measure the potency 

of a threat agent and their capability to initiate an attack was required. If no such 

method exists to assess the threat then it is difficult to select and apply the most 

cost effective countermeasures. The current method of threat assessment is 

normally a nation based expert assessment of the threat. This is suitable for 

meeting government requirements, but governments are increasingly dependent on 

the commercial sector to provide underpinning services. It was determined that a 

nation based threat assessment does not address the requirements of the 

commercial sector or organisation specific threat assessments on which to base 

their investment in countermeasures. It also does not provide the potential for 

modelling of threat reduction countermeasures or an auditable trail of the factors 

that have been addressed in developing the threat assessment. This work will be 

discussed in Chapter 8 on 'Threat Modelling'

1.2. Approach to the thesis:

This thesis is organised according to the areas outlined above, rather than in the 

chronological order in which the papers were published. The reason for adopting 

this approach is that some of the research has spanned a number of years, with 

some areas of research being undertaken concurrently and as a result, the published 

papers do not necessarily appear in an order that demonstrates the coherency of the 

research and the development of the concepts.



Chapter 2: Research Rationale

The subject of information security is ubiquitous in the current interconnected and 

global environment. The papers that have been published and which form the body 

of work presented for this thesis address a wide range of the issues at all levels, 

from the Government and Military/Intelligence organisations to the commercial 

sector, to the individual. The papers look at a range of the issues relating to the 

threats to information systems and a method for measuring and expressing them in 

a common language. These papers review the types of counter-measures, both 

technical and non-technical that can be implemented in order to mitigate or treat 

the risk.

The taxonomy detailed below shows the range of the subject area and details the 

areas that the published papers have addressed:

Information Environment

Information Security

Figure 3 - Taxonomy of published papers
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In this chapter the relationship of the research elements and the contribution of the 

papers to the overall research is described. The research was developed and 

conducted in three major areas.

2.1. Research into Countermeasures

The first area of research was an investigation into a range of the measures that can 

be utilised to protect information systems or, in the event of a failure of the 

protection mechanisms, to investigate breaches of security and detect attackers. 

This area of research was addressed in two sub sets of research: Technical and non 

technical countermeasures and computer forensics.

2.1.1. Research on Technical and Non-Technical Countermeasures

The technical and non-technical countermeasure research was initiated from a 

review of a set of penetration tests that were conducted on a range of information 

systems of varying sizes and complexity from across the spectrum of government, 

the military and the commercial sector. The research identified that there were 

generic faults in the management and configuration of information systems and that 

there were a range of measures that could be implemented to improve information 

system security without the need for a penetration test. As an element of this 

section of research, the potential for the safe usage of Commercial Off The Shelf 

(COTS) products in a military combat environment was investigated and it was 

concluded that the use of such products was viable and that this was a beneficial 

avenue that would provide demonstrable benefits.

2.1.2. Research on Computer Forensics

The computer forensics research was undertaken as information systems became 

more ubiquitous and as a result, the exposure of systems to a range of attack 

sources increased. A significant problem was identified in the area of the 

preservation of evidence after a security incident on an information system and the 

interaction of the system management staff and law enforcement. As the



complexity of systems has increased alongside the level of public connectivity and 

the commercial use of the Internet, it was identified that there was a requirement 

for both advice and legislation to address the developing situation. The aims of this 

strand of research were: To establish a methodology for addressing issues arising 

from the complexity of the problem of cyber abuse and crime and; to identify 

technical issues, or problems that affect the fight against cyber crime and the 

establishment of confidence and security. This element of research was undertaken 

in conjunction with the Joint Research Centre of the European Commission.

The output from this research was advice, in the form of reports, papers and 

presentations to government and industry on measures that could be taken to 

improve the security of information systems and a taxonomy for post incident 

analysis. The papers that resulted from this area of research are contained in 

Annex E, Annex H, Annex M, Annex N and Annex P.

2.2. Research into Threat

The second main area of research was the investigation of the causes of threats to 

information systems in order to gain an understanding of the respective elements 

that contribute to create an effective threat. This research examined whether an 

organised threat to information systems actually existed from a range of agents that 

extended from Nation State sponsored threat agents, to non-state actors such as 

terrorist groups, to pressure groups and individual actors. This research initially 

examined the views that had been expressed by a number of the larger and more 

significant nation states that had well developed information infrastructures to 

determine whether they already possessed the strategic planning and the technical 

capability to carry out such attacks. It also explored the changing political and 

technical environments and looked at the new dependencies that the adoption and 

exploitation of the technologies had created. In addition, it explored the 

convergence of the telecommunications and computing technologies and the 

resultant globalisation of the communications infrastructure.

10



The basis of the concept of Information Warfare (IW) and its origins was then 

examined, and the relationship between IW and Command and Control Warfare 

(C2W), the military implementation in the battlefield was examined. The research 

then looked at the effect that IW might have on the conduct of conflict in the future 

and the technological infrastructures that may be affected. It also investigated a 

range of possible defensive measures that could be implemented to defend against 

such attacks.

From this understanding of the concept of IW, the commercial impacts and 

application of these concepts was further examined. The potential benefit to the 

commercial sector that could be gained by the adoption of the technologies and 

techniques that had been developed by governments for the implementation of 

defensive and offensive Information Warfare were also explored. The commercial 

and military environments were analysed for similarities and differences and for 

ways in which the technologies and techniques could beneficially be transferred 

from the military to the commercial arena. This research was concluded that there 

was a high potential benefit to be achieved for the commercial sector by the 

transition and that there was also the potential gain for the nation state in improved 

security of those industries and services that have been identified a being elements 

of the Critical National Infrastructure.

As the result of the understanding gained from this element of the research, the 

next phase of research in this area was the identification of the constituent factors 

that combine to create an effective threat agent in order to try and obtain an 

understanding of the major influences involved. Threat agents that arise from 

natural sources were excluded from this research as, during the early part of the 

research it was established that, in particular the insurance industry, have 

considerable experience in measuring the likelihood of such threats occurring. The 

outcome of this research was the development of a methodology that allowed for 

the assessment and measurement of threat agents and the modelling of the effect 

that countermeasures would have if applied individually or in combinations. The 

methodology was further developed to create a more specific model that examined 

the threats that existed to micro-payment systems in the financial sector. The threat

11



assessment methodology has now been adopted by a number of universities3 for 

inclusion in their risk assessment teaching and has been adopted for use by the 

government department responsible for providing advice on the technical threat to 

information systems. The output from this research was a method for the 

measurement of threats to information systems that gives an improved input to the 

risk assessment process. The papers that resulted from this area of research are 

contained in Annex B, Annex C, Annex D, Annex E, Annex F, Annex G, Annex I, 

Annex J, Annex K and Annex L.

2.3. Investigation into Issues of Trust

The third area of research addressed the issue of trust on which all relationships 

between organisations and systems are based. The underlying bases of the trust on 

which these relationships are developed were examined and the rationale for the 

adoption of the type of trust that was selected. The research also examined the 

effects of a breach of trust and examined a number of methods and practices that 

could be adopted to deal with the effects of such a breakdown. The output from 

this research was a paper on trust that examined the different bases for trust and 

explored ways in which trust relationships could be better managed. The paper that 

resulted from this area of research is contained in Annex O.

2.4. Summary

This chapter has placed the research into context. It demonstrates how the 

individual papers contained in the annexes fit into three main strands of research 

relating to information system; trust, threat and countermeasures. The remaining 

chapters address these key areas of research in more detail before summarising the 

contents of the papers contained in the annexes.

3 The Norwegian Defence College now include the threat model in their curriculum and the 
University of East Michigan in the USA, the Lesius Hodgeschool in Belgium and the University of 
Glamorgan have now included the method in either undergraduate or postgraduate courses.

12



Chapter 3: Information Warfare

This chapter addresses the subject of Information Warfare and related aspects and 

looks at the concepts that underpin the military operational use of information and 

information systems and whether such a state sponsored threat currently exists 

[JA98]. In the study of this area, the existence of a real threat was explored and an 

effort was made to categorise the level and range of groups that may, given the 

change in the environment and technological advances, pose a threat to information 

systems.

3.1. Key Concepts of Information Warfare

The term Information Warfare (IW), has now been largely superseded by the more 

politically acceptable term of Information Operations (IO), however, as at the time 

of writing of a number of the papers included on this thesis, the term in use was 

IW, this term has been used for the title of the chapter. The primary reason for this 

change has been that, as the techniques and concepts have developed, their 

potential for use outside of the battlefield and period of armed conflict have been 

better understood, the term 'Warfare' has become less appropriate. The term has 

been much used in the last few years to describe a vast range of techniques and 

scenarios with varying degrees of accuracy. The US military definition of the term 

Information Operations is:

'Actions taken to affect adversary information and information systems 

while defending one's own information and information systems. ' [DOD04]

However, the U.S. military go on to refine this definition to give detail on the 

different aspects of defensive information operations:

'The integration and coordination of policies and procedures, operations, 

personnel, and technology to protect and defend information and 

information systems. Defensive information operations are conducted 

through information assurance, physical security, operations security,

13



counter-deception, counter-psychological operations, counterintelligence, 

electronic warfare, and special information operations. Defensive 

information operations ensure timely, accurate, and relevant information 

access while denying adversaries the opportunity to exploit friendly 

information and information systems for their own purposes.' [USFM01]

and offensive information operations:

'The integrated use of assigned and supporting capabilities and activities, 

mutually supported by intelligence, to affect adversary decision makers to 

achieve or promote specific objectives. These capabilities and activities 

include but are not limited to operations security, military deception, 

psychological operations, electronic warfare, physical attack and/or 

destruction, and special information operations, and could also include 

computer network attack. ' [IGDOO]

There has been considerable hype on the subject and much controversy over the 

use of the term. A large number of questions have been raised as to whether IW/IO 

is actually anything new or just the same concepts and techniques that were in use 

in the past being used in the new environment. It has also, by some commentators, 

been seen as an attempt to regenerate interest in the related area of computer 

security. Where the issues have been addressed, the answers are based on the 

military doctrine of a number of countries, however, the whole area is poorly 

defined and the terms are still not universally accepted.

The majority of articles on the subject of IW and IO have been written by members 

of the armed forces of the nations to which they have been attributed and, as a 

result, they have mostly viewed the situation from a military perspective rather than 

a governmental, commercial or academic viewpoint. Whilst these papers are 

primarily from a single sector, they come from the one that has the greatest 

experience in the subject area and they succeed in capturing the key considerations 

for IW.
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Threats to information systems arise from a wide range of sources, both natural and 

man-made. No research was undertaken into the group of natural threats to 

information systems as their causes and the implications of such threats are already 

well documented [NP95] and understood, particularly by the insurance industry. 

Research was concentrated on malicious threats to information systems where 

conventional wisdom has always considered that at the most potent and extreme 

threat is probably that which is posed by a nation state sponsored military or 

intelligence organisation or a terrorist group. However, as computing and 

telecommunications technologies have developed and converged, there is 

increasing evidence that this no longer holds true.

Whilst nation state sponsored organisations will have access to state-of-the-art 

technologies, tools and knowledge to enable them to undertake such an attack, they 

are also most likely to be constrained by the potential repercussions of the detection 

of such an attack. An indication of the reaction of one nation state can be gained 

from statements made by former Russian 1st Dept General-Director of Federal 

Agency for Government Communications & Information (Federal'naya Agenstvo 

PraviteFstvennoy Svayazi i Informatsii (FAPSI)), Vladimir Markonenko [CMJ97], 

who stated:

'...the danger of an information war breaking out is coming to the fore, and 

information warfare will soon rank second only to thermo-nuclear war by 

its consequences'

Another strong indication of the concern from Russia was made by Professor (Col.) 

V. I. Tsymbal [TV95] who stated that:

''From a Military point of view, the use of Information warfare means 

against Russia or its armed forces will categorically not be considered a 

non-military phase of a conflict whether there were casualties or not ... 

considering the possible catastrophic of the use of strategic information 

warfare means by an enemy, whether on economic or state command and 

control systems, or on the combat potential of the armed forces, ... .Russia
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retains the right to use nuclear weapons first against the means and forces 

of information warfare, and then against the aggressor state itself

Another Russian view of IW is given by Grau and Thomas [GT96] who stated, 

from their research, that:

'Information Warfare is a way of resolving a conflict between opposing 

sides. The goal is for one side to gain and hold an information advantage 

over the other. This is achieved by exerting a specific information / 

psychological and information / technical influence on a nation's decision 

making system, on the nation's populace and on its information resources 

structures, as well as by defeating the enemy's control system and his 

information resource structures with the help of additional means. '

A fourth Russian view comes from comments made by the head of the external 

security service (Sluzhba Vneshnik Razvedka (SVR)) [TV98] who characterized it 

as:

'a concept that includes establishing control over other states' information 

resources, deterring the development of information technology in countries 

which are potential enemies, possibly disrupting or completely putting out 

of operation information networks and communication systems, and 

developing information weapons and systems for safeguarding the security 

of a country's own information structure and information flows'

The Chinese attitude to Information Warfare is highly developed and there is clear 

evidence [SOD04] that their national preparedness is well advanced with a clear 

strategy and a number of military units in existence that are dedicated to the 

development and testing of the capability. An indication of the attitude of the 

Chinese to IW can be found in the statement:

'[IW is] a transformation from the mechanized warfare of the industrial age 

to [...] a war of decisions and control, a war of knowledge and a war of 

intellect'
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That came from the Military Strategic Research Centre in Beijing in May 1996 

[WS95], from the paper by Chang Mengxiong [MC98] on weapons of the 21 st 

century and from a paper by Major General Wang Pufeng [PW95]. Other 

indications can be found in an article by Wang Shenghuai titled 'Making 

innovations in theory and practice of the interaction 'fighting, building and 

training' [SW04]. Open source western assessments of the capability of China can 

be found in the Information Warfare Monitor [IWM04] and in a US Congressional 

Research Service Report for Congress on Cyberwarfare [HS01] which reported 

that:

'China is pursuing the concept of Net Force (battalion size), which would 

consist of a strong reserve force of computer experts trained at a number of 

universities, academies, and training centers. Several large annual 

training exercises have already taken place since 1997'.

Amongst the Western nations there are a range of attitudes towards IW with 

evidence of the USA already having a clear national policy and a developed 

capability [RJ97], with military units from the Army, Navy and Air Force 

developing and exercising [GB98] the capability and a clearly defined policy. This 

is reflected in the definition of Information Warfare given in the US Joint Chiefs of 

Staff Instruction No. 3210.01 [JCS98] which states that:

'Actions taken to achieve information superiority by affecting an adversary 

information, information-based processes, information systems, and 

computer-based networks while defending one's own information, 

information-based processes, information systems, and computer-based 

networks.'

Another, very similar, US Department of Defense (DoD) [JP96a] definition from 

the Joint Doctrine for Command and Control Warfare (C2W) of the military 

element of IW states that:
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'Actions taken to achieve information superiority in support of national 

military strategy by affecting adversary information and information 

systems while leveraging and defending our information and systems.'

A definition from D, Denning [DD98] who, at the time, was based at the University 

of Georgetown, in her book 'Information Warfare and Security' states:

'Information warfare consists of offensive and defensive operations against 

information resources of a "win-lose" nature. It is conducted because 

information resources have value to people. Offensive operations aim to 

increase this value for the offence while decreasing it for the defense. 

Defensive operations seek to counter potential losses of value.'

The Canadian view of Information Operations is expressed in a CSIS paper 

[CSIS01] and reflects the US and European views. In Europe, the UK 

[SOSOO][HS01] and Germany [BROO][SG01][HS01] have publicly acknowledged 

developed policies towards the subject, although notably, the scope of the subject 

varies widely in the national definitions. France [MJ98][HC99] has been reported 

to support the approach taken by the UK, however there have been no public 

statements. An indication of the French view can be found in articles published by 

academics [BP96] and members of the military [MJL98]. The French view varies 

slightly from that of other Western nations in that they do not differentiate between 

IO in support of military operations and actions that are taken in support of the 

economic interests of the nation. In the late 1990s, there were reported to be 17 

different definitions for the scope of IW within NATO. The current NATO policy 

with regard to IW is given in NATO Policy document (MC422) [NATO99] and a 

general statement of the approach that has been taken by a number of the NATO 

member countries can be found in a report to the NATO Parliamentary Assembly 

(Formerly the North Atlantic Assembly) [STC99].

During the period that the research has been undertaken, the developing 

technologies and the globalisation of the communications infrastructure have
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reduced the 'cost' of entry for those that intend to participate in this type of 

activity. In the past, for a group to have a significant effect on a nation state, they 

would require access to weapons, a significant level of human resources and the 

logistical capability to deliver them to the relevant place at the appropriate time. 

The reduced cost of participation has allowed groups that, in the past, would not 

have been significant, to have a disproportionate effect. These groups and 

individuals, examples of which are young hackers such as the 'Cloverdale kids' 

and groups such as the Zapatista 'freedom fighters' in Mexico, were labelled 

'empowered small agents' by J. Mackintosh in a presentation in 1997 [MJ97] and 

the term has now been widely adopted.

With the fall of the Berlin Wall on the 9th of November, 1989 and the subsequent 

collapse of the Soviet Union, the geopolitical balance that had existed through the 

cold war changed significantly. When the enhanced capability for non-state actors 

is combined with the change in the balance of power, the result has been that since 

the early 1990s there has been a significant increase in the number of asymmetric 

conflicts around the world. From this has come the increased potential for the use 

of Information Warfare as a new class of conflict. When the balance of power 

existed between the USA and its allies and the Soviet Union, the threat of the use 

of nuclear weapons was controlled by the prospect of Mutually Assured 

Destruction (MAD), as there was the expectation that the use of the weapon by one 

side would result in the use of nuclear weapons by the other side. Information 

Warfare is not considered to be a large scale physically destructive means of 

achieving aims, and has been coined as a 'Weapon of Mass Disruption' (WMD) 

[KT03][SS03][SDOO](this was a play on the term Weapons of Mass Destruction 

that had been used to describe nuclear weapons).

One of the major problems that the potential of this new implementation of 

Warfare has created is that, because it has the possibility of non-kinetic form of 

attack (it does not necessarily require the use of lethal force), it may not be 

constrained to the battlefield. Considerable debate has taken place as to the scope 

of Information Warfare and who, within nation states, should be responsible for it. 

In the conventional use of the techniques within a combat situation, it is clearly the 

responsibility of the military authorities, however, the potential for the use of the

19



techniques to attack a nation state's CNI either to shorten a conflict or to prevent a 

conflict, it becomes a matter of overseas policy and relationships, which is 

normally the remit of the Foreign Office or its equivalent. As the concepts are yet 

largely untested, there is currently no evidence that these capabilities have been 

used outside of the battlefield environment.

Within the military communities, the implementation of IW is considered to be a 

range of techniques and capabilities that already existed, but are now applied to a 

new environment and also the new Computer Network Attack (CNA) capability. 

The diagram below provides one interpretation of the relationship between 

Information Warfare and Command and Control Warfare that was presented at the 

INFOWARCON conference in 1995[CA95].
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The most commonly accepted elements of IW are:

Command and Control Warfare (C2W). C2W is the integrated use of all 

military capabilities including:

1. Electronic Warfare (EW). Actions involving the use of

electromagnetic and directed energy to control the electromagnetic 

spectrum or to attack the enemy. This will include weapons such as 

High Energy Radio Frequency (HERF) weapons.

2. Operation Security (OPSEC). The measures that are taken in order 

to maintain security during operations to prevent an enemy from 

gaining information on friendly dispositions and intentions and also to 

prevent the enemy from taking direct action if an opportunity was 

identified.

3 Deception. Actions that are taken to mislead the enemy on friendly 

locations, activities and intentions.

4. Psychological Operations (PSYOPS). The use of information to 

influence or affect the perceptions of friends, neutrals and the enemy.

5. Physical Destruction. Actions taken to destroy installations, 

equipment and personnel.

This is supported by information that may be gained from one or more of the 

following activities:

1. Intelligence. The gathering of information from all available sources 

and its subsequent analysis, in order to determine enemy capabilities, 

intentions, movements and locations.
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2. Reconnaissance. The use of manned and unmanned resources to

identify the locations and movements of enemy forces. This may be in 

the form of ground, air or sea deployments.

3. Surveillance. The use of manned and unmanned resources to observe 

the movements, actions and intentions of the enemy.

The Media. The role of the media and the impact that results from their 

having access to military information and being able to present the situation 

from both sides of the conflict.

Information Management. The production and delivery of the correct 

information to the user at the correct time in quantities that is manageable.

Information Security (INFOSEC), The measures that are taken to protect 

both the information and the information systems. This is normally divided 

into two areas, Computer Security (COMPUSEC) and Communication 

Security (COMSEC).

3.2. Conclusions

Although the concept of IW/IO has been developing since the early 1990's and 

some of the major developed nations have put into place the capability to carry 

out such attacks, there is little evidence of their use outside the battlefield 

environment. There has been anecdotal evidence of the use of the techniques 

between the USA and China [JF99][MJ04] but this is unconfirmed. One of the 

major factors that is causing concern amongst the decision makers in all areas 

is that it is not possible to accurately predict or measure the effects of the use 

of these techniques.

To put this into perspective, if a conventional bomb is used as a weapon, it is 

possible to observe the immediate effect and answer the question - did it hit 

the target? If a computer network attack is used instead of the bomb, can the
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lack of activity at the target that subsequently occurs be attributed to the attack 

with certainty, or is the attacker being subject to a deception attack?

In summary, IW/IO is an immature and largely untested concept that relies 

upon technologies that are in a state of continuous development and change. 

Whilst it continues to be considered by the USA as a potential force multiplier, 

the concept will be adopted into military and government doctrine. The 

ubiquitous nature of modern information systems means that empowered small 

agents also have the capability to exploit IW/IO techniques. From this it can 

be concluded that IW/IO poses a very real threat to information systems from 

nation states and other groups.

Having determined that the environment in which information systems are 

operated poses real threat to systems, research into ways in which information 

systems could be better protected was initiated. This research is addressed in 

Chapter 4. A second issue that required further investigation as a result of the 

knowledge that a threat did exist was a requirement to understand the basis on 

which trust, one of the underlying principles of relationships are based, existed 

and could be managed. This aspect is addressed in Chapter 7.
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Chapter 4: Information Systems: Vulnerabilities and 

Countermeasures

This chapter investigates a number of the countermeasures that can be implemented 

to protect information systems and will investigate a range of cost effective non 

technical means that can be implemented to improve the security and survivability 

of information systems. It will also look at a number of procedures that must be 

implemented to deal with the effects of a breach in the security of a system.

Countermeasures fall into two specific groups, the technical measures and the non 

technical measures. The technical countermeasures will be specific to the system 

and will include the architecture of the system, the inherent functionality of the 

software, the configuration of the system and specific devices such as firewalls, 

Intrusion Detection Systems (IDS's) and other devices such as those that provide 

biometric-authentication and encryption. The main thrust of the development of 

technical measures has been commercially driven, with a large number of software 

and hardware developers competing to produce ever more effective devices to meet 

the demands of the now, largely, commercial market. The individual non-technical 

countermeasures have been recognised, but the integration and the understanding 

of their individual and collective effectiveness and value has not previously been 

researched.

In the main, the security of Information Technology (IT) systems in use within the 

UK has been achieved as a result of the production of a System Security Policy 

(SSP) or some similar document which defines the specific security requirements, 

based on the threat against the system. The threat to any system is dependent on a 

number of factors, including the value of the data or processes, the physical assets, 

the attractiveness of the system as a target to potential attackers and the inherent 

vulnerability of the system. All of these factors have to be taken into account when 

deciding the strategy that will be adopted to secure the system. From the 

requirements laid down in the SSP, it has been normal practice to procure either 

full systems or suitable components that have, where it is necessary, undergone 

evaluation and, if appropriate, received certification by the national authorities that
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confirm that they provide security to the correct level. The person who has overall 

responsibility for security within the relevant organisation has then, after taking 

into account the security measures that have been implemented, 'accredited' the 

system for use in the manner that is defined in the SSP. The person who accredits 

the system is, in so doing, identifying that the residual risk to that system is 

acceptable and signifies that they will take responsibility for this residual risk. It is 

now widely acknowledged [RCMP95] that the total removal of risk is not 

achievable due to the perceived cost and the complexity of the systems.

There is a growing concern that a large number of the system owners perceive the 

process of generating a system security policy to be an end in itself. That is to say 

that the 'accreditation' of the system is the end of the process rather than the first 

step in a process that encompass the complete lifecycle of the system.

The approach that is described above was derived from the system that has been 

developed and used for a considerable period for the protection of physical assets4 

and has a number of disadvantages when it is applied to modern information 

systems. The main disadvantages of this approach are:

1. That it is largely a paper based, 'one off, exercise that is undertaken 

during the design and development of the system.

2. The process is unresponsive to changes in the value of the data, assets, 

threats, impact, vulnerabilities and known attack techniques.

3. It is unresponsive to changes in the configuration of the system itself, 

which is by nature, dynamic.

4. Any practical testing of the delivered system is most often designed to 

test that the countermeasures are in place, and that they operate 

correctly, not whether there are any exploitable vulnerabilities in the 

delivered system and they deliver the security that is required.

The security of physical assets has developed over centuries, with individuals and groups seeking 
to protect their possessions. The security of information has largely been driven by governing 
organisations and the military and has been primarily driven by the requirement for maintaining the 
confidentiality of information (keeping their secrets secret). This does not take into account the 
current requirement in the information age for the protection of the integrity and availability of 
information.
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As a result, it was clear that an alternative approach was required; one which took 

into consideration what is happening in real life. The object of any approach must 

be to determine whether there are any exploitable vulnerabilities in the delivered 

system, as it is being used, and then to identify and recommend actions that can be 

taken to redress any shortcomings. This must take into account changes in the 

threat, the system and to the environment throughout the life of the system.

In business terms, information security is seen as a net cost and as a result, it is 

notoriously difficult to convince the managers and financiers of organisations that 

there is a need to spend the required level of precious resources on security, and 

that there is a real and a demonstrable risk. This situation is exacerbated by the fact 

that computer crime is significantly under reported [DD97] for two main reasons, 

the first being that it goes undetected in a large number of cases and the second 

being that organisations do not report detected computer crime in order to avoid 

embarrassment and, in some cases, to protect their share value.

4.1. Penetration Testing

One method that has been developed to check the effectiveness of the implemented 

security measures in information systems, in their working configuration, that has a 

low impact on the working environment is the Penetration Test. This type of test 

replicates, in a benign manner, the actions that a potential attacker may take and is 

often referred to as 'white hat hacking'. The test is based on known vulnerabilities 

and attack techniques and is used, in a controlled and reproducible manner, to 

check the susceptibility of a system to an attack and validate the effectiveness of 

counter-measures. A Penetration Test has the benefit that it can be updated in line 

with the current vulnerabilities and the threat and, because it is limited in duration, 

can be repeated as often as required. The test will identify whether the 

countermeasures that have been used on a system provide protection against known 

vulnerabilities that could be exploited in its' current configuration. A penetration 

test, by its nature, will tend to concentrate on technical countermeasures, as these 

are testable and measurable.
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In addition to the benefits that are gained from carrying out a penetration test on an 

individual system, to provide knowledge of how effective the implemented 

countermeasures are and the actions that need to be taken to improve them, an 

examination of the results of a number of tests (11 initially and subsequently more 

than 40 more) was found to provide an insight into a number of non-technical 

measures that proved to offer a more cost effective solution than the use of purely 

technical means.

The measures that were identified covered a range of areas that have consistently 

either not been recognised or have been under resourced. The main areas of 

security weakness that were identified are addressed in the following sections:

4.1.1. Inadequate or un-maintained System Security Policies and 

Operating Procedures.

There is a requirement throughout the lifetime of a system for up-to-date, 

achievable and coherent security policies for all systems. For these to be effective, 

an interpretation of the policy into operating procedures that define the 

responsibilities and duties of personnel and the actions that they must take in order 

to implement the policy must be created. In a large number of the systems that 

were tested, these documents either did not exist or were not maintained or 

promulgated. An example of this in the UK was in Government systems, which 

tend to be large scale projects that take a number of years to move from design and 

development to completion. For many of these systems, the threats that had been 

identified as being relevant when the system was being designed are either no 

longer relevant or no longer exist and threats that were not considered at the time 

had come to prominence by the time the system is brought into use, but the 

countermeasures have not been changed to meet the new environment.
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This finding was supported in the US GAO [BJL96] report which concluded that:

'Currently, many of Defense's policies relating to computer attacks are 

outdated and inconsistent. They do not set standards or mandate specific 

actions for important security activities such as vulnerability assessments, 

internal reporting of attacks, correction of vulnerabilities, and damage 

assessments.'

4.1.2. A lack of Security Awareness.

A poor level of awareness at all levels within the organisations reviewed was 

identified, from high level organisation management, through system management 

to users, of security issues relating to IT systems.

This was independently supported in the US GAO [GAO96] document finding 

that:

'Defensepersonnel lack sufficient awareness and technical training.'

According to a report from the Software Engineers Institute [CMSEI], many 

computer users do not understand the technology they are using, the vulnerabilities 

in the network environment that they rely upon and the responsibilities that they 

individually and collectively have for protecting critical information.

There is a requirement for computer security awareness briefings and training for 

personnel at all levels throughout an organisation. At the senior management level 

of an organisation, it will probably be more acceptable and realistic to introduce an 

awareness programme, but their 'buy in' is essential, as without their support, the 

resources required by the system management personnel will not be made 

available. Additionally, if the organisation management is not aware of the 

security issues involved, any security policy which is produced is unlikely to be 

relevant or effective.
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4.1.3. Inadequate Training.

There is a requirement for security training for system staff and the users at all 

levels to be improved. As systems develop and are supplemented with additional 

functionality, training needs to be given to keep both the staff and the users 

competent in the management of the systems.

This was supported by the findings of the US Joint Security Commission (JSC) 

[JSC94], in its February 1994 report titled 'Redefining Security', which, even at 

that time showed similar concerns, including that:

'The Department (of Defense) lacks comprehensive, consistent training for 

information systems security officers, and that Defense's current information 

systems security training efforts produce inconsistent training quality and, in 

some cases, a duplication of effort. The report concluded that, despite the 

importance of security awareness, training, and education programs, these 

programs tend to be frequent and ready targets for budget cuts.'

Additionally, the GAO report [BJL96] concluded that:

'The majority of system and network administrators are not adequately 

trained in security and do not have sufficient time to perform their duties.'

This is also, more recently, supported by the findings of the 1998 GAO report 

[GAO98] and the GAO testimony on Information Security in 2003 [GAO03] which 

both highlight the ongoing requirement for improvement.

It is concluded that the level of security training for system staff and the users must 

be improved to ensure that they are able to manage the system effectively and that 

the users are less likely to make unnecessary errors and are aware of their 

responsibilities.
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4.1.4. Poor System Management.

An improvement in system management would produce the most cost effective 

improvement in the security of the IT systems that were reviewed. If systems were 

better managed and more regularly monitored, a significant number of the 

problems related to the security of the system would be removed or have their 

impact reduced.

The US JSC [JSC94] report previously referred to also stated that:

'According to Defense officials, installation commanders may not understand 

the risks associated with networked computers, and thus may not have 

devoted sufficient priority or resources to address these problems. These 

officials also cite the lack of a professional job series for information security 

officials as a contributing factor to poor security practices at Defense 

installations. Until systems security is supported by the personnel system, it 

will not be a full-time duty. As a result, security will continue to be the 

purview of part-time, inadequately trained personnel.'

In order to gain the most cost effective improvement in the security of the 

information systems reviewed, system security and management must be improved. 

If the systems that were tested had been better managed and more regularly 

monitored, a significant number of the problems identified in those systems by the 

penetration tests would not have been present. An exercise undertaken by the US 

military [GB98] produced results that showed that from 41590 systems that were 

tested, only 3903 responded and that from this, 405 systems were found to be 

vulnerable. In all 36 systems were actually penetrated and administrator level 

control gained, but only two of these attacks were reported.

4.1.5. Lack of Resources.

hi the majority of cases there were inadequate resources available in terms of 

manpower, equipment and the funds to purchase tools to effectively manage the
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security of the systems. This is also supported by the US JSC [JSC94] report, 

which stated that:

'Because of a lack of qualified personnel and a failure to provide 

adequate resources, many information systems security tasks are not 

being performed adequately. Too often critical security responsibilities 

are assigned as additional or ancillary duties.'

The resources that are made available to the systems managers must be improved, 

as without the manpower, equipment and tools required, the management of the 

security of the systems cannot improve.

4.1.6. The changing Threat to Systems.

In the majority of cases, once the threat to a system has been defined, it was not 

subsequently reviewed to take into account the changing threat environment. As a 

result, in a number of the systems that were tested, the security measures being 

applied to a system were in response to a threat that existed when the system was 

developed rather than in the current environment. Very little research has been 

carried out in the area of the assessment and measurement of threat to information 

systems. This thesis proposes a possible methodology in Chapter 8 on Threat 

Modelling.

There is an ongoing need to review the threat to a system at regular intervals or 

whenever the threat is known to have changed.

4.1.7. Poor System Configuration.

The configuration of the systems that were tested revealed that in all cases, the 

systems contained functionality that was not required in the system in the manner 

that it was being used. This functionality creates vulnerabilities, due to flaws in the 

software, and provides an opportunity for an attacker to exploit it while not giving
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any benefit to the system owners and users. In some operating systems and 

applications, the functionality is developed and delivered in a modular form and 

can easily be removed without disrupting the functionality of the system.

There is an ongoing requirement to ensure that only the software which is required 

in the system for the benefit of the end user should be installed and all unnecessary 

functionality that can be, should be removed.

4.1.8. Inadequate System Monitoring and Audit.

The level of monitoring and audit was being conducted on the systems was not 

adequate to ensure that they remained optimally configured for security or to 

ensure that there was no unauthorised activity on the system.

This is supported by the finding of the GAO [GAO98] report that stated:

'While Defense is attempting to react to attacks as it becomes aware of them, 

it will not be in a strong position to deter them until it develops and 

implements more aggressive, proactive detection and reaction programs.'

A requirement was identified for the continuous monitoring of systems in order to 

ensure that they remain configured in the optimally secure configuration. There is 

also a requirement to constantly review the system activity to ensure that there is 

no unauthorised activity on the system. Periodic external audit is required in order 

to verify the security rules and procedures against external criteria and to utilise 

tools and techniques that are not available from within the organisation.

4.2. Penetration Testing Conclusions

Penetration testing and system audit, when carried out jointly, can provide an 

extremely timely and cost effective method of identifying both the technical and 

non-technical weaknesses in the security measures that have been used within an 

organisation to protect its information assets. It can be carried out at any time

32



during the life of a system with minimal disruption to the staff and the operation of 

the system. If used as a tool to support the administration and security staffs to 

help them in identifying actions that need to be taken in order to improve the 

security of a system, the potential benefit is high. If it is used to support a threat 

based approach, it provides the system owners with a cost effective method of 

assessing that it is secure against the threat current at the time of the test. 

Unfortunately, if used to support a vulnerability based approach, it will be less 

effective.

In the event of the measures that have been implemented failing and a breach of 

security occurring then, increasingly, consideration must be given to actions that 

can be taken to restore the system to its functional state. There is also a 

requirement to set in place an infrastructure that can effectively investigate the 

security breach.

4.3. Cybercrime Countermeasures

The research that was undertaken in conjunction with the European Commission's 

Joint Research Centre looked at cybercrime and the E-Business process with the 

aim of gaining an understanding of the scope of the problem and of developing a 

set of countermeasures. The research examined the information that was currently 

available on cyber crime in order identify any trends and characteristics that could 

be used to develop a taxonomy. The research also examined threat and 

vulnerability information in order to create a threat matrix. From the research, a set 

of countermeasures was created that spanned crime prevention, technical and non 

technical countermeasures and the collection of evidence in the event of an 

incident. The report also identified a number of issues that required further 

investigation.
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4.4. Cybercrime Conclusions

From this research into cybercrime in the e Business process it was possible 

develop advice on a range of countermeasures that could be implemented in the 

areas of attack prevention, detection of attacks and the collection of evidence from 

information systems. The outcome of this research was a set of recommendations 

for the European Commission on a way forward in countering cybercrime.

4.5 Conclusions

From this research it can be concluded that it is possible to develop advice on both 

technical and non-technical measures that can be implemented in order to reduce 

the vulnerability of a system to a successful attack and also to assist an 

investigation in the event of an incident. One aspect that became apparent from 

this research was the need to investigate whether COTS products could provide the 

level of security functionality that was required for use in government and military 

systems. This topic is addressed in Chapter 5.
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Chapter 5: The Safe use of Commercial Off The Shelf 

Products

This chapter investigates whether it is possible to use Commercial Off The Shelf 

(COTS) software in the development of cost effective security for information 

systems. The use of COTS products is now ubiquitous and has been found to be 

essential to the overall development and uptake of Information Technology. It has 

allowed the transition from bespoke, centrally controlled mainframe systems to 

commonly used, affordable and widely understood applications that are 

transferable between different types of organisations.

5.1. An examination of COTS products

As early as the start of the 1990s, governments had started to realise that the 

policies that they had adopted up to that time for the security of information were 

no longer sustainable in the changing environment [DB96]. Up to this point they 

had adopted an overarching policy of risk avoidance, whereby they attempted to 

reduce the risk to their information to zero at whatever cost. Whilst hugely 

expensive, this was an achievable policy when the information assets were 

primarily paper based and could be protected by physical means and any 

information systems were centrally controlled and not widely connected. With the 

advent of the wider use of electronically based information systems, came the 

realisation that the cost of providing this level of protection was no longer 

affordable and as a result, a policy of risk management was adopted, where it was 

accepted that there would now always be the possibility of a breach of security.

Up to this point, the majority of the significant information systems had been based 

on centrally managed systems and the security had been achieved through the use 

of bespoke software and hardware, but the cost of these systems was prohibitive as 

each implementation was individually developed to meet the specific needs of the 

organisation. The cost of the use of these systems was also high as there was also a
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requirement for specific staff development and training on each individual system, 

which each contained unique characteristics.

With the wider adoption of technology and the change in government policy, the 

use of more commercially based software and hardware became an attractive and 

more affordable alternative for use on information systems. In the period leading 

up to the late 1980s, governments, primarily in the form of the military, had 

invested hugely in research and development and were considered to be the driving 

force in the development of new technologies. At the end of the 1980s, partially 

driven by the desire for a 'peace dividend' with the end of the cold war, the balance 

of spending shifted into the commercial sector, with industry now investing more 

and adopting high technology at an increased rate. With this wider commercial 

investment came the development of a more generically useful set of software and 

hardware, which were made more affordable by the shared cost of development 

and the reduced need to retrain personnel when they moved between departments 

and organisations or generations of the systems.

In the early COTS products, the requirements for security features in the software 

and hardware were not high in the priorities of the producers or consumers, again, 

largely because organisations had central control and were not highly 

interconnected. As the level of connectivity has increased so has the requirement 

for additional security functionality to be built into the systems. The major 

producers of both the software and hardware have responded to the new 

requirements and have increasingly incorporated security features into their 

products.

In addition, as the technologies have continued to develop and converge, the major 

manufacturers have mostly worked together in an attempt to ensure that their 

individual products do not counteract any security functionality that has been 

introduced by another manufacturer. New technologies, for example biometric 

devices for reading fingerprints, and concepts such as the development of POP 

encryption, have been commercially developed that enhance the potential for 

systems to be implemented with improved security.
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With the changed balance in the development of universally used technologies, the 

producers developed their products for the major sector of their market and 

implemented those features that were identified as important by these groups of 

customers. In their new minority role, government and military organisations did 

not have the same influence with the producers that they had enjoyed when they 

were the major investors in research and development and as a result, their higher 

level of security requirements were not initially addressed.

This situation was initially addressed by the use of additional, tested and approved 

products which provided the security functionality missing in the commercial 

products. Within Europe, government schemes such as the UK Schemes 

Information Assurance and Certification Services (IACS) that is managed by 

CESG, and the UK Information Technology Security Evaluation Criteria (ITSEC), 

which is part of the wider agreement that was formed in 1990 between the UK, 

France, Germany and the Netherlands, have been developed over a number of 

years. In the US, schemes such as the joint National Security Agency (NSA) and 

National Institute of Standards and Technology (NIST) Trust Technology 

Assessment Program (TTAP) [TTAP04], its predecessor, the Trusted Product 

Evaluation Program (TPEP) [TTEP04] and the Rating Maintenance Phase (RAMP) 

[RAM04] were developed to test the security functionality of products and approve 

them for use within government organisations. These schemes were developed to 

meet the multinational effort to create a Common Criteria for Information 

Technology Security Evaluation (CCITSE). Under these schemes, producers 

submitted their products to approved testing centres to have tests carried out on the 

quality of the code that had been written and whether it achieved the claimed 

security functionality. The shortcoming of these schemes was that the cost of this 

extensive testing was extremely high and took a protracted period of time. As the 

lifecycles of software reduced, the problem was exacerbated, as software versions 

under test were being made obsolete and replaced with newer versions. The 

schemes also suffered because only the specific version of a software product 

under test would be considered to have been evaluated and each subsequent version 

would have to be tested separately. This proved to be unsustainable in both cost 

and time. As a result, the schemes are being modified to allow for newer versions 

of software to be tested on an incremental basis.
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5.2. Conclusions

As COTS software has evolved over time and security functionality has been 

added, the potential for systems that use only COTS software to be configured in a 

secure manner has increased and for most requirements it is now possible to 

achieve the necessary level of security.

Once the use of COTS products by governments and the military had been 

explored, the potential for the use of government and military knowledge for the 

benefit of industry was a natural next step in the investigation of the use of the 

technologies for the benefit of all parties. This topic is addressed in Chapter 6.
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Chapter 6: The Civil Use of IW techniques

This chapter will examine whether tools and techniques that have been developed 

for the implementation of the military concept of IW can be adapted for beneficial 

use in the commercial sector.

The capability of nation states to implement an IW attack is now reaching maturity 

in a number of areas. History has shown that technologies that were developed for 

use by the military will eventually be adapted and released for use in the civil 

arena. As Governments have become increasingly dependent on the commercial 

sector for the provision of the critical infrastructure on which they rely, the 

distinction between actions taken in the interest of the nation and those taken in the 

interest of commercial organisations becomes increasingly blurred.

In France,- where the stated position is different from the stated policy in the rest of 

the western world, they do not make the distinction between the state and national 

corporations, as can be seen in [IG04] [JA01] [EG04]. In the UK and USA, 

organisations that form part of their respective CNIs have been identified and 

action has been taken by the respective governments to ensure that they receive 

support in protecting themselves. An example of this is the creation of the National 

Infrastructure Security Co-ordination Centre (NISCC) in the UK [NISC04]. Part of 

the support that these organisations receive is the provision of information on the 

assessment of the threat to the nation (see chapter 8). While informed assessment 

of the threat assists in the implementation of cost effective countermeasures, it does 

not address other issues that would assist the organisations in remaining 

competitive.

As the purpose of the IW techniques that were developed for the battlefield is to act 

as a force multiplier and to improve the competitive advantage by affecting the 

decision making cycles of both friendly and hostile forces, it is a rational expansion 

of the concept that these same techniques can be applied to the commercial sector, 

where, as Carl von Clausewitz [CCV73] commented:
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'Rather than comparing [war] to art we could more accurately compare it 

to commerce, which is also a conflict of human interests and activities; and 

it is still closer to politics, which in turn may be considered as a kind of 

commerce on a larger scale.'

6.1. The Commercial Use of IW

The whole range of tools and techniques that are used by the military in IW have 

potential application in the commercial environment. Corporations already have 

well established advertising and marketing departments that have the capability and 

purpose of what the military would class as psychological operations and media 

management. In most cases commercial organisations also have the infrastructure 

to conduct their own operational security in order to maintain the physical and 

electronic security of their assets. The other major aspects of IW are:

Physical destruction, which does not have a civil application; 

Deception, which could be carried out by the marketing department;

Electronic Warfare (EW) techniques, which have not yet currently been 

widely adopted for use in the commercial environment. However, as 

organisations become increasingly dependent on information and 

communication systems, there is an increased potential for this type of 

attack. Evidence of the capability of commercial and non governmental 

organisations to mount this type of attack already exists and the 

technologies and techniques have been demonstrated on a number of 

occasions [WS96][MK01];

Intelligence, most organisations have an intelligence function of some type 

although it is not normally specifically identified. In most commercial 

organisations this role will be carried out by a number of disparate 

elements. The marketing department will collect intelligence on some
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aspects of the activities by their competitors and the market analysts will 

gather information on the activity in the market. In recent years there has 

been an increasing realisation of the value of the co-ordinated approach to 

intelligence collection and analysis that is adopted by the military and the 

concept of 'Corporate Intelligence' is receiving wider acceptance. The 

'intelligence cycle' that is adopted is shown below.

Strategic Intelligence Cycle

Scenario Development

Output will be set
of indicators that

are to be monitored

Re-evaluation 
of scenario

Monitor for 
Signpost Activity

Response

Output will be an
early warning report

of key activities

Strategic Analysis

Figure 5 - Strategic Intelligence Cycle

Reconnaissance, the techniques for observing the movements and tactics of 

the opposition that are employed by the military are already used, in part, in 

commercial sector as a part of the business intelligence process;

Surveillance, is carried out in a limited manner by a small proportion of the 

commercial sector that is involved in highly competitive areas. The 

techniques in use are similar to those used by the military. The types of 

surveillance that may be included are the direct visual observation of a 

competitors facilities to determine the level of activity taking place or
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perhaps in the case of the automotive industry an example might be the 

observation of the testing of new models;

Information Management, is already in use in large organisations, but 

may not be coherent and implemented in the most efficient manner;

Information Security, this is already widely adopted in the commercial 

sector and, while the security requirements may vary from those that are 

required by the military, in that integrity and availability may be more 

important than confidentiality, there is a largely common requirement.

6.2. Conclusions

There is a huge potential benefit to be gained from the adoption of IW techniques 

in the commercial sector. The majority of commercial organisations that have 

adopted elements of IW have done so in an ad-hoc manner and have not yet 

achieved the optimal level of coherence. There is a clearly unfulfilled requirement 

to develop policies, procedures and products that can be used to protect information 

systems from attacks of all types, including electronic attack and there is also a 

high gain that can be achieved from the implementation of structured intelligence 

collection and management techniques.
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Chapter 7: Trust Relationships

This chapter examines the concept of trust that is used, mostly without conscious 

thought, as the basis for all information security. Information security is 

considered to be based on provable, predictable and testable system functionality. 

The background of people that are involved in designing, developing and 

implementing information security will normally be from a security, a systems or 

an engineering background. However, the fundamental construct that is used in 

information security is that of trust, which is a social construct that is not well 

understood by people with these types of background training and experience.

7.1. An Analysis of Trust

Trust is a social construct that tends to be based on emotion rather than fact. The 

construct is the basis for relationships in the bipolar environment of computing and 

it will be a subjective judgement by a human that sets up the infrastructure on 

which the technical and non technical security measures are implemented. The 

concept of trust is the basis on which individual privileges are granted on 

information systems and it is relied on in relationships between systems to provide 

what is considered to be an acceptable level of security to the environment for 

which we have responsibility, when the measures used to protect it are outside our 

control.

The trust relationships between governments, the commercial sector and other 

types of organisations, individuals and systems has risen in importance as we have 

increasingly embraced the current, highly integrated and connected environment. 

At the same time, the basis on which we have historically considered trust has been 

eroded.

hi order to interact with other organisations, groups and individuals in an 

environment where the security applied cannot be totally within the control of your 

own organisation, there is a need to develop a trust relationship with the other 

party.
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There are a wide range of issues that affect the creation of trust relationships and 

the management of these relationships once they are established. As stated above, 

trust relationships are fundamental to the security of information systems but the 

people who implement security systems do not have the fundamental knowledge of 

the concept or the factors that will affect it. In information security, trust is 

referred to and dealt with as a singular matter but, in reality, it can be based on a 

number of different types of relationship which, in information security, are poorly 

understood.

hi one of the few papers on the subject, [LB96] identify three different bases for 

trust. They identified calculus based trust, which is identified as a deterrence based 

trust in which the basis of trust is that the parties will behave in a consistent manner 

which is assured by the fear on behalf of the parties of the consequences if they fail 

to do so. They also identified knowledge based trust, which relies on the parties 

involved having sufficient knowledge of each other that they should be able to 

anticipate the likely actions of each other. This type of relationship can only 

normally be developed over a period of time as the parties gain adequate 

knowledge of each other. This type of relationship can not be effective if it is 

imposed.

The third type of trust relationship that they identified is that of identification based 

trust. This type of relationship is based on the identification of one party with the 

desires and objectives of the other party. In this type of relationship, they 

postulated that the trust is generated by the bonding to a common cause and an 

appreciation of the shared aspirations.

Whilst each of these three identified forms of trust has merit and will be effective 

in some circumstances, none of them can be applied to satisfy all eventualities. A 

number of initiatives have been started with the intention of producing mechanisms 

that will allow one group to have trust in another. Perhaps the most widely know is 

the PKI initiative, which uses the concept of a trusted third party (TTP) as a neutral 

and impartial and trusted holder of the keys [JI98]. Whilst this may be of use in the 

banking and commercial area, it has not been widely adopted and the area which,
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potentially, has the greatest demand, between government departments and the

citizen has not yet seen any effective implementations.

Some of the major issues that have not yet been resolved within PKI are:

  How up to date the information on a certificate is;

  How accurate is it;

  What proof has been provided to validate the information on the 

certificate?

  Who, within an organisation, will be responsible for their certificates?

As technologies develop then solutions to the individual problems should be 

created and this will take the form of solutions such as the individual having a more 

effective means of identification through the use of the technologies such as smart 

cards and biometrics. In the UK, it was announced, in 2002, that the use of smart 

cards for financial transactions would replace the magnetic strip system and that 20 

percent of customers would have the new cards by the end of that year [BR01]. 

This adoption of a proven technology improves the security of the cards, but could 

have been introduced at least five years earlier, if there had been adequate demand. 

The main reason that the technology was not introduced earlier was that, at the 

time, the level of losses that the financial houses were suffering was within 

acceptable levels. With the advent of new attacks, this is no longer the case and the 

level of losses as a result of phishing [IN04][JL04] and identity theft [GAO02] 

have changed the balance.

In the interconnected environment of communications and information technology 

one major issue in trust relationships is that of inherited trust relationships. If a 

trust relationship is developed between two organisations, how does each 

organisation gain knowledge of the trust relationships that the other organisation 

has with third parties?
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One construct that can be used to understand trust relationships is the NICE model, 

which expands to the keywords:

  Need

  Identification

  Competence and

  Evidence

These four keywords describe the main elements that must be considered in order 

for trust to exist. An organisation must need to have a relationship for it to be 

effective and to receive the attention that will be required in order to maintain a 

trust relationship. It must be possible to accurately and with confidence, identify 

the person or organisation with which the relationship is being formed. If we 

cannot guarantee that we can have confidence in the identification, there is no basis 

for trust. Competence is an element that is not normally considered in the 

development of trust relationships, however, an organisation must be confident of 

the competence of the other party in order for a sound foundation for a trust 

relationship to exist. The final element is evidence - how can evidence of 

credentials be sent in an electronic form that can be trusted and understood across a 

global environment?

Given that trust is a subjective issue, and that there will be occasions when the trust 

relationship fails, processes must therefore be developed for repairing trust 

relationships where appropriate. The type of trust relationship that existed - 

whether Calculus based, knowledge based or identification based, will affect the 

processes required to repair damage caused by a broken trust relationship.

7.2. Conclusions

There are a number of protocols and processes that are used to develop trust 

relationships between a range of organisations and individuals within the 

information security sector, but these are not well understood by the developers and
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implementers of secure systems. If security relationships are to be improved, a 

better understanding of the types of trust relationships and the basis of relationships 

must be developed. There is a requirement to develop consistent ways to manage 

trust relationships and to deal with broken trust relationships. There is also a 

requirement for organisations to be able to express the relationships and the 

implications of their use.

When a better understanding of the environment and the threat that exists as a 

result, the measures that could and were being adopted to protect systems and the 

fundamental concepts on which relationships are based, it became clear that in 

order to provide more cost effective security, a better understanding of the threats 

to the systems was required. This aspect is addressed in Chapter 8.
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Chapter 8: Threat Modelling

This chapter investigates existing risk assessment methods and examines the way 

in which the threat to information systems is used as an input to the risk assessment 

process. Risk is commonly held to be a product of threats, vulnerabilities and 

impacts. The absence of any one of these factors will result in there being no risk 

to the information system. The vulnerability of information systems has been, and 

continues to be, well researched and documented [CERT04][ISS04][ISEC04] 

[SSR04]. As a result, no further research was carried out in this area in the 

preparation of this thesis. If a particular threat exploits a vulnerability, then the 

impact that this will have on the information system is specific to an organisation 

and the system, and can only be effectively calculated with both objective and 

subjective inputs from the organisation itself. As a result of this, this area has not 

yet been researched.

8.1. Current Threat Assessments

In order to effectively calculate the risk that exists to a system, the level and 

potency of the threat that exists to the organisation must be represented in a manner 

that is comprehensible, that is to say meaningful, and expressed in a common 

language. Currently, threat assessments are typically carried out by Nation State 

level organisations, for example in the UK, the organisation that is responsible for 

producing threat assessments is the Security Service (MIS), with the input on 

technical threats being provided by the Communications-Electronics Security 

Group (CESG), a division of the Government Communications Headquarters 

(GCHQ). The Security Service produces threat assessments that are relevant to the 

British Government and relate to the threat to the wellbeing of the nation. The 

threat assessments that are produced are not designed to address the threats to 

information systems, but rather to the interests of the nation state. The assessments 

that are normally produced are generated by experts who use their experience and 

knowledge to evaluate the information that is available to them. As a result of this 

approach, it is not currently possible to gain transparency with regard to the
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information or intelligence that was used in the development of the assessment or 

to model the impact that affecting individual factors would have in order to develop 

the most cost effective countermeasures. As a baseline for this research, a large 

number of existing risk assessment methods were reviewed, including:

• CRAMM (CCTA Risk Analysis and Management Method)

• LAVA (Los Alamos Vulnerability and Risk Assessment)

• AREES (Automated Risk Evaluation System)

• Firm risk assessment framework

• Carroll

• Summers

• Icove
• L3

• COBRA

• The FBI Model

• APEX 8 Stage Model

• Exxon Mobil Model

• NIPC

• STAR

• OCTAVE

• Bauknecht

• Pfleeger

These risk assessment methods covered not only the Information Technology 

sector but also a wide spectrum of methods used in the construction and aviation 

industries and those that are employed by the insurance industry. In all cases it was 

discovered that the threat assessment element of the inputs to the risk assessment 

process was either taken from a purely technical vulnerability context or was 

estimated from the assessors experience or best knowledge. This unfortunately 

meant that the output from the risk assessment process can not be validated for 

accuracy and the results could not be replicated. The threats that are considered in 

the production of a threat assessment are not normally recorded.
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8.2. An Analysis of Threat

hi the research that was carried out it was found that in order to provide a realistic 

input of the threat to a risk assessment, the elements that form the threat had to be 

decomposed in order to gain an understanding of their individual values and their 

relationship to, and influence on, each other. It was determined that for a malicious 

threat agent to be of concern (natural and accidental threat agents are excluded), it 

requires a motive, a capability, and a catalyst and will be influenced by external 

factors that will make it more or less likely to carry out the attack and to be 

successful.

The current method of producing threat assessments does not discriminate between 

the different types of threat agent that exist, and produces only one value which 

encompasses the whole range of threat agents from Nation State sponsored 

agencies to a single hacker. Historically, only two threat agents have been 

considered, which are other nation states or terrorist organisations. In addition, 

they are, as stated above, produced with the wellbeing of the nation state in mind 

and do not take into account threats that are specific to either a geographical region 

or to a particular element of the community or sector of the economy, particularly 

where these may span a number of nations. One example of a threat that exists to a 

particular sector of the economy would be the threat that exists to organisations that 

are involved in the use of animals for product testing or experiments. Whilst the 

threat to the UK may have been assessed as 'low', it became clear that the threat to 

companies such as Huntingdon Life Sciences was much higher and that this threat 

does not come from those threat agents that have historically been considered, but 

instead comes from pressure groups and hacktivists [SHAC04]. Another recent 

example of this was seen at Oxford University, where a decision to open a primate 

research centre was overturned when the threats to just the physical security were 

reviewed in light of opposition from a number of pressure groups [NS04][AD04].
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The main factors that have made the currently used method of threat assessment 
unsuitable for the present environment are:

• The increase in the reliance of all elements of society on information 
technology;

• The globalisation of communications and as a result of this;

• The ability of groups that previously would not have been able to 

generate a threat, now commonly referred to as Empowered Small 

Agents (ESAs) to now do so;

• The increasing legal requirement for organisations to demonstrate

transparency in their actions, such as those imposed by Turnbull [TB99] 
and Sarbanes Oxley [SO02] and;

• The increasing cost of countermeasures.

8.3. Conclusions

Present threat assessments are based on knowledge and experience based 
judgement by experts who have gained their experience in a physically based 

environment that looked at political interaction between governments and the 

movement of troops and logistics over extended periods of time. The analysts 
produce their threat assessment based on the threat to the wellbeing of the nation 

state and the threat agents that they assess are primarily those that arise from other 

nation states or terrorist groups.

In the current environment, with the ascendance of the additional threat agent 

groups, increasing requirements for accountability and new legislative 
requirements on non-state organisations to demonstrate that they have taken 

realistic measures to protect their information assets, there is a requirement for a 

method that will allow the threat from all types of threat agent to be assessed. 

There is also a requirement for there to be traceability of the information that was 

input to the assessment. The method must also be useable to model changes to
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each of the relevant factors in order to allow for the most cost effective 
countermeasures to be identified.
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Chapter 9: Description of papers

In this chapter, a brief overview of each of the papers that have been included in 
this submission is provided. The full text of each of these papers has been included 
at the relevant Annexes.

9.1. Information Warfare - Reality or Hype?

The research that resulted in the paper 'Information Warfare - Reality or Hype?' 

(Annex B) was undertaken to explore whether there was an actual potential for 
nation state organisations to carry out an Information Warfare attack and to 

determine the approaches that they had taken and whether there were indications 
that any nation states had already started to develop the infrastructure or capability 
to carry out such attacks.

At the time that this paper was written and presented, the concept of Information 
Warfare was still very much in its infancy, particularly in the United Kingdom and 
Europe. The purpose of this research was to examine the situation and try to 
determine whether there was a real threat or whether the reports available were 

myth and hysteria.

The paper concluded that the threat of a nation state or terrorist organisation 
sponsored attack did exist and that there was evidence of a number of countries 

having developed IW capabilities and the means to initiate such an attack.

9.2. Information Warfare -What is it?

The paper 'Information Warfare - What is it?' (Annex C) examined the 

relationship between Information Warfare and Command and Control Warfare 

(C2W) and looked at the individual elements and factors that have been brought 

together to create the capability. The paper contrasted the views of Information 

Warfare and the way in which the concept had been implemented by a number of 

countries around the world and examined the most likely sources of an IW threat in
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the existing environment. This paper highlighted the reduced cost of entry for 
participants and introduced the concept of the 'empowered small agent'. It also 

reviewed a number of actions that could be taken to reduce the exposure to the 

threat and identified those elements of the National Information Infrastructure (Nil) 

that it would be essential to protect. The paper concluded that IW was a reality and 

that the understanding, at the time of writing, of the techniques that may be used 

and the impacts that their use would cause was immature.

9.3. Warfare and Extortion

The paper entitled 'Warfare and Extortion' (Annex D) reviewed the changes to the 

environment that have occurred in recent years, particularly since the dissolution of 

the Soviet Union, and noted that there has been a significant increase in the 

quantity and types of weapons for sale in the international market. A variety of 

organisations, other than nation states, throughout the world provide a ready and 

willing market for this commodity. Once in the hands of such groups, the weapons 

are put to the only use that they have, although the reasons for their use vary. 

Perhaps the three most easily defined types of such non-nation state groups are the 

terrorist, the guerrilla and the criminal. While the motives of each are reasonably 

well defined, the boundary between, in particular, the terrorist and the criminal 

groups is increasingly difficult to determine. The paper reviewed the activities of 

the Provisional ERA (PIRA) and the criminal aspects of some of the activities that it 

undertook to 'fundraise' for its operations. The paper also concentrated on the fact 

that, even at this point, the organisation had demonstrated a clear understanding of 

the Critical National Infrastructure (CNI) and that it also, potentially, already had 

the capability to mount a technical attack on the United Kingdom. This capability 

was demonstrated on at least two occasions, the PIRA activity during the 1997 UK 

elections and the trial of Gerard Hanratty, for the planting of dummy bombs to 

cause power to be shut off to the city of London. Whilst these attacks were carried 

out with live and dummy explosive devices, they demonstrated a good knowledge 

of the infrastructure. In the period that followed when they PIRA were negotiating 

under a cease fire with the British government, it would have been possible for 

them to exert pressure in the negotiations by the use of non violent Computer
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Network Attack techniques. The paper also looked at the relationship between the 
PIRA and other terrorist groups and examined the exchange of weapons and 

knowledge between them, highlighting the fact that what may have appeared to be 

a British problem, was actually an international problem. The paper looked at 

actions that would have to be taken and reviewed the level at which the action 
would have to be taken. This included action at an International level, a 
governmental level and at a business level.

The paper concluded that the knowledge and capability to carry out attacks on 

information systems already exists in terrorist organisations and that the factor that 

has not been present to date has been the motivation to carry out this form of an 

attack.

9.4. Global Information Warfare

The chapters that were written for the book 'Global Information Warfare: How 

Businesses, Governments and Others Achieve Objectives and Attain Competitive 

Advantage' (Annex E) were written as a result of research that had been conducted 
into a number of factors related to the information environment, its use by 

governments and corporations and potential threat agents. The first chapter looked 

at the underlying developments in the information environment that had enhanced 

the possibility of attacks on information systems and looked at the globalisations of 

communications and the increasing dependence on it of governments and 

corporations. The second chapter looked at a range of the issues related to the 

vulnerabilities that exist in the hardware, firmware and software that are in 

common use and which are relied upon by all sectors. Another chapter looked at 

an extended range of potential threat agents and gave an overview of the potential 

for nation states, terrorists, criminal organisations, hacktivists and hackers to 

undertake an attack. Yet another chapter looked at defences that could be 

implemented to prevent an attack taking place or being successful and the actions 

that could be taken after an attack to discover the source of an attack or to take 

retaliatory action. The final chapter addressed the need for organisations to be able 

to adapt in order to survive attacks on their information systems and provided
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suggestions for actions that need to be considered if the organisation is to survive 
in the new environment.

9.5. What Infosec professionals should know about 

Information Warfare tactics by terrorists

The paper 'What Infosec professionals should know about information warfare 

tactics by terrorists' (Annex F) was produced to address the issue of the effect that 

the developing technologies and the Internet had had on the potential for use by 

terrorist organisations. The paper addressed not only the use of the environment to 

achieve their direct aim of terrorising the target population, but also their 

exploitation of the environment in order to communicate with each other, in an 

undetectable manner, through the use of high grade cryptography and 

steganographic techniques. It examined the types of effects that a terrorist 

organisation might seek to achieve and the tactics that they had used and employ in 

the future". This paper also looked at the effect that individuals and groups acting 

as vigilantes might have if they operated in an uncontrolled manner in response to 

terrorist actions. The paper concluded by looking at the lessons that have been 

learned and measures that can be taken to better protect information systems.

9.6. Re-Interpreting Information operations for the private 

sector

The research that resulted in the paper 'Re-Interpreting Information Operations for 
the Private Sector' (Annex G) was undertaken to explore whether the concepts, 

tools and techniques that had been developed for use in nation state sponsored 
Information Warfare could be applied to the non-government sector. It was based 

on a combination of the research into Information Operations (IO), threat 
measurement and countermeasures. The techniques that were examined included 

both defensive measures that can be applied to improve the security of information 

systems and also offensive measures in the form of intelligence gathering that can 

be used to make the organisations more agile and responsive and as a result, more
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competitive. The research explored the concept that was expressed by Carl von 
Clauswitz [VC97] that war could more accurately be compared to commerce, with 
developments that were made for the military eventually finding their way into the 
commercial sector. The research looked at ways in which the application of these 
techniques could be used to aid organisations in meeting the obligations that have 
been placed on them by national and international legislation. The paper concluded 
that there was a requirement in the commercial sector to use information in a more 
strategic manner, both in the area of information security and in the area of 
information gathering and the subsequent effective use of that information to 
maintain competitive advantage.

9.7. Digital Watch

The paper 'Digital Watch' (Annex H) was produced for research for the UK 
Ministry of Defence into the future digitisation of the battle space. This research 
was commissioned in order to determine how current technologies could be utilised 
to improve the integration and performance of individual fighting formations. The 
paper examined and described the changing environment in which the military 
forces are required to operate and the effects that new technologies have had. The 
paper highlighted that, partially as a result of the global downturn in military 
spending that had resulted in the expectation by governments and the people of a 
'peace dividend' as a result of the end of the cold war and, partially as a result of 
the increasing pace of change in technologies, the potential for the use of COTS 
products was being considered. The paper contrasted the old and newly introduced 
systems of procurement within the armed forces and examined both the obvious 
and the more obscure benefits and disadvantages, associated with each system. 
The paper also looked at the changing environment and the impact that it had had 
on military requirements. The paper concluded that in order to meet the 
information technology requirements of the military, the use of COTS products 
would be essential.
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9.8. Threat Assessment

The paper entitled 'A Methodology for the Assessment of the Capability of Threat 

Agents in an Information Environment' (Annex I) was the result of the knowledge 

gained from research into all of the previous papers. It had become clear that one 

of the main elements that was missing in the process of accurate risk assessment 

was that of being able to produce a threat assessment that could be modelled, and 

for which an evidence trail could be generated, to show the information that had 

been used in the generation of the assessment. It was also clear that with changing 

legislation, and requirements such as Turnbull and Corporate Governance [CG02], 

that there was an increasing need for such a method of assessing threat.

Historically, governments were concerned with the confidentiality of information, 

rather than the availability or integrity of information. This is understandable as 

governments have a responsibility to keep secrets and had potentially unlimited 

resources to achieve it. The requirements for the integrity and availability of 

government information were extremely limited, as there are few functions of 

government that are dependent on these aspects.

By the early 1990s, the situation had started to change in the developed world due 

to a range of factors. As a result of the increased use of information systems, the 

cost of providing the level of protective security that would reduce the risk to the 

information to zero (otherwise known as risk avoidance) had spiralled to a level 

that even governments could not sustain. In addition, the technology that was 

available was not capable of providing the guarantees that were required. This is a 

situation that has not changed in the intervening period and the tensions that existed 

then, with software and hardware being required to operate in a manner that can be 

guaranteed to perform in a predictable manner, still exist now.

Part of the problem is that, as the technologies develop and become more feature 

rich to meet the user requirements, the ability to test the probity of the software and 

hardware becomes increasingly difficult. It is now accepted that it is no longer 

possible to apply scientific proofing to software. The development and production
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of high integrity systems for use is mainly limited to systems that will be deployed 
in space, for the health market and for a small number of military applications, 

where the cost of their development is commensurate with the losses that would be 
incurred as a result of a failure.

Another factor that has been a consistent problem have been the cost of testing and 

verifying that software and hardware perform to the defined specification has 

become prohibitive for what is, in terms of the total market, a very small section.

As the life cycle of products has decreased, and their complexity has increased, the 

time that it takes to test a new product has now gone vastly beyond the life of the 

product, with the result that, before a product has been approved for use, it is 

obsolete.

Whilst the manufacturers of hardware and software could do much to improve the 

quality of the delivered product, the reality is that they will deliver what their 

business prosperity and the majority of the market requires; feature rich products 
that have a life cycle that will guarantee future income. The fact that most products 

are riddled with errors is something that the majority of end users have learned to 

tolerate and come to accept.

As the technologies have developed and the costs have spiralled, governments have 

reviewed the way in which they approach the security of their information systems. 

The old approach of risk avoidance, where, in real terms, all conceivable risks 

would be addressed, has largely been abandoned as it could no longer be sustained 

and was not affordable. The concept that replaced it was that of risk management, 

where it was accepted that it was not possible to remove all risk and that there 

would always be the possibility of an unwanted event taking place. The new 

concept was that you reduce the possibility of an incident occurring to a level that 

is acceptable in the given environment. The concept and terminology has since 

been modified further to 'risk treatment' which describes all aspects of dealing 

with risk.
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In this environment, the calculation of risk becomes increasingly relevant and 

important. The risk to information systems is the result of flaws in the security of a 

system (vulnerabilities), threats to those information systems and the impact that a 

successful attack on an information system would have.

With the increased importance of determining the correct level and balance of 

countermeasures that are required to protect systems to the appropriate level, the 

timely and accurate measurement of the risk is essential.

Looking at each of the elements that contribute towards the risk to systems, the 

information that is available to each and the way in which they are measured has 

been totally inconsistent and in real terms, risk has been calculated on an ad-hoc 

basis with varying degrees of success.

9.9. Protecting the Critical National Infrastructure and the 

development of a method for the measurement of risk

The paper 'Protecting the Critical national Infrastructure and the development of a 

method for the measurement of risk' (Annex J) was based on the research into 

threat measurement and assessment and its significance to the risk assessment 

process. The paper examined the impact of the threat to information systems of the 

individual elements of the UK Critical National Infrastructure (CNI), which are 

commercially owned organisations. The paper reviewed the present method of 

capturing information on the threat to information systems and discussed the 

shortcomings of this process, in particular the lack of traceability for the 

information that is used in the preparation of the assessment. It then went on to 

detail the factors and influences that combine affect the level of threat to an 

information system. The paper concluded that whilst a number of methodologies 

exist for the assessment of risk, none of them effectively examined or documented 

the threat to information systems in a manner that would be acceptable to meet the 

requirements of current legislation.
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9.10. Threats to Information Systems and the Way We Deal 

With Them

The paper 'Threats to Information Systems and the Way We Deal With Them' 

(Annex K) was another paper that was produced that was based on the research 

into the measurement of the potency of threat agents to information systems. The 

paper examined the changing environment and the resultant change in the number 

of sources of threats to information systems. The paper highlighted the limited 

capability to conduct threat assessments and the fact that it was largely confined to 

government agencies. It reviewed the government sponsored risk assessment 

methodology and the main international standard for information security and 

examined the shortcomings of these systems. It went on to look at the current 

process and relative costs and shortcomings of the threat assessment process and 

then described the method that had been developed as a result of the research. The 

paper concluded that it was possible to decompose the elements that combine to 

create a threat agent in order to examine them and that a common language for the 

expression of threat was required. It also concluded that it was possible to model 

threat in a way that would allow it to be used in order to create more effective risk 

assessments.

9.11. Using Vulnerability Trees for decision making

The paper 'Using Vulnerability Trees for Decision Making in Threat Assessment' 

(Annex L) was produced to examine an alternative approach to developing a threat 

assessment through the use of vulnerability trees. As a result of examining a range 

of the ways in which vulnerabilities are analysed, it was considered that there was a 

requirement to develop a new method that could be used to express and analyse 

vulnerabilities. The concept that was developed was to create hierarchical tree 

structures of related vulnerabilities in order to allow the attributes of the 

vulnerability to be expressed and the relationships between different vulnerabilities 

to be identified. This method provided for the creation of chains that allow the 

identification of scenarios of threat agents exploiting vulnerabilities. This in turn 

allows for the modelling of countermeasures against specific vulnerabilities and the 

identification of critical paths within the scenarios.
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9.12. Penetration Testing and System Audit- Experience 

gained during the investigation of systems within the UK

This paper (Annex M) was produced as the result of research into a series of 

penetration tests that had been carried out into a wide range of government and 

commercial systems. Each of the individual penetration tests had identified the 

vulnerabilities that pertained to the individual systems, however, research showed 

that there were generic lessons that could be learned from common errors and 

omissions that were identified in the individual systems security.

The research revealed that there were a number of issues that were common to all 

systems that were not directly related to the hardware or the operating systems in 

use. Contrary to initial expectations, it became apparent that the most cost 

effective ways of improving the security of systems was not the expected technical 

solutions but were actually issues of the management of the systems.

The paper concluded that penetration testing has now become widely accepted as a 

tool that enables the evaluation of the security status of an information system. It 

provided the ability for an organisation to test the status of the system as it is in use 

and enables it to maintain current and effective security and to have confidence that 

the measures that have been applied are effective. The paper that was produced 

looked at a number of penetration tests that had been conducted on a range of 

systems belonging to a variety of organisations and produced the result that the 

most cost effective way of improving security of the information systems was not 

in the technical measures that had or could have been applied.

9.13. Can you be Confident of the Security and Survivability 

of Your Information Systems?

This paper (Annex N) investigated the underlying lack of security of commercial 

information systems that was reported from a number of sources and was based on 

the research into the ways to improve security in information systems. The paper 

examined the cost of an information security incident and detailed the level of
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effort that a range of organisation had implemented in order to counter the security 

issues. The paper detailed the processes for conducting a penetration test on an 

information system and summarised the lessons that had been learned from a 

number of penetration tests that had been carried out on other systems. The paper 

concluded that a very cost effective way of improving the security of a system 

could be achieved if a penetration test was carried out in conjunction with an audit 

of the system. The paper also highlighted the fact that the results of such a process 

could be used to support the system management staff in carrying out there role. It 

pointed out that in order to achieve these benefits, the process must be threat based 

rather than vulnerability based.

9.14. Enhancing Trust

Trust is the fundamental construct on which all relationships are based. This paper 

(Annex O) looked at the issue of trust and trust relationships between 

organisations, individuals and systems that have risen in importance as we have 

increasingly embraced the electronic environment. This paper also highlighted the 

fact that the historical basis for considering trust has also been eroded. The paper 

considered a range of issues that have affected trust relationships and put forward 

issues for consideration with a view to improving the ability of organisations and 

individuals to form trust relationships in the future. As trust relationships are so 

fundamental to the security of information systems, it is considered that a better 

understanding of the issues of the development and management of trust by the 

developers, implementers and managers of secure systems is essential. The paper 

concluded that whilst there are a number of protocols used to develop trust 

relationships, there was a general lack of understanding of the underlying issues. It 

also concluded that there was a requirement to develop methods and processes to 

deal with damaged trust relationships and to assist in the understanding of inherited 

trust relationships.
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Chapter 10: Conclusions

This thesis has proposed that:
'the measurement of the potency of threat agents to information systems is a 

crucial element in the accurate calculation of the risks to which systems are 

subject and the subsequent management of those risks'.

Six hypotheses were developed to investigate this thesis:

1. That the possibility of computer network attack exists and that nation states 

and terrorist organisations have the knowledge and capability to initiate 

such attacks.

2. It is possible to develop generic and cost effective ways in which 

information security can be improved and breaches of security can be 

detected.

3. It is possible to use Commercial Off The Shelf (COTS) software in a safe 

and secure manner.

4. It is possible to use techniques developed for the military to support the 

implementation of IW for use in the commercial sector.

5. It is possible to manage the trust relationships that are relied upon in 

Information systems throughout their lifecycle.

6. It is possible to develop an effective method for the modelling of the threats 

to information systems.

Evidence has been presented from published work to support each element of this 

thesis, as outlined in the following sections.
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1. An extensive literature review revealed that a number of nation states, terrorist 

and other organisations have developed the capability to conduct an Information 

Warfare Attacks and have the strategic or tactical infrastructure to carry out such 

attacks. (Annex B, Annex C, Annex D, Annex E, Annex F)

2. The review of a large number of documented penetration tests and a literature 

review of a range of aspects of cybercrime identified a generic range of the most 

cost effective measures that can be implemented to improve the security of 

information systems and a set of recommendations for measures that can be 

implemented to detect breaches of security and preserve evidence of the crime. 

(Annex M, Annex N, Annex P)

3. An investigation of the security functionality of Commercial Off The Shelf 

software determined that this software can be beneficially used in systems that will 

be deployed in the battlespace during an armed conflict. (Annex E, Annex H)

4. An investigation of the techniques used by the military in the implementation of 

the concept of information warfare to determine whether they could be applied in a 

beneficial manner to the commercial sector identified that a number of the tools 

and techniques that have been developed could be used for beneficial gain in the 

commercial environment. (Annex G)

5. The concept of trust relationships was investigated to gain an understanding of 

the effect of different aspects of trust on the underlying infrastructure on which 

information security relies. From this research a number of recommendations were 

developed to improve the management of trust relationships between information 

systems and organisations. (Annex O)

6. The development and testing of a method for the effective measurement of the 

threats to information systems in order to better inform the risk assessment process 

resulted in the development of a method for the assessment and measurement of 

threats to information systems. This method has now been adopted in the teaching 

at a number of universities and has also been adopted by a government department
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for further development to meet its requirements. (Annex I, Annex J, Annex K, 

Annex L)

The wide range of supporting evidence strongly supports the individual hypotheses 

that have been developed in this thesis that: 'the measurement of the potency of 

threat agents to information systems is a crucial element in the accurate 

calculation of the risks to which systems are subject and the subsequent 

management of those risks'.
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INFORMATION WARFARE - REALITY OR HYPE?

A Jones
Defence Evaluation and Research Agency 

Malvern 
England

Background

Before discussing whether what is now commonly referred to as Information Warfare (IW) is 
reality or hype, it is important that what we are actually talking about is determined. It is not 
intended that any definition of IW will be offered (at one recent NATO meeting more than 20 
definitions were put forward), but rather a characterisation of the individual elements that are 
relevant. These elements have all historically been defined in the description of Command 
and Control Warfare. This consists of what is commonly referred to as five pillars or 
elements, which are normally referred to as:

Electronic Warfare (EW)
Physical Destruction
Security
Operational Deception
Psychological Operations

The Current Reality

If we accept that the elements that make up the Information Warfare armoury are the same as 
those that are commonly accepted as the elements of C2W, then something else must have 
changed. Before any comparison can be made, it is important that the aim of C2W is 
understood. The whole purpose of C2W is to disrupt or destroy the command and control 
capability of the enemy using any of the four potentially aggressive elements identified above 
(EW, Physical Destruction, Psychological Operations and Operational Deception). One key 
consideration is that these actions are bounded by conflict. If there is no conflict, there is no 
potential to benefit from the disruption of, or damage to, the command and control 
infrastructure of the opponent.

In Information Warfare this is not the case as an attack may be directed against a nation state, 
with the intention of causing damage and disruption to the national infrastructure. What has 
changed here is that this action is not bounded by conflict. It can be initiated at any time that 
an opponent feels that it will be advantageous to them and against a vastly wider set of targets 
(Government, The Utilities, Transport, Industry, the Media and the Military).



In the past, an attack on a nation or its interests could only be carried out by an adversary that 
could muster the tools of war that were required - in other words, they needed weapons, 
financial and manpower resources, logistic support and communications, and the aggressor 
needed to achieve proximity in order to carry out the attack. Recent developments in the 
technology of warfare have changed this, in that gaining proximity is no longer necessary 
with the advent of precision guided munitions.

With the modern reliance of the developed nations on Information Technology, and the 
globalisation of communications, it is now possible for an aggressor to cause damage with 
minimal equipment and from a distance. The danger now is that an individual or a small 
group using readily available computer equipment, can successfully attack the infrastructure 
of a nation.

Then what has changed? 

Tempo.

With ever more mobile forces, the tempo of operations has increased through history. Given 
the modern means of delivering forces to the battle zone and the ability to obtain real time 
intelligence to direct their actions, it is now possible to direct the actions of forces to out 
pace the ability of the enemy. This is commonly known as getting inside the enemy's 
OODA (Observe, Orient, Decide, Act) loop.

Density of deployed forces in operations.

Throughout history the tempo and density of warfare has constantly changed. Bruce 
Schneider in his book "Battlefield of the Future" correctly identified that through time the 
density of troops on the battlefield had reduced and states that "the density of troops in the 
battle zone has decreased from an average of 4790 troops per square kilometre in the 
Napoleonic Wars to just 2.34 troops per square kilometre in the 1991 Gulf War."

Asymmetry

The major world powers have all developed their defence forces to combat a symmetrical 
enemy, that is to say one which it was considered would field a fighting force that would be 
of similar capability to their own forces and be equipped comparably. In particular, the 
defences of both the USA and the UK were geared to combat the perceived likely aggressor 
- the Soviet Union.

With the break up of the Soviet Union and the advances that have been made in technology, 
the threat has changed. The predictable enemy against which the countries have geared their 
defences is now no longer considered to be the major threat. Of major concern now is the 
small group or individual that could cause a disproportionate amount of damage. These 
small actors (now commonly referred to as Empowered Small Agents), have the advantage 
of being unpredictable, with no history of actions to provide indicators of likely future 
courses of action. In addition, they do not have the nation state constraint of territory to 
defend or the required high level of funding previously needed to mount a conventional 
campaign.



Speed

In IW, the time taken to mount and deliver an attack is measured in nanoseconds in contrast 
to the time taken to mount a conventional operation, which is measured in weeks and even 
months. All national defence systems are currently designed to counter conventional attacks 
and are not capable of responding to IW attacks.

Warning

In conventional warfare, there are a large numbers of indicators (political/financial/military) 
of a nation's intentions and state of readiness of their armed forces that can be monitored to 
give warning of a potential conflict.

Political posturing and manoeuvring and the subsequent deployment of a conventional 
military force cannot be achieved without giving a period of warning to friendly forces, 
which allows for defensive preparations to be made. With the advent of modern 
communications and precision guided munitions, the warning time has been dramatically 
reduced.

Globalisation

Advances in technology have provided the capability to meet the need of society to 
interconnect communications and information systems around the globe. While this meets 
the needs of society for access to information, the very infrastructure also creates the 
opportunity for hostile groups to utilise the facilities to attack the organisations that have 
developed dependencies on the information.

Information Dependence

With the availability of greater volumes of information as a result of the globalisation of the 
communications and the ability to process it provided by modern technology, the developed 
nations have become increasingly dependent on information. In military terms, conflicts 
have historically been won by superiority of force and dominance of the battle space. It is 
now considered that in future conflicts, victory will be achieved through the dominance of 
information. This will be achieved by being able to react to a situation faster than your 
opponent - otherwise referred to as having a shorter OODA loop than your opponent.

The Media

The media is now an all pervasive reality, and will be at the front line of any conflict in the 
future. The CNN factor came to the fore in the Gulf war, with reporters present, not only 
with the friendly forces, but also with the enemy forces. This has a number of effects, the 
first being that, during a conflict, the TV tuned to CNN will be present in all operations 
rooms. This provides the commander with real time, graphical and emotively presented 
information (not intelligence) on the situation as seen by the reporter. Unfortunately, it has 
the effect of creating in the commanders' mind an impression, which may be contradicted by 
the all source intelligence with which he is subsequently provided. Human nature makes it 
much more difficult to convince a person that the images he has already seen do not 
represent the real picture of the situation.



Additionally, when a commander has to make a decision on a course of action that will be 
played out under the full scrutiny of the media, and relayed in real time around the world, 
there is a danger that he will choose conservative action which will create the least number 
of direct casualties, but which may not be the optimal choice to minimise the number of 
casualties in the longer term.

What Is the Hype?

The hype at the moment is that we are facing an electronic pearl harbour and that any one 
from a juvenile hacker sat in a bedroom with a PC can bring down the national 
infrastructure. In the USA, which currently has a greater degree of connectivity and reliance 
on open networks, a considerable amount of research has been conducted into the 
vulnerability of the systems that comprise the national infrastructure.

There has been a presidential commission on the protection of the critical infrastructure in 
the USA tasked with determining the level of threat and the vulnerability of the USA to this 
type of attack. The findings of the commission were contained in a 192 page report, but 
significantly, it found that the spending on research and development of defences against 
"physical and cyber threats" should be increased from US$250 Million to US$500 Million 
in 1999 and continue to increase by US$100 Million each year until they reach US$ 1 
Billion by 2004. It is reasonable to conclude that the USA feels that its current defences are 
inadequate.

Research has started in the USA to identify the elements that comprise the national 
information Infrastructure.

WHAT ARE THE POTENTIAL DANGERS?

The scenario detailed below is one that demonstrates that at least one group has identified 
some of the weaknesses inherent in the current British infrastructure. In this scenario, two 
sets of incidents which occurred in 1996 and 1997 are reviewed.

Firstly, let us take the case, as reported in a number of the daily newspapers, that was tried in 
the United Kingdom courts in June of 1997. One of the men in the dock, Gerard Hanratty, a 
member of a Provisional IRA active service unit, gave as part of his defence, the reasoning 
behind the projected attack for which he was on trial, hi outline, the IRA were attempting to 
place, what they claim would have been realistically constructed dummy bombs, at a 
number of electricity sub-stations around the City of London. The locations at which the 
bombs were to have been placed are shown on the map below.
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Hanratty stated that: "The result would be no electricity in London for as long as it took 
to deal with the devices - about a day and a half and carried on to explain that: "The 
purpose was to force the British establishment to turn off their own electricity. The impact 
would be total disruption in London. All the traffic lights would be out. It would result in 
chaos. All industries would be starved - rail, Tube and travel." Hanratty thought the 
"brilliant" plan would have created "a political impact for John Major and the British 
Government" and make a mockery of the tight ring of security. "If the IRA were capable of 
closing down all electricity in London without going into London, it would make the ring of 
steel null and void." He further explained that he would not have been prepared to take the 
risk of planting a real bomb inside an electricity installation. "IRA volunteers were not 
expendable", he added.

Whether this argument with regard to the expendability of volunteers was the truth or not is 
known only to Hanratty and his accomplices. However, it is considered that had the attack 
taken place, it would have had a high probability of success and would have caused severe 
disruption to the City. His estimate of the time that it would have taken to restore normal 
services is considered pessimistic on his behalf. This action with 'dummy bombs' raises the 
potential for further attacks in the future and provides a good model for the likely benefits 
for the perpetrators.

Since the early days of the conflict, the ERA has shown an understanding that if they are to 
win, it will not be through the bomb and the bullet alone in Northern Ireland. Whilst this 
activity has certainly been a major part of their strategy to control the populace of Northern 
Ireland, if they are to convince the British Government that the political and financial cost of 
the continued conflict is not worthwhile, then the UK mainland and the financial hub of the 
City of London are where they will win. From the release of Gerry Adams from internment 
in the summer of 1976, the 'Ballot Box and the bullet' have been the declared policy of the 
Provisional IRA. They have demonstrated through the massive bombs in Bishopsgate and at



Canary Wharf, that they understand that, if they can de-stabilise the confidence of the 
financial sector in its ability to carry out trade within the City at the time that they need to 
carry it out, they can drive the international finance community from London to Europe or 
elsewhere.

Imagine if you will what is now possible. The Provisional IRA have again declared a cease 
fire with effect from the third week in July of 1997, and wish, through their political arm, 
Sinn Fein, to take their place at the negotiating table and to be included in the talks on the 
future of the Province. They know that any breach of the cease-fire will remove them from 
the negotiating table and weaken their remaining public support around the world. After 28 
years of hostilities, this position of not using force to obtain their desired ends is one that 
both the leaders and the rank and file may find difficult to deal with. A whole generation of 
its' members have known nothing other than the conflict and it is ingrained into their way of 
life. But what if they could still exert pressure on the Government in such a way that the 
cease-fire would not be viewed as having been breached? If they could cause severe 
disruption and financial hardship in the City of London without the Bishops Gate or Canary 
Wharf bombs, would this not give them sufficient leverage to provide them with the power 
and influence at the talks that they seek. The actions taken by this one organisation as a 
demonstration of its' ability to affect the political campaigns of the respective political 
parties during the run up to British Elections, by causing chaos to the national infrastructure 
through attacks on the road and rail links, together with the Hanratty trial, has demonstrated 
only too clearly that it understands those elements of the national infrastructure that can be 
attacked to provide the maximum effect and cause a disproportionate impact on the British 
establishment.

During the run up to the last British elections, the Provisional IRA caused severe disruption 
throughout the heart of the Midlands by the placement of small Improvised Explosive 
Devices (lEDs) to affect the railways on the major North - South rail routes and by the 
placement of other lEDs (and the threat of more) to paralyse the major motorway arteries 
around the Midlands. These incidents were normally timed to coincide with political rallies 
in the areas affected.

If they were to carry on with these types of attacks in a non violent manner, they would 
generate the potential for extorting concessions at the negotiating table from the 
Government, without risk of being excluded from the talks. It is now feasible that such non- 
violent attacks could be mounted electronically, given the dependence on computers and 
electronic communications for all aspects of life in a modern society. Given this potential, 
the Government has had to consider the situation, and the resulting protective measures, 
carefully - for example, would anybody believe that an attack had happened? Would the 
City institutions admit that they had been adversely affected? Would it be possible for the 
law enforcement agencies to gain sufficient access to the data of the City institutions to be 
able to determine what had actually taken place? In reality, such attacks can be mounted at 
little or no risk to the attacker. There is no risk of immediate capture to the perpetrator and 
little or no risk of capture in the longer term as a result of carrying out such an attack. Not 
only does the attack not have to be conducted in close proximity to the target, it does not 
even have to be initiated in the same country. In addition, the attack could, if required, be 
conducted with complete anonymity for the individual and the organisation. While the 
target and impact may make the likely source of an attack obvious, attributing the attack 
would be extremely difficult unless an organisation claimed responsibility for it. A small 
number of attacks would have the potential impact of a huge loss of the confidence within



the City, and yet, if these attacks were to be carried out within a short period of time, it is 
unlikely that the law enforcement authorities could respond in time to obtain evidence for a 
prosecution. In addition, as the primary weapon of such an attack by electronic means is the 
computer, there is no chance of the perpetrator being caught with an accepted terrorist 
weapon (a gun or a bomb) in their possession and, as a result, there is less likelihood of a 
custodial sentence being given by the British courts.

How could the Government react? Without clear evidence to indicate who the perpetrators 
were, what sanctions could be taken? There is no precedence for any responsive action to 
such an attack that might be considered. What actions would the British Government legally 
be able to take? What would be the reaction of the rest of the world? To date, computer 
based crime has not been thought of by the majority as serious, and is considered to be a 
victimless crime. After all, no-one gets injured, and governments and large national and 
multi-national companies have a duty of care for the data that they hold and a responsibility 
for the security of their systems. Add this to the perception by the public that the 
perpetrators of computer based crimes are probably spotty faced social misfits who were 
exploring Cyberspace and almost any action taken to retaliate would, in probability, be 
considered by the world at large to be excessive.

How many attacks and what level of damage would the Government be willing or able to 
tolerate? What would be the cost of defending against this type of attack and is the 
technology available? There are no obvious answers to this, but what is clear is that at some 
point the government would be forced to act. Reports which circulated in 1996 in the news 
media within the UK reiterated speculation which supposedly originated from an American 
speaker on Information Warfare, Winn Schwartau, that the financial institutes within the 
City of London had paid over £400 Million to electronic extortionists. Whilst these reports 
were subsequently denied by Winn Schwartau, it is perhaps indicative of the future potential 
for disruption of the financial capital. The weapon that was supposed to have been used, in 
this case, to extort money from the City was a High Energy Radio Frequency (HERF) 
weapon. This type of weapon has been well known to conventional military forces of 
several countries for a number of years, while its existence in the hands of non-nation state 
groups has, to date, not been proven. This weapon, if used, has the capacity to disrupt 
computer systems from a distance. The activation of a HERF weapon within the City could 
disrupt the computers and electronic systems without causing direct injury to human beings. 
In the supposed extortion cases referred to in the City, it is far more likely that a software 
flaw was deliberately inserted into the systems to simulate the effects of a HERF attack. 
Another possible weapon might be the Electro Magnetic Pulse (BMP) Weapon, however, in 
the scenario being discussed, this has been discounted as it requires an explosive force to 
create the BMP and this, in itself would be regarded as a breach of the cease fire agreement.

It would be naive to imagine that an organisation such as the Provisional IRA, which has 
adapted to, and survived, a changing situation in the province for nearly 30 years, is not 
capable of realising ownership of the skills and weapons required to conduct these non- 
lethal attacks. Over the period of the conflict, they have demonstrated their ability to 
innovate and have shown, with their production of improvised devices and weapons, that 
they have a technical capability. A report, in May of this year, by an Irish Times Journalist 
stated that the Provisional IRA not only have a technological capability, but have purposely 
developed it to provide them with a 'hacker' capability. The question that was not answered 
at that time is why have they had developed this capability. They are an Information 
Technology conscious grouping, and have demonstrated their effective use of the electronic
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medium with an active presence on the INTERNET of the on-line journal 'An Phoblacht' 
and with the 'Sinn Fein' home pages. The attached extracts from the 'Sinn Fein' home page 
show the professionalism that has gone into the production of the on-line presence and were 
a cause of embarrassment to the British Government last year. It should be noted that all of 
the information contained can be obtained by observation and from 'open source' material. 
The embarrassment factor was that the voice piece of the IRA had published such a 
comprehensive and well collated set of details and that it had been in circulation for at least 
two years. It is still available on the INTERNET today.

The extent to which the INTERNET has been used by subversive organisations for other 
activities, such as the passage of information, intelligence gathering or money laundering is 
not known as there has been little or no effort made to determine either the criminal or 
terrorist uses of the technology. With the increasing connectivity of systems, there is the 
potential for illicit and anonymous communication, which is at the same time both difficult 
to detect and impossible to control. When this is coupled with the ability to attack from a 
distance, route the attack through several different countries or even continents, then the 
potential to use modern technology for criminal or terrorist purposes is clear.

I have taken but one scenario from a large number of potential candidates. The arguments 
used in the above example are based around a problem specific to the UK. However, 
consider the situation in Columbia, with the vast resources available to the cartels, or in 
Bosnia, with the conflict and instability that pertains there, or in the former Soviet Union, 
with the economic instability and law enforcement problems that exist there, and you will 
see that the potential for scenarios in which the extortion of money and favour exists in all of 
these areas.

Given all of the above, the potential for the extortion of money from businesses and of 
concessions from governments through attacks on the electronic environment by both nation 
states and non-nation state players is now feasible and can be expected to occur. The 
difficulties will be for governments, law enforcement agencies and for business community 
to determine how they will deal with the situation when it does occur.

Research Into Ways Of Minimising The Risk

Well, depending on where in the world you are living there are a variety of concerns over 
the threat and subsequently a huge variation in the responses. The reaction to the perceived 
threat to the USA is given above. In Russia, there is deep concern over the possible use by 
the west of information Warfare weapons, and one notable Russian organisation has been 
quoted as saying that Russia would consider the use of information warfare techniques as an 
act of war and would consider responding with weapons of mass destruction. In China and 
India, the military staff colleges have been teaching the concepts of information warfare 
since the early 1990s. In the UK there has been, in the last few years, considerable effort at 
levels from the Cabinet Office down. In order to identify the scope of the problem, there has 
been considerable effort invested in identifying what the National Information Infrastructure 
(the Nil) actually consists of. Other research is being conducted into determining the impact 
that an attack would have on individual and groups of elements of the NIL Further effort is 
being invested into providing better defences for critical systems and methods to better 
detect at the earliest possible time, when an attack is taking place.



Identifying the Threat Agents

There is increasing awareness within the national intelligence agencies that the old, cold war 
indicators and warnings that were used to measure the threat posed by a potential adversary 
cannot be used in the IW context. Considerable research is now being expended to identify 
the new types of threat agent and to better identify the threat agents that have the capability 
and motivation to perpetrate this type of attack.

Identifying the Vulnerabilities

hi the main, the security of Information Technology (IT) within the UK has been achieved as 
a result of the production of a System Security Policy (SSP) or some similar document which 
defines the security requirements for the system, based on the threat against it. The threat to 
any system is dependent on a number of factors, including the value of the data or processes, 
the attractiveness of the system as a target to potential attackers and the inherent vulnerability 
of the system. All of these factors have to be taken into account when deciding the strategy 
that will be adopted to secure the system. From the requirements laid down in the SSP, it has 
been the norm to procure systems and components that have, where it is necessary, undergone 
evaluation and received certification by the national authorities to the appropriate level. The 
person with overall responsibility for security within the relevant organisation has then, after 
taking into account the security measures that have been implemented, 'accredited' the system 
for use in the manner defined in the SSP. The person who accredits the system is, in so doing, 
identifying that the residual risk to that system is acceptable and signifying that they will take 
responsibility for this residual risk.

The disadvantages of this approach are:

• It is largely a paper based, one off, exercise.
• It is unresponsive to changes in the threat, vulnerabilities and known attack 

techniques.
• It is unresponsive to changes in the system itself.
• Any practical testing of the delivered system is most often designed to test that the 

countermeasures are in place, and that they operate correctly, not whether there 
are any exploitable vulnerabilities in the delivered system.

As a result, it was felt that an alternative approach was needed; one which took into 
consideration what happens in real life. The object of any approach must be to determine 
whether there are any exploitable vulnerabilities in the delivered system, and then to 
recommend action to redress the problem. This must take into account changes both in the 
system and to the environment throughout the life of the system.

It is notoriously difficult to convince the managers and financiers of organisations that there 
is a need to spend the required level of precious resources on the security of their 
Information Systems, and that there is a real and a demonstrable risk. One way of 
demonstrating the threat to a system is to emulate the hacker, one of the groups likely to 
mount an attack on the system. This type of testing has been given the name of penetration 
testing. Penetration tests on systems:

• Are based on known vulnerabilities and attack techniques.



• Demonstrate clearly and reproducibly the susceptibility of a system to an attack.
• Demonstrate the effectiveness of countermeasures.
• Can be updated in line with the current threat, and repeated.

There is a growing concern that a large number of system owners perceive that the process 
of generating a system security policy is an end in itself. That is to say that the 
'accreditation' of the system is the end of the process rather than the first step in a process 
that encompasses the compete lifecycle of the system.

Current Research within the UK at DERA

Since 1995, the Malvern Site of the Defence Evaluation and Research Agency (DERA) of 
the British Ministry of Defence (MoD), has carried out a series of penetration tests on IT 
systems belonging to a number of different organisations, none of which were owned by the 
MoD. These tests were carried out in isolation from research carried out in other countries 
or by other organisations within the UK, but in the knowledge that a body of research had 
been carried out and that a number of problems had been identified.

The tests confirmed a methodology for penetration testing and system audit that could, in 
due course, be applied to defence systems. The methodology was pragmatic, and would, 
therefore, produce proof of shortcomings in the existing security, rather than be theoretic 
and document based. The benefit being sought was the identification of changes that could 
be made that would provide immediate and demonstrable improvements to the security of 
the systems. The penetration testing and system audit was not intended to replace the UK 
ITSEC scheme, but was intended to perform a complementary function.

The purpose of the individual penetration tests and system audits was to determine whether 
the security measures being applied to the system were adequate to protect it from known 
vulnerabilities. The tests were carried out with the knowledge that the US Defence 
Information Systems Agency (DISA) Vulnerability Analysis and Assessment Programme 
(VAAP) had carried out a series of 38000 attacks on US Department of Defence (DoD) 
systems between 1992 and 1995, of which 24700 successfully penetrated the systems. Of 
the 38000 VAAP tests carried out, only 267 were detected and reported.

The systems tested by DERA ranged from small local area networks contained within one 
building to large wide area networks which were geographically distributed through a 
number of countries. The operating systems and applications in use on the tested systems 
covered a wide spectrum of those in normal commercial use.

METHODOLOGY

At the start of each penetration test and system audit, the briefing given to the team that was 
to conduct the testing deliberately avoided the introduction of preconceptions with regard to 
the system. The team were not briefed on concerns that the security staffs or accreditation 
authorities may have had with regard to the individual system. Additionally, the team was 
not briefed on the history of the system and viewed what existed at the time of the test, 
rather than the considering the evolution of the system.
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The audit of the system included:

• a review of the System Security Policy.
• determining the relevance of the SSP to the current configuration of the system 

and the threat.
• reviewing the Security Operating Procedures (SyOPs) and checking that they 

were being implemented.
• the configuration of the system.
• system maintenance records.
• the physical security of system components.

The penetration testing of the systems tested them against the types of attack tools and 
methods that were available in the public domain at the time of each of the tests, and applied 
the skills of the testing team to make the most effective use of them. The scenarios for the 
individual tests varied, depending on the type of network and the requirements of the system 
owners. It is important to note that all tests were carried out with the full knowledge and 
agreement of the system owner. During the tests, the vulnerabilities that were being tested for 
were those that were known to be in the public domain, and therefore were, or could have 
been, known to hackers. The penetration testing team placed itself in the role of an attacker 
and used the techniques available to hackers.

The team, depending on the requirements of the system owner, normally conducted the tests 
from a privileged position, in that they were given access to the system to be tested. From 
there, they determined whether the networks and components were secure against 
unauthorised internal or external activity. The decision to operate from a privileged 
position, wherever possible, was taken for a number of reasons. First, it reduced the length 
of time that it took to conduct each test. Second, it removed the need to war-dial, strobe, etc. 
Third, it increased the confidence of the organisation being tested that the tests would not 
leave them exposed to future 'hacking' attacks as a result of changes made to the system 
configuration by the penetration testing team. However, on a number of occasions, the 
system owner decided that there was more benefit to be gained from an external test, and the 
full range of techniques was applied to the system, including war-dialling and strobing.

This last point was to become significant. Penetration testing of systems had not been 
widely used on systems within the UK and there was a degree of reservation by the system 
owners to allowing 'outsiders' to have access to their systems. Organisations were, in the 
main, keen to have their systems tested and to gain the benefits of the results, but were 
extremely cautious as to potential damage that might be caused to their systems. A number 
of the individual system managers were also less than enthusiastic, as they felt that they 
would be embarrassed and shown to be inefficient if the tests identified flaws in the security 
of their systems.

As a result of the above concerns and sensitivities, all tests were conducted so that the system 
staffs could monitor the actions being taken. This has the benefit of allowing them to gain 
knowledge of the procedures being used and allowing them to 'remain in control' of the 
situation. Additionally, the tests were non-destructive and did not alter the configuration, or 
affect the performance, of the systems. Finally, all magnetic media used in the testing could 
be erased or destroyed to meet the requirements of the system owners.
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The equipment used by the test team consisted of two Sun Spare workstations and a 486 
laptop computer. All of the software was either Commercial Off The Shelf (COTS) operating 
systems and applications or toolkits that contained the functionality of individual tools and 
scripts from information available to hackers (primarily derived from the INTERNET and 
from Bulletin Board Systems).

It is estimated that the total number of man days taken to conduct a full range of tests, make 
recommendations for remedial actions, and re-test to verify the impact of those actions, on a 
typical system of 120 servers and 1200 workstations, was approximately 35 man days. This 
is broken down as:

• Reconnaissance - 3 man days.
• Testing and system audit - 9 man days.
• Report production including recommendations for remedial actions, presentation 

to host organisation and re-testing - 23 man days.

The initial steps taken in all of the penetration tests were:

• To identify those hosts and networks which could be seen.
• To identify those hosts that could be accessed.
• To find the ways in which those systems could be reached by: 

4 Identifying which services the systems offer and 
* Which version of the service they are using.

• To isolate the known methods which could be used to exploit identified 
vulnerabilities.

• To identify what assistance was required and where it could be obtained from.

Following this, the team then, having identified the points from which the system could be 
attacked and the sources of any additional information that they required, tested the system 
and identified weaknesses that remained in the systems, using the tools that were available at 
the time of the test.

It is important for the credibility of any testing that is undertaken that it is carried out with 
up to date tools. The use of six month old tools would only indicate the relative state of the 
security of a system six months prior to the test.

FINDINGS

The results obtained from the penetration testing and system audits were not unexpected and 
compare with the findings of other research which has been carried out in both the UK and 
the USA. The team had a great deal of success and were able, for the most part, to effect or 
simulate an intrusion into the systems under test. After analysis of the results of all of the 
penetration tests and audits that were carried out, it was apparent that the main causes of the 
security weaknesses within the systems fell into two areas. These areas have been identified 
as 'System Management Issues' and 'Technical Issues'. To describe these more fully:

System Management Issues. This relates to those shortcomings in the security of the 
IT systems that it was concluded could have been reduced or removed by improvements 
in the management of the organisation or the system. Advice and good practice for the
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management of systems is widely available. However, the implementation of this 
information is not widespread or consistent.

Technical Issues. These were those security weaknesses that were identified as being 
specific to a particular operating system or set of applications. The technical 
shortcomings of the multitude of operating systems and applications is widely 
documented by a number of official and unofficial sources such as the various CERT 
(Computer Emergency Response Team) organisations, national agencies and even 
'hacker' organisations such as 8LGM (the eight legged groove machine) and from 
bulletin boards.

System Management Issues

Analysis of the results of the penetration tests and system audits revealed that an 
improvement in the management of systems would be by far the most cost effective way to 
improving the security of those systems. This is not a unique or unexpected finding, and is 
reflected in studies from the US. hi the US General Accounting Office (GAO) report B- 
266140 of 1996, Chapter 4, which contains recommendations to the Secretary of Defense for 
ensuring that sufficient priority, resources, and top-management attention are committed to 
establishing a more effective information systems security program.

A number of problems, inherent in the way in which large organisations are managed were 
identified in the systems reviewed and are detailed below, together with the remedial action 
that would need to be taken to respond to the situation. These are identified as:

• Inadequate or non-existent security direction for users. Security policies had not 
been produced for a number of the systems that were tested. For others, while security 
policies had been developed, they were either inadequate or out of date. In addition, 
the intent of the policies had not been adequately interpreted or disseminated to the 
system staffs or users.

This is supported by previous research by the National Computer Centre (NCC) which 
identified, as a result of a poll of 9500 companies, that 54 percent of systems did not 
have a formal security policy document. It also matches the first two recommendations 
of chapter 4 of the US GAO report for an improvement in security policies and 
procedures and for a need to increase user awareness and accountability and mirrors 
their finding that: "This - demonstrates the low priority top Defense management 
officials often give security." and that: "Currently, many of Defense's policies 
relating to computer attacks are outdated and inconsistent. They do not set standards or 
mandate specific actions for important security activities such as vulnerability 
assessments, internal reporting of attacks, correction of vulnerabilities, and damage 
assessments." There is a requirement for up-to-date, achievable and coherent security 
policies for all systems. Additionally, there should be an interpretation of the policy 
into operating procedures that define the responsibilities and duties of personnel and 
define the actions that they must take in order to implement the policy.

• Security Awareness. There was a poor level of awareness at all levels within the 
organisations reviewed, from high level organisation management, through system 
management to users, of security issues relating to IT systems.
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This is reflected in the US GAO document finding that ""defense personnel lack 
sufficient awareness and technical training." According to the Software Engineers 
Institute, many computer users do not understand the technology they are using, the 
vulnerabilities in the network environment they are working in, and the 
responsibilities they have for protecting critical information. Defense officials 
generally agreed that user awareness training was needed, but stated that installation 
commanders do not always understand computer security risk and, thus, do not 
always devote sufficient resources to the problem. The officials told us they are 
trying to overcome the lack of resources by low cost alternatives such as banners that 
warn individuals of their security responsibilities when they turn on their computers, 
hi addition, network and system administrators often do not know what their 
responsibilities are for protecting their systems, and for detecting and reacting to 
intrusions. Critical computer security responsibilities are often assigned to personnel 
as additional or ancillary duties."

There is a requirement for computer security awareness training for personnel at all 
levels throughout an organisation. This should extend down from the senior 
management of the organisation, without whose support the resources will not be 
made available to the system management. Additionally, if the organisation 
management is not aware of the security issues involved, any policy which is 
produced is unlikely to be relevant or effective.

• Training. Personnel from all levels from the user through to the system
administration and security staffs were not adequately framed in security or system 
management to carry out their duties. There is a requirement for the level of security 
training for system staffs and users to be improved.

The findings of the US Joint Security Commission (JSC), in its' February 1994 
report, 'Redefining Security', showed similar concerns, including that "the 
Department (of Defense) lacks comprehensive, consistent training for information 
systems security officers, and that Defense's current information systems security 
training efforts produce inconsistent training quality and, in some cases, a 
duplication of effort. The report concluded that, despite the importance of security 
awareness, training, and education programs, these programs tend to be frequent and 
ready targets for budget cuts."

The GAO report concluded that "The majority of system and network administrators 
are not adequately trained in security and do not have sufficient time to perform their 
duties."

The level of security training for system staffs must be improved to ensure that the 
system staff are able to manage the system effectively. Training must be targeted to 
meet the specific needs of the different groups and be provided at an appropriate 
time. Training for the users should be improved, primarily to make them more aware 
of the security requirement and to prevent them from making unnecessary errors and 
to make them aware of their responsibilities for security.

• System management. The general level of system security management was poor 
as system managers did not have the experience, training, level of skill or resources 
to adequately carry out the task.
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The JSC report stated that "According to Defense officials, installation commanders 
may not understand the risks associated with networked computers, and thus may not 
have devoted sufficient priority or resources to address these problems. These 
officials also cite the lack of a professional job series for information security 
officials as a contributing factor to poor security practices at Defense installations. 
Until systems security is supported by the personnel system, it will not be a full-time 
duty. As a result, security will continue to be the purview of part-time, inadequately 
trained personnel."

System management must be improved to meet the current threat. After an analysis 
of respective costs and benefits, it was concluded that an improvement in system 
management would produce the most cost effective improvement in the security of 
the IT systems reviewed. If systems were well managed and regularly monitored, a 
large number of the problems with regard to the systems would be reduced or 
removed.

• Resources. In the majority of cases there were inadequate resources available in 
terms of manpower to carry out the functions required in order to maintain the 
security of the system, and in terms of the funds to purchase tools to adequately 
manage the security of the systems.

This is in common with the US JSC report, which stated that "Because of a lack of 
qualified personnel and a failure to provide adequate resources, many information 
systems security tasks are not being performed adequately. Too often critical security 
responsibilities are assigned as additional or ancillary duties."

The resources available for the management of the systems must be improved both in 
terms of qualified manpower and funds to purchase tools and training, as without the 
manpower and tools required, the security management of the systems cannot 
improve.

• Poor configuration of the systems. Systems either had not been correctly
configured initially or the configuration had subsequently been changed, or both. In 
addition, most of the systems reviewed had poor or non-existent password generation 
or management policies. In a number of cases, even the default level of security 
offered by the provider had not been adopted.

The correct configuration of a system is dependent on the requirement of the security 
policy, the knowledge of the staff and the availability of resources. If the 
recommendations raised in the previous sections were to be put into practice, it 
would be possible to configure the systems more effectively and to ensure that they 
remained configured in the optimal manner.
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Systems contained known bugs. All of the systems reviewed contained known bugs 
for which fixes were available, but which had not been applied. This left the system 
vulnerable to known attack methods. Further investigation of this problem identified 
the main reasons as:

4 System administrators/managers did not know where to obtain patches for the
system. 

4 It was perceived that the application of patches to software would invalidate
the Accreditation/Certification of the system. 

4 System administrators/managers did not have the experience to install the
patches to the software. 

4 System administrators/managers were unwilling to install patches as they felt
that this would be likely to introduce fresh vulnerabilities in their system and
were unsure of the pedigree of the patches obtained.

There is a requirement to maintain the system in a secure manner and in order to 
achieve this, known bugs must be patched, with patches obtained from reliable 
sources, by staff who understand the impact of the actions that they are taking, hi 
order to achieve this, they must be given access and guidance from a central focus, 
that is known and trusted. Additionally, system staffs must be trained and gain 
experience in the systems on which they are employed, in order to provide them with 
the level of competence that they require to carry out the patching process with 
confidence.

Redundant Software. Software which had been delivered with the system as a part 
of the package, but which was not required by the organisation or for the operation of 
the system, had not been removed from the systems. The reasons for this failure to 
reduce the number of vulnerabilities (e.g. if you don't need sendmail, why leave 
yourself exposed to all of the sendmail bugs) were:

4 A lack of policy for the removal of such software.
4 A lack of competence and experience and thus confidence by the system 

managers/administrators.

Any software which is not security relevant, and the functionality of which is not 
required on the system, as it is configured, should be removed.

The failure to utilise facilities and tools supplied with the software. There was a 
widespread failure to utilise those facilities and tools that are supplied with the 
software or hardware when it was delivered. A typical example of this was the 
failure to unwrap, read or use the security manuals that were delivered as part of the 
system documentation.

The security and management tools provided with the system should be used unless 
more suitable tools are identified and utilised. Additionally, the advice provided by 
the manufacturer on the configuration of the system should be implemented as a 
baseline and then modified to improve the configuration from that level, rather than 
starting from the default configuration.
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• Failure to monitor or audit the activity on the systems. In the majority of cases, 
there was no monitoring of system activity and audit trails were either not activated, 
or if they were activated, they were not checked. This was, in the main, due to lack 
of resources or adequate tools. The lack of adequate tools was partly as a result of 
the cost of such tools and partially as a lack of availability of suitable tools.

The US GAO report found that: "While Defense is attempting to react to attacks as it 
becomes aware of them, it will not be in a strong position to deter them until it 
develops and implements more aggressive, proactive detection and reaction 
programs.", and recommended the setting of minimum standards for ensuring that 
system and network security personnel have sufficient time and training to properly 
do their jobs, hi a separate paper by Dan Farmer, the author of the SATAN software 
tool, on the security of systems connected to the INTERNET, he concluded that " 
most organisations don't have the resources or expertise to monitor their own critical 
systems effectively". He then proposed that the most efficient solution would be for 
organisations to employ a third party to maintain the security of these systems.

The level of monitoring and audit of the systems which was being conducted at the 
time of the tests was not adequate to ensure that they remained configured in the 
optimally secure configuration or that there was no unauthorised activity on the 
system. There is a requirement to continuously monitor the systems to ensure that 
they remain configured in the optimally secure configuration. There is also a 
requirement to constantly review the system activity to ensure that there is no 
unauthorised activity on the system. Periodic external audit is required in order to 
verify the security rules and procedures against external criteria and to utilise tools 
and techniques that are not available from within the organisation.

• Poor physical security. In a number of cases, components of the systems, i.e. 
routers (and in one case a server), were located in unlocked cupboards in corridors. 
As a result they were prone to theft and to the unauthorised connection of additional 
items of equipment.

All system components should be secured in such a manner that they can not be 
physically accessed by personnel who do not have legitimate access.

• Monitoring of the changing threat to systems. After initially defining the threat to 
a system, in the majority of cases, it was not subsequently reviewed in light of the 
changing threat environment. Therefore, in a number of cases, the security measures 
being applied to a system were in response to a threat that existed five or more years 
ago.

There is a requirement to review the threat to a system at regular intervals or when 
the threat is known to have changed. An example of this would be, for a military 
system, when the state of readiness changes as a result of increased tension.
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Technical Issues

As the result of the review of a number of systems with the same basic operating system, 
although perhaps in a number of versions or releases, a number of common factors were 
identified. These varied with the individual operating system type, but were significant and 
showed where improvements could be made. In a number of cases, the flaws that existed 
were at least, in part, a reflection of the system management problems, but are reviewed 
again in the following sections against the operating system to which they applied,

• The use of publicly available tools. Publicly available tools such as SATAN, 
CRACK and COPS had not been used by the system managers to test the systems for 
those flaws that are commonly known and understood. The major reasons were:

4 An unwillingness by the management of the organisations and the systems to 
allow 'hacker' tools to be used on corporate systems.

* A lack of experience in the use of such tools and concern with regard to the 
effects that they might have on the system.

* A lack of confidence in where an unadulterated copy of such tools could be 
obtained.

• Inefficient segmentation of the network. The networks had not been segmented 
effectively and as a result, were all running in an open mode with all traffic being 
broadcast to the whole community. This caused three primary problems. First, it was 
possible to intercept data that should have been contained within a local segment of 
the network from anywhere on the wide area network. Second, a terminal from 
anywhere on the wide area network could emulate a terminal on what should have 
been the local segment of the net. Third, a reduction in the service availability for the 
network, as the whole of the wide area network was being flooded by al large quantity 
of unnecessary traffic.

• Intruder Detection. The intruder detection software which allows for a configurable 
number of incorrect access attempts to be made before the user/terminal is disabled 
was not activated or was poorly configured.

• Insecure remote access. Despite it being a requirement on a number of the systems 
reviewed to access the systems remotely, none of the management groups had 
considered methods by which remote access could be achieved securely. NOVELL 
provided features such as RCONSOLE and SECURE CONSOLE were not 
implemented and as a result, there was the possibility that privileged access could be 
obtained without authorisation.

Conclusions From UK Research Into The Vulnerability Of Systems

Penetration testing and system audit, when carried out together, can provide an extremely cost 
effective method of identifying and remedying weaknesses in the organisation and the 
implementation of security of an Information Systems within an department. The penetration 
testing and system audit can be carried out at any time during the life of a system, with 
minimal disruption to the staff and the operation of the system. It will provide an up to date 
assessment of the effectiveness of security measures in use to protect the system which cannot
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be achieved in any other way. If used to support the administration and security staffs and to 
help them to identify actions that need to be taken in order to improve the security of a 
system, the potential benefit of this activity is high. The approach used must be threat based 
and provide the system owners with a cost effective method of assessing that it is secure 
against the threat current at the time of the test.

SUMMARY

If the damage that could be inflicted by an IW attack on either the business community or 
the Nil is to be minimised, then concerted and coherent action must be taken. This action 
will need to take place at a number of levels.

At the international level, agreements will have to be created to allow law enforcement 
agencies to track attackers. This may need to take the equivalent of 'hot pursuit' through 
Cyberspace. Such an agreement, while it would be difficult to broker, would be essential in 
this environment where national borders have no meaning and are not controlled and attackers 
would be quick to exploit those countries that were not signatories to the agreement.

At the national level, there is a need for action to implement the provision of an 
infrastructure for the collection and dissemination of information on the current levels and 
types of threats and as a trusted focus for the provision of counter-measures that can be 
utilised to defend against attacks.

At the business level, there would have to be an investment in instituting countermeasures to 
defend the business process against individual electronic attacks. There would also have to 
be willingness on the behalf of business to share information, in real time, on attacks that 
they are suffering, in order to alert other organisations to the techniques being used and to 
allow the other organisations to protect themselves.

There is no doubt that any international action will be difficult to negotiate and from past 
experience, will take a long time to ratify. Action at a national level should be easier to 
achieve, but would be costly, as it would necessitate the creation of a national organisation 
with the ability to co-ordinate the collection and dissemination of the relevant information.

At the business level, there would be a cost in improving the security and survivability of 
systems that were identified as critical to the well being of an organisation, but more 
importantly, there would have to be a culture change in order to achieve a situation where 
organisations were willing to admit that they had been adversely affected by an attack.

As a final comment on the respective costs, there must be, both nationally and at the 
individual business level, a cost benefit analysis carried out to demonstrate that the cost of 
the required infrastructure and countermeasures are less than that of one successful attack, in 
terms of financial cost, confidence and political or business embarrassment.

Is there an electronic pearl harbour awaiting us? The conclusion that has been reached within 
the UK is that there is not at the current time. However, there is the possibility that there will 
be within a few years if we do not act now to create the defensive structure that will be 
required to prevent it.
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While individual, damaging attacks could currently be mounted against the United Kingdom, 
it is considered that the level of reconnaissance that would be required by the aggressor to 
identify the nations key infrastructure dependencies and their weaknesses would require a 
prolonged period of intelligence collection and would be beyond the resources of most non- 
nation groups. Additionally, it is considered that while Empowered Small Agents may be 
capable of pursuing a limited attack, they would not be able to sustain a lengthy attack on the 
infrastructure.
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Information Warfare — What is it?
A. Jones, MBE BSc MBCS, Secure Information 
Systems Group, Defence Evaluation and Research 
Agency, Malvern, UK

The term Information Warfare (IW), which has 
now largely been superseded by the more 
technically acceptable term Information 
Operations, has been much used in the last 
few years to describe a vast range of 
techniques and scenarios with varying 
degrees of accuracy. There has been 
considerable hype on the subject and much 
controversy over the use of the term. A large 
number of questions have been raised as to 
whether IW is anything new or just the same 
old techniques re-badged in a cynical attempt 
to gain funding in a reducing defence market 
and to regenerate interest in computer 
security. Undoubtedly all of these questions 
are reasonable and the answers, where they 
have been provided, are based on the truth, 
but the whole area is so ill defined and means 
different things to different people.

Most descriptions of IW characterize it rather 
than define it. IW is generally thought to be 
the sum of many things, including:

Command and Control Warfare (C2W)

C2W is the integrated use of all military 
capabilities including Operational Security 
(OPSEC), deception, Psychological Operations 
(PSYOPS), Electronic Warfare (EW), and 
physical destruction, supported by all source 
intelligence and communications and 
information systems to deny information to, 
influence, degrade or destroy adversary 
command and control capabilities, while 
protecting friendly command and control 
capabilities against such actions. The 
individual elements are:

• Electronic Warfare. Actions involving the 
use of electromagnetic and directed energy 
to control the electromagnetic spectrum or 
to attack the enemy.

• OPSEC - Operation Security. The measures 
that are taken to maintain security during 
operations in order to prevent the enemy 
gaining information on dispositions and 
intentions and also to prevent the enemy 
from taking direct action if an opportunity 
was identified.

• Psychological Operations. The use of 
information to influence or affect the 
perceptions of friends, neutrals and the 
enemy.

Deception. Actions taken to mislead the 
enemy on friendly locations, activities and 
intentions.

Physical Destruction. Actions taken to 
destroy installations, equipment and 
personnel.

This is supported by information that is 
gained from the following activities:

Intelligence. The gathering of information 
from all available sources in order to 
determine enemy capabilities, intentions, 
movements and locations.

Reconnaissance. The use of manned and 
unmanned resources to identify the 
locations and movements of enemy forces.

• Surveillance. The use of manned and 
unmanned resources to observe the 
movements, actions and intentions of the 
enemy.
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Information Warfare — What is it?

Media

The role of the media and the impact that 
results from the access that they are given to 
military information.

information Management

The production of the correct information to 
the user at the correct time in quantities that 
are manageable.

INFOSEC - Information Security

Measures taken to protect information and 
information systems. This is normally 
considered to be divided into two areas: 
Communication Security (COMSEC) and 
Computer Security (COMPUSEC).

Some Definitions From Around The 
World
What do we actually mean when we use the 
term IW? From the wealth of writing that has 
been generated on the subject, almost 
anything. However, for the purposes of this 
paper, the definitions below best capture the 
meaning. Whilst most have been written by 
members of the armed forces of the nations to 
which they have been attributed and, as a 
result, have viewed the situation from a 
military perspective rather than a 
governmental viewpoint, they capture the key 
considerations for IW.

A definition of IW by Col D Hotard, Director 
of IW, US Office of the Assistant Secretary of 
Defense, Jan 1996, is:

"Actions taken to achieve information 
superiority by affecting adversary 
information, information-based 
processes, information systems and 
computer-based networks, while 
defending our own information,

information-based processes, 
information systems and computer- 
based networks".

Another Department of Defense definition of 
the military element of IW is:

"Actions taken to achieve information 
superiority in support of national 
military strategy by affecting adversary 
information and information systems 
while leveraging and defending our 
information and systems".

A definition from D. Denning of the 
University of Georgetown, in her book 
'Information Warfare and Security' states:

"Information warfare consists of 
offensive and defensive operations 
against information resources of a "win- 
lose" nature. It is conducted because 
information resources have value to 
people. Offensive operations aim to 
increase this value for the offence while 
decreasing it for the defence. Defensive 
operations seek to counter potential 
losses of value."

A Russian view of IW is provided by Grau and 
Thomas in the Journal of Slavic Military 
Studies. September 1996:

"Information Warfare is a way of 
resolving a conflict between opposing 
sides. The goal is for one side to gain 
and hold an information advantage 
over the other. This is achieved by 
exerting a specific information/ 
psychological and information/ 
technical influence on a nation's 
decision making system, on the 
nation's populace and on its 
information resources structures, as 
well as by defeating the enemy's 
control system and his information
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resource structures with the help of 
additional means."

A Chinese view of IW from the Military 
Strategic Research Centre, Beijing, May 1996.

"[IW is] a transformation from the 
mechanized warfare of the industrial 
age to [...] a war of decisions and 
control, a war of knowledge and a war 
of intellect"

Who Are The Information Warriors?

Given the above definitions of IW, let us apply 
them to those hostile forces that have been 
identified and that are grouped genetically in 
popular writing as posing an IW threat. The 
list is not exhaustive, but includes the most 
often identified groups and includes:

Hackers, Disgruntled Employees, 
Criminals, Incompetent Staff, Pressure 
Groups, Terrorists, Anarchists, Political 
Dissidents, Nation State, Foreign 
Intelligence Services, Hostile Forces, 
Empowered Small Agents (these are 
described later in the text).

For an action to be an act of warfare, there 
must be a political motive and the outcome 
must be intended to be disadvantageous to the 
target nation state or political organizations.

Applying this rationale to the groups that have 
been identified above, then the Hackers and 
Disgruntled Employees can be discounted as 
Information Warriors as they are motivated by 
curiosity, revenge or greed and are mostly self- 
serving. (A hacker working for the enemy for 
payment is a mercenary and is considered to 
be a part of a hostile force, a disgruntled 
employee who is recruited by the enemy 
becomes and agent of a foreign intelligence 
service.)

Criminals with the exception of large national 
and international criminal organizations, such 
as drug cartels and the Mafia, can be 
discounted as their motivation, normally, is 
ultimately financial gain. This is not to 
minimize the impact that they can have, 
which can be considerable, but to note that 
actions by criminals are not normally 
considered an act of war.

Incompetent Staff, whose actions, or failure to 
act, may cause considerable damage, do not 
have a motive and so they cannot be 
undertaking an act of warfare.

The remaining groups are all potential 
candidates as IW participants, as their 
activities will normally be directed at 
influencing the governing of nation states and 
the decisions and actions of governments.

An American, Winn Schwartau, has spoken 
and written at length on the subject of IW and 
done much to publicise it. He was criticized by 
some who believed that he over-sold the threat 
and caused a backlash from the policy makers 
who started to question whether there was any 
actual basis for the threat that he was posing or 
whether it was all smoke and mirrors.

In one of his books, Schwartau defines three 
separate classes of IW. In summary, these are:

Class 1: Personal Information Warfare. 
This defines attacks against in 
individual's electronic privacy.

Class 2: Corporate Information Warfare. 
This describes the competition between 
corporations around the world.

Class 3: Global Information Warfare. 
Describes the type of activity against 
global economic forces or against entire 
countries.
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Using the rationale that has been applied 
ibove for actions to be classed as acts of 
warfare, it is clear that Schwartau's Class 1 
jctivity can be excluded, as the action is by an 
ndividual and against an individual. His 
Zlass 2 activity should also be excluded as 
:ompetition between companies has always 
jeen accepted as normal. The fact that they are 
low using new techniques does not raise the 
status of the intent. Unfortunately, at this 
joint, identifying what should be included or 
ixcluded becomes more difficult. A significant 
ittack on a corporate entity could be identified 
is detrimental to the state and may be carried 
>ut in such a way that it impacts on other 
ireas of the infrastructure. In addition, if one 
>f the corporations is state sponsored or 
>erhaps a multinational company with a 
ignificant interest in a country, it may not be 
>ossible to determine what the motivations 
ind sponsorship are.

"he question has also been asked as to 
whether there is anything new in the topic or 
s it just Command and Control Warfare 
C2W) reinvented? Given that to the best of 
he information available, there has been no 
letectable, concerted, IW attack to date which 
ias affected any systems other than the 
military or governments, the difficulty in 
lemonstrating that the threat is valid remains

>o, is there anything new there or are the 
ynics correct? Let us examine C2W, which is 
onsidered to be a legitimate and established 
et of tactics for gaining the advantage over an 
nemy on the battlefield. This is achieved by 
educing the efficiency of the enemy through 
Ke disruption or destruction of his decision 
naking and communications resources and 
financing your own efficiency by maximizing 
he effect of your own.

Vithin the UK, there is a view that C2W now 
orms the battlefield implementation of IW.

Transition of Information Warfare
Peace times of crisis /tension...Limited Ware...Post War period...Peace

It MoWnon "us. *potogi«» tar llmMkjflon.

Figure 1: The relationship ofC2W to IW.

What is new here? Figure 1 depicts one 
American view of the relationships between 
IW and C2W.

The concepts that are applied in the conduct of 
C2W are as old as warfare itself, with 
examples going back to Sun Tzu and Ghengis 
Khan, who used riders to provide him with 
up-to-date information on the position of 
enemy forces, so anything new must be in the 
techniques that are used or in the exposure of 
a nation to these techniques. The aim of the 
use of C2W is to gain the advantage and 
ensure that your decision cycle, which consists 
of the Observation, Orientation, Decision, 
Action (OODA) loop, is shorter that of the 
opponents OODA loop.

The OODA Loop

Observe

Act Orient

Decide
Fig 2: The OODA Loop.
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Put another way, this means to be able to make 
use of available information before your 
opponent can, either by having superior 
organization and equipment or, by interfering 
with that of the opponents in order to make 
his less efficient than your own. What are the 
new elements here? In truth, there are not 
many. There is now a greater dependency on 
computers and communications and there are 
new computer based techniques that can be 
used as the developed world and its armies 
become more reliant on their communications 
and computer technology, but this is part of 
the normal evolution of warfare.

The use of C2W techniques is constrained by 
that fact that, traditionally, it is an activity that 
will take place between conventional armed 
forces on the battlefield and its use is covered 
by current Rules of Engagement (RoE). The 
types of forces that will normally undertake 
C2W will be symmetrical in nature - that is to 
say the opposing sides will be similar in 
capability, although it is possible that only one 
of the forces will be conventional. It is 
commonly seen as a tactic that is used only 
between conventional forces of nation states to 
gain advantage during the battle. C2W is used 
against militarily significant targets within the 
conflict, in other words, only when conflict is 
underway, whether it is insurgency, war, peace 
making, peace enforcement or peace keeping.

So if IW is greater than C2W, what is different? 
Firstly, IW is not presently covered by any 
rules of engagement. In the way that it is 
currently understood, it is also not constrained 
to the battlefield or to declared hostilities. It is 
too new a concept and the activities that are 
covered by the use of the term has not yet been 
clearly identified or agreed.

The targets have changed. In IW, the activity is 
no longer constrained to the battlefield and 
militarily relevant, targets such as arms 
manufacturers or transport routes (road, rail,

etc). Now the target can be anything that 
could affect the smooth running of 
government or the national well being. This 
might be the financial systems, the 
manufacturing base, the utilities or any other 
target that could prevent the effective running 
of the country or undermine the confidence of 
the population, the world market or of other 
nations in the ability of the country to 
effectively manage and sustain itself. It is 
postulated that the future may see the use of 
IW techniques to avoid armed conflict, by so 
affecting a nation or a geographical area that it 
either no longer had the capability (for 
example, by having its economy ruined or by 
having its infrastructure (utilities, financial 
sector, government) so disrupted that all of its 
resources were required to restore order), or 
the determination and will to wage warfare.

Next, the timing has been affected. 
Historically, attacks have been bounded by the 
period of conflict. In the past, it has been 
necessary to obtain or manufacture, then to 
stockpile and deploy the capital equipment, 
manpower and logistics that were required to 
undertake an armed conflict. Then, from the 
initiation of an operation, it took additional 
time to reach its target. It is now possible to 
launch an attack in a matter of minutes or 
hours from taking the decision to do so 
through the use of computer network attack 
techniques.

The players have changed. In the past the only 
players were those who had the determination 
and could afford to invest the resources, the 
manpower and the time that would be 
required to win an armed conflict. All of these 
elements were required and the type of 
conflict being engaged would determine the 
balance between them. If it was conventional 
symmetrical warfare then the balance is 
normally biased in favour of resources and 
manpower. If it was an asymmetrical conflict, 
then it is probable that the bias would be
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towards determination and time. Given the 
new situation, players now need only the 
determination to enable then to cause 
significant damage to an adversary. The use of 
computer network attack to attack an 
adversary does not require high capital 
investment, does not require specific military 
training, can be initiated almost 
instantaneously and required very few people 
to carry it out. It is also, importantly, a low risk 
activity, with few national and no 
international laws in place to deal with this 
type of activity. Even if caught, the 
perpetrator, who may not have broken any 
existing law, is not in possession of what has, 
to date, been considered a weapon and, even if 
taken through the legal system, is likely to be 
tried in a court that does not understand the 
implications or technicalities of the actions 
taken. Also, unless caught 'red handed' it is 
currently possible to destroy all of the 
evidence of their actions, or make it 
unavailable through the use of strong publicly 
available encryption.

The emergence of the Empowered Small 
Agent. This concept was first voiced by Jamie 
Mackintosh, in 1997, and encapsulates the 
notion that players, who had previously been 
insignificant, have now been empowered by 
the available technologies and by the 
increasing reliance of the developed world on 
computer technology and communications, to 
a point where they can have an impact that is 
disproportionate to their representation.

The warning period has changed. As referred 
to above, in the past, with conventional 
weapons used for conflict between nation 
states, there is potentially a significant period 
of warning before hostilities commence. This 
warning period is derived firstly from the 
political activity that is likely to precede an 
armed conflict, given that armed conflict is 
usually the final resort. Secondly, there is the 
build up period during which the armed

forces may acquire and muster their 
personnel, capital equipment (tanks, guns, 
ships, aircraft) and logistics at locations that 
will allow them to be used during the conflict. 
Finally, there is the time that it takes to launch 
an offensive. While this last warning period 
has reduced over time with more 
manoeuvrable weapon systems to the present 
with the use of remotely launched precision 
weapons, this still allows a limited period to 
react. With the use of computer network 
attack, the warning period has now been 
reduced to zero. The first indication of an 
attack may now occur when the system under 
attack ceases to function. This problem is 
exacerbated by the difficulty in determining 
whether the failure of a system is the result of 
a technical malfunction or a malicious act. To 
make matters worse, with the new lower entry 
level for players (the empowered small 
agents), identifying whether the damage is the 
act of a hacker, a criminal, or an act of IW, may 
not be possible.

The traceability of an attack has reduced. In 
the past, conflict was engaged in by nation 
states and terrorist groups, using the tools of 
warfare which are not found in everyday use 
by the population (the gun, the bomb). Also, 
because it was necessary to be physically 
present at some point in the vicinity of the 
target (although, admittedly, this distance is 
increasing with the advent of the remote 
launch precision missile), attacks were 
normally attributable to an organization or 
state. In the case of the nation state, this was 
normally easily identifiable by the uniform 
and the insignia of the participants and the 
target. In the case of the terrorist, the 
organization gains no benefit if it does not 
claim responsibility for carrying out the 
attack. With computer network attack, there is 
no requirement to physically visit the target or 
indeed even to be in the same country of 
continent. The route over which an attack is 
launched can easily be disguised through the
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use of public network. Also, the identity of the 
perpetrator is trivially easy to disguise and, 
even if the perpetrator can be identified, they 
carry no weapons of war, only a computer of 
the type which can be found in most houses 
these days. Finally, because the tools used to 
carry out the attack are commonplace and 
everyday items, there is none of the forensic 
evidence available that would result from the 
use of more conventional weapons, such as 
the markings on weapons and types of 
explosives.

The entry level has changed. To take part in an 
IW attack, there is no requirement to have 
access to conventional weapons or to have the 
mass of force that has previously been 
required to initiate and sustain an armed 
conflict. The situation now exists where a 
small number of individuals, armed only with 
everyday objects such as a computer and a 
modem can, theoretically, cause significant 
damage to a nations critical infrastructure if it 
has not been adequately protected. The 
problem is exacerbated by the fact that there is 
no need for these individuals to have met at 
any time. This is a new element in conflict. In 
the past, armies operated as organized units, 
as, in their own way, did terrorists. While the 
operation the army is mainly overt and that of 
a terrorist group is normally covert, both have 
in common that the participants are known to 
their own organization, although in the case of 
the terrorist, this is normally limited to the few 
people that they need to be known to in order 
to operate (cell structure). In IW, it is possible 
for individuals who have never physically met 
and may live on different continents, but who 
share the same motivation, to operate 
together. They can communicate using strong 
encryption over computer networks, 
encrypted Internet phone, untraceable mobile 
phones and a number of other discrete 
methods, thus giving the intelligence agencies 
little or no opportunity to act. Also, because 
the entry level is now so low, new groups and

coalitions of groups, with no history of action, 
but that now possess the ability to cause 
damage, may appear at short notice.

The balance of dependence on technology is 
changing. As the developed nations are 
becoming more dependant on technology, 
they also become more exposed as they 
become more reliant on technology and it is 
increasingly less possible to revert to manual 
systems. If a third world country is not 
dependant on an integrated infrastructure, it 
is significantly less vulnerable to an IW attack. 
Why? There are significantly less targets, there 
is less connectivity and there are probably the 
structures in place to enable the return to 
manual systems.

So is the IW threat real?

The answer to this is in a number of parts. 
Firstly, the vulnerability of developed nations 
has increased over time as these countries 
have become more reliant on integrated 
systems in order to enhance the efficiency of 
organizations. This, coupled with the use of 
software that is inherently insecure, and that 
increased connectivity and interconnectivity 
of systems has made these systems far more 
accessible.

Next, with the reduced entry level for 
participants (the empowered small agent), 
there is an increased threat to the systems. In 
addition, there is a reduced likelihood of 
participants being caught and the penalties for 
those that are caught are trivial when 
compared with those who are caught bearing 
arms. There are currently no international 
laws of conventions to define the rules and 
penalties of the use of IW.

Some idea of the seriousness with which some 
elements within Russia view IW is provided 
by a statement attributed to Vladimir Mark- 
onenko, 1st Dept General-Director FAPSI.

18 Information Security Technical Report, Vol. 4, No. 3



Information Warfare — What is it?

"...the danger of an information war 
breaking out is coming to the fore, and 
information warfare will soon rank 
second only to thermo-nuclear war by 
its consequences."

What Can Be Done About It?
There is a considerable amount that can be 
done to deter potential attacks and to 
minimize the exposure of the infrastructure to 
attack and the damage that such an attack can 
:ause. In the USA a vast amount of money has 
been invested in the National Information 
Infrastructure Protection Centre, which has 
seen made responsible for co-ordinating the 
identification and protection of the US Critical 
Vational Infrastructure. In the UK, the 
problem has been recognized and action is 
:urrently being taken. Elsewhere in the world, 
sther countries are also known to be taking 
:he subject seriously, with the Canadian 
Government taking steps to identify its critical 
national infrastructure, the Chinese Military 
nave created an IW Battalion and the Indian 
Military are teaching the concepts of IW in 
heir staff college.

What is it that we will need to defend?

It is essential that the National Information 
[nfrastructure(NII) and the individual systems 
hat it is made up from are identified, together 
Arith the interrelationships and dependencies 
jf these systems. It is also essential that the 
:hreat to these systems in terms of their impact 
3n the national information infrastructure is 
reviewed. The vulnerabilities of the systems 
must also be revisited to ensure that the poten- 
ial points of failure have been considered.

What Defensive Responses Can Be
Taken?

From the evidence that is available to date, it 
be necessary to develop systems that can

identify a hostile act and adapt themselves in 
order to resist attacks on them and to invoke 
defensive measures without manual 
intervention. It will also be necessary, at a 
national level, to design and develop methods 
of identifying when a concerted attack on the 
infrastructure is taking place and to create a 
method of disseminating information on new 
vulnerabilities that are discovered in them. It 
will also be necessary, at a national level, to 
monitor and disseminate information on the 
changing threat and attack techniques and 
information on how to make systems more 
secure.

Conclusions

Information Warfare is a reality. Current 
understanding of the techniques and impacts 
is certainly immature and will probably 
remain so for a considerable time as the 
technologies and dependencies on them 
continue to change at a rapid rate. There is, 
and has been considerable hype on the subject 
and the term itself has been interpreted to 
mean whatever has suited the author. The 
empowerment of previously minor 
individuals or groups by the low entry cost 
and the ability to evade capture whilst, at the 
same time, enabling them to inflict significant 
damage to nation states will probably pose 
our greatest military-cultural challenge. The 
probability is that, if it occurs, any IW attack 
will initially be low key, possibly 
unatttributable. Any IW attack will probably 
be truly global. Retaliation using other IW 
tactics may be impractical. Whilst UK is 
placing increased reliance on its Nil, there is 
already action in hand to address the problem 
and there is probably still time to achieve it.
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Warfare and Extortion
A. Jones

INTRODUCTION
In recent years, particularly since the dissolution of 
the Soviet Union, there has been a noticeable 
increase in the quantity and types of arms for sale 
in the international market. A variety of organisa 
tions, other than nation states, throughout the 
world provides a ready and -willing market for this 
commodity. Once in the hands of such groups, the 
weapons are put to the only use that they have, 
although the reasons for their use vary. Perhaps 
the three most easily defined types of such non- 
nation state groups are the terrorist, the guerrilla 
and the criminal. While the motives of each are 
reasonably well defined, the boundary between, in 
particular, the terrorist and the criminal groups is 
increasingly difficult to determine.

PIRA
There is one example that is relevant to the United 
Kingdom. The Provisional Irish Republican Army 
(PIRA), which came into existence in the late 
1960s, when it splintered from the Official IRA, 
has waged a bloody and relentless campaign against 
the British people and the Government in West 
minster with the aim of gaining a united Ireland. 
The organisation considers itself to be 'freedom 
fighters' and is considered by the government in 
Westminster to be a 'terrorist' organisation. Over 
the period of nearly 30 years that it has been in 
existence, the funding for the organisation's activi 
ties have been derived from a number of sources. 
Probably the most publicised source of income has 
come from NORAID, the fund-raising element 
based in the USA, but a large proportion of the 
organisation's funds over the period has been 
gained as a result of bank robberies, extortion, pro 
tection rackets, gambling and smuggling. There is 
also evidence that despite loud protestations to the 
contrary, the organisation has controlled the 
import and distribution of illegal drugs within the 
areas over which it has influence. Interestingly,

there are also indications that the PIRA have met 
with loyalist terrorists on the subject of drugs in 
order to 'carve out' their respective territories.

Given that only a proportion of the activity that 
has been blamed on the PIRA is correctly attrib 
uted and was authorised and planned on an official 
level, the activities to generate the funds required 
to maintain the terrorist campaign can only be 
considered as organised crime. These criminal 
activities have also projected the PIRA on to the 
international stage, with, to name just a few of the 
major incidents, bank robberies in Eire and 
Northern Ireland, abductions in Eire and the pur 
chase and attempted purchase and exportation of 
arms in the USA.

While the PIRA have always been regarded by 
the world as a British problem, they are in reality, 
a part of international terrorism. There are historic 
links between the PIRA and other terrorist factions 
such as the German Red Army Faction, the Jap 
anese Red Brigade and other middle eastern terror 
ist groups, in addition to the links that are known 
to exist with the Libyan regime. Additionally, they 
have carried out attacks on members of the British 
Armed Forces in at least four other countries 
(Germany, Gibraltar, Holland and Cyprus).

Despite all of this, it is estimated that the PIRA 
has less than 600 active members. How is it 
possible for such a small group of relatively well- 
known individuals to successfully carry out crimi 
nal and terrorist activities over such a protracted 
period, particularly when taking into account the 
presence of in the region of 12,000 British troops 
and 11,500 active members of the Royal Ulster 
Constabulary to maintain the peace and law and 
order in Northern Ireland?

Take the case, as reported in a number of the 
daily newspapers, that was tried in the UK courts 
in June of this year. One of the men in the dock, 
Gerard Hanratty, a member of a PIRA active 
service unit, gave as part of his defence, the 
reasoning behind the projected attack for which he
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MI trial. In outline, the PIRA •were attempting 
ace what they claim would have been realis- 
y constructed dummy bombs, at a number of
-icily substations around the City of London, 
locations at which the bombs were to have 
placed are shown in Figure 1. 
inratty stated that: 'The result would be no
•icity in London for as long as it took to deal 
the devices — about a day and a half, and 

:d on to explain that 'The purpose was to 
the British establishment to turn off its own 

icity. The impact would be total disruption in 
on. All the traffic lights would be out. It 
d result in chaos. All industries would be 
:d — rail, Tube and travel.' Hanratty thought 
brilliant' plan would have created 'a political 
:t for John Major and the British Govern- 
' and would make a mockery of the tight ring 
curity. 'If the IRA were capable of closing 
i all electricity in London without going into 
on, it would make the ring of steel null and 
' He further explained that he would not have 
prepared to take the risk of planting a real 

> inside an electricity installation. 'IRA volun- 
are not expendable', he added.

Whether this argument with regard to the 
expendability of volunteers was the truth or not is 
known only to Hanratty and his accomplices. 
However, it is considered that had the attack taken 
place, it would have had a high probability of suc 
cess and would have caused severe disruption to 
the City. His estimate of the time that it would 
have taken to restore normal services is considered 
pessimistic on his behalf. This action with 'dummy 
bombs' raises the potential for further attacks in 
the future and provides a good model for the likely 
benefits for the perpetrators.

Since the early days of the conflict, the IRA have 
shown an understanding that if they are to win, it 
will not be through the bomb and the bullet alone 
in Northern Ireland. While this activity has cer 
tainly been a major part of their strategy to control 
the populace of Northern Ireland, if they are to 
convince the British Government that the political 
and financial cost of the continued conflict is not 
worthwhile, then the UK mainland and the finan 
cial hub of the City of London are where they will 
win. From the release of Gerry Adams from 
internment in the summer of 1976, the 'Ballot Box 
and the bullet' have been the declared policy of the

> locations Figure 1
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PIRA. They have demonstrated through the mas 
sive bombs in Bishopsgate and at Canary Wharf, 
their understanding that, if they can destabilise the 
confidence of the financial sector in its ability to 
carry out trade within the City at the time that 
they need to carry it out, they can drive the inter 
national finance community from London to 
Europe or elsewhere.

AN IMAGINARY SCENARIO
There follows an imaginary scenario that is now 
possible. The PIRA have again declared a ceasefire 
with effect from the third week in July and wish, 
through their political arm, Sinn Fein, to take their 
place at the negotiating table and to be included in 
the talks on the future of the Province. They know 
that any breach of the ceasefire will remove them 
from the negotiating table and weaken their 
remaining public support around the world. After 
28 years of hostilities, this position of not using 
force to obtain their desired ends is one that both 
the leaders and the rank and file may find difficult 
to deal with. A whole generation of their members 
have known nothing other than the conflict and it 
is ingrained into their way of life. But what if they 
could still exert pressure on the Westminster Gov 
ernment in such a way that the ceasefire would not 
be viewed as having been breached? If they cause 
cause severe disruption and financial hardship in 
the City of London without the Bishopsgate or 
Canary Wharf bombs, •would this not give them 
sufficient leverage to provide them with the power 
and influence at the talks that they seek? The 
actions taken by this one organisation as a demon 
stration of their ability to affect the political cam 
paigns of the respective parties during the run up 
to British elections, by causing chaos to the 
national infrastructure through attacks on the road 
and rail links, together with the Hanratty trial, 
demonstrate only too clearly that they understand 
those elements of the national infrastructure that 
can be attacked to provide the maximum effect.

During the run up to the last British elections, 
the PIRA caused severe disruption throughout the 
heart of the Midlands through the placement of 
small improvised explosive devices (LEDs) to affect 
the railways on the major north-south rail routes 
and by the placement of other lEDs (and the 
threat of more) to paralyse the major motorway 
arteries around the Midlands. These incidents

were normally timed to coincide with political ral 
lies in the areas affected.

If the were to carry on with these types of attack 
in a non-violent manner, they would generate the 
potential for extorting concessions at the negotiat 
ing table from the government, without the risk of 
being excluded from the talks. It is now feasible 
that such non-violent attacks could be mounted 
electronically, given the dependence on computers 
and electronic communications for all aspects of 
life in a modern society. Given this potential, the 
Westminster Government has had to consider the 
situation, and the resulting protective measures, 
carefully — for example, would anybody believe 
that an attack had happened? Would the City insti 
tutions admit that they had been adversely affec 
ted? Would it be possible for the law enforcement 
agencies to gain sufficient access to the data of the 
City institutions to be able to determine what had 
actually taken place? In reality, such attacks can be 
mounted at little or no risk to the attacker. There 
is no risk of immediate capture to the perpetrator 
and little or no risk of capture in the longer term 
as a result of carrying out such an attack. Not only 
does the attack not have to be conducted in close 
proximity to the target, it does not even have to be 
initiated in the same country. In addition, the 
attack could, if required, be conducted with com 
plete anonymity for the individual and the organi 
sation. While the target and impact may make the 
likely source of an attack obvious, attributing the 
attack would be extremely difficult unless an 
organisation claimed responsibility for it. A small 
number of attacks would have the potential for a 
huge impact on the confidence of the City, and 
yet, if the attacks were to be carried out within a 
short period of time, it is unlikely that the law 
enforcement authorities could respond in time to 
obtain evidence for a prosecution. In addition, as 
the weapons of an attack by electronic means arc 
primarily the computer, there is no chance of the 
perpetrator being caught with an accepted terrorist 
weapon (a gun or a bomb) in their possession, and 
as a result, less likelihood of a custodial sentence 
being given by the British courts.

How could the Westminster Government react? 
Without clear evidnce to indicate who the perpe 
trators were, what sanctions could be taken? There 
is no precedence for any responsive action to such 
an attack that might be considered. What actions 
would the British Government legally be able to
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What would be the reaction of the rest of the 
1? To date, computer-based crime has not 
thought of by the majority as serious, and is 
dered to be a victimless crime. After all, no 
gets injured, and governments and large 
nal and multinational companies have a duty 
re for the data that they hold and a responsi- 
for the security of their systems. Add this to 

icrception by the public that the perpetrators 
omputer-based crimes are probably spotty- 
i social misfits who were exploring cyberspace 
almost any action taken to retaliate would, in 
ability,' be -considered by the world at large to 
[cessive.
aw many attacks and what level of damage 
Id the Westminster Government be willing or 
to tolerate? What would be the cost of defend- 
igainst this type of attack and is the technology 
able? There are no obvious answers to this, 
what is clear is that at some point the govern- 
t would be forced to act. Reports which circu- 
1 in 1996 in the news media within the UK 
rated speculation which supposedly originated 
i an American speaker on Information War- 
Winn Schwartau, that the financial institutes 

dn the City of London had paid over £400m to 
ironic extortionists. While these reports were 
;equently denied by Winn Schwartau, it is per- 
; indicative of the future potential for disrup- 
of the financial capital. The weapon that was 

Dosed to have been used, in this case, to extort 
ley from the City was a High Energy Radio 
luency (HERF) weapon. This type of weapon 
been well known to conventional military 

:es of several countries for a number of years, 
le its existence in the hands of non-nation state 
ups has, to date, not been proven. This weapon, 
ised, has the capacity to disrupt computer sys- 
is from a distance. The activation of a HERF 
ipon within the City could disrupt the com 
ers and electronic systems without causing 
:ct injury to human beings. In the supposed 
3rtion cases referred to in the City, it is far 
TC likely that a software flaw was deliberately 
erted into the systems to simulate the effects of 
1ERF attack. Another possible weapon might be 
ElectroMagnetic Pulse (EMP) weapon, how- 

T, in the scenario being discussed, this has been 
counted as it requires an explosive force to 
•ate the EMP and this, in itself, would be 
;arded as a breach of the ceasefire agreement.

Using the Internet
It would be naive to imagine that an organisation 
such as the PIRA, which has adapted to, and sur 
vived, a changing situation in the province for 
nearly 30 years, is not capable of realising owner 
ship of the skills and weapons required to carry 
out these non-lethal attacks. Over the period of the 
conflict, they have demonstrated their ability to 
innovate and have shown, with their production of 
improvised devices and weapons, that they have a 
technical capability. A report, in May of this year, 
by an Irish Times journalist stated that the PIRA 
not only have a technological capability, but have 
purposely developed it to provide them with a 
'hacker' capability. The question that was not 
answered at that time is why they had developed 
this capability. They are an IT-conscious grouping, 
and have demonstrated their effective use of the 
electronic medium with an active presence on the 
Internet of the online journal An Phoblacht and 
with the 'Sinn Fein' home pages. The attached 
extracts from the 'Sinn Fein' home page show the 
professionalism that has gone into the production 
of the online presence and were a cause of embar 
rassment to the British Government last year. It 
should be noted that all of the information con 
tained can be obtained by observation and from 
'open source' material. The embarrassment factor 
was that the voice piece of the IRA had published 
such a comprehensive and well-collated set of 
details and that it had been in circulation for at 
least two years. It is still available on the Internet 
today.

The extent to whch the Internet has been used 
by subversive organisations for other activities, 
such as the passage of information, intelligence 
gathering or money laundering is not known as 
there has been little or no effort made to deter 
mine either the criminal or terrorist uses of the 
technology. However, the two techniques des 
cribed below are common knowledge to the com 
puter community and are in regular use by hackers 
and other groups. Both have a tremendous poten 
tial for illicit use. The availability of these tools and 
techniques and the motivation to use them, com 
bine to create a serious potential threat for the 
future.

Steganography
The first technique/tool is Steganography. This is 
the term which is commonly used to describe the
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hiding of information on magnetic media. The 
data may be hidden in a text or a graphic file or 
may be hidden in unused areas of the disk. As an 
example of this, the graphic file for the picture on 
the right below contains a hidden file. The data 
that had been hidden in this picture is in fact the 
total text of this article. The original and the 
altered images are reproduced below to give some 
idea of the quantity of data that can be concealed 
within an image with little or no distortion of the 
picture (Figure 2).

Encryption
The next technique is encryption. Since the release 
of the Pretty Good Privacy (PGP) software by Phil 
Zimmerman, on to the Internet, the availability of 
high-grade Public Key encryption to the general 
public has become a reality. It is now possible to 
transmit messages •with the certainty that, if a key 
of sufficient length is used, it will, to all intents 
and purposes, be irretrievable to anyone who does 
not have the key to decrypt it. In the past this 
strength of encryption was the preserve of govern 
ments, who could afford the research to generate 
high level encryption algorithms and control their 
distribution. However, since the release of PGP 
software, the use of higher grade encryption is 
available to all. It is widely used within the com 
puter community for a variety of reasons. Hackers, 
other criminal elements and a number of Non-

Government Organisations now use PGP as a 
matter of course to protect their data and messages 
from being read, even if they are intercepted. 
Legitimate organisations use PGP in order to 
verify the authenticity of material distributed in 
electronic form. The most recent form that 
encryption of communications has taken is a utility 
called PGP123, which can be used to encrypt digi 
tised telephone conversations which it is now 
possible to make over the Internet. The potential 
for the illicit use of this capability is huge. Not 
only does it provide the potential for the secure 
encryption of live voice conversations, but it allows 
them to be made with total anonymity with no 
possibility of the communications being traced in 
real time.

With very little imagination it can be realised 
that the burden on a law enforcement agency to 
deal with the problem is huge. Even given that 
they have a suspect and can collect the relevant 
data from the computers, they are unlikely to have 
access to the resources that would be required to 
read the data. While, in a court of law, it can be 
inferred that because a person will not reveal the 
contents of the files on a computer, that they have 
something to hide, proving that this is connected 
to the crime for which they have been arrested is a 
different matter.

With these techniques available to anyone who 
•would wish to use them, the potential is available 
for illicit and anonymous communication, which is

Concealed data

File Size = 59.198Kb 
This picture is the original

File Size = 59.198Kb
This picture has had the entire text of
this paper concealed within the file.
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same time both difficult to detect and 
ble to control. When this is coupled with 
iity to attack from a distance, route that 
hrough several different countries or even 
nts, then the potential to use modern tech- 
for criminal or terrorist purposes is clear.

FUSION
me scenario has been taken from a large 
r of potential candidates. The arguments 
i the example above are based around a 
n specific to the UK, but consider the situa- 
i Colombia, with the vast resources available 
cartels, or in Bosnia, with the conflict and 
Iity that pertains there, or in the former 
Union, with the economic instability and 
forcement problems that exist there, and it 
: seen that the potential for scenarios in 
the extortion of money and favour exists in 
hese areas.
:n all of the above, the potential for the
on of money from businesses and of conces-
from governments through attacks on the
>nic environment by both nation states and
ation state players is now feasible and can be
:ed to occur. The difficulties will be for gov-
:nts, law enforcement agencies and for the
:ss community to determine how they will
nth the situation when it does occur.
he damage that could be inflicted on both the
ess community and the national infrastruc-
s to be minimised, then concerted and coher-
:tion must be taken. This action will need to
)lace at three levels.
the international level, agreements will have
created to allow law enforcement agencies to
attackers. This may need to take the equiva-

of 'hot pursuit' through cyberspace. Such an
merit, while it would be difficult to broker,
Id be essential in this environment where
>nal borders have no meaning and are not con-
sd and attackers would be quick to exploit
e countries that were not signatories to the
ement.
t the national level, there is a need for action to 
lement the provision of an infrastructure for 
collection and dissemination of information on 
current levels and types of threats and as a

trusted focus for the provision of countermeasures 
that can be utilised to defend against attacks.

At the business level, there would have to be an 
investment in instituting countermeasures to 
defend the business process against individual elec 
tronic attacks. There would also have to be a will 
ingness on the behalf of business to share 
information, in real time, on attacks that they are 
suffering, in order to alert other organisations to 
the techniques being used and to allow the other 
organisations to protect themselves.

There is no doubt that any international action 
will be difficult to negotiate and from past experi 
ence, will take a long time to ratify. Action at a 
national level should be easier to achieve, but 
would be costly, as it would necessitate the crea 
tion of a national organisation with the ability to 
coordinate the collection and dissemination of the 
relevant information.

At the business level, there would be a cost in 
improving the security and survivability of systems 
that were identified as critical to the well being of 
an organisation, but more importantly, there 
would have to be a culture change in order to 
achieve a situation where organisations were will 
ing to admit that they had been adversely affected 
by an attack.

As a final comment on the respective costs, 
there must be, both nationally and at individual 
business level, a cost/benefit analysis carried out to 
demonstrate that the cost of the required infra 
structure and countermeasures are less than that of 
one successful attack, in terms of financial cost, 
confidence and political embarrassment.
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Chapter 3 _________

The Global and Nation-State 
Information Infrastructures: 
Backbone or Achilles'

Power always has to be kept in check; power exercised in secret, especially 
under the cloak of national security, is doubly dangerous.

 William Proxmire

This chapter reviews the global information infrastructure (Gil), its history, 
and its impact on government agencies and businesses vis-a-vis industrial and 
economic espionage, techno-terrorism, and military information warfare (IW). 
Individual elements comprising the critical portion of the integrated informa 
tion infrastructure (III) (i.e., telecommunications; electrical power systems; gas 
and oil production, storage, and transportation; banking and finance; trans 
portation; water supply systems; emergency systems; and continuity of gov 
ernment services) are addressed. Discussions include an overview of -what 
governments, businesses, and others are doing to protect, or take advantage 
of, our vulnerabilities. Also discussed are the related information infrastruc 
tures, (i.e., Nil, DII, MEII, III, MEDII, and RII).

What Is the Global Information Infrastructure?
The term global information infrastructure (Gil) conjures up an image of a 
grand edifice that has been considered and constructed to meet the needs of 
the world and humanity. If we look at the individual words, "global" means 
all encompassing or worldwide, "information" is the all-encompassing word for 
data that has meaning, and "infrastructure" means the underlying foundation or
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basic framework of a system or organization — all of which would tend to 
support the image. However, if we look at what is actually meant when people 
use the term, what they are really trying to highlight are the systems and 
networks that have become increasingly essential to the well-being and devel 
opment of all aspects of life. We have now all come to accept this connected 
world in which we live where we can instantly communicate with anyone, 
anywhere in the world, at will and at an affordable cost. We have access to more 
information than we could ever have imagined in the past, and our lives are 
enriched and improved by the technologies being developed and used.

The realization that there might be such an entity is relatively new and 
has only been spoken of for about a decade, but there had been an under 
standing prior to this period that there was an increasing dependence by 
society on things that we no longer fully understood. To put this in perspective, 
30 or 40 years ago, the electricity you used was provided by the local or 
regional power company. The water you used was also provided from local 
resources, and the telephone operator who connected your long-distance calls 
was probably someone that you knew if you lived in a rural environment. If 
the electricity supply failed, it was a local issue; and despite the fact that it 
might be inconvenient and cause local problems, the source of the failure 
was certainly within a well-defined and understood scope (the boundary of 
the system). As these systems became more sophisticated, we started to replace 
the people who controlled these systems with computers, which were cheaper 
and more efficient. Then we started to get really clever and discovered a way 
to be able to trade our surplus capacity with our neighbors and we began to 
connect our systems with their systems to allow the two-way flow of infor 
mation and power. All of this was essential to keep pace, economically, with 
the growing demands of the populace and to remain competitive by being 
able to meet the fluctuating demands without the need to increase production 
capacity to meet the peaks of demand. The more aware people put security 
measures in place to protect their systems and had to trust that the people 
they conducted business with had done the same. What has in fact happened 
as a result of this is that we now have an infrastructure that underpins 
businesses, governments, and global trade that we do not fully understand.

The paper entitled "Living in the Information Society," states that:

The world economy of the 21st century will not be possible without inte 
gration in the Gil. For developing countries, projects funded by MDBs 
(multilateral development banks) can make that integration a reality. For 
example, farmers can connect in real-time with agricultural experts at the 
U.S. Department of Agriculture, or anywhere around the world 1

This paper provides insight into one of the potential benefits of the Gil that 
span national boundaries and the government/industry divide. It shows the 
possibility for the improvement of life in the developing world being delivered 
in a cost-effective way from an organization that has the required knowledge 
in one country, to the farmers who need it in another country, while being 
funded by the development banks in possibly multiple countries.
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Some Definitions of Common Terms
As might be expected with something as vast and all encompassing as the 
global information infrastructure, there are numerous terms that relate to its 
elements and constituent parts that are in common use and, unfortunately, 
misuse. The terms in most common usage include Nil, III, DII, MEII, MEDII, 
and RII; and to understand the perspective in which they are commonly used, 
they are denned below.

Gil — Global Information Infrastructure
For every country, august body, and organization, there is a definition of what 
constitutes the Gil. While they vary to cater to the cultural and environmental 
issues, they all identify or allude to a number of common factors. The elements 
of the Gil most commonly referred to are:

The convergence of technologies
Communications
Information technology
Information
People

Several different definitions of the Gil, providing insight into the differing 
perspectives of the infrastructure of government, industry, and international 
bodies, some of which date back to 1994, are given below.

The former U.S. Vice President, Al Gore, at the First World Telecommuni 
cations Development Conference in Buenos Aires in 1994, gave the United 
States' vision for the Gil with the words:

Let us build a global community in which the people of neighboring 
countries view each other not as potential enemies, but as potential 
partners, as members of the same family in the vast, increasingly inter 
connected human family 2

This very early and generalist description captures, in part, the essence of the 
potential of what the nascent Gil should be. It identifies the need for both 
connectivity and international collaboration.

The U.S. National Institute of Science and Technology (NIST) describe the 
Gil as:

Governments around the globe have come to recognize that the telecom 
munications, information services, and information technology sectors 
are not only dynamic growth sectors themselves, but are also engines 
for the development and economic growth through the economy.... The 
United States is but one of many countries currently pursuing national 
initiatives to capture the promise of the Information Revolution. Our 
initiative shares with others an important, common objective: to ensure
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that the full potential benefits of advances in information and telecom 
munications technologies are realized for all citizens.

The Gil is an outgrowth of that perspective, a vehicle for expanding 
the scope of these benefits on a global scale. By interconnecting local, 
national, regional, and global networks, the Gil can increase economic 
growth, create jobs, and improve infrastructures. Taken as a whole, this 
worldwide "network of networks" will create a global information mar 
ketplace, encouraging broad-based social discourse within and amongst 
all countries.3

This definition by the NIST is probably one of the most comprehensive and 
all-encompassing and captures not only the technological aspects, but also 
the environmental changes that will be required and the potential benefits 
that humanity should gain.

The Gil is described by the International Standards Organization (ISO) as 
an infrastructure that is capable of supporting the development or the imple 
mentation and interoperability of information services and applications that 
currently exist, or may do so in the future, through information technology, 
telecommunications, consumer electronics, and also the content provision 
industries.

It identifies that "The infrastructure consists of interactive, broadcast, and 
other multimedia delivery mechanisms coupled with capabilities for individuals 
to securely share, use and manage information, anytime and anywhere, at 
acceptable cost, quality, level of security, and privacy protection"4 This ISO 
definition deals primarily with the technology convergence aspects of the Gil 
but, as it deals with standards, does not address the socio-political aspects.

The Computer Systems Policy Project (CSPP), which represents a significant 
part of the IT industry, describes the Gil as "more than a network of networks," 
and explains that the Gil is a worldwide collection of connected systems that 
integrate five components described as essential and identified as:5

• Communications networks, which would include fixed telephone networks 
and cellular, cable, and satellite networks

• Equipments used for the provision of information, which will include 
computers, televisions, radios, and telephones

• Information resources, which will include educational, medical, entertain 
ment, and commercial programs, and databases

• Applications, such as those used for telemedicine, electronic commerce, 
and digital libraries

• People

Strangely for an organization such as the CSPP, while the main thrust of the 
definition refers to the individual technologies and their convergence, there 
is also recognition of the importance of people in the GIL

It is noteworthy that while the technologies have developed tremendously 
during the period from which these definitions have been taken, the over 
arching vision that they portray has remained remarkably consistent.
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The Gil gives the potential for huge benefit and future development and 
in doing so also gives an attacker, potentially, all of the facilities, applications, 
and access he or she will need to conduct an attack at the very root of the 
infrastructure on which we now rely so heavily.

Nil — National Information Infrastructure
The national information infrastructure (Nil) is the set of information systems 
and networks on which a nation depends to function. The Nil consists of 
more than the physical structures and elements used to transmit, store, process, 
or display data, images, or voice. As technologies develop, the Nil encom 
passes an ever-increasing range of devices such as cameras, flatbed scanners, 
bar-code readers, magnetic strip readers, compact disks, DVDs, computers, 
video tapes, wireless local area networks (LANs), infrared communications, 
cable networks, satellite systems, television and set-top Internet devices, digital 
video recorders, microwave links, mobile telephones and Wireless Application 
Protocol (WAP) devices, short message system (SMS), and an endlessly increas 
ing set of developing technologies.

To date, at least 53 countries, including the United States, Canada, most 
European countries, a number of African and South American countries, and 
a large proportion of the countries around the Pacific Rim, have identified 
that they have Nils. All have started to study how they can maximize the 
benefits of their infrastructures, while at the same time making them safe, 
secure, and reliable.

A 1996 U.S. Department of Defense (DoD) report6 identified that the United 
States' Nil was vulnerable, in that it had not been designed for resiliency and 
to facilitate repair and that it was unable to fully depend on the public switched 
network.

It is notable that the DoD has identified that one of the problems with the 
U.S. Nil is that it was not "designed" to achieve one of the major requirements 
of a system — availability — in that it cannot guarantee that there will be 
accessibility when required.

/// — Integrated Information Infrastructure
In a paper by the International Telecommunications Union, which is based 
in Geneva, Switzerland, it was identified that there was no single existing 
definition for the nascent III.7 The paper postulated three alternative definitions 
for an III; but unsurprisingly, given the source of the definitions, they are all 
concerned with networks and the media. The first of the offered definitions 
is for a high-performance computer network. This infrastructure would facil 
itate high-speed data access and retrieval. The definition postulates that the 
Internet might be a precursor to the III.

The paper continues along this line of argument with the proposal that if 
the Internet could successfully be extended from the academic and scientific 
research communities and then supported to satisfy a broader commercial
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marketplace while maintaining the openness and innovation that had been 
fundamental to the success of the Internet, then the Internet could form the 
basis for future network development.

The second model put forward was that of a multimedia network for which 
the primary use would be conveying data streams that might consist of data, 
text, video, or voice. In this definition, many of the potential applications 
were considered to likely arise from the entertainment, education, health care, 
and business markets.

The third potential definition put forward is as a medium for interactive 
television, in which a smart television set or equipment, rather than a PC or 
a videophone, is the main communications channel. The different technolog 
ical solutions envisaged were considered to be of help to consumers in coping 
with the plethora of new television channels, video-on-demand, home shop 
ping, and other services. Teenagers playing video games could be using the 
network alongside multinational corporations holding videoconferences.7

Because this definition is from the telecommunications sector and deals 
with the concept of an integrated infrastructure, it is not surprising that this 
definition deals with the technologies and their convergence.

Dll — Defense Information Infrastructure
It is perhaps most appropriate to use the U.S. Department of Defense's (U.S. 
DoD's) own definition of the DII to explain the concept that has been accepted 
in most countries around the world:8

The DII is a seamless Web of communications networks, computers, 
software, databases, applications, data, and other capabilities that meets 
the information processing and transport needs ofDoD users in peace 
and in all crises, conflict, humanitarian support, and wartime roles. It 
includes:

• The physical facilities used to collect, distribute, store, process, 
and display voice, data, and imagery;

• The applications and data engineering practices (tools, methods, 
and processes) to build and maintain the software that allow C2 
(command and control), Intelligence, and Mission Support users 
to access and manipulate, organize, and digest proliferating quan 
tities of information;

• The standards and protocols that facilitate interconnection and 
interoperation among networks and systems and that provide 
security for the information carried; and

• The people and assets which provide the integrating design, man 
agement and operation of the DII, develop the applications and 
services, construct the facilities, and train others in DII capabilities 
and use.

The DII is required to provide information services and products for the 
DoD Services and Agencies. The current DII consists of many elements, with
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each of these elements being connected, much like the pieces of a puzzle. 
However, similar to a puzzle, the DII is not complete without every piece in 
place. No single element is meaningful when it is separated from the rest, 
and a single missing element could impact the entire picture.

The DII definition above acknowledges the importance of a full range of 
aspects of an infrastructure and, interestingly, also recognizes the importance 
of standards and protocols.

As the DII will form a subset of the Nil and Gil, it will inherit the benefits 
that are to be gained from the development of the technologies and the 
bandwidth and redundancy that the scale of the overall potential structure 
generates. In doing so, the very infrastructure that will be relied on to protect 
the nation will, at the same time, be vulnerable to attack through the same 
medium.

MEII — Minimum Essential Information Infrastructure
The MEII is the minimum subset of the Nil and describes the smallest subset 
of the Nil that would be required to maintain the effective working of a 
nation. The description given in the Information Systems Trustworthiness 
Interim Report by the Committee on Information Systems Trustworthiness of 
the National Academy of Sciences, Washington, D.C., in 1997 provides a good 
discussion of the complexity of the problem of deciding what elements of the 
infrastructure will be essential and in what context.9

The report proposed the notion of a "minimum essential information 
infrastructure" (MEII) as an alternative to hardening the entire Nil to provide 
a communications infrastructure for implementing trustworthy systems. The 
concept deals, in a large part, with the availability dimension of trustworthiness. 
As a subset of the Nil, the MEII would have to retain sufficient capability to 
permit essential services to continue despite failures and attacks. But "mini 
mum" and "essential" are not consistent across the wide range of areas that 
might rely on the infrastructure. What constitutes "essential" will depend on 
the context. Losing one of the utilities (e.g., water or power) for a day in one 
city is inconvenient but tolerable, but the loss of such a utility for a week 
would be unacceptable. The loss of the same utility to a state or entire country 
for even a short period of time, perhaps minutes or hours, would also be 
unacceptable. What constitutes "minimum" also depends on context: a hospital 
has a different minimum infrastructure that it needs for work during a normal 
period (e.g., patient health records, billing and insurance records) than it does 
during a civil disaster. Finally, the facilities that should be provided by the 
MEII are dependent on the role of the organization: the police and the military 
may not require confidentiality in their communications when dealing with 
the effects of a civil disaster but would in day-to-day operations.

It is clear from the report that a single monolithic MEII would probably 
not be desirable or achievable because the needs of the different elements of 
the infrastructure are too varied. As an example of this, for a national govern 
ment, the "elements of the infrastructure," might consist of communications and
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information needs of the national government to interact with the military and 
local governments, to coordinate civil responses to natural disasters, and to 
direct law enforcement against internal threats, terrorists, and organized crime. 
This may include the infrastructure required to rapidly communicate national 
issues to the public. Current examples include national radio and television 
networks (both broadcast and cable) and the national emergency broadcast 
program and national newspapers.

For a military example where, in the simplest of terms, the military has 
the task of mounting and conducting operations, whether they are of aid to 
the civil community or warfighting, the MEII might consist of the short-term 
strategic and tactical communications and information management needs of 
the armed forces, as required, to operate national defense systems, gather 
intelligence, and move logistics and troops.

Other areas that will have an identified MEII include the power and 
telecommunications services, which will require communications to operate 
electric power distribution grids and the public switched telephone network, 
albeit possibly at a reduced level to allow power for the civil community and 
non-military communication. In addition, the economy will require power and 
communications to operate public and private banking systems, stock 
exchanges, and other economic institutions, as well as shops, markets, and 
other essential mercantile infrastructure.

Non-government agencies and voluntary organizations such as the Red 
Cross, hospitals, and ambulance services, will require power, water, and 
communications and will have information management needs. Finally, trans 
portation and logistics will require power and a communications infrastructure 
to manage air traffic, control rail traffic, and the road infrastructure traffic 
control for vehicular traffic to maintain the movement of people and goods. 9

MEDII — Minimum Essential Defense Information Infrastructure
This term has, to date, only been used by the U.K. Ministry of Defence (MoD) 
to define the subset of the MEII that is essential to defense being able to carry 
out its role. 10

Rll — Regional Information Infrastructure
A regional information infrastructure (RII) will consist of a subset or a super 
set of an NIL The RII will be identified as a result of common cultural, 
commercial, or geographic needs. It may come into being in a part of a 
country or in several countries in the same area. The RII is, perhaps, most 
comprehensively described by an Australian Group, Deep Thought Informatics, 
as:

A community ideal, or vision, in terms of a technological strategy. 
Technical architectures stemming from the requirements represent a 
repository of solution patterns which can be re-used and evolved.
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In the RII concept postulated by Deep Thought Informatics, it is argued 
that the concept of "community" is one potential response to global and local 
issues. The paper goes on to explore the concept that with such an information 
infrastructure in place, physical communities would have the potential tc 
develop. From this, communities would potentially evolve from individuals 
and other small groups. The RIIs would eventually support the developmenl 
of agriculture, trade, local government, environmental monitoring, the delivery 
of health and education, and social and cultural activities.

The group identifies the most significant features of an RII as:

• Being knowledge based rather than technology based
• Supporting a geographic region
• Being based on interactive rather than mono-directional communications
• Ubiquitous and closely integrated into the community rather than elitist II 

centers
• Encouraging the sharing of information between different disciplines withir 

a geographical area

The paper goes on to identify that, if correctly implemented, an RII couk 
provide a means to facilitate, on a local basis, the interaction between thos< 
concerns that affect the environment, the economy, and society and encourag< 
potentially more effective, sustainable, and relevant social structures. 11

There is a noticeable difference in the definition of the RII from othe 
information infrastructures (Us). The RII definition is generated from a differen 
starting point to all of the other definitions given above. All of the other II; 
are based on the founding pillar of the nation-state, whereas the RII is basec 
on environmental, cultural, commercial, or social foundations.

The Relationships between the Infrastructures
With the recognition that there is a Gil has come a rash of terms to describ 
elements comprising it. If we accept that there is a Gil that spans the worl< 
and covers all aspects of our lives, then it is not too difficult to understam 
that there will be national information infrastructures (Nils). While no singl 
country, or group of countries, can own the Gil, an Nil is under the contro 
protection, and authority of one government. If we accept that there are Nils 
then it does not stretch the imagination too far for us to understand that som 
elements of this Nil will be essential to the well-being of the nation-state an 
this, therefore, can be termed the critical national infrastructure (CNI). I 
addition to this, there will be other purpose-specific infrastructures, such a 
the one for defense (the DII) and other cultural, social, geographic, c 
environmental RIIs. While we can look at these in isolation, they are all pa: 
of the Gil. Are you confused yet? Imagine having the job of identifying thos 
elements that comprise an information infrastructure on which your organ 
zation or nation depends. One thing is for certain: the information infrastructur 
on which a nation-state depends will be a prime target of the adversary i
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Exhibit 1. Infrastructure Relationships

the event of information warfare. In fact, it already is. Exhibit 1 illustrates the 
relationship of the different infrastructures to each other.

Connectivity: An Example
Take a look at an example at the lowest level. You are in business and run 
a warehouse. For the stock in the warehouse, you have stock control com 
puters that tell you what you have in stock and where it is stored. If you are 
very lucky (and can avoid pilfering, spoilage, and mislabeling), it will be 
reasonably accurate.

However, the goods are of no use if they are in the warehouse, so you 
must have a distribution system for the goods that leave the warehouse. It is 
sensible to connect the two systems so that as goods are loaded for dispatch, 
the warehouse stock holding is modified at the same time (think of the benefit 
of only entering the data once). However, your business is quite large and 
you need to move some of the stores by air and some by sea. To do this, air 
waybills and bills of lading must be produced; thus, it is sensible and efficient 
to connect your distribution system to the air carrier's system and the sea 
shipping company. This makes the whole movement of the goods more 
efficient and allows you to track them through their journey.

The air carrier, in providing a cost-effective service, does not run its own 
system for the production of air waybills, but in fact shares a system with all 
the major airlines. The sea shipping company has adopted a similar approach 
and employs a shipping agent in the local port who deals with a number of 
carriers and its system is connected to a number of shipping line systems.

This is the way business is actually conducted and is a very simplified 
example. The outcome of this is that an almost infinite number of people, of 
whom you as the owner of a warehouse system have no knowledge, are
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connected to your warehouse stock control system. When, as the owner of 
the warehouse, you started to connect your stock control system to your 
distribution system, you did not have any concept of the eventual outcome. 

Now imagine that you are a government and are trying to identify all of 
the systems that are critical to the national well-being (the easiest part of the 
job) and the systems to which they, in turn, are connected or are dependent on.

What Are the Origins of the Gil?
The Gil is not a single entity and has no single root in history. In reality, it 
is still in the early stages of development and, as described in the previous 
paragraphs, is actually the sum of many things, with the terms used to describe 
it meaning different things to the different groups involved. In addition, it was 
not planned and is not structured. As mentioned, the Gil owes its existence, 
in part, to the small community, regional, or organizational systems that were 
initially developed to meet local needs. If we look for some of the elements 
that have combined to make up the Gil, then we must look at the introduction 
of radio, telecommunications, satellite communications, television, computer 
networks, and a host of other technologies. If we look at more recent history, 
then we have to include the development of the Internet from:

• The 1967 development of the first packet-switched network at the National 
Physical Laboratory in Middlesex in the United Kingdom,

• To the 1969 introduction of the ARPANET,
• To the 1970 development of ALOHAnet in Hawaii of the first packet radio 

network,
• To the 1973 introduction of the first international connection to ARPANET,
• Through to the 1991 introduction of the World Wide Web

as significant points in the evolution of the GIL
The last five years, in particular, have seen a shift in the use of the Internet. 

With maturity and an increasing accessibility by the public has come the 
commercialization of its use. Today we have E-commerce, the electronic 
shopping mall, and E-business, enabling the use of the infrastructure for 
businesses to communicate and conduct business 24 hours a day, and M-com- 
merce, providing the ability to carry out commerce on the move such as 
buying an airline ticket from your mobile phone. While it is true to say that 
commerce has grasped the new opportunity, it has not yet fully embraced it 
and the next few years will see significant further development. The late 1990s 
and early 2000s saw the advent of the dot.com (or, in many cases, the 
dot.bomb), where entrepreneurs have attempted to change the buying habits 
of the public. To date, none of these have achieved a significant profit and 
there have been many high-profile failures. The main reasons for this have 
been the lack of confidence by the buying public in the safety of online 
monetary transactions, the credibility of the companies that are offering the 
products, and a lack of awareness by the buying public, the element of which
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Exhibit 2. Internet Usage Numbers from 1993 to 2000

has the greatest disposable income, being computer illiterate. As more of the 
established and trusted "bricks-and-mortar" companies increase their Web pres 
ence, as the public becomes more confident in online trading, and as the spending 
power of the "computer generation" increases, this situation will improve.

If we view the Gil through the Internet, the element that is most visible 
and to which most of society has access, then we can get an impression of 
the rate of change that is taking place.

From its historically very recent origins and the initial limited vision of its 
potential, the Internet has developed and migrated in a number of notable 
ways. The growth in the number of users has been described as exponential 
by a number of authors and this may be true. It is certainly true that the 
growth, by any description, has been phenomenal. When describing the time 
taken to develop new technologies or businesses, it is now common parlance 
to refer to "Internet time" to describe the speed that must be achieved from 
concept to delivery to remain competitive in today's electronic marketplace. 
Exhibit 2 gives some indication of how rapidly the Internet has grown.

That part of the global population that has English as its first language 
tends to think that the language of computing and the Internet is exclusively 
English. However, Exhibit 3 reminds us that more than half of the users, and 
the information that is available, on the Internet may be in another language. 
It is of interest to note that the number and quality of language translation 
applications has dramatically increased in the past few years. Examples of 
some of the more commonly used applications are Babelfish (http://babelfish. 
altavista.com), CyberTrans (http://lexica.epiuse.co.za/CyberTrans.html), Free- 
translate (http-.//www.freetranslation.com/default.htm), and ajeeb ((Arabic- 
English) http://tarjim.ajeeb.com/ajeeb).

In its early days, the Internet was the preserve of academia and the military, 
but this has now changed to the point where the military has less than a one 
percent stake in the infrastructure, and academia has a minority stake with 
less than ten percent (see Exhibit 4). The major single user group is now the 
commercial sector, with a stake of nearly 50 percent.

Any view of Internet usage would be incomplete without a breakdown of 
the demographics (see Exhibit 5). It is significant, but not surprising, that the
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highest percentage of Internet use is in the younger age groups, but it is 
worth noting that it will be the parents, one of the groups that have a lower 
rate of usage, who have purchased the computers that are being used. This 
is probably the first generation where the elders will be taught and guided 
by their juniors.

How the Gil Has Developed: Technology Convergence
The convergence of technology can be seen in a large number of developments 
over the years. In the 1970s, we heard integrated services digital networks 
(ISDNs) mentioned; then in the 1980s, we were introduced to the concept of 
fiber-optic cables to give a huge increase in the bandwidth that was available. 
In the 1990s, we saw the introduction of the advanced digital subscriber line 
(ADSL), the Internet TV, voice-over-IP, digital TV channels, streaming video, 
the mobile telephone, the Wireless Application Protocol (WAP), and a host of 
other developments.

Over the past three decades, we have seen the convergence of industries 
and technologies that have delivered telecommunications, the media in all of 
its forms and information. This has led to the integration of networks that 
were previously used to separately deliver voice, TV, video, and data to the 
point where today, all of the transmission mediums are used to deliver a 
range of services. The current decade will see the rate at which information
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Exhibit 5. Demographics of Internet Usage

is delivered to the user — whether a government, a commercial organization, 
an academic institute, a service, or an individual — increase dramatically. It 
will see the available types of information expand to meet the new demands
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being generated and the quality, speed of gathering, processing, fusing, 
presentation, and suitability of the information will be improved.

While this period has seen technologies develop and converge, the past 
few years have witnessed the growing importance to the global economy of 
the information itself. The increasing volumes of information available, together 
with its accessibility, have started to change the balance of control toward a 
truly democratic environment. Unfortunately, as with all developments, there 
is the chance of misuse and abuse of the potential, as well as benefit. The 
potential to use the global reach of the information infrastructure to commu 
nicate with like-minded individuals and groups, in conjunction with the avail 
ability of the means to do so, is already causing significant social change. This 
will continue at an increasing rate as the technologies and capabilities mature.

Criticality of the Gil
The United States was the first country to publicly identify that it has a "critical 
national infrastructure" (CNI); this is not surprising because it is also the 
country that is most dependent on it. What is difficult to determine is whether 
the CNI is different to the MEII, or whether, in the minds of those responsible, 
these terms are interchangeable. There is evidence that other countries, includ 
ing the United Kingdom and Sweden, have now also agreed that they have 
CNIs, but the overwhelming evidence is that none of them can identify what 
these infrastructures really consist of or what the dependencies and interde- 
pendencies are. In this international world with multinational companies, it 
is common for the companies that are running critical elements of a nation's 
infrastructure to be owned and controlled by foreigners. There is also further 
confusion caused by the difficulty in identifying what is critical to the well- 
being of a nation and what is essential to the commercial sector.

Work is currently underway in a number of countries to identify not only 
those elements that comprise the CNIs, but also to determine ways and means 
of measuring the criticality of systems. Once this work has been further 
developed, work will begin on identifying measures that can be taken to 
either protect these systems or make them less critical, for example, by building 
alternative systems that provide diversity and redundancy.

The response in the United States to the recognition of the CNI was the 
establishment, in February 1998, of the National Infrastructure Protection 
Office, known as the National Infrastructure Protection Center (NIPC), which 
describes its role as an organization that serves as a national critical infra 
structure (note that the critical national infrastructure is referred to here as 
the national critical infrastructure — so much for consistency) threat assess 
ment, warning, vulnerability, and law enforcement investigation and respond 
ing entity. The NIPC provides timely warning of international threats, 
comprehensive analysis and law enforcement investigation and response 12

The response in the United Kingdom was the establishment of the National 
Infrastructure Security Coordination Centre (NISCC). The role of the NISCC is 
more conservative than that of the US NIPC but with the task of achieving
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the protection of the CNI against electronic attack. As with the NIPC, the 
NISCC is a multi-agency and multi-organizational effort. However, in the case 
of the NISCC, there is no grand establishment; it remains a virtual organization. 
The establishment of the NISCC in December 1999 was announced by the 
Right Honourable Tom King, MP, in the U.K. Intelligence and Security Com 
mittee Annual Report for 1999-200013 as:

A single point access to the Government's Critical National Infrastructure 
Protection (CNIP) arrangements. The NISCC, which is largely resourced 
by the existing Security Service and CESG baselines, acts as an umbrella 
organization coordinating relevant activities in several departments and 
Agencies, including the Security Service, CESG, Cabinet Office, Home 
Office, MoD, DERA, DTI, and the Police.

The report goes on to describe one of the main activities of the NISCC to be to 
issue alerts and warnings about security incidents and vulnerabilities. These were 
to be initially for use within the United Kingdom, and after this, for use by a 
wider community and to other international organizations, by means of a scheme 
that is known as the Unified Incident Reporting and Alert Scheme (UNIRAS).

The report went on to describe that while the U.K. Intelligence and Security 
Committee had not taken evidence that related to IW during this year 
(1999—2000), it did investigate the way in which the Critical National Infra 
structure and Government had responded to the Love Letter virus. It is 
interesting that the report notes that the committee expressed disappointment 
that a warning was not sent out until 12:45 p.m. on May 4. It noted that the 
government, in the form of the House of Commons, received a warning on the 
virus at 10:33 a.m. It also noted that by that time the virus had infected a large 
number of the government's computer systems, the effect of this delay in issuing 
warnings was that the United States did not receive a warning of the virus before 
the U.S. departments had started work. From this it can be seen that the British 
government, as early as 1999, was conscious that the response to incidents had 
to be improved and also that the global nature of the problem would allow 
nations to assist each other by exploiting the different time zones.

The approach adopted in the United Kingdom is similar to that taken in 
the United States.

The aim of the NISCC is to co-ordinate activities in support of the govern 
ment's objective to achieve an effective level of protection from electronic 
attacks against critical systems within the United Kingdom. As with the United 
States, this task requires effective partnerships with the owners of the infra 
structure (non-government owned) and an exchange of information, particu 
larly of material relating to threats. This in itself poses a problem for 
government because it will potentially involve the dissemination of sensitive 
information on threats to organizations that may not be owned by the gov 
ernments, nationals.

It is worthy to note that, in the second paragraph of the quote above, the 
concept of timely passage of warnings on potential problems, from government 
to government, has been identified as important. This type of cooperation 
will be essential if the Gil is to be used to its full potential.
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In addition to the top-down approach of the central authorities, populated 
by members of law enforcement and security organizations, a bottom-up 
approach of raising awareness of the importance of information security in 
general is expected to encourage the development of good commercial security 
products and sensible security procedures within government, academia, and 
the civil community. This two-level approach will be essential if the CNI is 
to achieve a more survivable and secure status.

Within the United Kingdom, other initiatives have been taken to improve 
the general standards that have been applied to the security of information 
systems. This has been spearheaded in the civil sector by the development 
of the British Standard BS 7799, Information Security Management, which has 
been adopted, in modified form, as an international security standard by the 
International Standards Organization Standard (ISO) 17799.

In the defense arena, one initiative that has been adopted is the domain 
approach to security that was pioneered at the Defense Evaluation and 
Research Agency (DERA) now known as QinetiQ. This approach provides a 
methodology for determining, in a system, where security measures can most 
effectively be deployed.

In addition, within the United Kingdom, many of the sectors of society 
have combined for the common good with the creation of the Information 
Assurance Advisory Council (LAAC). This is a "think tank" that includes 
representatives from government agencies, the telecommunications and com 
puter industries, and the research community. LAAC defines its role as:

The provision of objective research and analysis into the strategic policy 
implications of protecting critical information infrastructures. The LAAC 
is a global centre of excellence and provides a forum for development 
of international as well as national policies. 14

These initiatives will, in due course, ensure that the U.K. networks and systems 
will be better protected against electronic attack. This will include an early 
indication and warning of potential and actual attacks, and together with the 
dissemination of actions that can be taken to mitigate or minimize the effects 
of an attack and the response arrangements, should help counter any attacks 
that do occur.

The U.K. government is keen to create the electronic infrastructure of the 
island nation as a safe and desirable place to conduct electronic business. As 
businesses move toward the E-economy, with this ambition in mind, the business 
case for security is easy to make because it becomes clear that security is vital 
to successful transactions in the new environment. Furthermore, the U.K. concepts 
and processes can be adapted and adopted by other nation-states.

Why Has the Gil Developed in the Way That It Has?
The Gil has evolved to where it is today, partially as a result of the drive by 
all the interested parties to make a better environment in which to operate 
and partially as a result of the growing availability of technologies that will
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enable it. The global economy, the digital revolution, and the development 
in telecommunications, together with the developments in the Internet, -.,,, 
all having a profound effect on society, especially in the developing nation. 
As a result, communities, regional economies, and social groupings an- ,,,, 
becoming increasingly interdependent. The availability of these technolo;/// 
is providing the means to increase the rate of economic development ;<( ,, ( 
education and to significantly reduce the poverty and lack of access <,, 
education that currently affects a huge proportion of the global populate,, 
The potential of the Gil in the developing world was expressed at a confer* -r^ , 
in South Africa15 where the country's president, President Mbeki stated:

The information and communications revolution offers even more pow 
erful and enhanced capabilities, affecting and transforming patterns 6/ 
work, education and health delivery, entertainment, public opinion and 
so on.

Real and Potential Benefits of the Gil
The development of the Gil is, effectively, the result of the potential rek^/./,
by the advancement and convergence of technologies that has been taktr,
in a number of areas. Probably, and understandably, the first area to
and make use of the new potential was the academic arena. The
for the sharing of what were, until then, rare resources, and the charv>
collaborate and to provide educational resources to that portion of the poputav
that had previously been excluded, were quickly taken up and developec

An interesting downside of this "progress" in the academic use <A 
Internet has been the phenomenon that new developments in research ( _ 
now aired and debated over the Internet, rather than as the result of y*,*/ 
published in academic circles. The outcome of this change in the v><; , 
which developments are debated is that there is no permanent record '/ •. 
comments made as a result of the peer review.

International and non-government agencies had identified the pov-,'». 
benefits that could be derived from the use of these resources. A 1996 ex«:: 
of this was seen in a Survey of Information Communication Technology '/ 
in Sub-Saharan Africa. 16 This had the objective of identifying initiatr.< 
utilize ICTs that added value to development programs in the area of '.%,. , 
resources (in particular, water, forestry, environmental management, an-. ,.,,_. 
culture/food/fisheries). The survey discovered 17 relevant projects, of „ , 
11 were sponsored by non-government organizations (NGOs), of whi'_- 
were international, one was a research project, three were gover-i , 
sponsored projects, and two were of undetermined origin.

Another early example was the use of the radio networks in Aust't .„ 
provide distance learning to school-age children who lived too far irr 
nearest school to be able to receive lessons in the school. With the de .-, , 
ment of computer networks and the increasing availability of access 
Internet, the radio school concept has been updated to the distance !•=*• 
programs, such as the Open University in the United Kingdom, i:^ 
available from many countries and accessible worldwide today.
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Governments were also quick to understand the potential that the Gil had 
released, and many of them have initiated programs to allow their citizens 
easier and greater access to the government itself. An example of this is the 
Modernizing Government program, also known as "joined up government" in 
the United Kingdom, which has mandated that all dealings with government 
departments in the United Kingdom will be electronically achievable by 2008 
and that public services will be available 24 hours a day, 7 days a week. 17

With the huge rise in the number of Internet users, commerce is now 
taking an increasing interest in the potential of the Gil — the financial markets 
around the world operate 24 hours a day (the money moves around the globe 
with the sun). The world markets are now available to buyers who previously 
had no option but to buy from their local area. A classic example of this is 
Amazon.com, the online bookstore. It is now as easy for a buyer in Europe 
to log on to this U.S.-based store and benefit from the prices in the United 
States as it is for them to order from their High Street store, and the delivery 
time is likely to be very similar. It is of note, however, that as well-known as 
Amazon.com is, at the time of this writing, it has still not achieved profitability.

The speed and pervasiveness of communications that the Gil has provided 
means that it is now possible to remain in contact, either by voice or data, 
from almost anywhere in the world. In addition, with the diversity of com 
munications systems that exist, the redundancy that has been achieved means 
that, even after a major disaster, it is almost certain that some of the commu 
nications routes will have survived or it will be possible to establish them 
quickly on demand (e.g., satellite communication systems).

This diversity of communications also has the effect of providing surplus 
bandwidth with the result that the cost of communications is reduced and the 
types of media that can effectively be used has increased and will now cater 
to videoconferencing, streaming video, groupware, and similar bandwidth- 
intensive applications.

What Are the Problems That It Has Caused?
Governments have grasped the benefits that the Gil can provide, but for them, 
it caused a dichotomy — with all of the benefits that could be gained, there 
were also penalties. Who is responsible for this new, undefined infrastructure? 
Who has control of it? Who is to protect it? Furthermore, there is the problem 
at the national level that if all nations have equal access, then in times of 
conflict one or more nations may attempt to use the infrastructure to attack 
another nation.

With the Gil have come new risks and threats. The globalization of 
infrastructures has increased the exposure of individual elements to potential 
harm. The vulnerabilities of infrastructures are enhanced by easy accessibility 
via the Internet. The interdependency of systems potentially makes the con 
sequences of an attack more severe and more difficult to predict. Harmful 
tools that can be used to attack computer and telecommunications networks 
are freely available, easy to use, and their use is unlikely to be detected.
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Types of Computer Crime That Affect the Gil
The birth of computing was followed, shortly after, by the birth of computer 
crime. With the development of the Gil has come the use of it by criminals 
to gain power, influence, and financial advantage. It is a historical fact that 
when you introduce a new technology, criminals will quickly adapt to take 
advantage of it. An example of this was the introduction of the railroads in 
the United States and their resultant use to transport mail and money, which 
was quickly followed by criminals who took advantage of the new opportunity 
to intercept the mail and money in transit. The following discussion provides 
several types of crime that have been identified in the computer environment. 

One might wonder why a book on global information warfare would 
discuss computer crime. There are several reasons for this, to include those 
noted below:

• One may be investigating a computer crime; however, it may be one that 
supports an adversary in its information warfare strategy. The investigator, 
info-warrior, security professional must always keep this in mind. For 
example:
- It is fairly well-known that some terrorist groups commit computer 

crimes to fund their terrorist activities.
- During a U.S. local police investigation of the theft of computer chips 

from Intel Corporation, they found that they were not dealing with 
ordinary criminals but with a sophisticated covert operations network 
controlled by the former U.S.S.R. Their goal was the theft of chips to 
reverse-engineer and also to use them in their high-technology war 
with the United States during the Cold War.

• Computer crimes may actually be more than violations of the laws of a nation- 
state but rather an indication of an information warfare attack. For example, 
unauthorized access to a computer may be a violation of law; however, the 
reason for it may be a prelude to an act of information warfare.

• When a computer crime or some security violation occurs, one never 
knows whether it is just a hacker having a "joy ride" or an actual nation- 
state-sponsored or terrorist attack on a system by an information warrior.

In a bulletin titled "How High Tech Criminals Operate," Carter18 put forward 
the following definitions of computer crime types:

• Computer as a target. This includes:
- Hacking
- Denial-of-service attacks
- Intellectual property theft
- Spying
- Industrial espionage

While the computer as a target of crime is a variant of crime that could not 
exist until the advent of the computer, crimes such as intellectual property
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theft, spying, and industrial espionage predate the computer and have been 
adapted to make use of the new environment.

An example of this type of crime was the distributed denial-of-service 
(DDoS) attacks targeted, in February 2000, at Yahoo.com, Buy.com, Ama 
zon.com, e-Bay, CNN, and possibly UUNet. At that time, these organizations 
were able to thwart the attacks within about an hour of them starting. DDoS 
attacks are not particularly new, but because they can affect public perceptions 
of the targeted organization, they may not always be reported. DDoS attacks 
use multiple Internet sites to send requests for data very quickly. The attacks 
that manage to utilize the highest number of sites to launch the attack are 
likely to be the most disruptive and also the most difficult to terminate. These 
high volumes of traffic can easily overwhelm a site, thereby making it unavail 
able to other users. The incidence of this type of attack has continued to 
increase over the past few years and, as more and more sites are connected 
to the Internet, the likelihood is that they will continue to be a problem.

• Computer as an instrument of crime. This includes:
- Terrorism/communications
- Pornography
- False credit card number generation
- Capturing mobile phone details
- Fraud
- Cyber stalking

All of the crimes in this group existed in forms that predate the computer; 
but again, the perpetrators of the crimes have utilized the new environment 
to take advantage of the changed methods of business.

An example of this type of crime was the first case filed under a new 
California state cyber-stalking law, when, in 1999, a North Hollywood man 
was charged with using the Internet to attempt to set up the rape of a woman 
who had spurned his advances. In an article in The Los Angeles Times, it was 
reported that prosecutors had said that Gary S. Dellapenta, 50, stole the identity 
and privacy of his victim and paraded her on the Internet as a woman with 
fantasies of being raped. While the report explained that the woman had not 
been physically harmed, a total of six men had arrived at her apartment 
between April and July 1998, claiming that they were responding to online 
personal adverts that she had placed. At that time, the woman did not even 
own a computer. The article went on to report that the e-mails claimed that 
the woman was into "rape fantasy and gang-bang fantasy." It was alleged in 
the article that Dellapenta not only described the victim to a number of men 
and provided them with her address and telephone number, but also explained 
to them how to bypass her home security system.

Dellapenta, who was employed as a security guard, was arraigned in 
February 1999 on one count of stalking; another count of using a 
computer to commit fraud, deceive, or extort; and three further counts 
of solicitation to commit sexual assault, district attorney's spokeswoman



74 Global Information Warfare

Sandi Gibbons told The Los Angeles Times. He remains jailed in lieu 
of $300,000 bail 19

A second example of this is the "Wonderland" pedophile case that involved 
more than 100 suspects around the world. They are reported20 to have gathered 
together and traded in excess of 120,000 pedophile images.

You might question what these types of crime have to do with IW and 
why it has been included here, but the reality is that the only thing that 
separates this fairly sad type of crime from IW is the motive.

In the examples above, the identity theft was carried out to conduct a cyber 
stalking, but what if the woman had been the chief executive of a bank and the 
motive was related to her job and not to her as an individual. In the "Wonderland" 
case, it was about pedophilia, but there is well-documented evidence that Osama 
Bin Laden has used steganography to hide his communications. What if the "sex 
ring" had actually been created as a communications facility?

• Computer is incidental to other crimes. This includes:
— The storage of criminal information on computers, (e.g., pornography, 

details of planned and actual crimes, fraudulent accounts, and trade 
secrets).

Crimes in this group do not, as a matter of course, directly involve computers. 
In the case of these crimes, the computer or computer media has replaced 
paper as the storage medium for the record of the crime.

An example of this type of crime would be the case in Georgia (United 
States), in which Caroll Lee Campbell, Jr., and Susan Campbell were indicted 
for violations of the Economic Espionage Act (EEA) and wire fraud statutes 
for conspiring with a third party to convert trade secrets relating to the 
Gwinnett Daily Post. Mr. Campbell pled guilty to conspiring to steal trade 
secrets and was sentenced in 1998 to three months' imprisonment, four months' 
home confinement with electronic monitoring, three years' supervised release, 
and a fine of $2800. 21

• Crimes associated with the prevalence of computers. This includes:
— Software piracy
— Copyright violations
— Counterfeit equipment
— Counterfeit software
— Computer theft

This group of crimes has become prevalent as a result of the huge increase 
in the number of home computers and their components.

An example of this class of computer crime would be the rash of laptop 
computer thefts that were reported in airports around Europe. According to 
reports, laptop computers had become a premium target for theft throughout 
Europe. International travelers are warned to remain on constant alert. Airport 
security authorities have identified two primary methods of theft involving
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two or more thieves working together. One method took place at Brussels 
Airport at the point where travelers undergo the preboarding security inspec 
tion. The first thief would walk through the metal detector at the security 
checkpoint ahead of the victim. The second thief ensured that he was directly 
in front of the victim when he placed his laptop computer on the x-ray 
conveyor belt and then purposely set off the metal detector. While the victim 
was delayed by the second thief having to pass through the x-ray machine 
again and then possibly be hand-checked, the first thief retrieved the laptop 
from the other end of the conveyor and quickly disappeared. At the Interna 
tional Airport at Frankfurt, Germany, a different type of theft occurred while 
the traveler was in a busy public area of the airport terminal. The first thief 
through a crowd of people preceded the traveler, who was carrying his 
computer in a roll-type bag. As the traveler made his way through the crowd, 
the first thief stopped abruptly and caused the victim to stop. During this 
delay, the second thief quickly removed the traveler's computer from the roll 
bag and disappeared into the crowd.

The development of the computer and related technologies, together with 
the dependence on them of organizations in the developed world, has, in the 
case of some crimes, changed either the target of the crime, the perpetrator, 
or the vehicle used to carry out the crime.

In 1998, Rapalus22 reported that the annual cost of computer crime had 
risen to $136 million, an increase of 36 percent over the 1997 reported figure. 
The 2001 CSI/FBI Survey23 gives the cost of cybercrime in the United States 
in the year 2000 as $378 million, a rise of nearly 300 percent in only two years.

The Current Problem
One of the fundamental problems with the policing of the Internet is that of 
development speed. The Internet was "born" in 1969 from the research and 
military ARPA and DARPA networks and has seen unprecedented growth and 
diversification of use. The number of hosts, according to Netsizer,24 has grown 
from an estimated 10 million in November 1994 to 164.426 million in February 
2002, and is expected to continue to grow at an increasing rate for the foreseeable 
future. The number of users is estimated as being in the region of 425 million.

Because the public has gained easy and affordable access to the Internet, 
and crime began to occur as a result, the legal systems and law enforcement 
bodies have been expected to develop and enforce laws that are appropriate 
to the new environment. Given that the environment is changing at a pace 
that even the preeminent research establishments cannot predict, it is not 
surprising that the legal system has not yet provided the policy, laws, tools, 
and capability required to effectively police the environment.

As mentioned previously in this chapter, one of the major factors that has 
not yet been addressed is that the Internet is a global facility and that it is 
not "owned" by any country or organization. One impact of this is that a 
person in one country can carry out a crime in another country without ever 
physically entering that country and, in most cases, without breaking any laws
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in the country from which they carried out the crime. One of the few 
exceptions to this situation is the United Kingdom, where the act of "hacking" 
is a crime even if the target machine is in another country.

This globalized system creates significant law enforcement problems 
because there are often problems of jurisdiction. The nearest comparable 
situation is the law of the sea, where international agreement took more than 
40 years to achieve and which all nations have still not yet ratified. While 
there is considerable attention being given to the subject of international 
coordination for the investigation and prosecution of computer crimes, few 
new laws have, to date, been passed.

Looking at the situation within the United Kingdom as an example, there are 
57 separate police forces, all of which (with the exception of a small minority 
such as the Metropolitan Police, Transport Police, and Ministry of Defense Police) 
are accountable to local authorities for the maintenance of law and order and 
are budget restrained. There is little incentive for them to become involved in 
policing the Internet for a crime that does not directly concern their geographical 
area. The pressure on the police is from the local authority to address local issues 
that affect the people who fund the police service, such as reducing street crime, 
burglary, and car theft. This situation is also true in most democratic countries 
and, as a result, even if the laws and international agreements should exist, the 
motivation for a locally financed police force to undertake significant effort on 
behalf of another country will always be lacking.

This is an abstract view of the subject. Crimes on the Internet will vary in 
the degree of severity. At one extreme, the use of the Internet to pursue terrorist 
activity will be vigorously investigated within the country that is affected by it 
and other countries that have an interest in the activity. Emotive crimes such as 
paedophilia will also normally be pursued with vigor, as public demand will put 
pressure on the relevant law enforcement agencies to pursue, arrest, and pros 
ecute those involved. At the other end of the scale, crimes against companies, 
such as copyright infringement, are difficult to investigate and are not perceived 
as serious, except by the industries that are losing a significant portion of their 
revenue in lost sales. As a result, such crimes do not attract high levels of interest.

One difficulty experienced by law enforcement agencies around the world 
is the capture and presentation of forensically sound evidence that can be 
presented to a court. In non-computer-based crimes, there has normally been 
a detectable, visible connection between the person perpetrating the crime 
and the scene of the crime. In computer crimes, it is possible for the criminal 
to never enter the country in which the crime is committed, but also to easily 
adopt a number of aliases. In addition, evidence of their activity may be held 
on computer systems located outside the jurisdiction of the investigating 
agency and may be extremely transient and difficult to preserve.

Another problem being encountered in the prosecution of computer crimes 
is that, when the evidence is presented to a court, judges and juries have difficulty 
in understanding the complex details of the evidence. This is further complicated 
because the laws in the United Kingdom, for example, have not yet been 
rigorously tested in the courts. What this means to info-warriors is that they are 
practically immune from prosecution, an incentive to be more aggressive.
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The Effects of High Technology
Policing on the Internet is reactive to changes in the technology available to 
the community. Three of the most significant technical advances that have 
caused problems in policing the Internet in the recent past include:

• The ability of users to anonymize their activity on the Internet so that they 
cannot easily be traced. This can be achieved in a number of ways, such 
as using one of the many anonymous re-mailers that are publicly available 
or through the use of free ISPs where there is no requirement to verify 
identities. This, in nontechnical terms, would equate to a person having 
an endless supply of false identities.

• High-grade cryptography. This publicly available facility (e.g., Pretty Good 
Privacy (PGP)) allows people not only to encrypt all of their electronic 
communications to a level that is unlikely to be broken by law enforcement, 
but also to encrypt all their stored information and voice communications 
to the same level.

• Prepaid mobile telephones. These provide an individual with the capability 
to communicate, either by voice or over the Internet, without the possibility 
of being traced through the fixed telephone system. For those who can 
afford this option, it is one of the up-to-date equivalents of phreaking, in 
that it makes the tracing back to the source of an action more difficult.

Changes in the Types of Crime Resulting 
from the New Technologies
There are three main types of crime that have resulted from the new tech 
nologies:

• Technology-supported terrorism
• Online fraud
• Online pornography

Techno- Terrorism
It is now strongly suspected that terrorists have been using the Internet to 
pass encrypted messages among themselves. This provides them with secure 
communications that not only allow for the anonymous transmission of mes 
sages from one individual to another, but also allows for the replacement of 
the traditional "dead letter box" where messages could be deposited until the 
recipient could collect them. Establishing a chain of continuity for a message 
from the originator to the recipient is thus, now, more difficult. Terrorists have 
also used the Internet to publicize their cause to the global population. An 
example of this can be seen in the Internet Web presence of the Irish 
Republican Army (IRA), AN PHOBLACT. 25 Terrorists have also used the Internet 
to apply global public pressure to governments to prevent or minimize the
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reaction to incidents in which they are involved. This was demonstrated by 
the Mexican Zapatista terrorist group that used the medium extremely effec 
tively against the Mexican government. 26

According to a 1998 paper by Jones,27 there is now significant concern that 
terrorists have access to the required technology and communications and 
that they will use the Internet to launch attacks on the infrastructure of a 
nation to cause disruption and to further their cause. One further factor that 
has become apparent in the past four years is that technology and commu 
nications have reduced the entry level for crimes that have the potential to 
have a significant impact on an industry or a country, to a level where it is 
possible for individuals of school age to have a significant impact.

Online Fraud
The use of the Internet to carry out fraudulent attacks is well-documented. The 
future potential for fraud that will come about as electronic commerce increases 
will pose a major problem for law enforcement and the commercial institutes 
that are dependent on this method of trading. The passage of credit card numbers 
over the Internet, and the storage of personal details on computers that are 
accessible from the Internet, are now commonplace. However, the lack of 
adequate security and encryption, coupled with the failure to thoroughly check 
credit card purchases, will continue to provide major opportunities for criminals. 
The prevention and detection of this type of crime will largely be in the hands 
of the commerce and banking communities, which will have to improve their 
verification and checking systems to reduce the potential for abuse. Such activities 
can also financially support techno-terrorists' activities.

Online Pornography
The Internet has been cited in a number of highly publicized pornography 
incidents. These have shown that the ability for large numbers of people to 
access information and communicate with others of similar interests, without 
having to attend in person, have increased the level of this type of crime, as 
they perceive that the risk of being caught is reduced. The Internet removes the 
stigma and guilt from individuals who would, in the past, have had to visit a 
shop in person or have the ubiquitous brown paper parcel delivered to their 
residences. Now they can visit a huge number of Internet Web sites, with apparent 
anonymity, and view their preferred type of pornography. The global reach of 
the Internet also means that material that would be illegal in one country can 
be stored and accessed in other countries where the material is not illegal, or 
the law is not strictly enforced, thus allowing individuals access to material that 
they would previously have been prevented from seeing, at a minimal risk.

Action that Is Being Taken to Address the Problems
In the European Union (EU), the Council of Europe resolution of January 17, 
1995, on the lawful interception of telecommunications looked at ways of
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harmonizing law within Europe to facilitate the detection of computer-related 
crime. Later resolutions have dealt with problems of criminal procedure with 
information and computer-related issues.

The United Nations, at the Cairo meeting in 1996, highlighted the subject 
of Internet crime in relation to international terrorism, organized crime, and 
drug trafficking.

An EU conference, entitled Policing the Internet — First European Confer 
ence on Combating Violence and Pornography on the Internet, took place in 
London in February 1997. The conference dealt with "the technical and moral 
issues around policing, legality and censorship to tackle the growing amount 
of and ever easier access to violence and pornography on the Internet."

Within the developed nations, in December 1997, the justice ministers from 
the Group of Eight (G8) nations met in Washington to devise a strategy on 
how to defeat Internet crimes. The subject was again discussed at the G8 
meeting in Birmingham, United Kingdom, and a report28 from that conference 
stated that it had produced solid results in fighting global financial crime.

In June 1998, a press statement from INTERPOL addressed the need for 
international cooperation in the fight against organized crime. This has been 
followed by a series of initiatives that, while still developing, have already 
resulted in the production of a computer crime law enforcement manual. 
Statements made by INTERPOL representatives during 2000 and 2001 make 
it clear that they have understood that the policing of the Gil is not an issue 
that law enforcement can achieve without the cooperation of the financial 
and commercial sectors or the assistance of assets from other governments. 
A June 2000 announcement by INTERPOL Secretary General Raymond Kendall 
indicated that there are plans to create a global intelligence network to tackle 
cybercrime. A press release in February 2001 29 announced that INTERPOL and 
a company called AtomicTangerine were exploring plans to make information 
gathered by INTERPOL available to private firms in return for information 
gained by those private firms on Internet threats.

In reality, this type of initiative will almost certainly encounter problems 
with the data protection and human rights legislation of a number of countries.

In the United States, the White House has published a paper on "Defending 
America's Cyberspace." This paper, Program 3: Developing Robust Intelligence 
and Law Enforcement Capabilities to Protect Critical Information Systems, 
Consistent with the Law,30 outlines research that must be conducted to establish 
a legal infrastructure capable of dealing with cybercrime into the next century.

In the United Kingdom, the Telecommunications (Fraud) Act 1979, which 
as amended in 1984, is still the primary law invoked to prosecute the theft 
of telecommunications "phreaking." The United Kingdom's Interception of 
Communications Act 1985 (IOCA) and the controversial Regulation of Inves 
tigative Powers (RIP) Act (2000) provide the legal framework for authorizing 
interception of public telecommunications networks; however, any information 
gained can only be used for intelligence purposes and cannot be presented 
as evidence in a court. There is currently no statutory basis for interception 
of non-public networks. The IOCA was initiated with telecommunications 
providers in mind; however, the situation has changed considerably from the



80 Global Information Warfare

time this act was passed. In 1985, there were two telecommunications providers 
within the United Kingdom; but by 2001, after deregulation, there were 167 
licenses to supply telecommunication services. In addition, in 1985, public 
access to the Internet was minimal and there were no mobile telephone 
networks or private international corporate data networks. This law is now 
ineffective in the developing environment and will have to be rethought if it 
is to deal with the future.

Also in the United Kingdom, the initial response to the problem of hacking 
was the passing of the Computer Misuse Act (CMA) of 1990. The CMA is "an 
act to make provision for securing computer material against unauthorized 
access or modification; and for connected purposes." It is the primary vehicle 
for the prosecution of computer crimes and, to date, is probably unique in that 
it also contains additional provisions with regard to jurisdiction and extradition. 
In effect, this means that an offense has taken place if either the offender or the 
computer was located in the United Kingdom when the offense occurred.

Within the United Kingdom's London Metropolitan Police, a specialized 
unit (the Computer Crime Unit) was created as part of the Fraud Squad to 
start to tackle computer crime. However, the control area of the unit was that 
of crimes that originated, or had a victim, within its geographic area of 
jurisdiction. Since then, a number of police forces within the United Kingdom 
have also created teams to tackle the problem. Unfortunately, this does not 
generate a coherent capability because the levels of commitment and capability 
vary from force to force, there is no formalized policy, and there are no 
cooperation agreements in existence. The creation of the U.K. National Crim 
inal Intelligence Service and the U.K. National Crime Squad have provided 
the foundation for the National High Tech Crime Unit which, since its creation 
in April 2000, has national authority and responsibility.

Unfortunately, this will still not provide a single source of effort to tackle 
computer crime, because, in common with the United States, other agencies 
will become involved, depending on the type of computer crime taking place. 
If, for example, the crime were that of terrorism or spying, then in the United 
Kingdom, it would fall under the responsibility of the Security Service. Given 
the scope of the Gil, the obvious conflicts that will occur in determining who 
has authority to investigate or prosecute a crime that spans national borders 
is guaranteed to reduce the likelihood of a concerted approach to the enforce 
ment of law.

Spain, where there has been a significant problem with computer viruses, 
launched a national anti-virus campaign31 in July 2000, through a collaboration 
between the Ministry of Science, a software house (Panda Software), and the 
Association of Internet Users. The response to the initiative was extremely 
positive, with more than 400,000 users downloading the anti-virus software, 
of which 320,000 were private users and 80,000 were commercial users.

In Singapore, according to an Associated Press report,3 the Defense Min 
ister, Mr. Tony Tan, stated that the military would be used to step up the 
country's response to "cyber-attacks." He stated that it would "enhance Sin 
gapore's capabilities to deal with a range of non-conventional threats, such 
as terrorism, piracy and cyber-attacks."
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At the time of writing this book, 37 countries33 have either already enacted 
computer crime laws or are in the process of creating legislation. While this 
is only a relatively small fraction of the countries connected to the Gil, the 
situation is not as disappointing as it might seem. Other countries, such as 
the Philippines, have successfully dealt with computer crimes such as the 
release of the Love Bug virus, allegedly by Onel de Guzman under legislation 
covering the illegal possession of passwords, which is normally used to tackle 
credit card fraud.

Other Initiatives
If the Internet is to be a safe place for recreation and business in the Twenty- 
first Century, it will not, in the foreseeable future, be as a direct result of law 
enforcement and government-led policing. The problem belongs to the global 
community and will, in part, be solved by the equivalent of the United 
Kingdom's and United States' neighborhood watch type of system, where 
responsible citizens will be the eyes and ears who will report unacceptable 
or suspicious behavior to the authorities. There are already groups of people 
who are active on the Internet, who monitor for the activities of pedophiles 
and report them, publicly post the offenders' personal details, or close down 
offending sites. The latter two options are a form of Internet vigilantism, and 
are themselves, in most countries, probably illegal; however, in some groups, 
this is perceived as an acceptable response.

Within the international community, a number of organizations have been 
created to monitor and report unacceptable behavior on the Internet. These 
are normally targeted against specific activities. Examples of these include 
organizations such as the Cyberangels, who monitor for pedophilia; the 
Internet Watch Foundation, which monitors for pornography; and the Inter 
national Chamber of Commerce — Alliance against Commercial Cybercrime, 
Cybercrime Unit, which collects and disseminates information on fraud and 
money laundering.

Corporate entities that have suffered or are likely to suffer the financial 
losses of fraud have already started to take action. Not only have they taken 
action to improve the security of their systems and thus make fraud more 
difficult, but they have also formed associations and groups that will share 
knowledge of computer crime and thus prevent others from suffering from a 
crime that has already been observed elsewhere. Hoey34 in 1996 concluded 
that:

It is imperative that law should give industry and commerce clear 
guidance on how to make their records acceptable to the courts. ...As 
technology develops evidential practice will need to be evolved to accom 
modate it.

Police forces around the world are increasingly developing their own Web 
presence to provide online advice about computer crime and to give the
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"citizens" of cyberspace a point of contact to report computer crimes. Examples 
of this can be seen at the Columbus, Ohio, Department of Police,35 the Easton, 
Massachusetts, Police Department,36 the Beaumont, Texas, Police Department,37 
the Tempe, Arizona, Police Department, 38 Royal Canadian Mounted Police 
Web page,39 and the U.K. Hertfordshire Police Web page.40

Limiting the use of the Internet by terrorists is the area that will be most 
problematical because terrorism affecting one country is perceived in another 
country as freedom-fighting. Most terrorist activity is sponsored by other states, 
so while it may be agreed in international arenas that the terrorism is unac 
ceptable, there will always be pariah states that will support it and provide 
safe havens for the perpetrators. In the United Kingdom, the law has recently 
been widened to incorporate "terrorist" other than that which is state spon 
sored.

It is perhaps promising that the recent terrorist trial of the Lockerbie 
bombers took place under Scottish law, with the trial taking place in the 
Netherlands. We are truly becoming a global community.

Computer Crime Summary
The policing of the Internet will remain a challenge in the Twenty-first Century 
as the speed of change in high technology and diversification of use continues 
to accelerate. The creation of new laws and international agreements, which 
historically have been developed over long periods, will have to occur within 
a realistic time period. The law enforcement agencies throughout the world 
currently have neither the levels of skill, the resources, nor the motivation to 
deal with the range of computer crimes that do, and will, exist.

The effective policing of the Internet in the Twenty-first Century will rely 
on a variety of resources. These will range from skilled computer enthusiasts 
who have the ability to understand the complexity of the systems and the 
time to investigate misuse of the Internet, to commercial and academic 
organizations that have a material interest in reducing the level of crime, to 
police agencies that have a responsibility to enforce the law. The endpoint 
will be government agencies that have a responsibility to ensure the well- 
being of the nation-state and to enable international trade.

If the policing of the Internet is to be successful, there will need to be a 
major shift in a number of areas. The "citizens of the Internet," commercial 
organizations, law enforcement agencies, governments, and international orga 
nizations will all have to develop new relationships that utilize the strengths 
and capabilities of the individual groups. New methods of capturing and 
preserving evidence that are acceptable to the courts of all countries will have 
to be devised and tested.

In summary, much as the Internet has developed and continues to develop 
rapidly, the policing of the Internet will have to change and develop at a 
pace to meet the new environment. There will also have to be a concerted 
program of education for new users of these resources in the moral and ethical 
is.sues of their use.
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Summary
The developing Gil is the sum of many elements, some of which are controlled 
by governments, some by commerce and industry, and some by academia. 
The main issues that currently, and for the foreseeable future, affect it are that 
while the drive to interconnect systems continues to increase, there is no 
method for accurately predicting what the impact on the confidentiality, 
availability, and integrity of the interconnected systems will be. Systems that 
may be critical to the Gil are owned and managed by groups that have 
differing pressures for their management and use. The terminology in use is 
still developing and, while common terms are used, it is clear that the meaning 
of the terms is not the same to the different interest groups. There has been 
a recognition that some of the elements are critical, but there is presently no 
methodology to determine what is critical to the infrastructure and when. The 
use of the Gil by criminal interests and the lack of international laws or law 
enforcement bodies means that the prosecution of network criminals and 
infowar criminals is difficult.

It would be fair to say that if you were planning an infrastructure on which 
you knew that you would, in the future, be critically dependent, you would 
not develop what is currently considered to be the GIL
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Chapter 6 ___

Information Warfare Tactics: 
How Can They Do That? It's 
the COTS, Stupid!

There are two ways of constructing a software design: one way is to 
make it so simple that there are obviously no deficiencies, and the other 
way is to make it so complicated that there are no obvious deficiencies. 
The first method is far more difficult.

 C.A.R. Hoare

The issues addressed in this chapter relate to the information warfare element 
of computer network attack (CNA) from a COTS (commercial off-the-shelf) 
perspective. The range of issues encompasses the hardware, firmware, oper 
ating systems, applications, and network infrastructure, as well as some of the 
vulnerabilities of today's hardware, software, and firmware that allow the users 
of information warfare tactics, often with little expertise required, to succeed.

Why Commercial Off-The-Shelf Software (COTS)?
In the past, government agencies and corporations developed their own 
software, purchased some generic software and modified it for their specific 
use, or purchased some limited commercial software such as an accounting 
software package that could be easily applied to their environment. Common 
ality of software became a necessity as the "world began to talk to the world." 
However, with this newfound process came problems. For example, commer 
cial-grade products, also known as commercial off-the-shelf (COTS), are stuffed 
full of vulnerabilities of which information warriors can take advantage.

131



132 Global Information Warfare

The rationale for the use of COTS is twofold:

• COTS provides good capabilities at reasonable cost. These capabilities are 
what enable business to make a profit.

• COTS upgrades and new products are frequently delivered. The timelines 
are rapidly shortening, with hardware cycles now around nine months and 
software cycles around 18 months.

Imagine taking a software product, portions of which are developed 
overseas in countries that either are, or may be, U.S. competitors, that is 
several million lines of code (this size is not unusual), and proving it contains 
no malicious code. This requires a line-by-line code check, as well as under 
standing how the lines of code interact. There is no artificial intelligence 
program that does this. It requires skilled people and time. Now pass this 
cost on to the consumer and keep pace with the competition as they try to 
be first to market.

Yes, much of today's software comes with some security features. There 
are at least 300 security features in Windows NT that can be turned on or 
off. Complexity is a hallmark of modern software. Information warriors con 
stantly probe for weaknesses. It takes just one weakness not detected and 
resolved in one system to make all users connected to it vulnerable to 
exploitation and attack. Because of the trusted relationship between systems 
and networks in our highly interconnected infrastructure, achieving and main 
taining control over our environment is difficult — no, today, it is impossible!

The Way Software Is Developed: The COTS Way
The four main proprietary operating systems (OSs) are:

• Microsoft Windows family
• UNIX in its many forms
• Macintosh operating system
• Novell

However, another operating system that most people do not consider is IOS, 
the Internet Operating System used in Cisco routers, without which the Internet 
would not operate in the manner we know. This OS will not be discussed 
further, but is mentioned for completeness.

Yes, there is also Linux, and although it is growing, it has not found its 
way into today's mainstream for businesses and corporations. Many other 
operating systems exist, but the ones listed above are the primary ones used 
in business and by government agencies around the world.

While each OS is distinctly different in the way it functions, they all must 
achieve similar functionality to meet the requirements and expectations placed 
on them. In the competitive market of operating systems, the commercial 
drivers to bring the new, feature-rich operating system to market at the right 
time is paramount. The market for OSs demands that each new software
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version be more feature-rich than its predecessor. In attempting to deliver this, 
the manufacturers have incorporated more and more features in each release, 
with the result that the size of the OS grows each time. In doing this, the 
manufacturers are satisfying the demands of the wider market, in essence 
trying to be all things to all people. However, operating systems are now so 
large that it is impossible to verify in any formal way that they are carrying 
out the operations that they are supposed to or doing so in a way that is "safe."

There is a direct correlation between the development of hardware in terms 
of the processing speed of the computer processing unit (CPU), the storage 
space, and access speeds of the storage media. It is difficult to remember that, 
for the home user, less than 15 years ago, 512 kilobytes (kB) of random access 
memory (RAM) and 10 megabytes (MB) of hard disk storage were all that 
could be either expected or afforded. In addition, if you wanted to install 
new software on a system, the most likely media that you would be using 
would be either a 180-kB single-sided 5Vi-inch floppy disk or one of the latest 
360-kB double-sided floppy disks. These constraints concentrated the minds 
of the software developers to produce programs that were both efficient and 
compact. Imagine how many 5V4-inch floppy disks would have been needed 
to load the Windows 2000 operating system, even if the hard disk was large 
enough to be able to hold it.

Microsoft Windows currently has by far the largest share of the microcom 
puter OS market, with approximately 86 percent of the market. 1 Although 
there are reports that the source code for Windows 2000 was stolen in a 
hacking attack on Microsoft in October 2000, the benefit of stealing this code 
is not as obvious as may appear at first sight.

Windows 2000 is said to consist of in excess of 40 million lines of code 
and was developed by a large team of software engineers over a lengthy time 
period. In the same way that it is not possible to mathematically verify the 
code, the benefit to an individual or small group having access to the code 
to determine any weaknesses is limited. What is clear from previous versions 
of Microsoft OSs is that there is a considerable amount of redundant code 
contained within it. This has been demonstrated in one way through the 
discovery of "Easter eggs." In addition to code that does not have an obvious 
function, Easter eggs have a number of purposes, most of which relate to 
satisfaction of the egos of the authors of the software. Examples of Easter 
eggs can be found at the Easter Egg Archive, 2 the Easter Egg Page,3 or the 
PC Win Resource Center. 4 It is amazing that such software should have been 
allowed into the commercial product and even more surprising that any quality 
control process did not pick them up. It is incredible they have been allowed 
to remain once they were discovered. Exhibit 1 shows a few examples of Easter 
eggs, with one from each of a number of the OSs, that you may want to try.

It might appear excessive to show so many Easter eggs, but it was done 
to include the range of examples in the hope that it reinforces the point that 
there is the potential for software to contain code that does not perform the 
role for which it was developed, even in packages from respected commercial 
development houses. Imagine what you might be getting from less-responsible 
developers. An Easter egg can easily be an Easter bomb!
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Exhibit 1. Easter Eggs ______________

Microsoft Windows 2000
Name: The Volcano Screen Saver 
To access the Easter egg:

1. Right-click on the desktop and choose Properties.
2. Go to the Screensaver tab.
3. Select the 3-D text screen saver and open the Properties.
4. In the text box, type "volcano."

Microsoft Windows NT 4
Name: The Volcano Screen Saver 
To access the Easter egg:

1. Right-click on the desktop and select Properties, or open Control Panel from the 
Start button/Settings menu.

2. Select Display.
3. From the Display Properties, select Screen Saver.
4. Select 3D Text (OpenGL) as your screen saver type.
5. Click on the Settings button to configure the screen saver.
6. Change the text that the screen saver will display to "Not Evil."
7. Click OK to save the changes.
8. Click the Test button or wait until the screen saver kicks in the next time.
9. This will show the names of the members of the Windows NT developer team.

10. You can also try the changing the text to "Volcano," which will display the names 
of a number of volcanoes from the Cascade Mountains in the United States.

Microsoft Windows 3.5
Name: Not Evil
To access the Easter egg:

1. In the control panel, select Desktop.
2. Select Open CL 3D Text screen saver.
3. Go to Options (setup).
4. Change text to "not evil" (no quotes).
5. Click the Test button to see the egg.

Microsoft Windows 98
Name: The Volcano Screen Saver 
To access the Easter egg:

1. Right-click on desktop; choose Screen Saver tab, then choose 3D Text.
2. Type in the word "volcano" in the 3D Text box settings.
3. Click OK, then preview to see the names of volcanic mountains.

Comment: Works on 98 and SE.

Microsoft Windows 95
Name: Developer Credits 
To access the Easter egg:

1. Select Help from the Start menu.
2. Click Find.
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Exhibit 1. Easter Eggs (Continued)_______________

3. Click Options.
4. Select the first checkbox.
5. Select "begin with the characters you typed."
6. Click OK.
7. Type this in the top box. "Who knows who built this tool?"
8. Hold down Ctrl, Shift, and click the Clear button.

Comment: Works on 95 and SE.

Microsoft DOS
Name: Joke
To access the Easter Egg:

1. Start the MSD.EXE program located in the DOS directory.
2. Select the menu Help, About.
3. Press F1 to get to the joke.

Comment: Only works on versions 6.2 and below.

BeOS
Name: Hidden Menu Item 
To access the Easter egg:

1. Hold down Ctrl, Alt, Left Shift and click the Be button on the desk bar.
2. A secret menu will display called "Window Decor."
3. Play around with the options for some fun, such as changing the style of BeOS!

Comment: Only works on versions 4 to 5.

Linux
Name: The Printer Fire Message 
To access the Easter egg:

1. Print from the network and force a real printer jam.
2. Issue a Print command.
3. Watch the output of the console, it says IpO printer on fire!

Comment: Needs Linux version 2.2.1 with bi-directional printer support.

Mac OS
Name: Macintosh Classic Secret Disk 
To access the Easter egg:

1. Hold down Command/Option/X/O (the code name for the Classic's was apparently 
XO) and turn the computer on to start up System 6.0.3, Finder 6.1 x, and AppleShare 
from a ROM-disk. This secret disk is contained in the read-only memory of the 
Classic and cannot be altered.

2. Apparently, the ROM-disk was supposed to allow the Classic to be sold as a diskless 
workstation, but Apple abandoned that marketing angle without removing the 
capability from the machine.

3. Using a program able to see invisible files (like ResEdit, Norton Utilities, or Mac- 
Tools), examine the ROM-disk for a "Brought to you by" folder containing more 
hidden folders bearing the names of the Classic designers.
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Exhibit 1. Easter Eggs (Continued)________________________
IBM OS2
Name: Developer Credits 
To access the Easter egg:

1. Click the desktop with your left mouse button.
2. Hold down Ctrl, Alt, Shift, 0 for the credits.

PalmPilot
Name: Developers Credits 
To access the Easter egg:

1. Start the Memory App.
2. Place your stylus on the top of the screen, then press the DOWN button. You'll see 

a long list of the names "Development Team Credits."

U.S. National Security Agency and Outsourcing
Another example is the use of outside sources to develop code for the U.S. 
National Security Agency (NSA). The NSA discovered that some of the software 
that was developed for it, and of course used as part of very sensitive national 
security work, contained trap doors. It was subsequently learned that this was 
not done for any malicious reason. It allows the programmer who developed 
the code to make it easier to get into the source code to make changes, as 
required. However, trap doors can also be found by information warriors 
whose goal is to destroy or modify the code and to steal national security 
and other sensitive information.

Outsourcing Telecommunications Systems Maintenance
The use of outsourcing systems and program maintenance of telecommuni 
cations systems and programs are not immune to similar problems. For 
example, representatives from two U.S. telecommunications service providers 
learned that they both had outsourced their systems' maintenance to the same 
company. In fact, they no longer even knew how to maintain the systems 
themselves. Thus, they were at the mercy of the company performing their 
maintenance. Because such systems are computers run by software, telecom 
munications could easily be routed through various other locations where the 
information could be monitored and read by other than the intended people. 

If that was not bad enough, the company doing the telecommunications 
maintenance was from a foreign nation-state with a known history of sophis 
ticated espionage and intelligence collections operations. One important point 
to remember: if you outsource some of these types of services, look beyond 
the lowest bidder criterion. Of course, they will bid low to ensure they obtain 
the contract. The information that can be gleaned from the systems are much 
more important than any money losses due to operating at a loss on the
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contract. Always investigate the background of the business before signing 
the contract.

The Dilemma 
Operating Systems
Why is it that an operating system, which has so many security features that 
could be activated, is delivered with them all switched off? Well, the answer 
is because the vast majority of users do not have the knowledge that they 
would need to set the appropriate security features for the way they use their 
systems and do not want to spend the time learning how to use them. 
Furthermore, information technology specialists do not want to be bothered 
by security, which they believe complicates their work, slows processing time 
and system throughput, and numerous other excuses that they can come up 
with at a moment's notice.

If an OS was delivered with all of its security functionality enabled, the 
majority of the users would not be able to use it the way they wish (switch 
the computer on and have it do what you want it to with a very intuitive 
interface). They also argue they do not have the skill and knowledge to make 
it usable. The result would be that they would find it difficult to use and 
would look for an alternative OS that was easy to use. No manufacturer is 
going to take that risk.

The Windows NT operating system, which has in excess of 300 security 
settings that can be selected, is delivered with them all set to OFF. In this 
way, it is easily loaded and fully functional. If the everyday user of the 
operating system is to be expected to configure the system in a secure manner, 
then there is a lot of education to be provided. All of this assumes that the 
everyday user cares, which, for the most part, they do not. The private user 
and a large number of commercial users do not consider the security of the 
system very important. There is the commonly held view that they hold nothing 
of importance on the systems and that a security event has never happened 
to them, so what is the problem? Furthermore, this is not a problem confined 
to the business world. Employees of government agencies also feel the same 
way. In October 2001, Jupiter Media reported that less than 50 percent of U.S. 
companies •with Web sites were appropriately concerned with the security of 
their online data.

Even if they do care, there is little chance that they will have the skill to 
ensure that they configure the system in a secure manner. Additionally, there 
is a considerable investment in maintaining the security of the system as fresh 
vulnerabilities are discovered, which is an almost daily occurrence. The 
prevalent commercial approach is that, as the software manufacturer, you 
deliver it in a state that will suit the majority and then let the minority of users 
who would want to enhance its security do so. The fact that the vast majority 
of the Internet is totally insecure is not just the fault of the producer, but also 
the fault of the consumer.
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Applications
Thus far we have referred only to the operating systems, but the computer 
is of no use to anyone with just an OS. It is the applications that are loaded 
on top of the OS with such enthusiasm that make it do what users actually 
want it to do. There are applications for just about anything, from the obvious 
and well-known word processing packages and spreadsheets to the totally 
obscure. There are packages for predicting your horoscope and there is 
software that you can load onto your system that uses the spare capacity on 
your computer to process, as part of a cooperative effort, the signals that the 
SET! (Search for Extra Terrestrial Intelligence) intercept from space. These appli 
cations are written, in some cases, by teams of software engineers who work 
for the same company that produced the OS. The obvious example is the 
Microsoft Office suite, but also hackers who produce tools to make it easier to 
do what they want to do by automating some of the repetitive processes.

It would be reasonable to expect that applications produced by Microsoft 
did not intentionally undermine any security features that had been built into 
the operating system. However, there have been occasions in the past where 
this has happened. A good example of this is the remote denial-of-service 
vulnerability that was discovered in a component of the NetMeeting applica 
tion. 5 The denial-of-service can occur when a malicious client sends a particular 
malformed string of code to a port that the NetMeeting service is listening to 
and when the Remote Desktop Sharing is enabled. The NetMeeting application 
had to be downloaded separately for Windows NT 4, but now has been 
included in Windows 2000. On the plus side, the application and affected 
component were not enabled in the default configuration, and users who 
have not enabled it were not at risk from this vulnerability.

Now look at the other end of the scale: at applications produced by hackers 
(yes, hackers do produce software; take a look at any of the good hacker 
sites to see the software that is available). It is normally the case that they 
are trying to undermine any existing security features by exploiting flaws in 
the logic or the preparation of the OS or legitimate applications. Examples of 
hacker sites that hold a good selection of software include:

Hideaway.net — http://www.hideaway.net/
The LOpht site — http://www.lOpht/com/blkcrwl/hack.html
Hackers paradise — http://www.hackersparadise.org.uk/
Hackers Toolz— http://www.hackers-toolz.com/
The Underground News — http://www.undergroundnews.com/
The Cult of the Dead Cow — http://www.cultdeadcow.com/

This is a tiny sample of the sites on the Internet where this type of software is 
available. One information systems security professional maintains a database in 
excess of 6000 such sites, which in itself is only a small fraction of the better sites. 

So, when you download the "freebie" from the Internet that looks so 
promising, how do you actually know what effect it is having on your system? 
Well, the answer is that you do not.
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If we were all good, honest citizens and were prepared to pay for the 
software that we use, the situation would be less problematical; but in reality, 
a large portion of the software in use is illegal. It has been copied and 
redistributed countless times. A few years ago in Hong Kong, if you had a 
computer built, you would tell the person making it what software you wanted 
on it and it would be delivered with it, at no additional charge. This was not 
a back-street operation — it was the norm. Although the police and authorities 
tried to stop it, they were singularly unsuccessful for a number of years. On 
one occasion in 1998, customs officials in Hong Kong seized more than 100,000 
suspect CDs from just one shopping arcade in Kwai Chung. The problem with 
this was that, in most cases, not only did you get the software that you had 
asked for, but you also got a cocktail of viruses and other malicious software.

At the same time in Hong Kong, you could go into one of the large 
shopping arcades that specialized in computers and buy, for about 50 Hong 
Kong Dollars (at that time the exchange rate was about 8 Hong Kong Dollars 
to U.S.$1) any of the commercially available packages. As writeable CDs 
became popular, the situation changed slightly because it was easier for the 
people who pirated the software to copy a CD full of software with everything 
that was available on it — it meant that they could mass produce the pirated 
disks instead of producing them to order. As a result, for about 100$HK, you 
could have all of the software that you would ever want, including viruses. 
Microsoft reports6 that in Vietnam, 97 percent of the software in use is not 
legitimately purchased. In Russia and Indonesia, 92 percent of all software 
has been pirated. Interestingly, this is not just a problem in the East. The 
United States, Japan, Germany, France, Italy, the United Kingdom, and Canada 
are among the top-ten countries for dollar losses due to pirating.

If we operate in a culture in which "freebie" and pirated software are OK 
to use, we should not be surprised when we get what we paid for. In fact, 
on the chance the customers work for a government agency or a targeted 
company, what better way to infect the system? Then, in case of conflict, the 
adversary can send an e-mail or allow access to a Web site that would "awaken" 
a logic bomb, Trojan horse, or other malicious code. This could be used to 
send all the information from the targeted machines to the adversary or destroy 
or corrupt information on the targeted machines.

Even in the applications that we do buy, there is more than we asked for 
or expected. Once again, the Easter eggs are there, for example:

Microsoft Office 97

Name: Splash screen
To access the Easter egg:

1. Load the Microsoft Office 97 Shortcut Bar.
2. Click the small Office 97 icon in the upper-left corner.
3. Select About Microsoft Office.
4. Hold down Ctrl-Alt-Shift and double-click the puzzle piece.
5. It then loads the Office 97 Banner,
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And also remember that software may appear in places that you least expect 
it. One of the favorite Easter eggs is actually on a digital video disk (DVD).

The Abyss DVD
Name: Hidden Trailers 
To access the Easter egg:

1. At the Trailer section on the second DVD, look at the posters behind the 
three Abyss ones, you will see that there are movie posters for Aliens, 
True Lies, and Strange Days.

2. When your cursor is on the Reviews Trailer item, press the UP button and 
you will access an Aliens trailer.

3. Place your cursor on the Main Trailer item, press the DOWN button and 
you will get to a True Lies trailer.

4. From the True Lies item, press the RIGHT button and you will get to the 
Strange Days trailer.

5. Go to "The Abyss In-Depth — Mission Components" section. At the next 
menu, press the UP button until you get to "The Wave" entry and press 
the UP button one more time. There is a Harrier aircraft in the sky that 
you can select. It will take you to another True Lies trailer.

Why Can We Not Do It Better?
The basic problem is that the people who write the software are largely 
anonymous. It is human nature to want to make your mark, especially when 
you have invested hundreds or thousands of hours in the task of developing 
that software. The problem is compounded by the fact that software today is 
very feature-rich and, as a result, complex.

Storage space and memory availability on systems are increasing, with the 
result that, unlike in the early days of computing, there is now little requirement 
for software to be efficient either in its memory usage or the amount of disk 
space that it occupies. When software packages are so large and have to carry 
out so many functions, it is difficult to predict the interaction of one part of 
the code on another.

It also becomes impossible to mathematically prove all the outcomes of 
the operation of different sequences of the code and, as a result, any scientific 
examination of the code for efficiency is impossible. The software of today 
and in the future is not produced by individuals or by small teams — the 
complexity and size of the program suites will mean that they are produced 
by large teams. These teams are often in foreign nations, nations that may 
now be or may one day be your adversary. There may be malicious code 
just waiting to be activated. In this environment, quality control of the code 
becomes increasingly difficult, as the process of understanding and reviewing 
the code is extraordinarily difficult. In addition, it is not a strong driver in the 
commercial market; the imperative is to maintain or increase your market
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share and to keep delivering the updated and more feature-rich versions of 
the software to the market at the appropriate time.

The driver is first to market; beat the competitors. If it has bugs in the code, 
so what? A patch can fix that later. No time now; worry about it later when 
enough complaints are received — that appears to be the software developer's 
motto. So, what has all this to do with information warfare? Obviously, it makes 
attacking systems of the competitors and adversaries so easy. After all, if 12-year- 
old "script kiddies" can do it, think what a Ph.D. computer scientist in the 
employment of a competitor, a foreign government, a hacktivist, or terrorist group 
can do? And they are out there doing it as you read this!

The Way Software Is Developed: The Open Source Way
Open source, by definition, means that the source code of the software is 
open for inspection by anyone who chooses to look at it. This has the 
advantage that a wide peer group with the result can review that, at the end 
of the review process, the software should be as near perfect as it is possible 
to make it. Among the disadvantages of this approach is that it does not 
belong to any individual or organization and, as a result, there is no economic 
benefit in promoting the software. With no commercial benefit and limited or 
no financial backing, the development time for open source software is likely 
to be far longer than for a commercial version of software. In addition, the 
software source code is available to an aggressor, who can spend time 
analyzing the software to identify any shortcomings or vulnerabilities, or add 
that "something special" to it.

The GNU Software Project
A project named GNU was launched in 1984 to develop a complete UNIX- 
like operating system that was available for no cost to whoever wanted it 
(freeware). The GNU OS (GNU is a recursive acronym for "GNU's Not UNIX," 
and is pronounced "guh-NEW") and variants that use the Linux kernel are 
now widely used. However, although these systems are often referred to as 
Linux, they should, more accurately, be called GNU/Linux.

For the project, the development of a complete operating system was, 
potentially, a huge undertaking. To bring it into a realistic scope, available 
free software was used whenever it was possible. Examples of this are the 
TeX text editor and the X Window graphic interface system.

The result of this is that while the GNU operating system is a cost-free 
system, it is built in part from other, existing components. While this provides 
a free and effective operating system, the use of the elements that were not 
built for the project have unproven origins. Therefore, they must inevitably 
weaken the whole system.

Linux
Linux is another free UNIX-type operating system that was originally created
by Linus Torvalds. In the development of the Linux operating system, Torvalds
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gained huge support from other software developers from all around the 
world. The system was developed under the GNU General Public License; 
and in the spirit of this project, the source code for Linux is freely available 
to everyone to download or copy. An information warrior can easily modify 
the code and send it on its way to populate systems all over the world. Using 
your information warrior imagination, think of all the various types of malicious 
codes you could insert in the software for later activation.

Shareware
Shareware is a hybrid that sits between freeware and commercial software. 
The concept behind shareware is that you make it available free on the Internet 
for people to download and evaluate, and then invite them to pay a nominal 
sum to receive updates and support. Some very good software has been 
distributed in this way and for those applications that do not attract the 
attention of the major software houses, it can be a reasonable way to generate 
an income (a few thousand contributions of U.S.$15 can very quickly add 
up). Again, there are no controls for preventing the insertion of malicious 
codes that can find their way into your systems and networks for later 
activation.

The Dilemma
Most of the software developed under the open source philosophy is produced 
by people who are not trying to make any or much commercial gain. This 
largely means that the parties that are involved are individuals, or academic 
or research institutes. Their aim is that by releasing the source code for 
inspection by potentially countless millions of users of the Internet, some of 
whom are highly skilled, good, free software can be produced that has been 
subject to widespread testing and improvement. Unfortunately, the downside 
of this concept is that no one "owns" the problem and there is no commercial 
drive to "productize" and support the software. Also, by its very nature, when 
the source code is available to all, it can be modified and have unwanted 
features added by anyone who so desires.

If the average person downloads the source code to compile it, are they 
really likely to have the knowledge or desire to check that the source code 
only does what it says on the label? There are notable exceptions to this 
generalization and operating systems such as Linux have established a huge 
following and good reputation; but what of the other obscure tools that we 
see? The best that you can hope for is that if you obtain your freeware or 
shareware from a reputable source, the provider will have taken reasonable 
care. Again, unfortunately, on the Internet, with its huge connectivity, it is 
unrealistic to expect that everyone else will have taken the same precautions 
or have the same intentions as you.
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Bespoke Software
Bespoke software is software that is developed for a specific purpose for a 
specific customer. In the past, the military was the primary customer for 
bespoke systems, which is natural because you would not want an "off-the- 
shelf missile defense system or command and control systems. To have such 
systems that were at the leading edge of capability, vast amounts of money 
were invested in having systems designed and built to meet specific require 
ments.

The disadvantage of this approach is that the systems were vastly expensive, 
took a long time to develop, and rarely met the requirements of the user by 
the time they were delivered. It is more normal in today's environment to 
take COTS software and modify it to meet specific needs. This is a much 
lower risk option and has a shorter development cycle, allowing more modern 
technologies to be introduced. The downside of this is that by taking COTS 
and modifying it, you have to take all of the additional functionality that is 
offered by the package and, as a result, are exposed to any shortcomings 
inherent in those features. Take a look at the generic UNIX operating system. 
On most systems, the software is loaded out-of-the-box with all its functionality. 
If, for example, you have no requirement on your system for the File Transfer 
Protocol (FTP) or the remote connection capability of Telnet, why should you 
leave this software on the system? It means that any miscreant or information 
warrior who gains access to your system can exploit these facilities when they 
offer you nothing of benefit in terms of the way you run your system.

In a truly bespoke system, the only functionality that should be built into 
the system is that which is required: what else would you pay for and why 
would the developer spend time and effort in producing extra functionality? 
Always assuming that they are building it for you from scratch and not re 
using software modules that they have previously produced for another 
customer. Also, because the software is being developed for one customer, 
the quality controls that can be imposed are strong.

The Dilemma
The main disadvantage of bespoke software is the cost of obtaining and 
maintaining it. If one organization takes on the entire cost of developing an 
application, it will need to have very deep pockets. In commercial software, 
the development cost is spread across the entire population of users who buy 
it; thus the cost can be shared across millions of purchases. The second 
disadvantage is that any software house that takes on the task of developing 
a bespoke system for a client will do so based on the experience it has gained 
over a number of similar projects in the past. It is not surprising that, given 
the opportunity, the software house is going to incorporate code into the 
system that it had developed in the past for another project. After all, it is 
pre-tested, so why re-invent the wheel? The problem is that it probably will
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not be used in exactly the same way as it was designed to operate when it 
was developed and may, as a result, be less than perfect for the task at hand. 
The upside for the developer is that it will have saved huge amounts of 
development and testing time and will have increased its profit margin (assum 
ing it was a fixed-price job).

Hardware
What do we mean by computer hardware? In these days of convergent 
technologies, this is perhaps not such a nai've question. Not so long ago we 
would have assumed that it meant the physical computer, the input devices 
such as a keyboard, mouse, and monitor, and an output device such as a 
printer. Now, where do we draw the line? Do we include the handheld 
microcomputer that communicates by infrared with the network? Do we 
include the mobile phones such as the Nokia 9110 (Communicator) that has 
its own keyboard and screen and is capable of acting as a network browser 
in one mode or as the modem for a laptop in another? We will not be too 
discerning for the purposes of this discussion and will look at the general 
questions and problems that relate to bits of metal, wire, printed circuits, and 
integrated circuits.

We all assume that the hardware we are using is benign and only carries 
out the function for which it was designed. However, there is the possibility 
that a piece of hardware could be modified to carry out a function for which 
it was not developed. There were a number of reports — some supporting 
the possibility7'8 and some debunking it9 as a hoax — both during and after 
the Gulf War, that an attempt was made to have printers modified before they 
were delivered to Iraq. The story contends that a shipment of printers from 
a French source were intercepted and fitted with modified chips (supposedly 
developed by the NSA). The purpose of the modified chips was reported as 
being to inject a virus into the systems used by the Iraqi Air Defense. It is of 
note that while this is within the bounds of possibility, no report has ever 
been circulated on how the virus was to be activated or how the coalition 
forces would have known that the target systems had been disabled.

This type of attack is not a major consideration for the average user, but 
what if the hardware were to be modified so that at some predetermined 
event or time, they would perform a specific function or even cease to function? 
Do we really have control of the hardware that we use? The answer is that 
we do not. Look at the labels on the circuit boards that are in your computer 
and see where they were fabricated. We do not produce our own circuit 
boards or the majority of the chips that are on them. We buy them, mostly 
from Pacific Rim countries. In addition to leaving ourselves vulnerable to 
market shortages, such as the one triggered in the availability of random access 
memory (RAM) as a result of the earthquake in Kobi, Japan, what would be 
the result if we found ourselves in dispute with the countries that produce 
these essential components?
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Let us consider the possibility of a dispute with China in which the Chinese 
decided that it was to their advantage to disable the Western economies. Tom 
Clancy, in his novel Debt of Honor, 10 postulated a similar scenario, based on 
a conflict with Japan, but the twist here is that a large proportion of the 
integrated circuits used in the West are made in China. If China had decided 
on this course of action, what would there be to prevent it from programming 
the chips to carry out the specific operation that they required at a predeter 
mined time or on receipt of a predetermined sequence (after all, all of our 
systems are connected at one level or another these days)? The impact would 
be devastating. Look at the cost and effort that were invested in trying to 
prevent the disaster that was expected as a result of the change of date to 
the year 2000 (the Y2K bug). This was for something that was brought about 
as the result of bad or naive programming and was a potential problem that 
had been known 'about for a number of years. Imagine the impact of a sudden 
and unexplained failure of a large proportion of the computers available to 
us. It would take a long time to determine what had actually happened. If it 
was as a result of such a hostile act, by the time we had figured out what 
had happened, it would certainly be too late; after all, the opposition would 
not be affected and would know when the event was due to occur. The 
counter side of the scenario is that the United States is home to the corporations 
that control all of the major operating systems.

Firmware
Firmware is included here because, logically, firmware resides on the hard 
ware. Firmware is a special-purpose module of low-level (hexadecimal or 
machine code) software that serves to coordinate the function of the hardware 
during normal operation and contains programming constructs used to perform 
those operations. As an example, in a typical modem, firmware can be used 
to establish the modem's data rate, command set recognition, and special 
feature implementation.

Firmware is stored on a type of memory chip that does not lose its storage 
capabilities when power is removed or lost. This basic type of nonvolatile 
memory is classified as "read-only" memory (ROM) because the user, during 
normal operation, cannot change the information stored there. The basic type 
of chip is called a PROM, which is programmable by any technician who has 
a programming console with the appropriate equipment. A basic PROM 
receives one version of firmware. That code is "burned in" to the PROM and 
cannot be changed. To update the firmware, the PROM must be physically 
removed from the device and replaced with a new chip. A more sophisticated 
version is the EPROM, which stands for erasable programmable read-only 
memory. This chip can be updated. What this means is that, embedded within 
a large number of the electrical/electronic equipment that we use are embed 
ded items of firmware. As mentioned, the modem is one, but the list is almost 
endless. These chips are programmed in low-level languages, so even if the
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average user could gain access to the code, he would not be able to understand 
it. Even worse, when the Y2K problem was looming, people started to realize 
that there were embedded chips in far more items than they had thought and 
that, in many cases, people had forgotten not only where they were but, more 
importantly, where they had been produced and by whom. After all, if people 
cannot see them and they are reliable, why should they give them any thought?

Now, imagine that a mole (covert agent or an adversary) is involved in 
programming firmware that is to be used in navigation systems of weapons 
such as modern aircraft and missiles. The mole embeds malicious code in the 
firmware that would cause the on-board computer systems to shut down if a 
certain longitude and latitude is crossed. Thus, any weapon being used against 
the mole's employer would simply fall out of the sky. Again, with all the lines 
of code in these programs, is anyone really checking for such things? No; 
they are only verifying and validating that the programs are operating as 
required under the contract.

Can this be checked? Yes, but it is costly and time-consuming; thus, the 
developer and the customers assume that the possibility of such scenarios is 
low risk and not cost beneficial. However, taking the firmware at random off 
the production line and running it through multiple wartime scenarios could 
be done in parallel with production. Expensive, but is that not better than no 
testing for information warfare vulnerabilities?

How an Attacker Can Take Advantage
The options for an attacker are almost endless and we have repeatedly seen 
that as soon as one vulnerability in a system is addressed, another is discovered. 
Exhibit 2 shows the Computer Emergency Response Team (CERT) statistics 
for the number of vulnerabilities that were discovered over a number of years 
and the number of reported security breaches in which they resulted. Note 
that the reference is to "reported" security breaches, as this is significant. The 
actual number of breaches is unknown. Even in the U.S. Department of 
Defense (DoD), which is structured, security conscious, and aware of the 
problems, tests carried out in the mid-1990s to test the security of DoD systems 
by its own staff revealed that only around four percent of attacks were reported. 
When you apply these kinds of metrics to industry and private usage, can we 
truly believe that even a fraction of one percent of security breaches make 
their way into the statistics of reported attacks?

Their capability, their intentions, and the type of equipment and software 
that you are using will determine the choice of approach that the attacker 
takes. The use of the single term "attacker" is inadequate to describe the range 
of potential adversaries and their capabilities. The potential is that an adversary 
could be anything from a juvenile using an out-of-date microcomputer in a 
bedroom, to a sophisticated, nation-state sponsored organization. As a result, 
there are likely different ways in which these varied adversaries will attempt
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Exhibit 2. Number of Incidents 
and Vulnerabilities Reported

Year Incidents

Incidents Reported
1988 6
1989 132
1990 252
1991 406
1992 773
1993 1334
1994 2340
1995 2412
1996 2573
1997 2134
1998 3734
1999 9859
2000 21,756
2001 52,658
Total incidents reported (1988 through 2001:100,369)

Year Incidents

Vulnerabilities Reported
1995 171
1996 345
1997 311
1998 262
1999 417
2000 1090
2001 2437

Total vulnerabilities reported (1995 through 2001: 5033) 

CERT/CC Statistics from http://www.cert.org/stats.

to exploit any vulnerability. At the low end will be the "script kiddy" that will 
use tools and scripts that are available on the Internet to attack your systems. 
The script kiddy will have little or no skill, but will rely on the -work that has 
been carried out by more experienced information -warriors. Be careful not 
to underrate the impact that such an attack can have.

Common Types of Attack
There can be as many types of attacks as there are imaginations in information 
warriors. However, there are several, basic common attack methods. These 
are discussed below.
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Denial-of-Service Attacks
A denial-of-service (DoS) type of attack is used to deny the owner of a system 
the facilities of the network. The scope of the attack and its sustainability will 
depend on the resources that the attacker can muster and the reason for carrying 
out the attack. If it is script kiddies with a cause or a grudge, the impact may 
be minimal and the organization little affected. After all, most large organizations 
have considerable bandwidth at their disposal; thus, for an individual or a small 
group to totally deny service for any length of time is difficult.

A recent example of denial-of-service attacks is Trinoo. Trinoo is one of a 
number of distributed denial-of-service (DDoS) tools that have gained notoriety 
because of its rumored involvement in the large-scale DDoS attacks that took 
place in February 2000. Trinoo can be traced back to at least July 1999, when 
it was observed in use in a number of DDoS attacks that took place in Europe. 
The Trinoo software has two components: a master and a slave. A Trinoo 
attack is initiated when the attacker locates and compromises a number of 
suitable hosts. A Trinoo slave is installed on the system. Additional systems 
are compromised in order to install the master component. Once sufficient 
systems have been compromised to establish a network of one or more masters 
and many slaves, all the attacker needs to launch a DoS against a site, network, 
or several sites is to instruct the master systems on which target(s) to attack. 
The masters forward the commands to their list of slaves, which start the 
attack for real.

Trinoo is suspected of being involved in attacks that started during the 
week of February 7, 2000, and saw DDoS emerge as a major new type of 
attack on the Internet. The attacks seriously affected a number of sites, 
including Yahoo, eBay, Amazon, ETrade, and CNN. Each of the "victims" was 
not accessible from the Internet for several hours. When you have a business 
that is totally dependent on your connectivity to the Internet, this type of 
disruption could be catastrophic. Most disturbing of all is that, with the way 
in which Trinoo is implemented, using masters and slaves to mount the attacks 
from compromised systems, there is little likelihood of catching the attacker 
or of preventing similar attacks in the future. After all, there are a lot of systems 
out there that can be compromised with little effort.

Since the first observed DDoS tool in late 1999, at least eight new tools 
have been discovered, providing a range of new attack capabilities and using 
new communication techniques. They have also improved on the user interface 
of the older tools. Although these tools have been seen in use since the 
February 2000 attack, they have not been used on targets as prominent or as 
widespread as the initial group.

One of the features that have resulted from the development of the DDoS 
attack technique is a marked increase in the level of Internet Relay Chat (IRC) 
wars. IRC has a wide variety of devotees who use the facility in the way that 
they find most suitable, but IRC channels that are devoted to hacking are the 
most affected by DDoS attacks. Battles for control of these channels have 
been seen for a long time with different users and groups struggling to become
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Exhibit 3. Web Defacement____________

Location Defaced Web Site

International UNICEF
Amnesty International 

United States The White House
CIA
Department of Justice
NASA
The Pentagon
New York Times 

United Kingdom Labour Party
Conservative Party

China Chinese Agricultural University 
Republic of Indonesia Department of Foreign Affairs 
Greece Ministry of Foreign Affairs

Source: http://onething.com/.

channel operators so that they can evict people they do not like and take 
control of the channel for their own ends.

To achieve this, one technique is for a group of IRC users to coordinate 
an attack over one channel against the person in control of another channel. 
By coordinating a packet flood from several sources, it is relatively easy to 
cause the operators' system to freeze and deny them service. After all, in most 
cases, you are talking about a PC and a connection, not a sophisticated 
network with lots of bandwidth.

For a roundup of known DoS attacks, there are a number of news sources 
that will provide up-to-date information, including ZD News n

Web Defacement
This is the equivalent of a teenager with a can of spray paint who leaves his 
mark (tag) on the wall of a building or on the side of a bus. The defacement 
of a Web site is a very visible sign of an attack on the system. This type of 
attack is now so prevalent that there are sites on the Internet that will provide 
up-to-date status reports on which Web sites were defaced that day. Perhaps 
the most telling comment on how widespread this problem is, is that probably 
the best-known site that used to provide a list of hacked and defaced Web 
sites has now given up due to the volume of sites — it just could not keep 
up. For an up-to-the-minute list of defaced Web sites, it is now necessary to 
look at a German site, 12 which gives details not only of the site that has been 
defaced, but also contains considerable additional information about the site. 
Well-known examples of this are too numerous to go into detail, but the list 
includes those listed in Exhibit 3-
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System Modification
With the difficulties that exist in verifying the probity of the software that is 
in use, due to its complexity, size, and variety of sources, it is not surprising 
that the problem of system modification is one of the major problems that 
system owners face in maintaining a secure system. One of the favorite tricks 
of an attacker is to subvert the system by exploiting vulnerability in one 
application or function of the operating system to subvert another part of the 
system. The usual reason for this is to gain additional privilege on the system 
to allow the attacker the ability to carry out his desired actions. The "Holy 
Grail" of most attackers is to gain "root" access to the system. Root access in 
UNIX is the highest level of access to a system that gives the user total control 
of the system and all of its applications. Once the attacker has achieved this, 
they "own" the system and can do anything they want on the system, including 
hiding and erasing all obvious traces of their actions.

Theft
This activity falls into two separate areas: the theft of hardware and the theft 
of software or intellectual property. The theft of hardware will be either (1) 
carefully targeted to ensure that the system that is stolen is the correct one 
and will normally take place when the hardware is of a high value or the 
information that the system contains is valuable, or (2) it -will be opportunistic.

A computer that was stolen from a company in Scotland provides a good 
example of opportunistic theft. The laptop, belonging to ROV Networks 
Limited which designs and builds electronic software control systems for 
mechanical equipment in the oil and other industries, was stolen from the 
National Hyperbaric Centre in Aberdeen, Scotland, after a thief sneaked 
through a hole in a fence. The owner described the laptop as, "It is where 
all the control systems are developed and is used for downloading and 
upgrading information to computers." The computer had a ten-gigabyte hard 
disk that he estimated contained five years' worth of information and that the 
owner calculated was worth hundreds of thousands of dollars.

When you look at the targeted theft of hardware, a classic example was 
the 1996 theft from Centon Electronics Inc. in Irvine, California, of large 
quantities of computer chips worth $9 million. At the time of the theft, the 
chips were worth more, weight for weight, than gold. Another example is the 
theft from the Intel Corporation in Portland, Oregon, of SIMM (single in-line 
memory modules) chips worth $1.4 million.

When you look at the theft of a specific system for the information that it 
contains, then the examples that spring to mind are the 35 laptops that were 
reported as stolen from government ministers and officials in the United 
Kingdom 13 during the past three years. Among the information that was lost 
were files relating to a fighter aircraft.

The theft of software and intellectual property is rife throughout the world. 
The value of the losses is immense, both in terms of the value of the lost
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information and the cost of recovery. If a company has invested billions of 
dollars in developing a new car or new drug and the information is stolen, not 
only is the cost of development lost, but also any potential revenue. One example 
of this was the alleged theft by McAfee Associates of code from the Symantec 
Corporation, 14 who said that it had discovered code in the McAfee PC Medic 97 
product that had been copied from the Symantec Norton CrashGuard.

The theft of information is an increasingly common crime that has, poten 
tially, huge consequences. While the number of recorded crimes of this type 
is still relatively small, it is growing rapidly. Examples from the range of crimes 
that fall into this category include:

• A Cisco employee exceeded his authorized access to Cisco's systems to 
obtain information on its products and ongoing development projects, 
which was valued at more than $5000. 15

• An Orange County man, Jason Alien Diekman, pleaded guilty to a misde 
meanor charge of accessing NASA's Jet Propulsion Laboratory and a number 
of other computers. He was also charged with the felony of unauthorized 
use of a credit card to obtain approximately $6000 worth of electronic 
equipment. 1

• A New York man, Jesus Oquendo, was convicted of computer hacking 
and electronic eavesdropping after he hacked into the computer of a 
venture capital company and stole password files. He also broke into the 
computer systems of another company and deleted their database, the 
repair of which cost $60,000.

Radio Frequency Weapons
There have been rumors for a number of years of radio frequency weapons 
capable of disabling or destroying computer systems. A radio frequency 
weapon (most commonly referred to as HERF [high-energy radio frequency] 
weapons) theoretically has the capability of interfering with information sys 
tems by affecting the electronic circuits within the computer. In 1996 there 
were reports17 that financial institutions in the City of London and New York 
had been subject to a number of HERF attacks since 1993, and that vast 
amounts of money had been paid out in blackmail as a result. These reports 
were never substantiated and were subsequently vigorously denied. The NSA 
(National Security Agency) is reported to have commented that the criminals 
may have penetrated computer systems by using what are called "logic bombs." 
These are coded devices that can be detonated remotely.

The international investigation firm, Kroll Associates, confirmed at that time 
that they had been called in to assist a number of financial firms as a result 
of these blackmailing schemes. In New York City, a Kroll Associates spokesman 
stated, "One of the problems we face is that the potential embarrassment from 
loss of face is very serious. The problem for law enforcement is that the crime 
is carried out globally, but law enforcement agencies stop at each frontier." 18
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According to the same report:

A Bank of England spokesman confirmed that his bank has come under 
attack by the cyber-terrorists. Scotland Yard has assigned a senior detec 
tive from its computer crime unit to take pan in a European-wide 
operation that has been codenamed Lathe Gambit. (Authors' note: Lathe 
Gambit is not a European-wide operation— it is a NATO computer 
security forum.) In the United States, the Federal Bureau of Investigation 
(FBI) has three separate squads investigating computer extortion.

Since that time there have been HERF weapons demonstrations at a DEFCON 
and INFOWARCON conference, in United Kingdom (pictures of the device are 
available online), and at the U.S. Army's Aberdeen Proving Ground (using COTS 
equipment in a van). A Popular Mechanics (September 2001) article, "E Bomb," 
written by Jim Wilson, states that a "weapon could be built for only U.S.$400.

TEMPEST
TEMPEST is an acronym that stands for (according to some) either Transient 
Electromagnetic Pulse Emanation Standard or Transient Electromagnetic Pulse 
Surveillance Technology — probably different depending on whether you are 
an engineer or an intelligence collection government agency.

The TEMPEST phenomenon has been well-documented for a number of years 
and is also known as the van Eck effect. There are two important research papers 
that together provide some of the first unclassified descriptions of the formerly 
highly sensitive area known as TEMPEST. The first paper (published in 1985 by 
Wim van Eck, a Dutch scientist) was tided "Electromagnetic Radiation from Video 
Display Units: An Eavesdropping Risk?" The second was published in 1990 by 
Professor Moller of Aachen University and was tided "Protective Measures against 
Compromising Electromagnetic Radiation Emitted by Video Display Terminals."19 
Together, these papers describe how it is possible to obtain meaningful infor 
mation by intercepting the electromagnetic signals given off by various parts of 
the computer, especially die monitor.

There is much that is now published on the subject and "The Complete, 
Unofficial TEMPEST Information Page"20 gives a wide range of resources that 
can provide information on the subject, including declassified American policy 
and advice on the protection of systems from this type of attack. In practical 
terms, this means that at the design stage of a system, a solution can be 
achieved through the design of the buildings in which the systems will be 
used, the purchase of systems that are protected from this type of emanation, 
or through the location of the building in which the system is to be used. If 
this problem is addressed after the system has been designed, then the options 
are more limited and, as with most retrofitted security solutions, will be 
extremely expensive.

It is possible to intercept sensitive information from computers by capturing 
radio-frequency emissions. Furthermore, the equipment is available for less
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than $60,000. But it is possible that a "software radio," specially designed to 
let computers tune in to radio signals in any waveband, could make eaves 
dropping on computer signals easy and inexpensive. Some believe such a 
system could cost as little as $2000 to $3000. It could be available in the very 
near future (if it is not already on the market). 21

When a commercial system is developed, it will allow an attacker to capture 
the contents of computer monitors. If such a system is created, an attacker 
could monitor everything from passwords and user IDs for approving wire 
transfers in banks to the keyboard input for anything of value. This will all 
be done remotely without any need for physical access to the computer or 
perhaps the building itself, depending on the range and size of the interception 
unit. The ability to intercept all types of sensitive information from the monitors 
and microcomputer peripherals will make this type of device a very powerful 
and dangerous new tool in the hands of attackers.

Wim van Eck demonstrated the phenomenon and the capability to be 
intercepted in a documentary program called "Tomorrow's World" for the 
British Broadcasting Corporation (BBC). The demonstration included a van 
equipped with an antenna to intercept the emissions from the screens of 
computers inside buildings in the City of London.

There is no evidence that this effect has ever been exploited by a nation- 
state and, after the fall of the Berlin Wall and the end of the Cold War, Marcus 
Wolf, the former head of the East German Intelligence Service stated, "...but 
while it is true that in the age of satellites and computer hackers, technological 
intelligence, which does not come cheap, has to be used, human agents 
cannot be completely replaced. Technology can only establish the situation 
of the moment...," a reminder that it is still easier to use an insider to gain 
the information that you want to get from an organization.

As the use of information technology becomes increasingly pervasive, it is 
possible that corporations are also acquiring the capability to intercept their 
opponents' information. While the suppliers of the type of equipment that 
can be used to intercept the emissions all say they sell only defensive 
(protective) equipment, some of them admit that their products can be easily 
adjusted to allow them to be used for offensive surveillance.

In July of 1999, the FBI arrested an Israeli citizen, Shalom Shaphyr, who 
was in the United States on a business visa, for attempting to export a 
monitoring system that could be used to spy on computers. It was reported 
that Shaphyr was in the United States acquiring equipment on behalf of the 
Vietnamese government.

According to the FBI affidavit, Shaphyr agreed to pay $30,000 for "computer- 
intercept equipment," after a meeting with an undercover FBI agent, who 
posed as a salesman for surveillance equipment. Shaphyr was sentenced to 
15 months in federal prison in January 2000, after pleading guilty to attempting 
to export defense equipment without a license. According to the FBI affidavit, 
Shaphyr had stated that the monitoring equipment "would be used in an urban 
environment to view computer screens in buildings and offices without the 
knowledge or consent of the computer users."
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Bugs
The insertion of an eavesdropping bug into a system is still thought of as 
being very much like a line from a James Bond movie. However, if you walk 
into the Spy Shop in any major city or the shops in the electronics area, bugs 
that will intercept a telephone or a spoken conversation are readily available. 
You can also purchase small devices that will let you intercept every keystroke 
that is made on a keyboard. The potential for these to be used by industrial 
spies is huge and while most of them can be detected with reasonably 
inexpensive equipment, how often are corporate meeting rooms and offices 
checked for them? The answer, in most cases, is never.

Summary
While this chapter may seem to be all gloom and doom and lead you to think 
that disaster is inevitable, this is not true. COTS products provide what we 
are prepared to pay for and to tolerate; so in reality, you could say that it is 
our own fault. The manufacturers are capable of providing us, the users, with 
a far higher level of security in the products that we purchase and can also 
ensure that they are far more robust than we currently accept as the norm, 
but they will only do so when there is a financial imperative to make them. 
If we are prepared to keep on buying the software in the state that it is 
currently offered, which is largely bug laden and not fully tested, they will 
continue to sell it to us. Why not? They can catch you twice with the upgrade 
to fix the things that should not have been wrong in the first place. Again, 
with the security features that are provided, if the user insists on them being 
switched off because he does not know how to use them and how to configure 
his systems, is it surprising that what is delivered to us is set for the lowest 
common denominator?

It is possible, with public support, to influence the manufacturers, but only 
if there is a strong and coherent voice.

In the field of open source software, there is one particular endeavor that 
merits mention and that is the collaboration between Linux and the NSA to 
produce a secure version of Linux. The concept of a government security 
agency collaborating with and supporting an open source venture would not 
have been considered but a few short years ago. It is nice to see that dogma 
has been cast aside to support a venture that is hopefully in the public good.
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Chapter 14____________

It's All about Power: 
Information Warfare 
Tactics by Terrorists, 
Activists, and Miscreants

The terrorists practice a fringe form of Islamic extremism that has been 
rejected by Muslim scholars and the vast majority of Muslim clerics — 
a fringe movement that perverts the peaceful teachings of Islam. The 
terrorists' directive commands them to kill Christians and Jews, to kill 
all Americans, and make no distinction among military and civilians, 
including women and children. This group and its leader— Al Qaeda 
and a person named Osama bin Laden— are linked to many other 
organizations in different countries, including the Egyptian Islamic 
Jihad and the Islamic Movement of Uzbekistan. There are thousands of 
these terrorists in more than 60 countries. They are recruited from their 
own nations and neighborhoods and brought to camps in places like 
Afghanistan, where they are trained in the tactics of terror. They are 
sent back to their homes or sent to hide in countries around the world 
to plot evil and destruction.

— George W. Bush, President of the United States of America

9/11/01: A Date in Infamy
This book was in the process of its initial editing when the Massacre of 
September 11, 2001, took place. While it would be wrong to rewrite this
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chapter or the book in response to that one terrible event, it would be shameful 
to fail to acknowledge the effects and the losses.

The attacks on the World Trade Center and the Pentagon were extreme 
but conventional terrorist attacks, but some of the retaliatory action that took 
place in the following days and weeks occurred in cyberspace. The outcome 
of these actions must be judged by the results.

This chapter discusses the publicly known terrorist nations, drug cartels, 
and hacktivists (cyber disobedience) capabilities such as those of animal rights 
groups, freedom-fighters, and the like. Examples include terrorists like Osama 
bin Laden using the Internet and encrypted communications to thwart law 
enforcement; the drug cartels' use of computers to support their drug money 
laundering operations; and the Zapatista movement in Mexico, outnumbered 
and outfinanced by the Mexican government, took to the Internet to support 
its cause. The Zapatistas conducted denial-of-service attacks against the Mex 
ican and U.S. governments.

Information Warfare Tactics by Terrorists
The first group examined are terrorists. The motivation of a terrorist is to 
undermine the effectiveness of a government by whatever means it chooses. 
It is worth remembering at this point that a terrorist in one country is a 
freedom-fighter in another, and as a result, there is no stereotype. When you 
take into account the differing cultures around the world and the differing 
political regimes that exist, it is easy to understand that a whole variety of 
actions may be terrorist actions when carried out for political means, or the 
actions of a hooligan, or in computer terms a hacker.

Let us first address a term that is in current and widespread use — cyber- 
terrorism. While it can be accepted that this term can be used to convey a 
general meaning, it is not possible to accept the current use of the term to 
be anything more. The definition of terrorism that was adopted by the gateway 
model in the United Nations in the spring of 1995 is:

A TERRORIST is any person who, acting independently of the specific 
recognition of a country, or as a single person, or as part of a group 
not recognized as an official part of division of a nation, acts to destroy 
or to injure civilians or destroy or damage property belonging to civilians 
or to governments to effect some political goal.

TERRORISM is the act of destroying or injuring civilian lives or the 
act of destroying or damaging civilian or government property without 
the expressly chartered permission of a specific government, thus, by 
individuals or groups acting independently or governments on their own 
accord and belief, in the attempt to effect some political goal.

All war crimes will be considered acts of terrorism.
Attacks on military installations, bases, and personnel will not be 

considered acts of terrorism, but instead acts by freedom fighters that 
are to be considered a declaration of war towards the organized gov 
ernment.'
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A very different definition was offered at the Fifth Islamic Summit that was 
convened to discuss the subject of international terrorism under the auspices 
of the UN, which is as follows:

Terrorism is an act carried out to achieve an inhuman and corrupt 
(mufsid) objective, and involving threat to security of any kind, and 
violation of rights acknowledged by religion and mankind 2

It is notable that in the main body of this definition, there is no reference 
to the nation-state, something that, in the West, would be fundamental to any 
understanding of terrorism. The author then goes on to make a number of 
additional points to clarify the definition, the most significant of which are:

• We have used the term 'human' instead of 'international' for the sake of 
wider consensus, official or otherwise, so as to emphasize the general 
human character of the statement.

• We have referred to various types of terrorism with the phrase, "security 
of any kind."

• We have mentioned the two criteria, i.e., religious and human, first to be 
consistent with our belief and then to generalize the criterion.

This totally different approach to the issue of terrorism is significant and a 
clear reminder to the nation-states that consider themselves to be "Western" 
that not all cultures view the issue in the same manner as Anglo/Americans. 

Even given these diverse views of the meaning of terrorism, there is an 
underlying trend of physical destruction and of the actions being of such a 
magnitude and type as to cause "terror" to the people. This does not fit well 
within the "cyber" environment because there is no direct physical destruction 
(other than "Os and Is") and, without the effect of the bullet, the blast, or 
carnage of the bomb, the "terrorization" of the people is difficult in our current 
state of technological advancement. It is more likely that as our cultural values 
change and we become more highly dependent on technology than we 
currently are, that the cyber-terrorist in the true sense will come into being. 
For example, today and more so into the future, as we increase our prolifer 
ation and dependence on telemedicine, a terrorist might

• Attack a computer system, shutting off life support to patients
• Change their dosages of medicine, killing them in the process
• Manipulate blood bank information, causing the wrong blood type to be 

given to patients and thus resulting in numerous deaths

What Do They Want to Achieve?
Let us first look at what a terrorist will want to achieve through the use of the 
Internet. This may be one or more of a number of things. The terrorist organi 
zation may wish to use this medium for the transmission of communications 
between individuals and groups within the organization. Look at the potential:
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• The terrorist has been offered all of the facilities that the Cold War spy 
always dreamed of. It is possible to be anonymous on the Internet, with 
pay-for-use mobile phones and free Internet accounts.

• No attempts are made by the service providers to ascertain that the details 
provided by a customer are real and actually do relate to the user.

• Once the user is online, there are a number of ways that user can further 
disguise his or her identity.

• There are anonymous re-mailers and browsers that can disguise the identity 
of the user.

• There is freely available high-grade encryption that law enforcement cannot 
yet break and civil liberty groups that want to ensure that this situation 
remains so. The desire of civil liberty organizations to maintain the privacy 
of messages on the Internet has actually nothing to do with the terrorist — 
they have the liberty and privacy of the individual at heart, but the terrorist 
is just one of the winners of the pressure that they seek to exert.

A well-reported example of terrorist use of the Internet in this way is the 
activity of Osama bin Laden, who is reported to have used steganography 
(the ability to hide data in other files or the slack space on a disk) to pass 
messages over the Internet. 3 Steganography has become a weapon of choice 
because of the difficulty in detecting it. The technique hides secrets in plain 
sight and is especially important when there is a concern that encrypted 
communications are targeted.

It was reported that Bin Laden was "hiding maps and photographs of terrorist 
targets and posting instructions for terrorist activities on sports chat rooms, 
pornographic bulletin boards, and other Web sites." According to another report, 
couriers for Bin Laden who have been intercepted have been found to be carrying 
encrypted floppy disks.4 Other references to the use of the Internet by bin Laden 
describe the use of a new form of the Cold War "dead letter box," which was 
a predetermined place where one agent deposited information to be collected 
by another agent. A June 2001 report indicated that bin Laden was suspected of 
using encryption for his messages for at least five years. 5

According to reporter Jack Kelley, 6 FBI director Louis Freeh stated that, 
"Uncrackable encryption is allowing terrorists — Hamas, Hezbollah, Al-Qaeda 
(another name for bin Laden's organization), and others — to communicate 
about their criminal intentions without fear of outside intrusion." Kelley also 
reported that according to other unnamed officials, bin Laden's organization 
uses money from Muslim sympathizers to purchase computers from stores or 
by mail, after -which easy-to-use encryption programs are downloaded from 
the Internet. As evidence, they cite the case of Wadih El Hage, one of the 
suspects of the 1998 bombing of two U.S. embassies in Africa, who is reported 
to have sent encrypted e-mails under a number of aliases, including "Norman" 
and "Abdus Sabbur" to associates of Al-Qaeda.

Also cited as evidence is the case of Ramzi Yousef, the man convicted of 
masterminding the World Trade Center bombing in 1993, who is reported to 
have used encryption to hide details of the plot to destroy 11 U.S. airlines.
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The computer was found in his Manila apartment in 1995 and passed to U.S. 
officials who cracked the encryption and foiled the plot. The same report 
goes on to say that two of the files took more than a year to crack. This is, 
in itself, revealing because it gives some indication of the level of effort that 
government and law enforcement agencies are prepared to invest in their 
efforts to bring to justice this type of criminal, as well as the level of effort 
and sophistication that is being used by terrorists.

Osama bin Laden is also skilled in the use of the media to promote the 
aims and the aura of the organization. This is evident from his use of the 
press to provide interviews. He is a well-educated and, through his family, a 
wealthy man. He has a good understanding of the way in which the media 
can be used to influence public opinion and has used the media to promote 
his philosophy.

Tactics
Having identified some of the types of effects that terrorists might want to 
use the Internet to achieve, let us now examine the tactics and tools that they 
would use to realize their aim. In the case of Osama bin Laden, he is apparently 
communicating via the Internet using steganography and encryption. Dealing 
with the two issues separately for the purposes of describing the tactics, this 
is in no way implying that the two (steganography and encryption) do not 
go together; in fact, quite the reverse. If you are paranoid and you want to 
make sure that your messages get through undetected and in a state that is 
unreadable to anyone that should guess their presence, then the combination 
of techniques is a powerful one.

Data Hiding
What is steganography? The word "steganography" literally means "covered 
writing" and is derived from Greek. It includes a vast array of methods of 
secret communications that conceal the very existence of the message. In real 
terms, steganography is the technique of taking one piece of information and 
hiding it within another. Computer files, whether they are images, sound 
recordings, text and word processing files, or even the medium of the disk 
itself, all contain unused areas where data can be stored. Steganography takes 
advantage of these areas, replacing them with the information that you wish 
to hide. The files can then be exchanged with no indication of the additional 
information that is stored within. A selected image, perhaps of a pop star, 
could itself contain another image or a letter or map. A sound recording of 
a short dialogue could contain the same information. In an almost strange 
twist in the use of steganography, law enforcement, the entertainment industry, 
and the software industry have all started to experiment with the use of 
steganography to place hidden identifiers or trademarks in images, music, and 
software. This technique is referred to as digital watermarking.
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How does it work? Well, the concept is simple. You want to hide one set 
of data inside another but the way that you achieve this will vary, depending 
on the type of material in which you are trying to hide your data.

If you are hiding your data in the unused space of a disk,7 you are not, 
primarily, constrained by the size of the data because you can break it into 
a number of sections that can be hidden in the space described below. Storage 
space on disks is divided into clusters that in Microsoft DOS and Windows 
file systems are of a fixed-size. When data is stored to the disk, even if the 
actual data being stored requires less storage than the cluster size, an entire 
cluster is reserved for the file. The unused space from the end of the file to 
the end of the cluster is called the slack space. For DOS and older Windows 
systems that use a 16-bit File Allocation Table (FAT), this results in very large 
cluster sizes for large partitions. As an example, if the partition on the disk 
was of a 2-Gb size, then each cluster would be of 32 kb. If the file being 
stored on the disk only required 8 kb, the entire 32-kb storage space would 
be allocated, resulting in 24 kb of slack space in the cluster. In later versions 
of the Microsoft Windows operating system, this problem was resolved (or at 
least reduced) by the use of a 32-bit FAT that supported cluster sizes of as 
small as 4 kb, even for very large partitions.

Tools to enable you to do this are available on the Internet for free and 
examples of this type of tool include:

• S-Mail. This is a steganographic program that will run under all versions 
of DOS and Windows. The system uses strong encryption and compression 
to hide data in EXE and DLL files. (Yes, it is possible to hide files within 
full working programs; after all, that is what a virus does.) The software 
has a pleasant user interface and has functions in place to reduce the 
probability of its hiding scheme being detected by pattern or ID string 
scanners (these are tools that can identify the use of steganographic 
techniques).

• Camouflage. This is a Windows-based program that allows you to hide 
files by scrambling them and then attaching them to the end of the file 
of your choice. The camouflaged file then appears and behaves like a 
normal file, and can be stored or e-mailed without attracting attention. 
The software will work for most file types and has password protection 
included.

• Steganography Tools 4. This software encrypts the data with one of the 
following: IDEA, MPJ2, DBS, 3DES, and NSEA in CBC, ECB, CFB, OFB, 
and PCBC modes. The data is then hidden inside either graphics (by 
modifying the least significant bit of BMP files), digital audio (WAV files), 
or in unused sectors of floppy disks.

If you are attempting to hide data in files, no matter what the type, then 
you have two options:
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This picture is the original This picture has had the entire text of

this chapter concealed within the file

Exhibit 1. Steganography

• You can hide your material in the file by adding to the data that is already 
there and thus increase the size of the file.

• You can replace some of the data that is already in the file with the 
information that you want to hide and retain the same file length but have 
a slightly reduced quality in the original representation.

To explain this in more detail, if you are using an image file to hide data, 
the normal method is to use the least significant bit of each information 
element as a place to store hidden data. In doing this, the changes to the 
image are so subtle as to be undetectable to the naked eye. But the changes 
are significant enough for steganographic software to be able to hide relatively 
large quantities of information in the image and also for the software to 
recognize a pattern within the image that it can use to reveal hidden material.

It would not be unrealistic to hide the contents of this chapter in a relatively 
small image; for example, if you look at the two images that are reproduced 
in Exhibit 1, they are relatively small and yet it is possible to hide more than 
30 pages of text within one of them -with no noticeable degradation in the 
quality of the image.

For the most part, the size of the file and the quality of the image are not 
significant; after all, if you do not have the before and after copies of the file 
or image on hand, how can you tell that the file has grown or that the image 
has been degraded? Even when you look at the two images above side by 
side, it is not possible to detect any significant difference.

Other methods that can be used to hide data in other types of files include:

• The use of programs such as Snow, which is used to conceal messages 
in ASCII text by appending white spaces to the end of lines. In a conven 
tional page of text, there are normally 80 columns of information to the
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page. When we use a text file to save information that we have created 
on a computer screen, we do not use all 80 columns. If the word at the 
end of the line falls short of the 80th column, then we get a carriage return 
character after the last letter. If it is the last line of a paragraph, then there 
may be a considerable number of unused columns in the row. The Snow 
program fills in all of these unused spaces and uses the least significant 
bit of each of the bytes to hold an element of the hidden message.

• Software such as wbStego lets you hide data in bitmaps, text files, HTML, 
and PDF files. The data is encrypted before it is embedded in the carrier file.

• If you want to hide messages in music and sound files (MP3), then software 
such as MP3Stego will hide information in these files during the compres 
sion process. The data is first compressed, encrypted, and then hidden in 
the MP3 bit stream. Although MPSStego was written with steganographic 
applications in mind, again there is the potential for it to be used for the 
good of the music and movie industries by allowing them to embed a 
copyright symbol or watermark into the data stream. If an opponent 
discovers your message in an MP3 stream and wishes to remove it, they 
can uncompress the bit stream and recompress it, which will delete the 
hidden information. The data hiding takes place at the heart of the encoding 
process, namely in the inner loop. The inner loop determines the quantity 
of the input data and increases the process step size until the data can be 
coded with the available number of bits. Another loop checks that the 
distortions introduced by the process do not exceed the predefined thresh 
old.

• For the Linux enthusiast, there are programs such as StegFS,8 which is a 
steganographic file system for Linux. Not only does it encrypt data, it also 
hides it such that it cannot be proved to be there.

This plethora of choices of software and encoding schema allows the 
terrorist a wide set of options to suit the chosen method of communication. 
If the selected method of covering the communications is through a newsgroup 
that exchanges music, then the use of an MP3 encoder is most sensible. After 
all, if the other users of the newsgroup have the same taste in music as the 
sender and recipient of the message, there is no problem; they can download 
the file, play it, enjoy it, and yet be totally unaware of the hidden content. If 
the chosen method of communication is one of image sharing, then again, 
the images can be posted in public, with anyone able to view the images, 
but only those who are aware of the additional content are likely to use tools 
to extract it.

On the plus side of this is that, increasingly, it is possible to detect the 
use of steganography. There is now software becoming available that will 
identify the use of an increasing range of the steganographic packages in use.

One example of a tool that can detect the use of steganography is the 
Steganography Detection & Recovery Toolkit (S-DART), which was sponsored 
by the U.S. Air Force Research Laboratories9 and commissioned by WetStone 
Technologies, Inc. The aim of this kit was to develop algorithms and techniques 
for the detection of steganography, in digital image files, audio files, and in 
text messages. The aim of the project was to develop a set of statistical tests
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that could detect the use of steganography and also identify the underlying 
method that was used to hide the data.

Another tool is Stegdetect, an automated tool for detecting whether there 
is steganographic content in images. It is capable of detecting a number of 
different steganographic methods used to embed hidden information in JPEG 
images. Currently, the methods that can be detected by this software package 
are jsteg, jphide for UNIX and Windows, invisible secrets, and outguess 01.3b.

While these tools are still limited in the range of data hiding techniques 
that they can detect, this will increase rapidly. However, as with viruses and 
most other forms of malicious code on the Internet, the detection tools will 
always lag somewhat behind the tools that provide the capability.

Cryptography
It makes sense that if you are a terrorist and you want to communicate using 
the Internet, you are not going to risk your life or your liberty to people not 
being able to recognize the use of steganography on its own. Because the 
steganographic software is not interested in the type of material that it is 
incorporating into the carrier file, it will hide an encrypted message just as 
happily as it will hide a cleartext message.

An encryption program scrambles information in a controlled manner 
through the use of a cryptographic key. In the past, you sent a message 
encrypted with a particular key to someone and they had to be in possession 
of the same key to decrypt the message. This is known as symmetrical 
cryptography. This, unfortunately, meant that you had to communicate the 
key to the person to whom you were sending the message.

This was achievable for governments that have the infrastructure to dis 
tribute the cryptographic keys in a secure manner. However, this type of 
approach is just not realistic for the general public to consider. It is only in 
recent years that such technology has increasingly been found in the public 
domain. Perhaps the best known of the publicly available high-grade encryp 
tion systems is Pretty Good Privacy (PGP), the system developed by Phil 
Zimmerman. As a result of the prominence that PGP has achieved, this 
discussion will concentrate on a description of cryptography on this system.

PGP is a public key encryption software package that was initially intended 
for the protection of electronic mail. Since PGP was published domestically 
in the United States as a freeware offering in 1991, it was very quickly taken 
and adopted all over the world, with the result that it has become the de 
facto worldwide standard for encryption of e-mail.

The author of the PGP software was under investigation for a period of 
about three years by authorities (the U.S. Customs Service) who were inves 
tigating a possible breach in the arms control relating to the export of weapons, 
which includes high-grade encryption. It is one of the nonsenses of the age 
of technology that it was considered to be an offense to export the software 
package that incorporated the encryption algorithm, but there seemed to be 
no problem with leaving the country with the algorithm printed on a t-shirt.
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The investigation into the situation was finally closed, without Zimmerman 
being indicted, in January 1996.

It is interesting that in at least one interview, Zimmerman stated, as part 
of the rationale for the development of PGP, that the software was now used 
all over the world, particularly in Central America, in Burma and by the 
government in exile from Tibet, and by human rights groups and human 
rights activists who were documenting the atrocities of death squads and 
keeping track of human rights abuses. He went on to state that he had been 
told by these groups that if the governments involved were to gain access to 
the information that had been encrypted, all of the individuals involved would 
be tortured and killed. Again, who is the terrorist? Who is the freedom fighter?

Propaganda
Another reason that a terrorist organization might use the Internet is to spread 
the organization's message and further the cause. For this, the Internet is an 
outstanding tool. It is the most widely used, uncontrolled medium that has 
international reach. The number of organizations that have exploited this reach 
and lack of censorship is huge. Some of the better examples of this are the 
Provisional Irish Republican Army (PIRA), the Euskadi Ta Askatasuna (ETA), 
the Mexican Zapatistas, and the Chechen rebels.

The PIRA has a well-founded presence on the Internet through the auspices 
of its political wing, Sinn Fein, and publications with a strong online presence 
such as An Phoblact. Web sites that support the aspirations and the "cause" 
of the PIRA can be found in a number of countries and some good examples 
are the Sinn Fein home page10 and Sinn Fein Online. 11 Other informative sites 
can be found at the Irish Republican Network12 and the Trinity Sinn Fein Web 
site. 13 In addition to the large number of sites that provide information on the 
IRA, other sites provide a different perspective on the conflict in Northern 
Ireland, some of the sites providing a more balanced view than others, but 
undoubtedly, that statement in itself demonstrates a prejudice as other people 
would take a different view of the balance of reporting of the sites. The 
conflict in Northern Ireland is one of the longest-running "terrorist" actions 
that has taken place in the English-speaking world and, not surprisingly, 
attracts a lot of comment and debate and presence on the Web. While the 
PIRA is the best known of the groups that represent one side of the conflict, 
there are a large number of other groups that claim to be active in the Province.

The other main groups are:

Continuity Irish Republican Army
Combined Loyalist Military Command
Irish National Liberation Army
Irish People's Liberation Organization
Irish Republican Army
Loyalist Volunteer Force
Real Irish Republican Army
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• Ulster Defence Association
• Ulster Freedom Fighters

The majority of these also have, to a greater or lesser degree, a Web presence, 
and some of the more notable of these are:

• The Irish People's Liberation Organization14 which represents another view 
of the republican perspective

• A loyalist view can be found at the Ulster loyalist Web page 15
• The Ulster Volunteer Force (UVF) presence with the UVF page of the 

Loyalist Network16

In addition to all of these many partisan views of the situation, there are a 
number of sites that allegedly attempt to provide a "neutral" view of the situation. 
Examples of these sites can be found at Rich Geib's Universe17 or the Irish 
Republican Army Information Site. 18 Other sites that provide insight into the 
attitudes of, and toward, the various parties in the province can be found at 
Vincent Morley's flags Web page19 and a unionist Mural Art from Belfast page. 20

An example of a terrorist site from another part of Europe is the case of 
the Euskadi Ta Askatasuna (ETA). This violent terrorist group, which lays claim 
to a portion of northern Spain and southern France, has its own Web presence 
to present the case for its grievances and to explain culture and history and 
to justify its actions and seek support. As with other similar groups, it has its 
supporters and detractors, both of which use the Web to try to influence the 
opinion of the readership.

In the case of supporters of ETA and the Basque state, -which they 
themselves refer to as "Euskal Herria," the primary Web pages are the Euskal 
Herria Journal, which promotes itself as Basque Journal21 and puts forward 
the aims and expectations of the group that it represents and the Basque Red 
Net, 22 which puts forward a very well-developed argument based on the 
culture and history of the area.

A view of ETA from the Spanish government can be seen at the Ministry 
of the Interior page that has the title "ETA — Murder as Argument."23 This 
Web page is produced in three languages (Spanish, French, and English) to 
enable the widest reasonable readership of the arguments presented. One 
French view of the issues can be seen at the Web site of the Mediapaul Project. 24

In an example from Central America, the Zapatista rebels in the Chiapas 
region of Mexico have become one of the most successful examples of the 
use of information systems and communications by a hugely outnumbered 
and outresourced group of activists. The Zapatistas used the Internet to 
outmaneuver the Mexican government and to bring world pressure to bear 
on a situation that was entirely internal to Mexico. The use of the Internet 
gained the Zapatistas not only support from throughout Mexico, but also from 
the rest of the world. It will also now be used as a template for actions in 
other parts of the world, and the implications of the Zapatista rebellion will 
have an effect on other confrontations with contemporary capitalist economic 
and political policies.
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The surge of support for this, to European and North American eyes, very 
parochial action in a Central American republic came when a report, written 
for Chase Emerging Markets clients by Riordan Roett, was apparently leaked 
to Silverstein and Cockburn's Counterpunch newsletter. The report was found 
to call for the Mexican government to "eliminate" the Zapatistas to demonstrate 
its command over the internal situation in Mexico. When this news and the 
report were posted on the Web, there was worldwide reaction against the 
Mexican government, America, and the American bank that had commissioned 
the report.

Part of the response to this news was an increase in the hacking of Mexican 
government Web sites. In addition, the Electronic Disturbance Theater (EOT)25 
released what they referred to as a digital translation of the Zapatista Air Force 
Action, which they called the Zapatista tribal port scan. This was carried out 
to commemorate a nonelectronic act that involved, on January 3, 2000, the 
Zapatista Air Force "bombarding" the Mexican Army federal barracks with 
hundreds of paper airplanes on each of which was written a message for the 
soldiers monitoring the border.

Despite the fact that the action in the Chiapas region has effectively been 
underway since 1994, there was still support and online action such as that 
by the EDT in 2001.

In the former Soviet Union, the situation with regard to the ongoing conflict 
in Chechnya is one that the media is now starting to class as an "information 
war." The Chechen separatists are primarily represented on the Internet by 
two sites: one from the Chechen Republic of Ichkeria and the other from 
Kavkaz-Tsentr. 26 The Ichkeria site is seldom updated, but the Kavkaz-Tsentr 
is reported as an example of a professional approach to information war. This 
site is kept up-to-date with daily reports on Chechen military successes against 
Russian forces, as well as more light-hearted items and events that surround 
Chechnya.

According to numerous reports from organizations, including the BBC, 
Moscow is applying the same tactics that it observed NATO using in the former 
Republic of Yugoslavia to try to win the information war in Chechnya. In the 
previous Chechen war that started in 1994, the then-fledgling commercial 
station NTV showed graphic pictures from both sides of the conflict; however, 
now the Russian broadcasters and press are much more selective in their 
reporting of the fighting.

The Kavkaz-Tsentr site has repeatedly been targeted by hacker attacks since 
at least 1999. The hackers have repeatedly defaced the Web site with anti- 
Chechen images and slogans and have redirected traffic intended for the site 
to a Russian Information Center site; however, the site has normally managed 
to restore normal operations within 24 hours.

Reaction to the World Trade Center and Pentagon Attacks
This has been inserted here because the case to be highlighted shows the 
dangers of "vigilantes" and people who, for the best of intentions, take actions
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for which they have not researched the background information. The action 
in question was reported by Brian McWilliam of Newsbytes27 on September 
27, 2001, who revealed that members of a coalition of vigilante hackers had 
mistakenly defaced a Web site of an organization that had had offices in the 
World Trade Center. The hacker group, called the Dispatchers, attacked the 
Web site of the Special Risks Terrorism Team, which in fact was owned by 
the Aon Corporation. The other sites that were attacked by this group were 
both in Iran, which for the geographically challenged is not in Afghanistan, 
and is in fact hostile to the Taliban regime and Osama bin Laden. One can 
understand the anger and frustration and the desire to strike out in the 
aftermath of the attacks, but this type of action by uninformed and nonrep- 
resentative individuals does much to damage relationships with countries and 
organizations that have not (at least in recent years) caused any offense and 
are in fact sympathetic to the cause.

Denial-of-Service
When a terrorist organization cannot achieve its objective by the means that 
are normally used — the bullet and the bomb — it has the potential to use 
the Internet and the connectivity of the systems on which we now rely so 
heavily to gain the desired impact. There are a number of advantages and 
disadvantages to this approach; but if the normal techniques cannot be used, 
it allows another vector of attachment to be utilized that has the advantages 
of being untraceable to the source and nonlethal.

When compared to the average activity of a hacker, who has limited 
capability in terms of equipment and sustainability, the terrorist will normally 
have a greater depth of resources and of motivation. An action that is taken 
in support of a cause that is believed in will have a much higher motivation 
to succeed than the whim of an idle mind or simple curiosity.

What Is a Denial-of-Service Attack?
A denial-of-service (DoS) attack is characterized by an attempt by an attacker 
or attackers to prevent legitimate users of a service from using that service. 
Types of DoS attacks that may be seen include:

• Network flooding, resulting in the prevention of legitimate network traffic
• Attempts to disrupt connections between two machines, resulting in the 

prevention of access to a service
• Attempts to prevent a particular individual from accessing a service
• Attempts to disrupt service to or from a specific system or person

Not all disruptions to service, even those that result from malicious activity, are 
necessarily DoS attacks. Other types of attack might include denial-of-service as 
a component, but the denial-of-service itself may be part of a larger attack.
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The unauthorized use of resources may also result in denial-of-service. For 
example, an intruder might make use of your anonymous ftp area as a location 
where they can store illegal copies of software, using up disk space and CPU 
time, and generating network traffic that consumes bandwidth.

The Impact
DoS attacks can disable either the computer or the network. In doing so, this 
can neutralize the effectiveness of your organization. DoS attacks can be 
carried out using limited resources against a large, sophisticated or complex 
site. This type of attack may be an "asymmetric attack." An asymmetric attack 
is one in which a less capable adversary takes on an enemy with superior 
resources or capabilities. For example, an attacker using an old PC and a slow 
modem might be able to attack and overcome a much faster and more 
sophisticated computer or network.

Types of Attack
DoS attacks can manifest themselves in a number of forms and be targeted 
at a range of services. There are, primarily, three types of DoS attacks:

• Destruction or alteration of configuration information for a system or 
network. An incorrectly configured computer may not operate in the 
intended way, or operate at all. An intruder may be able to alter or destroy 
the configuration information and prevent the user from accessing his 
computer or network. For example, if an intruder can change information 
in your routers, the network may not work effectively, or at all. If an 
intruder is able to change the registry settings on a Windows NT machine, 
the system may cease to operate or certain functions may be unavailable.

• Consumption of precious resources. Computers and networks need certain 
facilities and resources to operate effectively. This includes network band 
width, disk space, CPU time, applications, data structures, network con 
nectivity, and environmental resources such as power and air conditioning.

• Physical destruction or modification of network elements. The primary 
problem with this type of attack is that of physical security. To protect 
against this type of attack, it is necessary to protect against any unauthorized 
access to the elements of your system — the computers, routers, network 
elements, power and air conditioning supplies, or any other components 
that are critical to the network. Physical security is one of the main defenses 
used in protecting against a number of different types of attacks in addition 
to denial-of-service.

DoS attacks are normally targeted against network elements. The technique 
that is normally used in an attack is to prevent the host from communicating 
across the network. One example of this type of attack is the SYN flood attack. 
In this type of attack, the attacker initiates the process of establishing a 
connection to the victim's machine. It does this in a way that prevents the
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completion of the connection sequence. During this process, the machine that 
is the target of the attack has reserved one of a limited number of data 
structures required to complete the impending connection. The result is that 
legitimate connections cannot be achieved while the victim machine is waiting 
to complete bogus "half-open" connections.

This type of attack does not depend on the attacker being able to consume 
your network bandwidth. Using this method, the intruder is engaging and 
keeping busy the kernel data structures involved in establishing a network 
connection. The effect of this is that an attacker can execute an effective attack 
against a system on a very fast network with very limited resources.

According to a report posted on May 23, 2001, the Computer Emergency 
Response Team/Coordination Center (CERT/CC), one of the most important 
reporting centers for Internet security problems, was offline for a number of 
periods during Tuesday and Wednesday as a result of a distributed denial-of- 
service (DDoS) attack.28

The CERT/CC posted a notice on its Web site on Tuesday saying that the 
site had been under attack since 11:30 a.m. EST that day and, as a result, at 
frequent intervals it was either unavailable or access to the site was very slow. 
The CERT/CC is a government-funded computer security research and devel 
opment (R&D) center that is based at Carnegie Mellon University in the United 
States. The site monitors Internet security issues such as hacking, vulnerabil 
ities, and viruses, and issues warnings related to such issues and incidents.

According to the report, the organization was still able to conduct its 
business and had not lost any data. The center issues warnings and sends 
alerts via e-mail. News of the attack on CERT/CC came on the day after 
researchers at the University of California at San Diego issued a report stating 
that over 4000 DoS attacks take place every week.

A DDoS attack, such as the one experienced by the CERT/CC, comes when 
an attacker has gained control of a number of PCs, referred to as zombies, 
and uses them to simultaneously attack the victim.

According to an unclassified document29 published November 10, 2001, by 
the NIPC, technologies such as Internet Relay Chat (IRC), Web-based bulletin 
boards, and free e-mail accounts enable extremist groups to adopt a structure 
that has become known as "leaderless resistance." Some extremist groups have 
adopted the leaderless resistance model, in part, to "limit damage from 
penetration by authorities" that are seeking information about impending 
attacks. According to the report, which was prepared by NIPC cyber-terrorism 
experts, "An extremist organization whose members get guidance from e-mails 
or by visiting a secure Web site can operate in a coordinated fashion without 
its members ever having to meet face to face."

In addition to providing a means of secure communications, the range and 
diversity of Internet technologies also provide extremists with the means to 
deliver a "steady stream of propaganda" intended to influence public opinion, 
and also as a means of recruitment. The increasing technical competency of 
extremists also enables them to launch more serious attacks on the network 
infrastructure of a nation-state that go beyond e-mail bombing and Web page 
defacements, according to the NIPC.
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According to a separate article on international terrorism by a professor at 
Georgetown University, the leaderless resistance strategy is believed to have 
been originally identified in 1962 by Col. Ulius Amos, an anti-Communist 
activist and this approach was advocated, in 1992, by a neo-Nazi activist, Louis 
Beam.

Information Warfare Tactics by Activists
What does an activist seek to achieve by using IW techniques? It is likely that 
the types of activity that an activist will undertake will be very similar to those 
of a terrorist group, with the main difference being the scale and the type of 
target. One of the main aims of an activist is to achieve their goals by exerting 
pressure through a route other than the government or a corporate process, 
although they may also use this route. If they can exert this pressure on the 
targeted organization through denial-of-service or through propaganda, they 
will do so, but they will also use the Internet to communicate with their 
colleagues and fellow activists and to gain information or intelligence on their 
target to identify its weak points.

Activists were, historically, groups of people with a common cause who 
wanted to bring pressure to bear on the "establishment." The establishment 
might be a government, an international organization such as the World Trade 
Organization, or even an industry sector such as the petrochemical industry 
or the biotech sector.

DoS attacks do not have to be sophisticated to have an impact. In 1995 
during the detonation of nuclear tests in the Pacific, a number of groups, 
including Greenpeace, took online action to put pressure on the French 
government. The actions ranged in scope and type from those reported by 
Tony Castanha,30 who said that the Hawaii Coalition against Nuclear Testing 
would be conducting its second protest of the summer on Sunday, September 
3, 1995, at 8:30 a.m. He reported that the Coalition would be gathering at the 
Diamond Head end of Ala Moana Park and then march to Kapiolani Park. 
The Coalition requested readers help to support a nuclear test ban and to 
voice their concern on French nuclear testing. The online posting also 
requested that people attending the protest bring signs and banners with them. 
This was the use of the online resource to inform people of a physical gathering 
and to keep them informed of the latest local news with regard to their issues.

Another online action that was part of the Greenpeace campaign against 
the French nuclear tests was an international fax campaign. The campaign 
was advertised online and details of the fax numbers that were nominated as 
targets were listed, together with printers that were apparently available. An 
extract from the material on the Web page is given below.

E-Mail the French Embassy in Wellington — Tell Monsieur Chirac what 
you think mailto: remote-printer.french_embassy/wellington/ 
NZ@6443845298. iddd. tpc. int
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The Greenpeace postings also advocated that participants should send e-mails 
to one of the leading French newspapers, Le Monde — mailto:lemonde@vtcom.fr. 
to express their concern. The postings advocated that participants should:

inundate these numbers with protest e-mail. Note: Jacques Chirac's 
e-mail address was closed within one day of posting here so.... If you 
could send one fax every week to any or every number below, that would 
be brilliant.'

THE NUMBERS ARE:
Jacques Chirac, President de la Republic 
+33 1 4742 2465
+33 1 42 92 00 01 (not working at present) 
+33 1 42 92 81 88 (not working at present) 
+33 1 42 92 81 00 
Fax Number: +33 1 42 92 82 99

Charles Millon, Ministere de la Defense (Defence Minister) 
+33 1 43 17 60 81 (not working at present)

Herve de Charette, Ministere des Affaires Etrangeres 
+33 1 45 22 53 03 (not working at present)

Also given were the fax numbers of a number of leading French individuals 
and organizations. The individuals included Alain Juppe (Prime Minister) and 
the organizations included the French Embassy in London, the French Institute 
in Taipei, the French Nuclear Attache in Washington, and the Nuclear Infor 
mation Centre at the French Embassy in Washington. This relatively early 
example of the use of the Internet by activists to bring pressure to bear, in 
this case on the French government, showed a range of ways in which the 
technology could be used. These included e-mail protests to individuals and 
a newspaper, the dissemination of fax numbers for use by people who could 
then block these numbers with the volume of calls that were made to them, 
and the dissemination of information about local actions that could be accessed 
by a large number of people.

Another example of online activity by pressure groups can be seen in the 
September 2000 fuel protests that took place across Europe. Not only was the 
Internet used to post news of the current situation with the fuel protest to keep 
the people involved informed of the latest situation in each of the countries and 
regions, but it was also used to mobilize activists to considerable effect.

An example of the effect that was achieved can be seen in the online news 
posting that was headlined "Berlin stands firm over fuel protest." This was 
posted on September 20, 2000. The news item reported that Germany's 
transport minister, Reinhard Klimmt, had said that the government would not 
hand out any concessions to German haulers, despite the fact that concessions 
had been handed out elsewhere in Europe, and that any such move would 
have to be part of a coordinated European Union effort.
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This statement was made after German truckers and farmers held up traffic 
in a series of protests over the high price of fuel on Tuesday, but the 
government refused to cut taxes and criticized other European governments 
that had done so, with both France and Italy having offered to cut tax on 
diesel fuel to appease truckers in those countries.

Another online action by activists targeted the world trade summit. This 
action was planned by a coalition of cyber-protesters who intended to flood 
28 Web sites associated with the free trade negotiations at the Summit of the 
Americas with e-mail messages and requests for Web pages. The participants 
hoped to gain enough support to effectively mount a DoS attack. The action 
was apparently led by a group called the "Electrohippies." This hacktivist 
action was intended to mirror the summit's schedule, which started on Friday 
evening and ran through the weekend to Sunday in Quebec City. Leaders 
from 34 nations were meeting there to discuss the establishment of a single 
free trade zone that would extend from Canada in the north to Chile in the 
south.

One of the fastest growing activities on the Web is the defacement of Web 
pages. The rationale for the defacement and the selection of the target for the 
attack will be totally dependent on the cause that the attacker is supporting. 
Examples of this type of attack include:

• The attack on the Kriegsman fur company by the hacker "The Ghost Shirt 
Factory" on November 12, 1996. The Web site was defaced by the animal 
rights activists who made clear their dislike of the fur trade.

• An attack on the Web site of the Republic of Indonesia by a hacker known 
as "TOXYN" on February 11, 1997, this attack was on the Web site of 
Indonesia's Department of Foreign Affairs and was claimed to be an action 
taken in protest against Indonesia's occupation of East Timor.

• Another attack on the Republic of Indonesia took place the following year 
when hackers known as "LithiumError/ChiKo Torremendez" defaced 
approximately 15 Indonesian domains at the same time. This was claimed 
to be a part of an anti-President Suharto campaign.

• Another example, this time from France, occurred when the French 
National Front Web site was defaced by a hacker known as "RaPtoR 666." 
The attack took place on January 28, 1999, and the hacker defaced the 
Web site in French, but an English-language version was also made 
available by a hacker known as the "GrandMeister."

These examples are but a tiny fraction of the thousands of Web site 
defacements that now take place every day around the world. Archives of 
hacked Web sites can be found in a number of locations. But some of the 
more popular sites are the Onething Archive31 and the 2600 magazine archive. 32

The use of propaganda by activists is an effective weapon in their armory. 
Through its distributed nature and the lack of control that exists on the Internet, 
it is extremely easy to get a message published and with determination and 
resources, you can put up a very effective presence to support your cause.
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It could be said that any Web presence for terrorist or activist Web sites, or 
the sites of the regimes or topics that they oppose, are placed on the Web 
for the purposes of propaganda. It is worth remembering that those plain and 
simple facts that to you or me are indisputable are, to others, propaganda 
produced by a system that they oppose. There are a number of Web sites 
that have dealt with this subject in some depth and that largely poke fun at 
the more obvious cases of propaganda, whether they are from governments 
or from other organizations. One of these sites, Propaganda & Psychological 
Warfare Studies, 33 looks at the situation in Africa; and another, the Extremist 
propaganda Web page, 34 pokes fun primarily at the American culture.

Another group becoming more of a "domestic terrorist" factor in the United 
States are the "eco-terrorists" who appear to be out to "save the planet from 
human destruction." Currently, they appear to be happy blowing up buildings 
and destroying laboratory research equipment, which ironically are in some 
cases being used to help the environment.

Information Warfare Tactics by Miscreants in General
The catch-all of the miscreant in general is really here because there are all 
the other people and groups out there that cannot be classed as either terrorist 
or activist, but who can still create a significant impact on a country, an 
organization, or an individual. This will include groups such as the drug cartels 
and other organized crime groups such as the Mafia.

The tactics that they will use will depend on the level of skill they possess, 
the target of their attention, and the effect they are trying to cause.

One small but significant grouping is that of the anarchists and techno- 
anarchists. It is surely surprising that the anarchists that are active on the 
Internet can organize themselves well enough to have an impact. Given that 
the definition of an anarchist is:

An-ar-cbist \&n-er-kist, -ar- \ n 1: one who rebels against any author 
ity, established order, or ruling order 2: one who believes in, advocates, 
or promotes anarchism or anarchy; esp. one who uses violent means to 
overthrow the established order,

Does their joining together in a common cause mean that they are not true 
anarchists, or does it mean that the definition is wrong?

Typically, the targets for anarchists have been governments and large multi 
national companies; but in recent years, there has been a significant shift in 
targeting toward the meetings of the G8 and other institutions perceived to have 
an effect on the world economy, such as the World Bank. Recent meetings of 
the heads of governments have increasingly come under violent attack from the 
anarchists and this has been mirrored in the activity seen on the Internet.

The cause of a denial-of-service attack from this portion of the population 
will be totally dependent on the relationship between the attacker and the
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target. The attack may be as the result of a perceived slight on an individual 
by another individual or an organization, or as part of a concerted attack that 
is part of a wider event. One set of observed attacks that fall into this group 
are the well-documented, but totally unexplained, attacks on a site known as 
GRC.COM, which is described as:

On the evening of May 4th, 2001, GRC.COM suddenly dropped off the 
Internet, I immediately reconfigured our network to capture the packet 
traffic in real-time and began logging the attack. Dipping a thimble into 
the flood, I analyzed a tiny sample and saw that huge UDP packets— 
aimed at the bogus port "666" ofgrc.com — had been fragmented during 
their travel across the Internet, resulting in a blizzard of millions of 
1500-byte IP packets. We were drowning in a flood of malicious traffic 
and valid traffic was unable to compete with the torrent. At our end of 
our Tl trunks, our local router and firewall had no trouble analyzing 
and discarding the nonsense, so none of our machines were adversely 
affected. But it was clear that this attack was not attempting to upset 
our machines, it was a simple brute-force flood, intended to consume 
all of the bandwidth of our connection to the Internet... and at that it 
was succeeding all too well. Gibson Research Corporation is connected 
to the Internet by a pair of Tl trunks. They provide a total of 3.08 
megabits of bandwidth in each direction (1.54 megabits each), which 
is ample for our daily needs.

We know what the malicious packets were, and we will soon see 
(below) exactly how they were generated. But we haven't yet seen where 
they all came from. During the seventeen hours of the first attack (we 
were subsequently subjected to several more attacks), we captured 16.1 
gigabytes of packet log data. After selecting UDP packets aimed at port 
666. ...I determined that we had been attacked by 474 Windows PCs. 
This was a classic "Distributed" Denial of Service (DDoS) attack generated 
by the coordinated efforts of many hundreds of individual PCs.

After some investigation, the victim of the attack was contacted by the 
attacker who posted the following messages to him:

hi, its me, wicked, im the one nailing the server with udp and icmp 
packets, nice sisco router, btw im 13, its a new addition, nothin tracert 
cant handle, and ur on a t3- ..so up ur connection foo, we will just keep 
comin at you, u cant stop us "script kiddies" because we are better than 
you, plain and simple.

In this message, the attacker revealed him (her)self to be 13 years old.

to speak of the implemented attacks, yeah its me, and the reason me 
and my 2 other contributes, do this is because in a previous post you 
call us "script kiddies," at least so i was told, so, I teamed up with them 
and i knock the hell out of your cicso router
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In this posting, the attacker reveals that he has had the help of a couple of 
friends, subsequently named as hellfirez and drgreen, but reveals that the 
denial-of-service attacks (there were six in all) were caused because someone 
has told him (WkD) that the victim had referred to him as a "script kiddie." 
If such a perceived (but unconfirmed) insult generates this level of reaction, 
then the consequences of a real event are impossible to guess.

Some of the easier-to-remember cases of theft on the Internet are cases 
that originated in Russia, the most notorious being the Citibank theft that was 
perpetrated by Vladimir Levin. Although the eventual result of this attack was 
reported to be a loss of $400,000, the exposure of the bank during the attack 
was reported as $10 million to $12 million. Levin was captured as he passed 
through London and in 1998 he was sentenced to three years in jail.

Another Russian case was that of "Maximus," a cyber-thief who stole a 
reputed 300,000 credit card numbers from Internet retailer CD Universe during 
1999 and demanded a $100,000 ransom not to release them onto the Internet. 
When the money was not paid, he posted 25,000 of the credit card numbers 
onto a Web site. The impact of this was that 25,000 people had their credit 
details exposed to the world. The only possible outcome of this action would 
be the replacement of all the affected cards with the respective cost implications.

It is notable that in Russia, according to Anatoly Platonov,- a spokesman 
for the Interior Ministry's "Division R" that handles computer crimes, there 
had been 200 arrests made in the first three months of the year 2000, which 
was up from just 80 in all of 1998. He speculated that this rise in the number 
of arrests may reflect an increased police effectiveness rather than a growth 
in crimes.

In the United States, an incident that was given the name of Solar Sunrise, 
which was first reported in 1998 in the "Defense Information and Electronics 
Report," exposed the Department of Defense's poor state of computer security. 
The Pentagon initially believed that the attack was very serious and probably 
originated in Iraq. However, two teenagers in California were eventually 
arrested for breaking into the military networks. The teenagers were able to 
breach computer systems at 11 Air Force and Navy bases, causing a series of 
denial-of-service attacks and forcing defense officials to reassess the security 
of their networks. The two Californian kids were assisted by an Israeli youth, 
Ehud Tenenbaum, who was known as "The Analyzer" and were described by 
Art Money, the acting Assistant Secretary of Defense for Command, Control, 
Communications, and Intelligence, and the DoD's CIO, at the time as kids 
"having a hell of good time." 35

For some of the groups in this category, the online collection of intelligence 
is currently a major issue. It is now almost irrelevant as to whether you refer 
to this activity as spying, as open source intelligence collection, or as industrial 
espionage; the net results are very similar, as are the methods used. In the 
past, if you were planning an action against an adversary, you would carry 
out a reconnaissance of the target and gain as much information as possible 
to enable you to identify the specific targets and to learn as much as possible 
about their habits, practices, and history.
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You would visit the public offices and the libraries and read newspapers 
to gather background information and you would visit the site to gather more 
specific information through observation, or through methods such as dump- 
ster diving (yes, it did exist before we had computers; it was just that the 
information that the dumpster diver was looking for was different). Now, most 
of the information that exists with regard to a person or an establishment is 
held in computer text files or databases, so the need for a protagonist to 
expose themselves to identification by visiting the site or by being seen in 
local libraries or public offices is greatly reduced.

Another form of attack that this category of attacker might use is identity 
theft. It is now trivially easy to gain all the information you need to assume 
someone else's identity (identity theft) or draw all of the information needed 
with regard to an organization or a company. Identity theft is still largely 
confined to the United States; however, the number of recorded incidents has 
risen dramatically in recent years. If an individual is the victim of an identity 
theft, the results can be startling and the restoration of a state that is similar 
to that which existed before the identity was stolen is extremely difficult and 
time-consuming. It also has terrorist implications as one can imagine,

If there is a recorded case that exemplifies the damage that can be caused 
to an organization if details of it are known to hostile activists, it is worth 
looking at the case of the Huntingdon Life Sciences in the United Kingdom. 
The organization had resisted intense pressure from animal activists for a 
considerable time, first experiencing direct action against the organization and 
its staff and then, more recently, through indirect action which was highlighted 
by the protesters putting pressure on the banks that were providing finance 
and banking facilities to the organization. Where did the animal rights activists 
get the information on where Huntingdon Life Sciences banked? There are 
actually a number of ways in which they could have obtained this information; 
but in reality, if you know where to look for it, it is actually freely available 
online. Once the protesters had this innocuous item of information, they could 
bring the organization to the brink of disaster by putting intense pressure on 
the banks and intimidating their staff members.

Since its early days, the Internet has been exploited for espionage. What 
better medium could the modern information broker, activist, or spy want? 
They have been provided with a low-risk means of access to a country and 
a facility or organization, a means of communication that is both anonymous 
and untraceable, the potential to use cryptography without raising the slightest 
suspicion, an updated version of the Cold War "dead letter box," and a set 
of obstacles to overcome to gain access to industrial and government infor 
mation that, in previous times, would have been considered laughable.

The first case of online espionage was reported when Cliff Stoll documented 
his actions and discoveries of 1985 in his book The Cuckoo's Egg*6 In this 
case, the Soviet Committee for State Security (Komitet Gosudarstvennoi 
Bezopasnosti — KGB) is known to have paid an East German hacker, Markus 
Hess, to penetrate U.S. defense agency systems. In a present-day case, the 
heavily reported Moonlight Maze attacks have been occurring for some time, 
probably since 1997 or before, where hackers from eastern Europe have
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broken into a large number of systems, including the Pentagon's systems, 
accessing "sensitive information about essential defense technical research 
matters." Although the stolen information has not been classified, it is still 
invaluable to foreign governments, terrorist groups, and private companies 
because these networks hold information on military logistics, planning, pay 
rolls, purchases, personnel, and routine Pentagon e-mails between depart 
ments. The most sophisticated attacks observed to date apparently came from 
just outside Moscow and were eventually traced to the Russian Academy of 
Sciences laboratory, the country's leading scientific research body.

The average miscreant in this category will have one of two driving 
motivators for his activity on the Internet: it will either be for curiosity (the 
"can I do that" factor) or it will be for financial gain. The following discussion 
takes a look at some of the techniques that will be used to try to obtain 
financial gain.

Unusually, there is a report from a country that we consider to be "closed" 
to us in a number of ways and which, if we believe all the stories we are 
presented with, is now run by the Mafia and organized crime. According to 
a report by Ruth Alvey37 in July 2001, the level of cyber-crime that was recorded 
in Russia has grown rapidly in recent years. In 2001, there were 1375 crimes 
registered in the high-technology field, a growth of 18 percent from 1999. 
The report highlights the fact that this type of expansion is particularly worrying 
because only approximately 4.5 percent of the Russian population is connected 
to the Internet, which compares with connectivity rates of approximately 49-1 
percent in the United States. The report also gives a conservative estimate of 
between 250 and 500 hackers operating in Russia today, with 15 to 20 of 
these hackers available for hire working in the Moscow area and around ten 
working in the area of St. Petersburg. The reporter also gives further details 
of hacker activity in Russia, such as the level of sales of hacker magazines 
(30,000 copies per month) and cites that 1605 Russians participated in a single 
hacking competition on a Russian Web site (www. hackzone.ru) in the year 
2000 suggesting that the actual number of active hackers is much higher.

From the United States there is a report from Florida, in which it was 
stated38 that an FBI sting operation resulted in the arrest of Fausto Estrada for 
allegedly stealing various confidential documents from the credit card company 
MasterCard International and offering to sell them to MasterCard's competitor, 
Visa International. A five-count complaint charged Estrada with theft of trade 
secrets, mail fraud, and interstate transportation of stolen property. According 
to the complaint, in February 2001, Estrada, using the alias "Cagliostro," mailed 
a package of information he had stolen from MasterCard to Visa's offices 
located in California. Estrada allegedly offered to sell to Visa sensitive and 
proprietary information that he had stolen from MasterCard's headquarters. 
According to the Complaint, among the items Estrada offered to sell to Visa 
was a business alliance proposal valued in excess of $1 billion between 
MasterCard and a large U.S. entertainment corporation.

As part of a sting operation conducted by the FBI's Computer Intrusion 
and Intellectual Property Squad, an FBI agent posed as a Visa representative 
and negotiated for the purchase of the MasterCard documents in Estrada's



408 Global Information Warfare

possession. If convicted, Estrada faces a maximum sentence of ten years in 
prison and a fine of $250,000, or twice the gross gain or loss resulting from 
the crime on each of the two charges of theft of trade secrets and the two 
interstate transportation of stolen property charges, and five years in prison 
and a $250,000 fine or twice the gross gain or loss resulting from the crime 
on the wire fraud charge. This was a fairly straightforward theft, but hitting 
at the heart of the electronic trade bedrock — the credit card.

In another report from the United States, a 16-year-old New Jersey teenager, 
Jonathan G. Lebed, settled a civil fraud lawsuit filed against him by the 
Securities and Exchange Commission (SEC), which alleged that he had hyped 
stocks on the Internet before selling them for a total profit of $272,826. He 
settled the charges brought by the SEC by paying the government $285,000, 
which included his alleged illegal profits plus interest. The SEC accused Lebed 
of using the Internet, beginning when he was 14 years old, to tout nine small 
stocks he owned, driving up their prices. He sold the shares, usually within 
24 hours of the promotional e-mail, making as much as $74,000 on a single 
stock sale, the agency's suit alleged.

This is a classic case of using the power that is provided by the freedom 
of the Internet, together with the lack of verification that takes place with 
online publishing, to influence the opinions of people. This is a trivial example 
of how, when it started, a 14-year-old youth could exert enough influence to 
affect the price of stocks on the stock exchange. Imagine the potential for 
influencing people that could be achieved by a well-funded and -trained 
organization.

The next example is the first of what will inevitably be repeated. In this 
case, the Italian police arrested 21 people who were accused of involvement 
in a massive online banking fraud that could have cost the Sicilian regional 
government more than 1 trillion lire (U.S.$465 million), according to a state 
ment by the Italian authorities in October 2000.

Members of a criminal group with links to the Cosa Nostra allegedly 
managed to "clone" an online branch of the Banco di Sicilia and were preparing 
to remove funds from an account belonging to the Sicilian regional govern 
ment, officials said. The scheme was operated with the assistance of two 
members of the bank's staff, using stolen computer files, codes, and passwords. 
With these facilities, the gang managed to gain access to the bank's information 
systems.

It was alleged that the group was planning to steal 264 billion lire from 
the bank. According to the Italian news agency AGI, one of the possible 
destinations of the stolen money was the branch of a Portuguese bank, the 
Banco Espirito Santo e Comercial of Lisbon, in Lausanne, Switzerland.

Police identified the leader of the gang as Antonio Orlando, 48, described 
as being close to one of Palermo's leading Mafia families and with previous 
arrests for fraud, money laundering, and receiving stolen property. According 
to an official from the Palermo Police, "The operation was certainly authorized 
by the Mafia, because here in Sicily any operation of economic importance 
requires the Mafia's permission."
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Also within this group is the use of the Internet for the purposes of 
communication. What is being referred to here is the use by individuals and 
groups who are engaged in nefarious activities of technologies that will either 
allow them to remain anonymous or let them send and receive messages that 
cannot be intercepted and reduced to a meaningful state by either law 
enforcement of their opposition will always attract them to technology and 
the Internet.

Let us look at the case for anonymity. In the United Kingdom, because of 
the way the Internet industry has developed, it is possible to take out a "free" 
Internet connection through an ISP. While the user is required to provide 
personal details for the account, because the service provider is not trying to 
gain any money for the use of the service from the user, there is normally 
only a cursory check that the details that have been provided are correct. (If 
you were the ISP and the user was not the direct source of revenue, how 
much effort and resource would you invest in checking out the details 
provided?) It is also possible in the United Kingdom to purchase from any 
High Street store, a pay-for-use mobile phone. These can be purchased for 
cash and replacement cards or top-up cards can also be purchased for cash 
from a large number of outlets. The result: anonymous communications and 
access to the Internet. There are a large number of ways to obtain free 
telephone calls, most of which are illegal, but the combination of untraceable 
telephone calls and connectivity over the Internet is a powerful combination.

Having looked at a number of criminal group types, it would be unrealistic 
not to look at the material available on the Cali drug cartel from Columbia. 
In a paper written by a Los Angeles policeman,39 he identifies that not only 
are criminals using the available technologies to make their illegal activities 
more profitable, but that they are also using computers, cellular phones, and 
other sophisticated electronic devices to gather intelligence information on 
police operations to prevent themselves from being caught. He cites as an 
example of this that

When agents of the United States Drug Enforcement Administration 
recently conducted a raid at the Cali drug cartel headquarters in Colom 
bia, they discovered two large IBM mainframe computers. The computers 
were hooked into the national telephone service of Colombia and stored 
the phone records of millions of Cali residents. These phone records were 
routinely cross-checked against calls made to the United States Embassy 
in Colombia and the Colombian Ministry of Defense in an effort to 
identify Colombians who were cooperating with government drug 
enforcement efforts.

In a court case in California,40 it was quoted that the

Cali cartel is reputed to be using sophisticated encryption to conceal 
their telephone communications and to scramble transmissions from 
computer modems.
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Also referred to in the same court case was the Italian Mafia downloading copies 
of Pretty Good Privacy (PGP) from the Internet and the fact that Dutch criminal 
organizations encrypt their communications and computers with PGP and IDEA.

If the drug cartels and Mafia have this type of capability at their disposal, 
and there is no reason to doubt that they do — untraceable money will buy 
you almost anything — the potential is frightening. There is considerable 
paranoia regarding the capabilities of various "Big Brother" governments to 
intercept an individual's e-mail (and just because you are paranoid does not 
mean that they are not out to get you), but governments are at least voted 
into office and can be removed. Criminals with the same potential powers 
have no such constraints placed on them.

Historically activists were groups of people with a common cause who 
wanted to bring pressure to bear on the "establishment." The establishment 
might be a government, an international organization such as the World Trade 
Organization, or even an industry sector such as the petrochemical industry 
or the biotech sector. Another tool in the hands of the activist is the denial- 
of-service attack. The case below is an illustration of the effect that such an 
attack can have and the seesaw motion between the capabilities of the hackers 
and those of the defenders of the systems as they develop countermeasures.

In a report41 by Rutrell Yasin on February 5, 2001, he stated, "Roughly a 
year after cyber-terrorists paralyzed some of the Web's most trafficked sites, 
technology is finally emerging to stop such distributed denial-of-service attacks 
before they ever reach their target sites. The new tools are designed to thwart 
attempts to bombard routers with large volumes of bogus requests that 
overwhelm servers and deny access to Web sites."

The denial-of-service attacks were/are again a major problem for Microsoft, 
especially after an employee had apparently misconngured one of the routers 
on the system. The attackers were able to capitalize on this human error by 
one person at Microsoft and bombarded the routers with bogus data requests. 
The defensive measure brought to bear was an intrusion detection system. In 
this case, Arbor Networks, a relatively new company that has been jointly 
funded by Intel and Cisco, was about to announce the launch of a managed 
service that it claims will detect, trace, and block DoS attacks. This type of 
technology is not unique, and similar services have been produced in the 
United Kingdom by the Defence Evaluation and Research Agency (DERA) for 
use by the U.K. Ministry of Defence and have subsequently been used to 
provide a service for both government and industry. Other commercial orga 
nizations such as IBM and SAIC also offer similar services.

The service relies on sensors that are placed at strategic locations within 
the network to allow the monitoring agent to detect abnormal behavior on 
the system. The primary type of activity monitored is the system penetration; 
however, if the sensors are placed in front of the routers, the monitors can 
collect information about traffic patterns and identify anomalies, such as 
excessive traffic coming from a given IP address. In some cases, the software 
is capable of generating a fingerprint that can be used to trace the origins of 
the attack; however, this type of functionality has proved to have limited 
success to date (how do you identify the attacker in a DDoS attack that uses
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thousands of zombies?). Operators at the customer site or Arbor's network 
operations center can take corrective action, such as blocking excessive traffic.

The defacement of Web sites has been occurring for some time, but has 
increased in the past two years to the point where the Web site that became 
famous for its up-to-date reporting of Web sites that had been defaced stopped 
trying to keep up with the list of sites that had been damaged (www.atri- 
tion.org). They ceased activity after more than two years of tracking the 
defacement of sites.

A German Web site, Alldas.de, 42 now attempts to provide an up-to-date 
listing of the Web sites that have been hacked each day, together with a 
considerable amount of useful and related information (see Exhibit 2). This 
Web site also maintains league tables of which hacker groups have been 
responsible for which attacks during the period.

An example of this type of information is given in the small extract below, 
showing the name of the Web site defacer, the number of Web sites that were 
claimed to be defaced, and the percentage of the overall number of Web site 
defacements that this represents:

• A-I-C defaced four Web sites, which is 0.02 percent of all archived deface 
ments.

• A-jaX defaced four Web sites, which is 0.02 percent of all archived 
defacements.

• A-Open defaced one Web site, which is 0 percent of all archived deface 
ments

• A1L3P5H7A9 defaced one Web site, which is 0 percent of all archived 
defacements.

• Abfgnytvp defaced one Web site, which is 0 percent of all archived 
defacements.

• Abu Sayaff defaced two Web sites, which is 0.01 percent of all archived 
defacements.

• Abu Sayaff Boys defaced one Web site, which is 0 percent of all archived 
defacements.

• abuzittin defaced one Web site, which is 0 percent of all archived deface 
ments.

• AC defaced seven Web sites, which is 0.03 percent of all archived defacements.
• AccessD defaced eight Web sites, which is 0.04 percent of all archived 

defacements.
• ACE defaced eight Web sites, which is 0.04 percent of all archived deface 

ments.
• acecww defaced four Web sites, which is 0.02 percent of all archived 

defacements.
• acid defaced one Web site, which is 0 percent of all archived defacements.
• Acid Blades defaced one Web site, which is 0 percent of all archived 

defacements.
• add fAlz defaced 13 Web sites, which is 0.06 percent of all archived 

defacements.
• acid klown defaced three Web sites, which is 0.01 percent of all archived 

defacements.
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It is interesting to note that this Web site (Alldas.de) was itself the victim of 
collateral damage when the service provider on which it depends, Telenor, 
apparently suffered significant problems at the beginning of July (2001) for more 
than 40 hours. The site was also the target of a distributed denial-of-service attack 
during the middle of July 2001 that prevented it from operating for four days.

In Europe during the protest about the cost of fuel and the tax that the 
governments were levying on fuel, a number of Web sites came into being that 
provided not only communications within the local environment, but also allowed 
for the coordination of activity over the wider area. The material that is shown 
on these pages is from Web pages and newsgroups, all of which are semi 
permanent; but in fact, a great deal of the information that was passed during 
these and other activities is now passed through services such as the Internet 
Relay Chat (IRC) channels, which can be as public or as private as the participants 
wish, and for which there is less of a permanent record created.

In the United Kingdom for the fuel protest, sites such as Bogush's Lair43 
provided an excellent example of a Web site that provided communication 
with the international situation as well as the local events, and provided details 
of meetings and actions that were kept up-to-date throughout the protest. The 
Web pages provided a network of related pages that gave a good overall 
picture of the situation as it developed and which provided a good barometer 
of public opinion with regard to the situation. It is interesting that governments 
in the areas affected were slow to realize the potential that was being exploited 
and did not appear to capitalize on the information that was being made 
available on the Internet.

Within the United Kingdom, there was an interesting mix of online activists, 
including concerned citizens who would not normally have been viewed as 
activists; political parties and groups, such as the West Berkshire Conservative 
Association; 44 the more expected trade group and industry sites; and truckers' 
forums.

Electrohippies, a group based in England, used DoS attacks against the 
World Trade Organization (WTO) in December 1999. The Electrohippies 
claimed that 452,000 supporters bombarded the WTO's Web site. The Elec 
trohippies are hacktivists (i.e., computer-aided activists who hack) with a 
conscience. They will not intrude into computer systems and, in fact, abhor 
physical violence, preferring to send e-mail bombs rather than real ones that 
can hurt or kill.

iDEFENSE reported that the cyber-activist group RTMark has used eBay to 
help raise funds to support a variety of cyber-protest campaigns. RTMark 
utilizes an array of cyber-protest methods to target large companies and 
organizations. The group also solicits funds for developing hacker tools to be 
used against its targets. 5

The Harsher Side of Activism
Urban terrorists from disparate factions across Europe used the Internet and 
mobile phones to orchestrate the rioting that marred a European summit.
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Operating from a back-street bar and neighboring cyber cafe, under the noses 
of the 6000-strong security force surrounding Nice's Acropolis conference 
center, four men dispatched reports.46

When the International Monetary Fund and World Bank met in September 
2000, the Federation of Random Action and an affiliate, toyZtech, orchestrated 
thousands of online protesters. Employing a new DDoS tool for people with 
almost no computer expertise, the attack was to force the Web sites off line.47 
In addition to the inconvenience resulting from this act, the groups also hoped 
to cause monetary loss.

Activists are usually cash strapped, preventing them from being able to 
afford the best technology. This creates a capabilities gap, but that is overcome 
with creativity. Activists adapt and improvise what they have to achieve their 
goals. This has been the case for thousands of years. Today, activists use that 
creativity and adaptability to bring to bear the technologies they can acquire.

Summary
In this chapter the different types of techniques and tools that a number of 
different types of individuals with a cause may use, or be perceived to have 
used, have been examined. In some cases, the action is intended to be an 
act of warfare, but the primary issue is that it is now impossible to determine 
whether an incident on a network or system has been the result of an accident, 
is an act of warfare, is a criminal activity, or is the action of three curious 
youths who were experimenting with the tools that they had found on the 
Internet.

The Solar Sunrise incident clearly demonstrates that what was initially 
thought to be an action by a hostile nation was eventually traced, some 
considerable time later, to the activities of three youths (two in California and 
one in Israel).
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Chapter 15 ________

Surviving the Onslaughts; 
Defenses and 
Countermeasures

Extremism in the defense of liberty is no vice. And moderation in the 
pursuit of justice is no virtue.

—Barry Goldwater

This chapter introduces defensive strategies such as defense-in-depth, coun- 
termeasures, and counterstrike as critical elements of any design process intent 
on negating, thwarting, or delaying the impact of information warfare (IW) 
strikes from economic espionage agents, techno-terrorists, general miscreants, 
and military info-warriors.

Defense-in-Depth
For any defense to be effective, it must be well-planned and based on clearly 
understood requirements for the protection of the information system and the 
information that it stores, processes, and transmits. An effective defense will 
be created from a range of measures that will span the physical, procedural, 
personnel, and electronic areas (see Exhibit 1). The use of these measures 
must be balanced to provide the protection required in the most cost-effective 
manner, consistent with acceptable risks. While not all-encompassing, the 
information presented forms the very basics required to be implemented. Then 
one can begin to tailor system defenses and countermeasures based on one's 
specific environment, threats, vulnerabilities, and risks.

If a system is to be protected, then the starting point of any defensive 
measures must be an understanding of what is to be protected and the value

419
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Defense-in-Depth adds layers of Defense/Response at each stage
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Exhibit 1. Generic Defense-in-Depth Approach

of the system and the information that is stored, processed, or transmitted by 
the system.

You might expect to see a heavy emphasis on the electronic environment, 
but it is important to keep sight of the fact that any security that is implemented 
must consist of a range of measures that encompass all of the areas (e.g., 
physical, personnel, and administrative).

The holistic approach to security that is needed to gain cost-effective 
security is depicted in Exhibit 2. As you can see from this exhibit, security is 
not just about technology; it is about a mixture of measures that are taken 
from a range of areas and disciplines. On the outside, you have physical 
security. These are the fences, walls, security doors, barred windows, and 
intruder alarms. Next you have personnel security measures. This is most 
commonly the checking of staff to ensure that you know their background 
and have some confidence in their morals and relationships. It may include 
carrying out background checks, criminal record checks, and reference and 
financial checks. It will also include the training of staff in their duties and 
the actions to be taken in the event of an incident. In larger organizations, it 
could also include psychometric testing and lie detector tests. What one is 
trying to achieve is that one can have confidence that the people you are 
employing do not have any skeletons in their closets, but also that they can, 
as far as is testable, be trusted. To ensure that the physical and personnel 
security measures are working in harmony with the electronic security mea 
sures, there is a need for procedures to be initiated.

Risk Assessment and Risk Management
A cost-effective defensive system, complete with countermeasures, must be 
designed. Its design and architecture must be based on analyses of acceptable 
levels of risks. This is accomplished by conducting a risk assessment, during
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Exhibit 2. The Onion Ring Model

which system assets are identified and valued, and the threats to the systems 
are determined and understood. The impact of the failure of the security 
measures that have been applied to the systems is assessed. Once the risk 
assessment has been carried out, the measures that will have to be taken to 
protect the system will then be identified and the owners of the system can 
have a clear understanding of the residual risk that the adoption of the 
Countermeasures will leave. It is now accepted that there is no such thing as 
perfect security and that the more you impose security, the less useful and 
usable the system is and the greater the cost of implementing the solution.

Put simply, the risk to a system is a factor of the threat to it, which is 
measured in terms of the capability of an attacker and his motivation; an 
exploitable vulnerability; and the opportunity to carry out an attack, together 
with the impact that an attack on the system would have.

Prior to the morning of September 11, 2001, U.S. airports and airlines 
believed that their minimum-security measures provided a cost-effective secu 
rity system based on risks. That was the decision made by numerous executive 
managers who accepted the risks. Basically, they bet hoping nothing would 
happen so they would not have to pay for more security and be less profitable. 
The majority of the security problems can be solved, but not unless executive 
management in corporations and government agencies decide that the risks 
are currently not acceptable, and support a defense-in-depth approach. After 
all, even in information warfare, there are lives at stake.

Physical Security
Physical security is the fundamental building block on which all conventional 
systems security is based. Without adequate physical security, effective control 
of access to the system is difficult. It is certainly possible to achieve a high
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level of security without good physical security, but it will normally mean that 
the risk to the system from theft, physical damage, or destruction is higher 
and that the cost of achieving any reasonable level of security will be greatly 
increased. If you take the laptop as an example of a situation in which the 
physical security is weak, then the protection that is afforded to the computer 
must be through the person using it. That person must take care to make 
sure that it is not removed from that owner, from physical security measures 
such as wire straps to attach the laptop to a work surface or upright, access 
control devices, and a software or hardware device to encrypt the storage 
medium.

Personnel Security
The security aspects that relate to staff are some of the most important aspects 
to be addressed. Remember that the staff who are employed on a system are 
uniquely privileged. They have access to the system, they have knowledge 
of the data that is held on it, the value of the data, and the ways in which 
information can be imported to or exported from the system. A disaffected 
staff member can do far more damage to an organization in a far shorter time 
than any external attacker is likely to be able to achieve. It is also true that 
the majority of damage that is caused to a system is caused by insiders (e.g., 
a mole working for an adversary). Some estimates of insider threat put the 
number as high as 85 percent, but the average estimate is around 65 percent.

Staff Retention
Staff retention is highlighted here under personnel security because it is only 
when you have happy, stable, reliable, and trustworthy staff that your per 
sonnel security will work effectively. The shortfall in skilled IT security staff 
is growing and will continue to grow for the foreseeable future as all areas 
of industry and commerce continue to adopt the E-business culture. Staff are 
an increasingly valuable and precious asset as the investment in their training 
and the complexity of the subject they must understand increases.

The dot.com companies of the late 1990s and early 2000 made the promise 
of huge wealth to those who would take the risk of working in a start-up 
company. For many of the younger people employed in the industry (and let 
us be honest, this is very much a young person's field), the potential for great 
wealth in the short to medium term as the share options became valuable 
was irresistible. Unfortunately, the bubble burst and most of the share values 
plummeted to near-zero; but for some time period (a lifetime even in IT 
terms), the focus within the industry was on getting dot.com companies online 
rather than concentrating on security. The aspirations of individuals had been 
raised, but in most cases had not been satisfied.

In large organizations over a number of years, there has been the drive to 
return to core competencies, which had been pushed forward as a way of 
becoming more efficient and profitable. What this means is that if you are a
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factory producing boxes, you concentrate your staffs effort on doing just that. 
If you need transportation to move the product from the factory to the 
wholesaler, then you employ a haulage firm; you do not have your own 
trucks. If you need computers to manage your production, finances, and 
payroll, you outsource this to a company that specializes in providing this 
type of service to the manufacturing industry. All of this is very rational and 
sensible. After all, if the company has developed around the manufacturing 
of boxes, what depth of knowledge does it have in trucking? Also, unless it 
is a very large manufacturing organization, what economies of scale can it 
achieve?

This has been a significant factor for more than a decade in the way that 
organizations have been restructured. Another factor has been the drive to 
make staff more mobile and likely to move from one job to another to satisfy 
their career aspirations and to make the organization more streamlined and 
fitter. The old concept of joining a company as an apprentice and working 
your way up through the company over a career is now largely history.

All of this is good for the efficiency of the operation; but in recent times, 
the realization has started to dawn on the organizations that have followed 
this route to any great degree that while the old ways may carry some baggage 
in the form of underachievement by a small portion of the staff, it did provide 
a framework in which the concept of "staff loyalty" was strong. It also provided 
organizations with their own "in-house" expertise which, while it may have 
performed in a sub-optimal manner, did belong to the organization and could 
be rapidly redeployed to cover unforeseen situations. Imagine that it is four 
o'clock in the morning on a Sunday and the system has just gone down. If 
you have a well-written service contract, the efficient, outsourced service 
provider will of course dispatch an engineer from its local depot within the 
contracted response time. Again, suppose you could only realistically afford 
a four-hour response, so it will not be unreasonable to expect that you will 
be back online within six hours or so. Would it not have been so much easier 
to phone one of your own staff members who lives within easy commuting 
distance of the site to come in and restore a system that he feels responsible 
for as a part of the organization?

The point highlighted here is that while it is probably more cost-effective 
on the balance sheet to keep staff mobile and not offer them long-term 
commitments, the downside of this is that you do not achieve any form of 
staff loyalty, a handy thing to have when you are dealing with security, and 
you cannot generate the level of skill that is required to safely manage your 
systems.

Security of any organization or system is not about a single measure or 
set of measures. For example, on its own, a password will not protect a 
system. The military has for many centuries understood that security, to be 
effective, must be provided in a number of layers that interoperate. This is 
known as defense-in-depth and is perhaps best demonstrated by the onion 
ring model (Exhibit 2). In this model, there are a number of concentric rings 
that each provide an element of the overall security.
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Education and Training
It is arguable whether staff education and training should be in this part of 
the chapter or the procedural or electronic areas, but it is addressed here 
because, whatever else it is, it is about personnel. To make the security that 
is being applied to a system effective, it is essential that the staff who are 
going to manage, use, and protect the system and its security are adequately 
skilled through a balance of both suitable training and experience. This is not 
a one-time purchase, but an ongoing investment in the staff throughout the 
life of the system.

Unfortunately, the technology field that we are working in is a fast-moving 
area with numerous reports telling us that the capacity of the hardware doubles 
every 18 months and that the software refresh rate is around 9 months. When 
we add into this equation that there are very few schools or universities that 
can offer effective computer security training courses and add to that the 
limited number of places that a person can gain experience in this field, it is 
easy to see why this problem will continue.

Given the complexity of modern systems and the range of security func 
tionality that may need to be applied to a system to make it secure, the 
maintenance of an effective level of knowledge can be expensive and difficult 
to achieve. Additionally, the retention of staff will become a significant problem 
as you invest more in their training, as their market value and attractiveness 
will increase and their potential to increase their salary by moving will become 
more attractive. A good management system that cares for its staff will go part 
of the way in reducing this problem; but in the end, if you make staff precious 
by training them to a high level, you will inevitably take losses. In large 
organizations, this may be a tolerable cost, but how can smaller organizations 
maintain the levels of training and knowledge in their staff in a cost-effective 
way? The answer is probably that they cannot, and the choice for these 
companies is that they either accept a lower level of system security or they 
outsource the problem and employ an organization that specializes in system 
security to manage their systems in a secure manner.

This might appear to be attractive and give you a good, cost-effective 
solution; but as with most things in life, it is not quite that easy. If you have 
gone through the process of identifying the type and level of security that 
you require to protect your system, can you really believe that an organization 
that specializes in the delivery of cost-effective security services will be able 
to tailor the solution that is delivered for your systems to your individual 
requirements? It is far more likely that, even if you had followed the route of 
risk assessment and the identification of a suitable solution, the outsourced 
security provider will actually provide a generic solution. After all, the cost 
savings of bulk delivery come from being able to generate an easy-to-manage 
system that fits most of the problems. This does not necessarily mean that 
the security that you purchase will be to a lesser level than you had identified, 
but it does mean that the solution that has been provided may not be that 
which was identified as the most appropriate.
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Once you have decided to outsource your security problems to an orga 
nization that specializes in providing security solutions, how do you verify 
that they have the skills and integrity to carry out the task of protecting your 
information systems? If you are a wealthy company and can afford the big- 
ticket international names to provide this service for you, then there is no 
problem. Or is there? How do organizations identify and recruit staff with the 
appropriate skills and knowledge. We already know that staffs with this type 
of knowledge and skill are in incredibly short supply; that their motivation in 
many cases is as much about knowledge as it is about money. We also know 
that to keep pace with the changes in technologies, computers have to be a 
way of life and not just a job. Given all of this, together with the fact that a 
large number of the people who have an interest in this type of technology 
will have experimented with systems to see how effective their security is, it 
will not come as a surprise that a good portion of the information security 
specialists are or have been hackers. The use of the term "hackers" in this 
context is fairly all-encompassing, and includes both the old-fashioned black- 
hat and white-hat (ethical) hackers as well as modern crackers. No one who 
is any good at computer security got that way by reading books; it takes a 
long time as an apprentice, an innate desire to understand systems, and a lot 
of common sense.

While this is not a problem for the majority of people who will have 
experimented within the bounds of systems that they have owned or been 
given permission to experiment on either in a university, at home, or at work, 
there remains an issue of those people who are "addicted" and who are 
hackers because they have a cause or because they just enjoy it and are 
arrogant enough to think that they will never get caught. If you have given 
over the responsibility for your security to another organization, how do you 
convince yourself that they will do a good job for you? You could conduct 
periodic checks that they are doing the job well, but because you have given 
them the job because you cannot retain the staff to do it for yourself, where 
will you get qualified staff to carry out this sort of testing? Of course, you 
could hire a penetration testing team from an independent supplier, but now 
you have given access to your information to a third group who really does 
not need to know it.

Additionally, the users of the system must be educated on the acceptable use 
of the system and the events that they should be able to identify. The development 
of the technologies we use today has been rapid, with the result that for the 
majority of the users, the use of them is not intuitive. Great efforts have been 
made by software houses such Microsoft and Macintosh to hide from the users 
the workings of the system. This is done so that they are presented with an 
understandable representation of the functionality that they need, and not the 
sometimes-messy reality of what is actually happening, through the use of a 
graphic user interface (GUI). The GUI provides the user with a point-and-click 
environment and with little pictures (icons) to represent different programs or 
functions. Of the two major operating systems, UNEX/Linux and Microsoft Win 
dows, the UNDC/Linux family is considered to be the operating system of choice
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for the techno-nerd because it is still very much a system that relies on the 
command-line user interface and requires the user to have a good knowledge 
of the operating system. Windows is the operating system of choice of the average 
user because it is designed for nontechnical people.

The security professional must be highly trained and experienced to cope 
with the information warfare challenges of the Twenty-first Century. One can 
no longer rely on IT people to be responsible for security; they lack the 
education and training required. Is it any wonder why our systems are so 
easily penetrated today? Two reasons: executive management takes unaccept 
able risks and security people are not up to the task. System administrators 
are concerned with throughput, and security puts a drag on that. Why should 
the system administrator be put in a position to have to choose? Even those 
who are usually are not given the authority equal to their responsibility? This 
must change and the change must begin, in part, with training these personnel 
as Twenty-first Century information warriors. It requires advanced degrees in 
computers, security, criminology and the associated experience of investiga 
tions, counterintelligence/counterespionage, anti-terrorism, and information 
warfare tactics — as a minimum. This type of professional rarely exists today 
in the private or government sector.

Procedural Security
Procedural security is the set of rules and practices developed and imple 
mented to integrate the physical, personnel, and electronic security measures 
that have been chosen. An example would be that if you have a 12-foot fence, 
intruder detection sensors, and cameras to protect the exterior of the building, 
they are pointless if there is no one manning a monitoring station to take 
some action if an intrusion occurs.

Only when all of these elements can be used in harmony can any realistic 
and sustainable level of security be achieved. The concept of onion ring 
models can be described in many different forms, but almost all of them 
acknowledge that to be effective, the security of a system must be holistic 
and take the strengths of each of the individual elements and merge them 
into effective, multidisciplinary protection.

Cradle-to-Grave Security (Also Known as Life-Cycle Security)

Design it securely, build it securely, implement it securely, and maintain 
it securely.

The protective measures applied to a system must be enforced and updated 
throughout its entire life. If the security you are using to protect your system 
is not developed as part of the overall system architecture, it will not be as 
cost-effective as would be possible and will probably not operate in the 
optimal manner. Security must also be considered during the design and



Surviving the Onslaughts: Defenses and Countermeasures 427

development phase, as you will normally neither want your system architec 
ture, configuration, or connectivity to be made public, nor will you want 
people who do not need to have it to have access to your system, as they 
may make changes to it before it is brought into use. During the phase in 
the life of a system when it is in operational use, then the security is most 
obviously seen as necessary and can be monitored. Finally, when a system 
is taken out of service and decommissioned for disposal, security must be 
considered for any parts of the system that may contain sensitive information 
or technology; for example, storage media for information that may still reside 
on it or hardware for cryptographic components. This may seem a moot point; 
but in the past there have been a number of examples of organizations 
disposing of obsolete systems and it subsequently being discovered that there 
was sensitive data that was recoverable.

An example of this was reported by the United Kingdom's Daily Express1 
under the headline "Secrets of McCartney Bank Cash Are Leaked." In this 
report it was stated that the Merchant Bankers Morgan Grenfell Asset Man 
agement (now renamed Deutsche Asset Management) had failed to make sure 
that the disk of an old computer that was being disposed of had been erased 
to an adequate level. The report went on to state that, in all, more than 100 
files relating to the private financial transactions of Sir Paul McCartney had 
been recovered from the computer, together with the details of transactions 
of a number of other customers.

In many countries today, this type of security lapse will have a more 
profound effect than the embarrassment that the publicity of the loss will 
cause. If the people whose data is held on such systems are affected, then 
companies are likely to start to see litigation taking place for their failure to 
provide adequate protection for the information they have in their possession. 
A second line of action may come from the organizations that have been 
established within governments to ensure that the rights of the individual are 
cared for and that due care has been taken to protect information about 
individuals. In the United Kingdom, the legislation that has been enacted is 
the Data Protection Act, which was updated in the year 2000, and the person 
who has responsibility for implementing it is the Data Protection Registrar. In 
addition, from an information warfare perspective, the information in the 
hands of an adversary could be devastating.

In the case of the information from the Morgan Grenfell Asset Management 
computer, the Data Protection Registrar had commented that there did appear 
to have been a breach of security.

Some organizations have recognized the problem and, in producing their 
computer security policy, have incorporated the instructions for how to safely 
dispose of unwanted computers and the factors that need to be considered. 
One of the clearest sets of instructions that can be found comes from an 
academic institute, Oxford University in the United Kingdom. They have a 
clear "University Policy for Computer Disposal," 2 in which, among a number 
of other issues that must be considered before a computer is disposed, are 
instructions that highlight the importance of data removal. It states that "An
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overriding consideration in any move of equipment must be to ensure that 
any University data on the machine, and any software licensed to the Univer 
sity, is removed. It is, of course, vital to satisfy the requirements of the Data 
Protection Act, but it must also be understood that any University data that 
is discovered by a later owner may cause controversy, adverse publicity, etc. 
Ensuring adequate destruction of data is the responsibility of the unit that 
owns the equipment, and must not be delegated to any person outside the 
University without adequate contractual obligations being imposed."

The instructions continue with details of how systems can be disposed of 
and the technical details of how to delete data. The question must be asked 
that if academic institutions can lead the way in the awareness of the require 
ments, not only for the protection of the privacy of the individual but also 
with the awareness that not to follow the procedures may cause adverse 
publicity, why cannot government departments and industrial organizations 
that have considerably more to lose in that area understand or address the 
problem?

Some of the other tools techniques, methods, and policies that will help 
in the protection of systems and the identification of attackers are described 
below.

Graceful Degradation
A consideration that applies to both computer security and business continuity 
is that of the graceful degradation of systems so that in the event of a loss 
of availability, the system will fail in such a manner as to ensure that the 
operating system and data are not corrupted. Another aspect might be to 
ensure that you continue to operate, in a restricted manner, for as long as 
possible before the final collapse of the system. One aspect of this is the use 
of uninterrupted power supplies (UPS) to ensure that, in the event of a power 
failure, the system can continue to operate for a limited period of time, but 
for at least as long as is necessary to sequentially shut down the system. 
Redundancy of capacity in either processing power, storage, or communica 
tions bandwidth might be used to extend the resistance of the system to failure. 

If a system is under attack from a denial-of-service weapon, then surplus 
capacity in communications bandwidth can help in dealing with the problem, 
as can additional processing power. If the attack is a storage resource- 
consuming attack, then a surplus capacity will delay the final failure of the 
system. Individually, none of these measures will protect the system or save 
it from an attack; what they, together with other measures, can achieve is to 
extend the time from the start of the incident to the eventual failure of the 
system. This will allow, in the worst case, for the graceful shutdown of the 
system; or, in a more optimistic view, for those responsible for the system to 
deflect the attack or reduce the impact and allow the system to continue to 
operate, or it may even allow for the identification of the source of the attack. 
It will also, potentially, allow time for the collection of evidence and the 
gaining of information on the tools and techniques that the attacker is using.
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Diversity
In the drive to make the systems that we use easier to manage and to reduce 
the cost of managing them, there has been a significant reduction in the diversity 
of equipment and operating systems that we use within a system. After all, why 
would you want to use two or more different operating systems with all of the 
overheads of two sets of training for the systems managers, looking after two 
sets of vulnerability patches and updates, and the problems of cross-platform 
working? The answer is that in some cases, if the system is critical to your 
organization, it may be in your best interests to swallow the cost because if you 
are attacked, it is possible that you will be able to keep on •working through the 
attack because only one of the operating systems will be affected.

One of the simple and yet effective ways in which we can protect our systems 
and make them more resilient is to ensure that we have diversity within them. 
This would include diversity in the types of equipment used, so that more than 
one type of firewall or intrusion detection system (IDS) is used. Different types 
of anti-virus products and network and workstation operating systems will also 
help in preventing a complete system failure due to a single type of malicious 
software. For example, if you have a specific type of firewall in use throughout 
your organization and a vulnerability is discovered in it, the entire organization 
is at risk. If you are using a variety of firewall products, it is unlikely that a 
vulnerability will affect all of them, so you will have reduced the exposure to 
damage or loss and increased the chance that one of the unaffected firewalls 
will show abnormal activity. The same is true of anti-virus and IDS software. For 
the network and workstation operating systems, if a vulnerability is found in a 
version of UNIX, but you have diversity and are running some of your systems 
on Microsoft products, then you are likely to retain some functionality and 
potentially have a platform from which to recover.

As mentioned earlier, one of the problems with this approach is that there 
is a significant cost associated with this route. Not only is there the cost of 
purchasing such diverse products, but there will also be a cost to integrate 
them and to manage this complex network. It is, and must remain, a business 
decision that is derived from the risk assessment as to whether the cost of 
implementing this solution is justified and also sustainable.

Use the Delivered Software Features
It is possible to improve the security of the systems by implementing the 
security features that are delivered as a part of the system. Most operating 
systems are delivered with a great deal of security built into them but, as 
mentioned earlier, it is switched off for the benefit of the average user (home 
user), who neither knows of the features nor cares about them. As long as 
the Internet remains grossly insecure (and there is no prospect of it becoming 
more secure in the near future), we will continue to have significant problems. 
We have to protect our own assets and treat anything that we do not control 
as being untrusted, the equivalent of the "Wild West."
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When a vulnerability in the software we are using is identified and a patch 
(a piece of software that will negate the vulnerability) is produced, if it is 
applied in the appropriate way, the system is protected (at least from that 
problem). Unfortunately, there are a number of complications here. The first 
is the time delay between the bad guys getting to know about the vulnerability 
and the producers of the software, or another helpful organization, producing 
the patch. In the past, this may have taken considerable time as manufacturers 
did not want to admit that the software that they produced was flawed and 
preferred to issue the fixes in the form of software updates. Fortunately, this 
practice is largely in the past, and even the largest corporation, Microsoft, is 
now very responsive to such problems.

The next issue is that one needs to find out about the problem; but unless 
you employ someone to monitor all of the potential sources of information 
for any reference to the software that you are using, how will you find out? 
Even major corporations find it difficult to justify the cost of employing staff 
for this type of work. Assuming that you have discovered a vulnerability and 
have found the patch to fix it, your next problem is that you have to apply 
the patch, which may mean shutting down your systems — and this will mean 
more working time lost. Next, you need to consider whether the patch will 
have any impact on the other software you are running; after all, it has been 
produced in response to a specific vulnerability and distributed as fast as it 
can be to stop the vulnerability from being exploited. What if the patch causes 
a conflict with the other software that you are running? Given the time scales 
with which we are dealing, it would be unrealistic to expect that the patch 
will have been tested in all possible system configurations enterprise wide.

The sad reality is that, even when the patches are available, organizations 
do not apply them to their systems. An example of this is the Solar Sunrise 
incident referred to previously. The patch to prevent this type of attack had 
been available for some time but had not been applied to the systems that 
were affected. If it had been, the attack would have failed.

Redundancy
The use of redundancy as a defensive measure may not seem obvious; 
however, it has, along with the use of diversity, great potential for improving 
the survivability of systems. A very simple aspect of having a spare workstation 
in an office is that if one fails, there is another available to replace it with a 
minimum of delay and effort. When you scale this to look at the wider aspects 
of a system, then the potential gains become more important. On a network 
scale, there should always be sufficient spare processing power and storage 
medium to allow for the worst-case expected loading that the business will 
require with, if possible, at least a 100 percent spare capacity. In the past, the 
cost of this would have been prohibitive, but the cost of processors, memory, 
and storage media has dropped to such a low point that it is totally achievable. 

Other factors that should be considered are things like the power supply: 
do you have sufficient resilience of supply to meet the demand? We all look
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at the uninterrupted power supply (UPS) as the answer to the immediate 
problem, but this will only allow for the limited running of the system and a 
graceful shutdown. Has an alternative power source been investigated, and is it 
appropriate? This may take the form of a backup generator, an alternative supplier 
of mains power, or, in some cases, the organization's own power station.

The path that communications take is yet another area where redundancy 
should be considered. At the lowest level, this should be "call-off capacity 
to allow for the expansion of the bandwidth from the local provider but if 
the system is of sufficient importance, then the possibility of taking bandwidth 
from two separate providers or across two or more different paths should be 
considered. This might mean using two or more providers (as long as you 
ensure that they bring the access into your organization through different 
points) or it may mean using two or more different media, such as cable and 
microwave to link into the public infrastructure.

Finally, on the subject of redundancy, it is worth remembering that the system 
must be protected against all types of threats, whether they are natural accidents, 
incompetence, or malicious activity. Do not forget that redundancy will also 
extend to facilities such as buildings. If a bomb goes off and makes your corporate 
headquarters unusable for a period of time and you cannot recreate a working 
environment at another location, then you will not be in business for very long. 
An example of this was the Canary Wharf bombing in London, which caused 
an estimated £300 million in damages. Probably more startling was that of the 
companies affected, it was estimated that 80 percent of those that were not 
operational within 24 hours of the event went into liquidation.

Remember also that a terrorist attack with a car bomb to take out your 
computer facility or a facility near you will not only likely cause window 
damage and loss of power, but may well register as a small earthquake on 
the Richter scale. Therefore, although you may not be located in an area 
prone to earthquakes, one should consider the effects of terrorist attacks that 
have the same force of power. It is then prudent to consider "earthquake- 
proofing" your systems (e.g., bolt racks and brace equipment). Also remember 
that any high-pressure water pipes in the ceiling above your systems can 
burst, thus causing water damage to your system. In addition, if you have 
those nice, rectangular false ceiling tiles in place and high-pressure water 
pipes above, the water from the burst pipes can turn those ceiling blocks into 
250-pound bricks that can fall and damage equipment and even kill people.

This incident is not unique, as shown by a report from a German publication 
entitled "Why rebuild a phantom city?"3 It gave details of other major incidents, 
along with costs and the actions that were subsequently taken to minimize 
repetitions:

When the level of terrorist attack leads to very heavy insurance claims, 
"area " measures are taken. This is what happened after the 1993 and 
1994 one ton IRA bombs in the City of London, which inflicted £1.5 
billion of damage, and the 1996 bomb at Canary Wharf which led to 
insurance claims of'over£300 million. It also happened in the United 
States after the 1993 World Trade Centre, 1995 Oklahoma, and 1996
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Atlanta bombs. It happened after ETA attacks in Spain, after Tamil 
attacks in Sri Lanka, Palestinian attacks in Israel and Lebanon, and 
cult attacks on urban transportation systems in Japan.

It may be realistic for large, distributed organizations to maintain a backup 
site in a different part of the city or perhaps even farther away, but in most 
cases this is not a realistic option. The alternative is the type of facilities that 
are offered by business continuity specialists who maintain facilities that are 
tailored to the generic needs of a number of types of business sectors, with 
organizations "booking" space at them in case of disaster. This allows them 
to move to a working location that has the power, processing, storage, and 
communications power that they require for their individual businesses in a 
very short period of time. All that they have to do on arrival, in most cases, 
is to load the latest copy of their data and continue where they left off.

Security (Defensive IW) Policies and Procedures
Once you have carried out your risk assessment and have decided on the 
protective measures that need to be applied to the system to make it secure, 
you will need to develop a system security defensive IW policy to document 
the system and the security measures that are to be adopted. From a security 
policy it will be possible to develop operating procedures that will not only 
identify the roles that will need to be carried out to maintain the security of 
a system, but also the actions that will need to be taken in the event of an 
incident. Without a set of operating procedures that are in a form that can 
be understood by any user, the chances of staff reacting in an appropriate 
manner to an incident are very low. All of the users need to be able to read 
and understand the security operating procedures.

Despite years of knowledge and a widespread education effort, it is still 
true that in many organizations there is no security policy for the information 
systems. This does not just apply to small organizations, but also to major 
corporations and government bodies. If the organization does not have an 
effective and up-to-date security policy, then there is no structure on which 
to make decisions about the most effective way to integrate the security 
measures that can be taken. Perhaps the closest analogy to this is having good 
locks on the doors and windows but forgetting to secure the external access 
to the cellar because you did not think the problem all the way through. If, 
in an organization, you do not have the structure and commitment to document 
the way in which information security will be addressed, you will fail. Good 
intentions just are not good enough in the defensive IW field.

There are, however, things that need to be done before you start to produce 
your security policy. It is no good to start documenting how you are going 
to tackle your defensive IW issues if you have not carried out a risk assessment 
to identify what risks you are trying to protect yourself against. It may seem 
surprising, but that is exactly what many organizations actually do. Let me 
ask you this question. In your organization, has anyone ever attempted to
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determine the value of the data that is now, in all probability, the lifeblood 
of your organization?

A security policy or defensive IW policy is the basis for everyone's under 
standing of the way in which the organization will address the problem. It 
not only identifies the measures that must be taken, but will also detail what 
it is that is to be protected. From the security policy, you can derive operating 
instructions, which will be the document that will be read by staff. This 
document will tell them who is responsible for what on the system, what 
their duties are, and, most importantly, how to recognize an incident and 
what to do if one occurs.

Security or Defensive IW Policy Enforcement
When you have gone to the effort of producing a security or defensive IW 
policy for your organization, it is worthless unless you enforce it. This is like 
having road traffic laws but no law enforcement to ensure that they are obeyed. 
In many organizations, particularly in government, once the policy is produced, 
it sits on a shelf and gathers dust. The users carry on doing their own thing 
because nobody is tasked or willing to take on the unpopular task of telling 
people what they should or should not do on the system.

The Domain-Based Approach
When dealing with large systems or systems that are volatile, in that they 
constantly need to be reconfigured, there is a problem with approaching 
defensive IW or security in the conventional way. Under such circumstances, 
it is difficult to perceive or manage the whole of the system as one entity and 
it will certainly be extremely difficult to maintain the configuration of the 
system with any degree of confidence. The most common ways in which this 
difficulty is highlighted occur when connections to systems are discovered 
that were not thought to exist (a far more common event than you might 
believe), or when it is discovered that, to "do their job," a member of staff 
has negated all of the defensive measures that have been put in place by 
connecting a modem to the back of his workstation. It is notable that one of 
the organizations that conducts a large number of penetration tests reports 
that it has never carried out a test on a large corporation without discovering 
one of the two problems detailed above.

This problem is not confined to commercial organizations. All indications 
are that the problem is at least as bad, if not worse, in government departments, 
where people get fed up with the bureaucracy and delay in having official 
modifications to the system and make unauthorized connections out of des 
peration. In the United Kingdom, the Defense Evaluation and Research Agency, 
now known as QinetiQ, came up with a different way to conceptualize systems 
and developed the domain-based approach to system security.

Using this approach, the system is regarded in the light of "islands" of 
systems/users with a common need that are connected by causeways that
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provide the security and control of data flows. This allows the problems of 
large systems to be dealt with in manageable groupings. The concept was 
developed for the military to help designers and implementers understand the 
issues of a highly dynamic environment, but has since been found to have 
far wider applicability in the mobile and highly dynamic area of business in 
the modern world.

Management
The management of any system needs to be carried out in an efficient and 
effective manner. The same is true for the management of the security of a 
system. It is a little-realized fact that if you manage your system in an efficient 
and effective manner to meet the business or government agency needs, then 
the issues related to security will, in many cases, have been addressed in part, 
if not completely.

When systems that use conventional operating systems are installed, it is 
normal practice to install the components out-of-the-box and then configure 
them in a manner that will provide the best security that can be achieved. In 
most cases, the possibility of removing those elements of the operating system 
that will provide functionality that is not required in the configuration to be used 
is not considered. In simple terms, what this means is that a portion of the 
operating system that provides no benefit to the organization that owns and 
maintains the system remains in place, and any vulnerabilities that exist in the 
software could, potentially, be exploited by anyone who might gain access to 
the system. With a small amount of preplanning, this software could be removed 
from the installation before it is brought into operation. By the way, always, 
always get rid of vendor-provided default passwords, a common way for anyone, 
from an eight-year-old to an information warrior, to successfully attack systems.

Penetration Testing
This has a number of names, depending on the environment in which it is 
being conducted. In the U.S. military, it is known as Red Teaming or Vulner 
ability Analysis and Assistance Program (VAAP) testing. In the United Kingdom, 
for government, it is known as IT Security Health Checking (ITSHC). For the 
most part, the name by which it is known is irrelevant. What is actually taking 
place is the physical and logical testing of the configuration of a system to 
ensure that it is as secure as possible in its working environment.

Penetration testing can be partially automated, but this is not an excuse 
or a reason for "de-skilling" the process. It is an opportunity for the skilled 
exponent of the process to cover more tests in the same time period. Pene 
tration testing is about using highly skilled staff to employ their knowledge 
and skills to make sure that any techniques that an attacker may use will be 
defeated. The range of tests that can be carried out on a system's configuration 
are many, and the skill in the task is to identify the tests that would be most 
appropriate for the environment and to apply a range of tests that will prove
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the validity of the security measures that have been taken. Penetration testing 
is a practical and time-efficient method of testing whether the security measures 
that have been taken are working and of identifying ways in which the 
measures taken could be improved.

Electronic Security
This is the next layer of security that is identified and this will encompass 
any of the electronic measures that are implemented on the system. This will 
include firewalls, sandboxes, virtual private networks (VPNs), public key 
infrastructure (PKI), intrusion detection systems (IDS), smart cards, biometric 
devices, cryptography, passwords, and access control devices, to name some 
of the more common product types. This grouping encompasses anything that 
is found in the electronic sphere that works toward improving the security of 
the system.

Routers
A router is an item of hardware or, in some cases, software that does just 
what its name implies: it routes data from one part of a network to another. 
Routers also act as traffic regulators, allowing only authorized systems to 
transmit data into the local network so that private information on the local 
network can remain secure. In addition, routers also handle errors, keep 
network usage statistics, and are now smart enough to handle a number of 
security issues. A router performs its function by creating and maintaining a 
table of the available routes and their conditions. The router uses this infor 
mation, along with distance and cost algorithms, to determine the best route 
for a given packet. Typically, a packet can travel through a number of network 
points with routers before arriving at its destination.

Firewalls
Most people perceive a firewall as a part of the defense of a system that is 
designed to prevent unauthorized access to or from a network. In reality, it 
is the opposite; it is designed to allow authorized transactions to take place 
between a network and other networks, including the Internet. Firewalls can 
be either a hardware or a software device, or a combination of both. The 
different types of firewalls were described previously in this book. A firewall 
is not the universal panacea to all of a system's security requirements, nor is 
it a "fit-and-forget" device. It does, however, form an important element in 
the overall security of a system. By the way, while you use firewalls to secure 
your systems, do not forget to also secure your firewalls and other security 
software, firmware, and hardware.

A firewall is a system that, when properly configured and maintained, can 
prevent unauthorized access to an organization's network. A firewall can be



436 Global Information Warfare

located on the network's server that acts as its gateway to the Internet, or it 
can be a dedicated system placed between the network and the Internet so 
that the network is never in direct contact with the Internet. In large organi 
zations, it is not unusual to use firewalls between different parts of the 
infrastructure of an organization to keep separate its different divisions or 
functional areas; for example, the marketing, finance, and research and devel 
opment areas. All messages entering or leaving the protected network pass 
through the firewall, which examines each message and blocks those that do 
not meet the specified criteria for passing into or out of the network. 

There are a number of different types of firewalls:

• Packet filtering. A packet filtering firewall looks at each packet entering 
or leaving the network and accepts or rejects it based on rules defined 
for the system. Packet filtering is reasonably effective and is normally 
transparent to users but can be difficult to configure.

• Application gateway. An application gateway applies security mechanisms 
to specific applications, such as Telnet and FTP. This type of firewall can 
be highly effective but may cause a degradation in performance.

• Circuit-level gateway. A circuit-level gateway applies security mechanisms 
when either a TCP or UDP connection is established. Once the connection 
has been established, packets are allowed to flow between the hosts 
without any further checking.

• Proxy server. A proxy server acts as a proxy for the network that it is 
protecting. It intercepts all messages entering and leaving the network. 
The proxy server effectively hides the true network addresses.

As with all security measures that you apply, it is sensible to use more than 
one type of firewall because reliance on any one manufacturer or methodology 
will leave you vulnerable in the event of a failure.

Personal Firewalls
The personal firewall is a recent innovation but there is already a wide range 
of software that is available free from the Internet for the home user. This 
has been a dramatic step forward in Internet security because a large portion 
of the personal computers in the world are privately owned and are used in 
home or small office/home office (SOHO) environments and do not enjoy 
the same protection that commercial systems are given. Examples of some 
well-known personal firewalls are BlackICE Defender, ConSeal PC Firewall, 
Internet Firewall 2000, and ZoneAlarm. 4 While the average user does not see 
a great need to protect the system with a firewall because they do not consider 
they have any information of value on their systems, this is gradually changing. 
The way in which people use their systems is developing and they are 
beginning to understand that any personal information they hold on their 
computer may be of value to someone who either wants to use their identity 
(identity theft) or wants to collect information about them.
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When you consider that most people currently use their computers to type 
letters (with their name and address on them), keep their accounts (with their 
financial details), and make online purchases (with their credit card and 
account details), these aspects alone make the PC worth protecting. The other 
aspect that people are becoming more conscious of is that of someone taking 
over their computer for illicit purposes. The installation of even the most basic 
personal firewall will make the PC less attractive to the average attacker and 
they will probably go off and attack someone else's PC.

Audit Logs
Most operating systems are delivered with some type of auditing capability. 
The quality and usability of such a capability may be debatable, but one major 
factor that is beyond dispute is that auditing is of no use to anyone if it is 
switched off. And it is of little use even if it is switched on if it is not regularly 
monitored. It is of no comfort or benefit to know that a security incident took 
place two weeks ago!

Patching of Software
Part of the efficient security management of a system is the installation of 
patches to the operating system and applications. While this is a simple action 
to achieve, it is probably one of the most overlooked and ignored in the 
management of information systems. Whether you consider this subject to be 
a procedural or electronic event, it is addressed here for convenience. The 
Code Red Bug that attracted so much attention during the summer of 2001 
would have been entirely avoidable if the patches that were available had 
been applied. The same is also true of the previously mentioned Solar Sunrise 
incident. According to a report from the System Administration, Networking, 
and Security (SANS) Institute, 5

Most of the systems compromised in the Solar Sunrise Pentagon hacking 
incident were attacked through a single vulnerability. A related flaw 
was exploited to break into many of the computers later used in massive 
distributed denial-of-service attacks.

While there are a large number of software vulnerabilities that are discovered 
every year, only a portion of them affect security; and of that portion that 
does affect security, very few are actually exploitable or exploited by infor 
mation warriors or miscreants.

Forgotten Hardware, Firmware, and Software
When developing information warfare defenses for your information, net 
works, and other systems, do not forget to "harden" your other hardware and
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software systems that are often forgotten. These are the networks and systems 
that operate the physical security alarms, control physical access to facilities, and 
the fire control systems. Especially in today's environment, the threats of terrorists 
(e.g., eco-terrorists, religious fanatics, and theft of hardware and information 
through physical access) are also part of information warfare defenses.

The other "forgotten" software includes software used for maintenance and 
also the information systems security software. These products are crucial to 
information warfare defensive systems and must not be overlooked when 
validating and verifying that no malicious codes have been embedded in these 
products.

As with any other vendor-provided software, hardware, or firmware prod 
uct, information warfare defenders must work with their contract office per 
sonnel to ensure that contracts for these products include a clause stating that 
the product is free of malicious code and viruses. And furthermore, that the 
vendor is liable for any damage caused by such embedded viruses and 
malicious codes. Although you will undoubtedly find that vendors will fight 
such clauses in purchasing agreements, this liability issue must be continually 
pursued. One wonders about the product being purchased and the vendor's 
quality control processes if they refuse to agree to such a clause.

Other options include the following:

Examine the process used by vendors in their product development.
Where is the code being written?
What quality control processes, such as validation and verification, are in
place?
What security checks are made on the programmers?
What security checks are made on the vendors?
How is access controlled to their facilities?
How is access controlled to their product development processes?

Sandboxes
It is becoming increasingly common practice these days to constrain the 
activities of applications to a "sandbox" to contain any unexpected outcomes 
from their operation to a virtual environment. The term "sandbox" is used 
similar to the way it was initially conceived — the children's sandbox, a place 
where they could play in relative safety. In the computer world, this concept 
has been retained and a sandbox is normally considered to be somewhere 
that you can play with code that you do not have confidence would not cause 
damage to your system if it were allowed to interact with it, or somewhere 
that you might ship code that you believed might be malicious.

Virtual Private Networks (VPNs)
The discussion of what constitutes a VPN is now a long-standing debate with 
one group, largely from the vendors, maintaining that any network service
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provided over a shared infrastructure while at the same time appearing to 
offer the users exclusivity is a VPN. The other main argument equates privacy 
with .security, and defines a VPN as an encrypted pathway (tunnel) that has 
access control and host or user based authentication. Depending on the size 
of the organization, use of a VPN will either be from the organization's own 
facilities or will be purchased from a service provider. The way in which an 
organization will use a VPN will depend on its business needs. In some cases, 
a VPN will allow organizations that are spread over a wide geographical area 
to use the public infrastructure to connect elements of their internal corporate 
networks. In others, it will allow individuals who need remote access to the 
corporate systems to connect to the system while maintaining the integrity of 
the system boundary.

One of the downsides of using this type of technology is that, while it 
will, in most cases, prevent anyone from gaining access to your information, 
it does so by encrypting the traffic. In most cases, the firewall and software 
such as the anti-virus scanner and the intrusion detection software will be 
unable to read the encrypted traffic. This will expose the organization to a 
new set of problems, such as viruses propagating through the infrastructure 
and the loss of the ability to filter and monitor the information that is traveling 
across the VPN. One way in which these problems can be overcome is if 
rather than from the desktop to the desktop, the VPN exists only from the 
firewall of one system to the firewall of the other (this is effectively "point-to- 
point encryption" versus the "end-to-end encryption" as discussed in this chapter). 
Other solutions involve carrying out the checking that has traditionally been 
carried out at the firewall; at some other point in the network, the loading that 
will take place on processors and communications paths within the network 
would need to be carefully monitored to ensure that the loadings were balanced.

Public Key Infrastructure (PKI)
The widespread use of PKI systems is a goal that is being sought by a large 
number of organizations but, at the moment, still mainly by those that are 
trying to sell the concept. The potential power of a PKI system to provide a 
high level of confidence that a message that is sent from one person to another 
can be proved to have been sent, to have arrived, and to not have been 
altered or viewed in transit is highly desirable. Unfortunately, for any large- 
scale PKI to work, there is a requirement that at some level there will be trust 
(someone must fulfill the role of the certification authority), cooperation (the 
different vendors and user organizations must agree), and implementation 
standards.

If commerce is to be encouraged to adopt PKI systems, then government 
must enable their use, not hinder it by insisting on national schemes that 
allow them to retain "control." Multinational and transnational companies have 
the ability to move to areas that provide a beneficial environment for them 
to conduct their business. If governments try to use cyber-crime and cyber- 
terrorism as a reason for these companies to hand over access to their
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company's information to government agencies through any type of imposed 
key escrow or similar schemes, then it is likely that those companies will 
perceive the environment to be less conducive to them conducting their 
legitimate business and move elsewhere. Both in the United States with the 
"Clipper Chip" fiasco and in the United Kingdom with the E-commerce "Key 
Escrow" debacle, exactly these arguments have been used. In both cases they 
have failed, partially because of pressure from the commercial sector and 
partially because the initial arguments were weak. Criminals who use cryp 
tography to disguise their activities are not likely to supply a copy of their 
key to a third party that has been nominated and authorized by government. 
One of the closest comparisons that can be drawn is perhaps in the United 
Kingdom where, as a result of a number of shooting incidents, guns have 
effectively been removed from private ownership. The net result: the law- 
abiding user is penalized while the criminals, who were not well-known for 
registering their weapons, have not been significantly inconvenienced.

Bruce Schneier and Carl Ellison raised some of the issues relating to PKI 
in an article entitled "Ten Risks of PKI: What You're not Being Told about 
Public Key Infrastructure,"6 which highlights a number of concerns that have 
yet to be addressed to the satisfaction of the community. There is no doubt 
that within an enclosed group that falls under the control of one overarching 
authority, if the level of assurance that can be provided by a PKI system is 
required, then it can be managed at a realistic cost. In this environment, the 
organization can be confident that the system will provide "what it says on 
the box." It is only when the use of the system crosses the boundaries of 
organizations or trust groups that the difficulties start to occur. If there is more 
than one certification authority, how do you, in your organization, know that 
the other Certification Authority (CA) is applying the same stringent tests on 
the validation of certificates that your CA is applying? How can this be tested 
and proved? Does a value that is implied on your certificate mean the same 
on the certificate issued by the other CA? Who will accept liability for any 
losses that result from failures in the system?

Encryption
Encryption can be used in two ways that are similar but achieve very different 
effects. The encryption algorithms that are used may be very similar, but the 
way in which they are implemented is the primary difference. What is achieved 
is either "end-to-end" encryption, where the communications path is encrypted 
from the sender of the message to the recipient of the message or "point to 
point encryption," where the traffic is decrypted at the intervening nodes. The 
advantage of the former method is that only the sender and receiver of the 
message have access to the plaintext message. The disadvantage of this method 
is that the users (both the senders and the recipients) must each be responsible 
for their own cryptographic keys.

With the introduction of an asynchronous cryptographic system such as 
POP, this has become less of a burden; but in reality, it is still beyond the
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average user's capability or ambition. The other option of point-to-point 
encryption means that the message is encrypted in transit between systems, 
but will not normally be encrypted within the system. The disadvantage of 
this .is that anyone who has access to the system can potentially gain access 
to the message, but the advantage is that the cryptographic key management 
is restricted to the system staff who will manage the keys for all of the users 
of their system.

When these techniques are combined, by using both systems together, an 
incredibly strong encryption system is generated.

Anti-Virus Measures
We hear a lot about viruses and the devastating effect they can have. You 
only need to look at the Love Bug, the Anna Kournikova,7 and homepage 
viruses, and the speed with which they spread, to understand the potential 
damage that can be caused. The cost of cleaning up these virus infestations 
is immense. An example of the costs of virus infections can be found in an 
article in Computer Economics8 that reported that the financial impact of virus 
attacks on information systems around the world amounted to $12.1 billion 
in 1999, $17.1 billion in 2000 and $13.2 billion in 2001. Another example can 
be found in a report from the insurers Lloyds of London,9 who estimated that 
the cost of the Love Bug virus could run into tens of millions of pounds in 
the United Kingdom alone. Yet another example is the FunLove virus, 10 that 
infected Windows 95, 98, and NT systems. This virus spread across the globe 
within two weeks of initial discovery. According to an article in The Irish 
Times magazine, work at Dell's factory in Ireland had to be suspended for a 
period of at least two working days and approximately 12,000 computers had 
to be recalled for checking. The estimated cost of the disruption to Dell could 
be as much as U.S.$22 million. In addition to the direct losses, some of the 
PCs that had been infected by the virus had reached customers before the 
virus was detected, causing further damage.

It would almost be easy to not include this type of measure because we 
have gotten, over the past 12 years or so, very used to the ever-present threat 
of viruses. The anti-virus measures that are available are effective and are 
largely keeping pace with the problem. It is debatable whether viruses and 
anti-virus measures should be discussed in the present environment, or 
whether we should in fact talk about the wider issue of malicious code and 
the measures that we take against them. A long time ago, there were well- 
defined groups of viruses, worms, Trojan horses, and other malicious code, 
and each could be and was dealt with pretty much in isolation.

It is not possible to do so today, as what we refer to and deal with as a 
"virus" is actually a mixture of a virus and malicious code. For many, these 
are the information warfare weapons that are launched against government 
and private computer systems. For example, the Melissa virus, which was first 
seen in early 1999, was a "macro virus" that propagated through the medium 
of e-mail attachments. When a user opened an infected Microsoft Word 97 or
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Word 2000 document, the macro virus was immediately activated. When 
activated, the virus lowers the macro security settings to permit all macros to 
run in the future when documents are opened. As a result of this, the user 
is not notified when the virus is executed at some future time.

The next action that the virus takes is to check the registry of the system 
to see if the key "HKEY_Current_User\Software\Microsoft\Office\Melissa?" 
has a value of "...by Kwyj"bo." If the registry key does not exist or does not 
have that value, the virus attempts to propagate itself by sending an e-mail 
message to the first 50 entries in every Microsoft Outlook address book that 
is readable to the user executing the macro. To make matters worse, if any 
of the addresses is a mailing list, the number of people that the message will 
be sent to will increase significantly. However, if the system does not have 
Microsoft Outlook installed, the system will still become infected but the virus 
will not be able to propagate itself. The virus next infects the Normal .dot 
template file. By default, all Word documents will use this template and, as 
a result, any new Word document will also be infected.

The point here is that while the macro virus is achieving its aim, which is 
to replicate, it uses techniques to achieve this that are sophisticated and 
complex and that go far beyond what is normally considered to be a virus.

The anti-virus industry is mature and there are a number of software 
manufacturers that provide an excellent service in maintaining software that 
will deal with all of the currently known viruses and worms. This is achieved 
by the distribution of regular updates of libraries of signatures for the malicious 
code. As new viruses occur and their signatures are isolated by the anti-virus 
companies, the signatures are distributed to their client base and the incidence 
of viruses is controlled. There will probably never be a point when viruses 
will be eradicated because the intellectual challenge of developing a new 
strain is high.

Another way of "inoculating" one's systems against a particular virus strain 
is to modify it and send it back into cyberspace. For example, one can take 
the Code Red Bug, look at its source code to see how it works, and then 
change the code so that when it gets into a system or network it actually 
inoculates the system against the actual Code Red Bug. An obvious note of 
caution: be sure you know what you are doing.

Such an approach was taken and the information warriors who had 
developed that inoculation contacted members of several U.S. government 
"three-letter" agencies in an effort to work with them to do just that. All of 
them were interested but either said that it was another agency's responsibility 
or declined to do it — but would not mind if the developers did it themselves. 
Any wonder why U.S. systems are still being successfully attacked when you 
have bureaucrats in charge of systems' protection instead of information 
warriors?

How do we improve matters? We can start by buying and using the anti- 
virus software that is available. The general advice for a corporation is that 
you should use at least two different products from different producers; in 
this way you stand the best chance of intercepting a known virus. For the 
home user, there are plenty of free anti-virus downloads that will give you
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some protection or, if you can afford it and your information is valuable 
enough, you could actually buy one. The second part of this is educating the 
users. In the working environment, who is actually vain enough to open a 
message with "I Love You" in the subject line? Who thinks that it is appropriate 
and sensible to receive and open an e-mail during work hours that says it 
has a photo of Anna Kournikova? If you educate users as to what is acceptable 
usage and give them some awareness of the potential problems, you will do 
a great deal to reduce the impact of such an attack.

Biometrics
Biometric devices have started to play an increasingly important role in the 
armory of tools that can be used to defend systems. The term "biometric" is 
largely denned as a measurable, robust, distinctive, physical characteristic, or 
personal trait of an individual, that can be used to identify or verify the claimed 
identity of that individual. The accepted definition of biometric has further 
been developed so as to assume that the biometric process is an automated 
one. A biometric device has two main functions:

• To prove that the user is who he says he is. This is achieved by relating the 
person that is presenting himself to the system with an identity previously 
registered on the system.

• To prove that a user is not who he says that he is not. This is the most 
common use of biometric systems. The purpose of this type of biometric 
system is to prevent a single person from using multiple identities. If it 
fails to find a match between the presented sample and all of the enrolled 
templates, then it will allow the user to operate on the system. A match 
between the sample and one of the enrolled templates results in a "rejec 
tion."

The range of biometric devices and types is growing rapidly. There are 
two fundamentally different types of devices:

• Physiological methods, which include fingerprint, hand geometry, iris 
scanning, retinal scanning, facial recognition, and voice verification

• Vein pattern scanning and behavioral methods, which include signature 
verification and keystroke dynamics

Again, on their own, they are of limited value; but when incorporated with 
other devices and technologies such as smart cards, their potential as security 
enhancing devices has yet to be fully realized.

Information Warfare Software and Hardware Development
Not talked about by government suppliers or government agencies involved in 
information warfare activities is the development of specific defensive (IW-D)
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and offensive (IW-O) information warfare software, hardware, and firmware. 
Although COTS makes up the majority of the IW-D programs at this time, others 
may be in development under national security classified contracts. It is hoped 
that if so, such products are also free of malicious codes and that they will 
eventually be made available for commercial use by corporations and individuals.

One does wonder, however, if the government agency customer is verifying 
and validating that such products are free of malicious code? If not, such products 
will not be much good in time of an information warfare attack by an adversary. 
Are foreign companies who are the low bidder for the contract developing such 
programs or subsets? Is any customer representative checking to find out'

As part of IW-D, there are many government agency suppliers working 
under contract to develop IW-D visual aids. Also, some are using artificial 
intelligence and neural networks to analyze attacks to predict when they may 
next occur, by whom, and from where. Such developments will eventually 
lead to products that find their way into the commercial market. However, it 
is expected that the trend will continue — IW-D will always be behind IW-O.

IW-O hardware, firmware, and software development is indeed classified 
at the highest levels of national security (e.g., Top Secret and special com- 
partmented information). These weapons are treated much in the same manner 
as access to classified nuclear-related information. This is logical because, for 
an information-based, information-dependent, and information-driven nation- 
state, access to such information warfare weapons by an adversary can have 
the same effect as the release of a nuclear weapon on a modern nation-state.

Areas of Technology that Must Be Addressed
While we are already using the technologies and concepts that are detailed 
above to help in the defense of systems, it is possible that in the future there 
may be no option but to continue to use them or other technologies. The 
following paragraphs look at just a few of the issues that currently need to 
be addressed if the infrastructure is to be protected in a coherent manner.

Wireless Local Area Networks (LANs)
Wireless LANs are a fairly recent innovation in the general marketplace, but 
are already being widely adopted for a number of reasons. The primary 
reason for their deployment is the low cost of adoption. If you are extending 
a network or refurbishing an office block, the difference in cost in rewiring 
compared to the installation of a wireless infrastructure is huge. Another 
reason is flexibility. In the military, the wireless LAN is an attractive option 
because it allows a system that is highly dynamic and that, in tactical 
situations, needs to be dismantled and rebuilt every few hours to be easily 
moved. There are, however, issues that need to be addressed if this tech 
nology is to be used beneficially as part of the overall defensive means 
adopted for the system.



Surviving the Onslaughts: Defenses and Countermeasures 445

Because the use of wireless LANs has become relatively common, it has 
become very noticeable that you can get in a car and drive through any 
industrial area and acquire a large number of wireless networks that are 
deployed. This is because the owners of the system are not taking even the 
most basic of countermeasures. They are not tying access to the system to 
known machines or network cards, which can be uniquely identified; they 
are not encrypting the network traffic; and they are not monitoring their system 
to see what systems are active as a part of the system.

This technology has the potential to provide good access control and to 
give flexibility and mobility in a safe and secure manner — if it is properly 
implemented.

Digital Subscriber Line (DSL)
DSL technology uses the existing copper pair wiring that runs to almost every 
home and office. To maximize the capability of the twisted copper pair, special 
hardware is attached to both the user and switch ends of line that allows data 
transmission over the wires at far greater speed than standard phone wiring. 
DSL equipment gives a potential for 2 Mbps from the switch to the user and 
56 Kbps from the user to the switch. In addition, it is a constant and permanent 
connection, so you have access to the Internet and to e-mail 24 hours a day, 
seven days a week.

There is no need to dial in to your ISP each time you want to get online. 
This unfortunately also has a downside. Because people are leaving their 
systems permanently switched on and because they are, for the most part, 
not secured effectively, they provide the perfect playground for attackers. In 
simple terms, there are now thousands of systems online that are not securely 
configured, with no one attending them; thus, attackers can easily take over 
the system and then use it as a base to launch attacks on other systems. In 
particular, the personal systems connected via DSL can be used to launch 
distributed denial-of-service attacks. Such systems provide a huge unprotected 
base that can be used by an individual or small group to swamp a targeted 
site. If the environment in which we need to operate is to be made more 
secure, then this issue will need to be addressed.

Electromagnetic Pulse (BMP) and High-Energy Radio Frequency 
(HERF)
Protection against attacks with weapons that utilize electromagnetic pulse 
(BMP) technologies have not thus far been given much attention outside of 
military. An initial flurry of concern was brought about by articles in the press 
in 1996 11 that stated, "Several financial institutions, such as banks, brokerage 
firms, and other large corporations have paid extortion money to sophisticated 
international 'cyber-terrorists.' Huge sums of money have reportedly been paid 
to these criminals who have threatened to destroy computer systems and... 
have proven that they can do it."
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The London Sunday Times, in a report on June 2, 1996, ran an article under 
the headline of "City Surrenders to £400m gangs." In this article it was reported 
that financial institutions in the City of London had paid huge sums to gangs of 
cyber-terrorists who had, supposedly, gained in the region of <£400m from 
financial institutions around the world by threatening to destroy their information 
or even the computer systems themselves. The article went on to report that 
financial institutions in America had also acceded to the blackmail attempts in 
an effort to avoid the denial-of-service that this would cause and the subsequent 
loss of confidence from their customers and other institutions.

A second report in the London Sunday Times-. 12

In 1994, a consultant working for a company which undertakes com 
puter risk assessments for City institutions compiled a table of 46 attacks 
on banks and finance houses in New York, London, and other centres, 
starting in January 1993.

This Sunday Times report also indicated that the methods that the attackers 
had supposedly used included "logic bombs" and electromagnetic pulse (BMP) 
and high-energy radio frequency (HERF) guns. The report went on to quote 
a spokesman for the Bank of England who confirmed that his bank had come 
under attack by the cyber-terrorists. At the time, it was speculated that the 
attacks were the result of HERF weapons being fired to black out trading 
positions in city finance houses. The weapon disables a computer by firing 
electromagnetic radiation at it.

In a separate report from around the same time period, entitled "The Cyber 
Terrorists...," 11 the author stated that the American National Security Agency 
was taking a "very hard look at" four cases, which were detailed as:

• January 6, 1993. A computer crash halted trading at a British brokerage 
house. A £10 million pound ransom was paid into a Zurich, Switzerland, 
bank account.

• January 14, 1993. A British bank paid a ransom of £12.5 million pounds.
• January 29, 1993. £10 million pounds was paid by a British brokerage 

house in ransom after threats were made.
• March 17, 1995. A British defense firm paid a ransom of £10 million 

pounds.

In each of these cases, it was reported that senior executives in the organi 
zations had been threatened by the blackmailers. They had received a dem 
onstration that their systems could be affected; and in every case, the company 
is reported to have paid the blackmailers within hours of the demand being 
made. A separate report indicated that the executives had received messages 
on their systems from the blackmailers indicating that they could gain control 
of the systems.

While this activity in June of 1996 caused a great deal of consternation, 
and caused Winn Schwartau, one of the first people to publicize this type of 
weapon to answer criticism for the "hype," there has been no substantiated



Surviving the Onslaughts: Defenses and Countermeasures 447

evidence of the presence of this type of capability outside of the military and 
there has been no evidence of the use of this type of weapon in the commercial 
environment. However, it should also be noted that Sweden appears to be 
very active in researching these potential information warfare weapons and 
especially their impact on systems and how to defend systems against them.

Countermeasures
Having identified the issues above, what Countermeasures can be adopted to 
defend the systems? There are a wide range of potential actions that could 
be taken but their use will be dictated by the level of commitment and funding 
that is available and the laws that exist in the country in which the system is 
located. Detailed below are some of the Countermeasures that can be 
employed, although this will change with time and the situation.

Intrusion Detection Systems (IDSs)
Intrusion detection systems (IDSs) are the new generation of system protection 
that has been developed. In reality, there is nothing particularly new about 
the concepts of logging activity on a system to identify what is occurring.

In a perfect world, an IDS would be able to detect an intrusion in real- 
time; that is to say, as it occurs. This would enable the person monitoring the 
system to react and set in motion such processes as are required.

It is around this point that one of the major disadvantages of the way in 
which the technology has developed to date becomes apparent. By relying 
on an operator to intervene in a process, there is delay induced in two ways:

• The time it takes an operator to notice that an event is occurring
• The time it takes the operator to initiate some form of remedial action

To identify an "in-progress" event and to have any chance of identifying the 
perpetrator of the event will depend on many factors, including the attacker's 
skill, the logging mechanisms that are in place and the events that they have 
been set up to capture, the placement of the sensors on the system, the skill of 
the operator, the location of the attacker in relation to the victim (are they in 
the same country?), and several other variables. This does not make it impossible 
to catch the attacker, but it does make it increasingly difficult.

We have in the past relied, for the most part, on the post-event detection 
of an incident. This may have been the review of the security log the following 
morning or a periodic review of the configuration of the system that detects 
that changes have been made. This will not be good enough in the future. 
It is doubtful whether even the intervention of an operator will be acceptable 
in future systems if we are to have any chance of remaining secure and 
attackers are to be caught.

At the moment, there are two primary types of IDS: network-based and 
host-based sensors. Both have benefits and disadvantages, but a combination



448 Global Information Warfare

of the two, well located on the network, can give a very good view of what 
activity is taking place on the system. Most of the IDS systems in use work 
by using a set of identified attack signatures in a manner similar to anti-virus 
software. This means that for them to detect an attack, it must have been 
seen before and some unique characteristics isolated. Another family of IDSs 
that is developing is the intelligent knowledge-based system (IKBS), which 
looks at the network over a period of time and identifies what is normal 
behavior. Once it has learned this, it can identify behavior that is anomalous. 
While this group of IDSs has huge potential, they have not been deployed 
effectively on any large scale to date.

What it is important to remember is that an IDS will do what it says — it 
will detect intruders or, in the case of the anomaly detection system, it will 
tell you that something that it does not understand is happening on the system. 
What it will not currently do is react to the event. Once an event has been 
identified, then the human operator must, with the technology that is currently 
available, decide on what actions to take. This may include changing the 
configuration of the system to minimize or prevent damage, initiating action 
to identify or track an attacker, or gathering forensically sound evidence. This 
leaves a window of opportunity for any automated attack that is large enough 
to allow an attack that could cause significant damage to a system. In the 
future, the systems will have to be more highly integrated so that once the 
system identifies that it is under an attack, it will cause the system to reconfigure 
to a state in which the attack is ineffective.

This has a great deal of potential, but will, in itself, have issues that need to 
be resolved. How many times can a system be reconfigured without human 
intervention? With all that has been previously discussed in this chapter about 
risk assessments, creating policy, and operating procedures, how can a self 
modifying system ever be adequately controlled to give system owners confi 
dence that the system has remained in a safe state. How would this be provable? 
How long would it be before a determined attacker managed to find a way to 
subvert such a system? While all these questions need to be answered, there is 
no doubt that any reduction in the time between the identification of an attack 
and the reconfiguration of the system to negate it must be welcomed.

Computer Forensics
The continued development of computer forensic techniques that can be used 
to investigate activity on a network or workstation, or to capture evidence 
after an attack has occurred, will be essential in keeping up with the devel 
opments in technology and the creation of new techniques. The problems 
that must be addressed by computer forensic techniques range from the 
capture and preservation of evidence on a stand-alone PC, through to the 
capture of information from a wide area network (WAN) that spans continents. 
The PC is normally the simple end of the problem, with the preservation of 
evidence on WANs still being almost impossible with the current state of the 
technologies.
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In the past, computer evidence meant the print-out of logs or files from 
the computer and, even today, the majority of the evidence that is presented 
to the court is just that. One of the most important issues in the collection of 
forensic evidence is that it must be provable that the evidence presented in 
court has been handled properly at all times and that any changes that have 
been made to the system have been accounted for. It is normal to make 
"images" of the original evidence so that one of the images can be retained 
and another can be examined, and apart from the initial imaging, the original 
evidence is not touched.

Computer evidence is like any other evidence that is to be presented in 
court; it must be:

• Complete
• Accurate
• Admissible
• Authentic

Unfortunately, the collection of evidence from computers has some specific 
problems that must be addressed. Unlike most evidence that is placed before 
a judge or a jury, computer evidence cannot be seen and can only be observed 
when a computer has processed it. Computer evidence is transient and can 
change from nanosecond to nanosecond, and the very act of collecting 
computer evidence may change the very evidence itself. Finally, most people 
do not have a deep enough knowledge of the way computers work to be 
able to make a judgment as to the significance of the evidence being presented 
to them.

This last comment is also, unfortunately, true for the majority of the 
judiciary, so getting computer evidence admitted to and understood by a court 
remains difficult, although the situation is improving.

Honey Pots and Honey Nets
The honey pot is a relatively new measure that has been brought into use to 
enhance the security of systems and to deflect an attack from a system. A 
honey pot is a system that is intended to provide a more attractive target than 
the real system and is designed in such a way that once an attacker has 
entered the honey pot, he is not liable to move on to the real system. A honey 
net is a larger-scale implementation of the honey pot and is part of a complete 
network. There has been a lot written about the potential for honey pots 
during the past two or three years but there are factors that must be taken 
into consideration when considering their use, including:

• What makes a honey pot so attractive to an attacker? If you make access 
to the system too easy, then any competent attacker will smell a rat and 
become very difficult to convince.

• What do you put into this site that will be convincing to an attacker, but 
which will not be obvious lo them? The material must be close enough to
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the real thing to make the attacker believe that he is in the correct site, 
but at the same time, must be far enough from the reality that you do not 
give away more information than intended.

While there is no sympathy for any person who is attacking a system, there 
are legal and moral issues that must be considered when using a honey pot. 
Is it, or might it, constitute entrapment? Is it right to take the "law" into your 
own hands and trap the aggressor? Another issue that should be considered 
is that in creating a honey pot, you may well attract attackers to your 
environment. What will be the reaction of an aggressor when he discovers 
that he has been misled and that you have been wasting his time and feeding 
him less-than-accurate information?

The SANS Institute describes honey pots as "decoy servers or systems set 
up to gather information regarding an attacker or intruder into your system."

In one publicized case of the results of a honey pot, 14 a group of suspected 
Pakistani hackers thought that they had broken into a U.S.-based computer 
system in June 2000 and thought they had found a vulnerable network to use 
to mount Web attacks on Indian sites. What they had actually done was to 
enter a honey pot and all of the actions they took were recorded and examined. 
The aim of the honey pot was not only to protect real systems from damage, 
but also to learn the hackers' techniques and identities.

Honey pots are not a replacement for other, more traditional Internet 
security systems, but they do provide another avenue for protecting the system. 
A honey pot can be created anywhere in the system. This can mean that it 
is created inside, outside, or in the demilitarized zone (DMZ) of a firewall 
design.

Counterstrike
The whole concept of counterstrike is still in its infancy as governments and 
the military try to determine what can be considered a balanced response to 
a cyber-attack. There is currently no explicit national or international law to 
deal with the situation, and a number of nations have expressed disparate 
views as to how they would regard an attack via computers. Walter Gary 
Sharp, Jr., has written a seminal work on this subject entitled "Cyber Space 
and the Use of Force." Russia has made clear statements on the significance 
it would attach to such an attack, which is probably best reflected in the 
statement from Vladimir Markonenko, First Deputy General-Director; Federal 
Agency for Government Communications & Information (Federal'naya Agen- 
stvo Pravitel'stvennoy Svayazi i Informatsii (FAPSI)), who stated that, "...the 
danger of an information war breaking out is coming to the fore, and 
information warfare will soon rank second only to thermo-nuclear war by its 
consequences."

A second but very similar comment from Russia was made by Professor 
Tsymbal, 15 who stated: "From a military point of view, the use of information
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warfare means against Russia or its armed forces will categorically not be 
considered a non-military phase of a conflict whether there were casualties 
or not." He also went on to explain that, "...Russia retains the right to use 
nuclear weapons first against the means and forces of information warfare, 
and then against the aggressor state itself." This is a very powerful statement 
and reflects the concern within the Russian military as to the possible effects 
of a cyber-attack.

In addition, there has been to date no case law that could be used to 
determine an acceptable response to an attack. If an individual living in a 
country that is at war with your country launches a denial-of-service attack 
against a significant element of your critical national infrastructure, does this 
represent an act of war? Was the individual acting on his own or was he 
acting under orders from an organization in the hostile country? Does it make 
any difference?

What constitutes an adequate response? In physical terms, if an individual 
from a country that you were at war with was caught trying to damage or 
destroy part of your infrastructure, you would consider this an enemy action 
and would take whatever steps were required to capture the individual and 
prevent him from repeating this type of action, including killing him. Is the 
same legitimate in cyberspace? If it is possible to identify the cyber-attacker, 
is it acceptable to kill him? What constitutes reasonable action to prevent him 
from repeating the attacks? Does the cyber-attacker have any rights under the 
Geneva or other conventions? In answering these questions, it is easy to be 
cavalier and dismiss any possible defense that the attacker might have, but it 
is also worth remembering that, to date, more American citizens have been 
caught in this type of activity than the people of any other country.

It will be a considerable time before this subject is fully tested in action 
and in any subsequent court or war crimes tribunal. Why war crimes tribunals? 
Well, if, during a conflict, the enemy information warrior has infiltrated a 
medical facility and changed the records of an individual or for blood supplies, 
this would be a war crime in the conventional arena and thus would probably 
also be considered to be the same in cyberspace.

Law Enforcement
The role of law enforcement agencies as part of a counterstrike would have 
been a laughable concept even five years ago; but today and in the future, 
there is no doubt that they will increasingly have a significant role to play. A 
large number of countries now have dedicated computer crime organizations 
and, through a variety of organizations and forums, have started to become 
effective internationally. It is only with the assistance and collaboration of the 
law enforcement community in all the countries that have been used by the 
attacker that any possibility of an arrest and conviction is going to be possible. 

Some good examples of this type of collaboration that have already 
occurred include the arrest and trial of Datastream Cowboy, one of two British
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hackers who attacked a large number of American military systems in 1994. 
It was only because of collaboration between American law enforcement and 
the British police that this arrest was possible. Another good example is that 
of the creator of the I Love You virus, Onel de Guzman, in which the technical 
skill and assistance of the U.S. FBI were, apparently, instrumental in identifying 
the culprit.

Emergency Response Teams
Computer Emergency Response Teams (CERTs) are the fire brigade of the IT 
world. When an incident has occurred, members of a CERT will assist an 
organization in determining what happened and what action needs to be 
taken to remedy the situation. CERT team members will normally be highly 
knowledgeable in all aspects of software and will be able to understand what 
has caused a problem on a system. They will provide expert advice to all 
parties that have become involved in an incident. A good example of a CERT 
is the Carnegie Mellon University CERT Coordination Center (CERT/CC),"3 
which describes itself as an organization that studies "Internet security vulner 
abilities, handlets] computer security incidents, publishtes] security alerts, 
researches] long-term changes in networked systems, and developts] informa 
tion and training to help you improve security at your site."

Another good example of a CERT is the Australian Computer Emergency 
Response Team (AusCERT). 17 The AusCERT claims to provide a single trusted 
point of contact in Australia for the Internet community to deal with on issues 
relating to computer security incidents and their prevention. AusCERT's stated 
aims are to reduce the probability of successful attack, to reduce the direct 
costs of security to organizations, and lower the risk of consequential damage.

CERTs are normally government or academia sponsored and work together, 
both nationally and internationally, to improve the computer security situation. 
In a number of cases they can achieve far more in the short term than law 
enforcement agencies because they are not acting with the same motives or 
with the same authority and constraints as law enforcement.

Cyber- Vigilantes
Increasingly there is a call, particularly from the United States, to justify the 
actions of and to allow cyber-vigilantes to retaliate to incidents on the Internet. 
There is already some evidence of this type of activity taking place in response 
to perceived, but usually unvalidated, events. In 1999, Winn Schwartau pub 
lished a set of "Guidelines for would-be corporate vigilantes," 18 in which he 
provides a very logical set of steps to take in the event of an incident, until 
he advocates "strike back if you choose, but only with adequate legal counsel. 
There is a range of actions you can take — some more offensive than others." 
It may be difficult to believe that any legal counsel would advocate a strike- 
back — the potential for being able to gather adequate supporting evidence
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to support the strike back that would be a defense against future litigation is 
almost zero.

The potential danger associated with cyber-vigilantes is huge. A look at 
recent high-profile cases in the United States is enough to sound a cautionary 
bell against any thought of adopting this course of action. The first case that 
is worth looking at is that of Richard Pryce, the British teenager who, along 
with another British hacker, Matthew Bevan, hacked into a large number of 
systems around the world. The time taken and the level of resources from 
around the world that were required to track down these miscreants were 
immense. Along the way in the investigation were indications that this attack 
was emanating from Colombia (Bogota) and from Latvia. A cyber-vigilante 
might have felt that this was sufficient information for a strike-back against 
those sites and the consequences could have been disastrous.

A second example is that of Solar Sunrise, the attack on U.S. Air Force 
systems during a military buildup related to continued Iraqi infractions. Initially, 
given the timing and the target of the attacks, it might have been reasonable 
to assume that the attack was from Iraq; but as the investigation progressed, 
there were indications that it might be coming from China, until it was found 
to be two kids in California and one in Israel. Imagine the consequences of 
a vigilante strike on either Iraq or China!

There has already been one case of a response that was taken by the U.S. 
military against a group that was conducting a denial-of-service attack against 
them. In this attack, the Pentagon came under attack from the Electronic 
Disturbance Theater (EOT) on September 9, 1998. The EDT launched Floodnet, 
a denial-of-service program, against a Pentagon Web site. The attack was made 
to draw attention to the Zapatista rebels of Mexico and was launched against 
the Pentagon because the United States supported the Mexican government 
in opposing the Zapatistas. A Pentagon source revealed that the potential 
attack was known about prior to its launch and, as a result, the Pentagon was 
able to prepare for it. The response, which was managed by the Defense 
Information Systems Agency (DISA), was to mirror the denial-of-service attack 
back at the attackers. The result was that the systems used by the individuals 
launching the attack on the Pentagon froze and required re-booting before 
they could be used again. It is interesting that the people involved in the 
attack on the Pentagon now claim to be considering taking legal action against 
the U.S. government.

The procedure employed by the Pentagon does raise a number of questions 
regarding whether the U.S. government and the military have the moral or 
legal right to launch cyber-attacks within the United States. An 1878 law known 
as Posse Comitatus bans the use of the military for domestic law enforcement. 
It is one of the areas in which the applicability of the law to events in 
cyberspace will continue to be the subject of debate. In this particular case, 
it is debatable whether this was a cyber-attack, or a straightforward defensive 
maneuver and it was taken against a source outside the United States. The 
only systems that were adversely affected were those that were actively 
attacking the Pentagon's systems.
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Summary
This chapter has looked at, on a very superficial level, a wide range of security 
considerations, defenses, and countermeasures that can be employed. When 
used sensibly and in conjunction with each other, they can be used to reduce 
the likelihood of a successful attack against you. In the event of a successful 
attack, they can minimize the damage caused and provide information with 
regard to who was conducting the attack and the tools and techniques that 
were used. In this chapter, the resources that can be called on to respond to 
an attack were reviewed; and while it is accepted that unless the attack that 
is occurring is a nationally significant event, the possibility of successfully 
having the attacker brought to justice is low if the attacker is not operating 
from within the same country as the target.

As law enforcement and the computer community in general become more 
computer literate, and as the impact of the damage that can be caused becomes 
better understood by governments, the situation is improving. Within the next 
few years, we should see the introduction of up-to-date international laws 
and treaties that will improve the cross-border situation, while at the same 
time protecting the rights of the individual.

A key point to keep in mind: the defenses, countermeasures, and coun- 
terstrikes should be incorporated into a holistic security program and not 
implemented in a piecemeal fashion. Furthermore, such a program must always 
be maintained with the latest security upgrades and patches. The proper 
implementation of a defense-in-depth program will minimize the risk of 
successful attacks by nation-states' information warriors, terrorists, hackers, 
and other miscreants.
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Chapter 18_____________

Those Who Do Not Accept 
Change and Adapt Will Be 
Consumed By It; The 
Enlightened Will Survive

If you consciously try to thwart opponents, you are already late.

—Miyamoto Musashi 
Japanese Philosopher and Samurai, 1645

Whereas Chapter 1 summarized what we were going to discuss, this chapter 
summarizes what we discussed. This chapter discusses survival in an infor 
mation warfare environment. The reader may find some of the topics presented 
herein covered in other chapters throughout this book. However, it was felt 
that the information presented in this chapter provides a good "wrap-up" of 
the state of the global information warfare environment, addressing and 
reinforcing key issues that every security officer, information warrior, and 
executive manager in government and business should understand.

Introduction to Survival
Traditional security has always focused on the physical world, but today that 
focus may not always be valid. Controlling the information environment (IE) 
may be more effective than physical attack and may be used to prevent it. 
This leads to the conclusion that controlling the IE to successfully attain 
corporate or nation-state objectives is the approach that should be pursued
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to gain the maximum benefit. Using Coherent Knowledge-based Operations 
(CKO), which was described in detail in a previous chapter, corporate or 
government action would be synchronized and coherent, following consistent 
themes conducted simultaneously.

Accepting this approach requires breaking with traditional strategy. Senior 
corporate and government leadership support is necessary to develop the 
appropriate planning guidance, strategy, skilled workforce, and plant and 
equipment. Corporations and nation-states need to boldly accept the new 
reality lest they wish to lose and not be able to re-attain the competitive edge. 
Bureaucracy has no place in an information warfare environment with nano 
second attack weapons requiring nanosecond responses.

Senior leadership is essential for security to be meaningful to the bottom 
line or national security of nation-states. Corporate espionage is becoming as 
big a threat as government espionage — maybe more so. Netspionage has 
become a valuable tactic in support of a corporation or government agency's 
overall espionage strategy.

According to an FBI report, U.S. companies are under economic attack 
from 23 countries trying to steal trade secrets and other intellectual property. 
A recent survey conducted by the American Society for Industrial Security 
(ASIS) reports that 56 percent of the 172 companies surveyed discovered at 
least one attempted theft of intellectual property last year. Sixty two percent 
of surveyed companies have no procedures for reporting information loss; 40 
percent do not have a formal program for safeguarding proprietary information. 
The Computer Security Institute (CSI) and the FBI reported in a 2001 survey 
that 35 percent of 538 organizations interviewed reported financial losses due 
to computer security breaches, from financial fraud, and theft of proprietary 
information to sabotage.

There is no silver bullet, no one-time expenditure of money to "fix the 
problem," and no means to put the genie back in the bottle. Enlightened and 
dedicated leadership willing to stay the course is necessary to guide govern 
ments and businesses.

The Need for a New Approach to Security — Defensive IW
Throughout the previous chapters, the general situation, the threat, and a 
range of countermeasures were discussed. One of the most important aspects 
that will affect the ability of governments and organizations to create, and to 
operate, systems that can sustain during the future has yet to be discussed in 
detail. That aspect is the approach that responsible organizations and infra 
structures must take to ensure that we have the correct environment to endure. 

This will require a significant change in the attitude and approach that is 
taken at all levels of governance and management. What will be required in 
order for the structures that we understand to survive is a large-scale adjustment 
in the attitudes taken on the whole subject; a realization that the threats are
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real; and the adversaries are serious about IW. Do we need a "pearlharbor.com" 
as Winn Schwartan puts it? We have already seen it in the physical world. 
Can the virtual world's Pearl Harbor be far behind?

The Changing Environment
To the present day, we have a long history of understanding the issues that 
are related to security that is imposed by physical, procedural, or personnel 
means. We are also beginning to understand the IW offensive and defensive 
worlds. For as long as we have had groupings of individuals who were, are, 
or at some time in the future may be, in conflict, there has been the need 
for security. Places, people, and things have all needed to be protected and 
we have learned, over an extended period of time (thousands of years) and 
through trial and error, what works and what does not. The things that we 
were, in the past, trying to protect could be seen and touched and were 
comprehensible (even an enciphered piece of information is 
comprehensible — you can see it and understand what it is, you just cannot 
understand what it says). The methods that were used to protect the infor 
mation were well tried and tested; and while all, potentially, are flawed, they 
could be tested by the user who would gain confidence in the defensive 
measures from an understanding of metrics such as the size of the guard or 
the thickness of the walls.

Unfortunately, in the very recent past — that is, in terms of years and decades 
rather than centuries and millennia — this has all changed and we now have a 
situation in which the things we are trying to protect are not tangible. All of the 
conventional barriers that we had grown to know and have confidence in are 
now, individually, pointless and ineffectual. In a very short space of time this 
new concept that is not tangible, (you cannot see the information) and it has 
no comparable characteristics to that of which we have experience.

As an example, take a look at the physical volume that information 
occupies. A box of paper contains 2500 sheets. A 3-5-inch floppy disk, which 
weighs a few ounces and occupies the same space as around four sheets of 
paper would store in the region of 550 pages (just over a ream of paper) of 
text on a floppy disk. A huge saving, but this is already passe, with both hard 
and removable storage media holding orders of magnitude more material. 
Perhaps the comparator now is the LSI20 disk (approximately 47,000 pages 
of text or nearly 20 boxes of paper) or the Zip 250 disk (approximately 98,000 
pages of text or close to 40 boxes of paper), both of which are of similar 
size to the old 3.5-inch floppy disk.

The physical barriers, those that we have previously relied on, such as 
walls and fences and even national borders can now be easily circumvented. 
To function properly and effectively, we introduce the computer and the 
communications that are required to allow us to gain the maximum benefit 
from it. We have, for the first time in history, allowed technologies to outstrip
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our understanding of how to use them in an effective and controlled way. 
The only option that we have if we want to be totally sure that we are not 
at risk of information leakage or contamination is not to use the technology. 
However, one can go back to almost as easily stealing information by copying 
documents or stealing them.

In the present-day environment, we rely heavily on gaining security from 
methods and mechanisms that are well tried and tested. Since groups of people 
first got together, there has been a requirement for security measures. The 
procedures that are used have been developed and tested over centuries and 
millennia. The triumvirate of physical, procedural, and personnel security has 
always been required and none of them, individually, are totally effective. If 
you have good physical security (high walls) but do not have good personnel 
security (you have not checked who is inside the walls), then your security 
is worthless. If you have good physical security and good personnel security 
but do not have good procedures (you do not patrol the wall), then again 
your security is pointless. Finally, if you have good personnel security and 
good procedural security but do not have good physical security, then all of 
your efforts will be in vain. How can you defend an undefined boundary?

In our new electronic environment, the whole concept needs to be revised. 
In this first departure from what is known and understood, the expertise in 
security does not reside with the people who have developed and gained 
experience over the whole range of the subject. Security "experts" traditionally 
serve a long apprenticeship in the military or one of the three-letter intelligence 
or law enforcement agencies, where they receive training, gain experience, and 
learn from their more experienced colleagues. Suddenly in the world of infor 
mation security, these people are largely redundant. They do not have the domain 
knowledge of IT and information systems. As a result, security has suddenly 
moved from the domain of the mature, experienced professionals to smart kids 
with or without degrees who have never had to get their hands dirty in the field.

This poses a number of dilemmas. The first is that the seasoned professional 
has a track record and experience. He is normally more mature and is known 
by the "security" community. In reality, he has a pedigree that can be judged. 
With the new breed of information security "gurus" that are being produced 
by the universities, institutes, and learning by doing, all of this traditional 
background is missing. Organizations are asked to take, at face value, the skill 
and knowledge of a person who may or may not have a relevant degree but 
who claims to be an "information security" specialist.

To make matters worse, by employing information security specialists, we 
are making the provision of comprehensive security much more difficult to 
achieve because we are creating a specialization and treating the subject in 
isolation rather than as a part of the holistic security environment. This can 
be managed and incorporated with good management but there are significant 
difficulties as a result of the immense cultural rift between the two types of 
expert. One security professional who wished to remain anonymous put it as 
shown in Exhibit 1.
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Exhibit 1. It Is the Twenty-First Century and about Time 
for Doing the INFOS EC Job Right____________

We must change the way we do the job of protecting information, but not just that 
information that is being processed, stored and transmitted by our massive computer 
networks. But where to begin? In thinking about that, we thought about two major areas 
on which to focus and they are (1) the flow of information throughout a corporation or 
government agency and (2) the INFOSEC officer as a profession. If we are to make the 
changes that are undoubtedly required to adequately protect sensitive information then 
those are the two areas where we should start.

Why? Simply put, it is because the information flowing throughout a corporation or government 
agency, by whatever means, provides a holistic look required to adequately protect it. Also 
because the INFOSEC officer is the one that must take the lead in the protection efforts.

We are spending a great deal of time and money, in fact on a global basis, trillions of 
pounds annually to protect information stored, processed, and transmitted by computer 
systems. However, that is really only a piece of this valuable, information asset, protection 
process. One can have the very best information systems security mechanisms in place, 
but still not adequately protect the information. We are losing sight of the goal of information 
protection. We have been putting the cart before the horse so to speak. We have been 
concentrating so much on information systems security we have forgotten the protection 
of that same information in other environments...

The segregation of the corporate security profession and the INFOSEC profession has led 
to a segregation of true information protection. Today's' information protection processes 
are like a piece of Swiss cheese. It is so full of holes, no wonder information can easily be 
stolen or compromised.

We must begin to establish a holistic approach to information protection no matter where 
it is within the corporation or government agency. To do that, we must look at information 
from cradle to grave. For example, right now there are basically no adequate controls on 
information in hardcopy, nor are there any real controls on what is sent out via e-mails or 
carried out in notebook computers, removable media, and the like.

So, one may have the latest firewalls, intrusion detection systems, massive monitoring, and 
aggressive actions where INFOSEC policy violations occur, but what about the user who 
prints out a copy of the sensitive information and walks out the door with it? Some 
corporations or government agencies may have guards that check for sensitive documents 
going out the door. Nice try, but no way does that work. The guards do not know what is 
sensitive and what is not. Even if they did, they would have to read the entire document 
and make judgments based on what they read. A ridiculously impossible and unrealistic 
task. So, they look for caveats on the document. No problem. As a user, even if the document 
is caveated coming off the printer, one can tape over it and make a copy of the document 
or even cut off the caveated borders.

As for removable media such as CDs or floppies, one can just hide them in their pockets. 
No corporation or even government agency will be doing body searches.

So what is one to do? Let's start where the information starts, at the desk of the creator of 
that information. If it is determined to meet the criteria for placing a caveat on it as corporate 
sensitive, then that is where the information protection process should begin. It may be on 
a PDA, desktop computer, a notepad, or any other information-holding device. The flow of 
that information should then be tracked and protection mechanisms put in place to protect
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Exhibit 1. It Is the Twenty-First Century and about Time
for Doing the INFOSEC Job Right (Continued)________________

that information. This is a needed process to start looking at the information in a holistic 
manner. It is not perfect since we do not live in a perfect world and we are not perfect 
human beings. However, it is the right approach to begin to protect sensitive information.

The information systems security officer has been developing into a formally recognized 
profession for a decade or more. However, just as we have piecemealed together how we 
try to protect information, as noted above, we have done the same with the profession.

If you recall, before the profession of the INFOSEC officer was established, physical security 
guards were used to protect the computer systems and the information that was stored and 
processed. In the beginning, little transmissions of information took place. As systems grew 
in power, et al., the information technology folks gradually took on the role of INFOSEC 
officers. In previous issues, we've discussed that issue so there's no need to repeat it here.

This approach has led to information technology professionals doing INFOSEC, auditors 
looking for computer fraud, and security professionals and retired or ex-cops conducting 
high-technology investigations. Again, a totally separate approach to the entire problem.

It is time to begin looking at the entire INFOSEC officer profession and establishing a 
mandatory skills (education and experience) base. The Certified Information Systems Secu 
rity Professional (CISSP) is a good start. There are others over the years who have tried to 
jump on the bandwagon coming up with different INFOSEC certifications, as well as still 
others trying to be the certifying agency for high-technology crime investigators. Then there 
are also the Certified Information Systems Auditor (CISA), the Association of Certified Fraud 
Examiners Certified Fraud Examiners (CFE) credentials, as well as the American Society for 
Industrial Security's Certified Protection Professional (CPP) credentials. All worthwhile cre 
dentials as far as they go, but again they only look at a piece of the problem. They do not 
address the profession in a holistic manner.

What is needed is professional standards and a certification program that encompasses all 
the disciplines required to protect information.

The ideal INFOSEC officer— no let's not use that term. Actually what is needed is a 
corporate information protection officer (CIPO). This person should report to the highest 
level of management possible. In some corporations, it may report to the corporate infor 
mation officer (CIO). However, let me caveat that by saying that should only happen if the 
CIO is responsible for information protection and not the IT vice president with a protection 
vision limited to sensitive information processed, stored, or transmitted by information 
systems.

You notice I use the term "protection" and not "security." That term is used because that is 
what the information security program is all about; however, the term security has often 
had a reputation of "guards, badges, and guns." In addition, the need to concentrate on 
privacy issues and liability issues should also be encompassed in the professional CIPO 
position.

The credentials of a CIPO should include as a minimum a multitude of education in global 
business and marketplace; business security; information systems; INFOSEC; social science; 
human relations; marketing; general investigations; and psychology. The CIPO must know 
the global business environment; so undergraduate degrees and certifications in such fields 
are necessary, as well as an MBA in international business. The CIPO should also be trained 
in project and time management, and other management subjects such as teambuilding, 
creative problem solving, resource allocation, and budgeting.
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Exhibit 1. It Is the Twenty-First Century and about Time 
for Doing the 1NFOSEC Job Right (Continued)________

The CIPO should be experienced in all aspects of investigations to include interview and 
interrogations, evidence collections, as well as systems development and architecture, 
networks, Internet, auditing, business security, and a minimum of ten years of experience 
in management.

This of course is a difficult task for someone to accomplish but we must set some high 
standards and begin developing professionals to fill such positions. INFOSEC managers are 
already beginning to reap the financial rewards (vice president of INFOSEC in New York 
City may command an annual salary and benefits of over U.S.$300,000) for their experience 
and education. However, most also lack the true skills necessary to do the job in a holistic 
manner.

It is about time we take a hard look at protecting information as it flows through various 
environments throughout the corporation or government agency — not just through com 
puter systems. We must also begin to re-look at the INFOSEC profession and develop 
specific standards that require the true INFOSEC professional to be able to provide a holistic 
information protection program.

Control and the Information Environment
The information environment has assumed a hugely increased importance 
with the advent of the computer and the supporting communications capa 
bility. In the Gulf War, we saw what came to be referred to as the CNN 
syndrome when, for the time, the decisions of the military commander in the 
field were affected by information straight from the media that had gone 
through no validation or assessment. Up to this point, the intelligence staffs 
had prepared the intelligence picture for the military commander from all of 
the information sources that were available to them.

This intelligence was processed, integrated, evaluated, and delivered as a 
single coherent picture. Unfortunately, this process of collection and assessment 
and integration is time-consuming, with the result that this intelligence is not 
available for some time after an event. In the Gulf War, the cameras of the media 
were broadcasting in near-to-real-time from both sides of the conflict, with the 
result that there was reporting of the results of an action almost as soon as it 
had occurred. This was available to the commanders and, of course, they wanted 
to see it for themselves. Unfortunately, for the intelligence communities, what 
this meant was that the first reporting of events that the commanders saw was 
from the media. For the first time in history, when the intelligence staffs presented 
the fused intelligence picture to the commander, they were now at the disad 
vantage and were trying to change his perception of what had occurred, because 
his first impression had been obtained from the media.

When you consider that in the competitive world of the media, it is the most 
graphic and exciting presentation that wins the ratings wars, it is not too difficult 
to see that the presentation of events may not be even and, of course, there is 
not the same level of validation of the source of the information that is presented.
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If we can allow ourselves to be caught in this unintentional trap, how vulnerable 
are we to an adversary who understands these issues and could manipulate the 
media to present a view of events that would affect our decision makers?

The Russians clearly understand the power of information and their attitude 
is reflected in the academic text2 from as long ago as the mid-1990s that states 
"Information Warfare is a way of resolving a conflict between opposing sides. 
The goal is for one side to gain and hold an information advantage over the 
other. This is achieved by exerting a specific information/psychological and 
information/technical influence on a nation's decision making system, on the 
nation's populace and on its information resources structures, as well as by 
defeating the enemy's control system and his information resource structures 
with the help of additional means..."

There was another aspect that has been very little discussed in the military, 
but this was probably the first occasion when a commander's decisions were 
dissected as they became apparent, in front of a world audience as the outcome 
of those decisions were realized. This, without a doubt, has put pressure on 
military commanders to consider the outcome options of a course of action 
and to look at the impact of the various options. It has also concentrated the 
minds of a large number of politicians, who tend to be sensitive to world 
opinion when it is vocal and against the issues that they have supported. 
When you know that a decision that you make will be reviewed for its impact, 
will you make a choice that, as a direct result causes loss of life, if there is 
an alternative that can be taken that does not?

One advantage of information warfare is that it is very often covert, out 
of the view of the media. Therefore, the commanders can make decisions 
focused on achieving their objectives without being second-guessed by the 
news media and politicians. Furthermore, there is less loss of life and physical 
destruction of other than electronic assets. Consequently, if or when politicians 
or media discuss the matter, there is less of a negative impact and the public 
would also tend to be more supportive.

What if one of the options for a course of action will cost a small number 
of lives now, but will shorten the conflict and save considerably more lives 
in the overall conflict. What if another option causes no loss of life now, but 
will lead to considerable loss of life at some future date? As the commanders 
are now judged on their every decision, almost as they make them, will they 
and can they still make the best decisions? If they make a sound decision that 
appears to be expensive in the short term, will they still be in command to 
make the subsequent decisions.

This is a very political/military example of the changing role and importance 
of information but it does not take a huge stretch of the imagination to picture 
a similar scenario in the commercial sector. The role of information and the 
way it is utilized must be clearly understood if it is to be used effectively in 
the future to ensure that we retain control of the information environment.

Information superiority is a term that the military has understood for some 
considerable time. In military terms, it is viewed as a force multiplier in that 
by gaining "information superiority" in the given environment, the effectiveness
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of deployed resources can be significantly incremented. This requirement for 
information superiority is recognized by armed forces around the world, and 
this is shown by a comment from the Siemens Company in Germany, who 
supply the German military. It stated, on their English language homepage,7 
that "Command efficiency depends directly on information dominance. The 
German armed forces will only be able to acquire and maintain information 
dominance and, hence, continue to meet the requirements placed on them 
by making full use of progress and innovation in technology."

The Siemens' site also demonstrates that this organization recognizes the 
concept of force enhancement through the use of information and identified 
that "information dominance is a force multiplier." The defense contractor 
recognizes that information dominance represents a potential advantage that 
is based on information technology.

Another expression of the way in which information is considered is the 
Observe, Orient, Decide, and Act (OODA) loop. This term is used primarily 
in the military to describe the decision cycle. What the OODA loop is in fact 
describing is the decision cycle that applies to all rational decisions that are 
made. It is expressed in terms that are common to the area in which it was 
first defined and used, but the concept behind it holds good in all areas. In 
the conventional decision cycle:

• First you Observe what is happening.
• You then Orient your thinking to understand what you are observing in 

the context of everything else that is happening that is relevant.
• When you understand the contextualized input, you can make a Decision 

on the appropriate course of action that needs to be taken.
• Finally, you can take that Action.

There is no advantage in understanding this cycle unless you can use the 
knowledge to speed up your decision-making cycle and make decisions in 
less time than your opponent. This is known as getting inside your opponent's 
OODA loop (see Exhibit 2). If you can complete the decision cycle faster than 
your opponent, you can act more rapidly when both sides have received the 
same information inputs, whether you are fighting a war or are engaged in 
business competition, and you will have increased your chances of winning.

The use of the appropriate information at the correct time has been part 
of military thinking for a long time, and terms such as information flooding 
and information overload are now well-recognized. In the past, there was 
always the problem of getting sufficient information to the decision makers 
for them to make the most effective choice of action at the appropriate time. 
Now, in many ways, we have the reverse of the problem, where we flood 
them with so much information that they cannot elicit the items of information 
that are relevant to the issue at hand.

If we allow our decision makers to be in this position, we have, potentially, 
handed an advantage to our adversary because we have caused the making 
of a decision to be more difficult and possibly outside the OODA loop of the
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Exhibit 2. The OODA Loop

adversary. If we can force this situation on our adversary, while at the same 
time maintaining control of our own information flows, we have gained a 
potential advantage. The concept of information superiority is not new but 
the potential to achieve it has developed enormously with digital communi 
cations and computers.

The absence, at the moment it is required, of a critical element of infor 
mation can spell the difference between success and failure in the modern 
political, military, or commercial arena. The side with the tightest OODA loop 
operates at a higher tempo, forcing the opposing side to react to its moves. 
Through a successful campaign of subversion (marketing), deception (product 
development protection), and psychological operations (advertising), friendly 
forces can increase the size of an opponent's OODA loop without affecting 
the size of their own. If the information warfare (business intelligence) 
campaign is fully implemented, the enemy (competition) may ultimately be 
compelled to work toward targeted objectives and lead its force to ultimate 
destruction.

Based on the premise that information is a strategic asset, a portion of IW 
doctrine seeks to disrupt or deny access to information to seize the initiative 
from an adversary. The other half of IW doctrine seeks to maintain the integrity 
of our information gathering and distribution infrastructure.

In a paper written by Captain G.A. Crawford, 4 he identifies that, "In the past 
decade we have witnessed phenomenal growth in the capabilities of information 
management systems. National security implications of these capabilities are only 
now beginning to be understood by national leadership." It is noteworthy that 
with all of the material that has been written on the subject of IW, this is one 
of the few texts that recognizes the relevance of systems that manage the 
information and the potential power that can be developed from them.

The Need for Enlightened and Dedicated Leadership
There will, if an environment in which organizations can feel safe to operate 
in is to be achieved, need to be significant changes in the attitudes of both
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government and management at all levels of organizations. There will need 
to be infrastructures put into place that will allow, at an international level, 
for collaboration between governments and law enforcement agencies. Per 
haps one of these will be forums in which incidents can be reported in a 
suitable manner by individuals, companies, and governments and where best 
advice can be gained. While these exist in some countries and communities, 
they must be ubiquitous and easy to access. If attacks are taking place at 
Internet speeds over structures that do not recognize national borders, then 
any impediment that the current structures and organizations impose will 
encourage the perpetrator.

In government, in most of the democratic nations, an individual who will 
champion the cause of creating the correct environment for the protection of 
information systems is a conundrum. It would require a political nominee that 
was willing to put the cause that they were supporting not only above their 
own ambitions (information systems security is not an area that has a track 
record of producing new party or national leaders) but above party loyalty. 
They would need to have seniority within their own party, cross-party support, 
and tenure in the post for a period of more than one term of office if they 
were to have any significant effect.

This is, in some ways, summed up by a statement to the U.S. House 
Judiciary Subcommittee on Crime, by the president of the Information Tech 
nology Association of America (ITAA), Harris Miller, who, when referring to 
the sharing of information in the fight against cyber-crime, stated, "Obviously, 
leadership in information sharing and strategic analysis has not been, for want 
of a better term, very stable. You can't run a railroad with leadership changing 
every year."

There was light at the end of the tunnel, at least in the United States. The 
U.S. government is taking the matter seriously and, according to a press release 
by the ITAA on the same subject, in a statement to the U.S. House Judiciary 
Subcommittee on Crime, Harris Miller also identified that "government lead 
ership in a meaningful partnership with industrial leadership is essential and 
that all of the involved parties need to share information to reduce vulnera 
bilities and improve network security."

In his testimony, Miller went on to state that, "Industry and government 
must share the view that, given the nation's extensive dependence on infor 
mation systems, information security means economic security," adding that 
information sharing and analysis centers (ISACs) were one of a number of 
mechanisms that were being adopted by industry, financed by the private 
sector, to combat cyber-threats and respond to attacks.

Miller said otherwise highly competitive information technology companies 
are working to overcome their natural reluctance to share information. He 
added that the Partnership for Critical Infrastructure Security is providing an 
important venue for cross-sector industry exchange.

In a separate, realistic article on the same subject, Ronald Dick, a career FBI 
agent commented in an interview5 on the maturing scope and capabilities of the 
National Infrastructure Protection Center (NIPC). He identified some of the 
outstanding work that remains to be carrieu out with regard to improving and
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integrating the efforts of the security community to improve the flow of infor 
mation between government and commerce. He stated that, "some of my 
infosecurity colleagues have been frustrated when they've tried to work with the 
.NIPC. They find that the FBI culture and the more informal worlds of information 
security are often in conflict." This insight gives an indication of some of the 
cultural issues that must be overcome if collaborative working is to be achieved.

The cooperation and joint effort of government, industry, and academia is 
increasingly being recognized as essential, yet we have much to learn if we 
are to progress with the speed that is required. It is noteworthy that govern 
ments such as those of the United States and the United Kingdom have shown 
an innate ability not to learn from the past.

In the context of information security, we first saw, in the United States, 
the concept of the Clipper Chip. This was much discussed and explained as 
way to make it "safe" to do business on the Internet. Why was the government 
so surprised when the commercial sector and the private individual rebelled 
and refused to accept it? Well, the answer to that is that the arguments that 
were put forward were totally unconvincing.

In the first case, can the government be so naive as to imagine that 
international and multinational companies are willingly going to hand over to 
the government access to all of their corporate information? Given the number 
of times that the United States has been caught passing on the results of 
information that it has gained through spying to create an advantage for 
U.S.-based companies, did they really think that companies based overseas 
were ever going to allow access to their systems? And for what — to prevent 
criminals from hiding their activity through the use of encryption? It does not 
actually take a national security expert to see the flaws in these arguments. 
In the first case, criminals already use high-grade encryption.

Organizations such as the Colombian Cali drug cartel can afford the best 
in all aspects of equipment and technology. Second, they do not tend to be 
the sort of organization that is likely to hand over a means of access to its 
information to the government. Take a look at the potential leverage that the 
United States could apply to the criminals. Oh yes, we will not let you trade 
in the United States unless you comply. Not totally convincing. Unbelievably, 
in the United Kingdom in 1998, the government there tried to introduce a 
key escrow clause into the E-commerce bill that was published for discussion. 
Not only had they failed to learn from the lessons of the government of the 
United States, but they did not even try to re-package it in any sort of 
convincing way.

This is one of the areas that will require considerable attention and effort 
if there is to be any kind of environment in which the individual or the 
organization can have confidence. Unfortunately, to achieve that status, 
national governments are going to have to accept a lesser role in the man 
agement of the infrastructure. This flies straight in the face of national security, 
so a dichotomy exists. However, if there is to be cooperation at a realistic 
pace across national borders and it is to work in such a way that businesses 
from the multinational to the medium and small enterprises will be content 
to take part, government must accept the change.
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Appropriate Management
To be competitive in today's global markets, organizations must develop and 
implement effective network strategies. The design and implementation of a 
security strategy requires input from the disciplines of management, research, 
and analysis and must be fully integrated with the business strategy. If this is 
to take place, it will be imperative that the decisions are made and supported 
at the highest level in an organization.

Information security is critical to the welfare of the organization, whether 
it is a government agency, business, or association. Security awareness is vital 
to the success of the information security program. What most organizations 
are poor at is putting that knowledge into practice; and unless we can improve 
this aspect of our staff education, we are destined for failure. If you talk to 
any security person, they too find the awareness training dull, "a waste of 
their time." If they feel that way, how can one expect the non-security people 
to react with more understanding and enthusiasm? The entire security aware 
ness process must be overhauled. Until then, as the saying goes, "You keep 
doing what you are doing, you'll keep getting what you are getting."

As both industry and business communications renew themselves to take 
advantage of the business opportunities presented by the Internet and tech 
nologies such as virtual private networks (VPNs) and public key infrastructures 
(PKIs), software and hardware products are evolving to meet these needs.

Enterprise networks must, increasingly, learn how to defend themselves 
against the increasing number of internal and external security threats. Some 
of the types of attacks they are exposed to include Internet Protocol (IP) 
spoofing, Trojan horses, and denial-of-service (DoS) attacks. Effective preven 
tion strategies will need to be developed to combat them.

Ultimately, network security is a business issue, and information systems 
managers are responsible for developing the appropriate security solutions 
for their organizations and must understand all aspects of network security.

Corporate Objectives and the Control 
of the Information Environment
To control an information environment (IE), it is necessary to have some 
understanding of what that IE comprises. To fail to understand the IE will 
mean that the corporate objectives that we aspire to achieve will either not 
be met or will cost more than they should have. This is not good business, 
no matter what the organization is involved in.

To maximize the benefit that can be gained from the IE, it is necessary 
to ensure that publicly available information, which is becoming more 
commonly known as open source information (OSI), that is of benefit 
corporation and to the corporate objectives is collected and exploited. At 
the same time, it is necessary to explore the IE to ensure that corporate 
information that would be of benefit to a competitor is minimized or removed 
from the environment.
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In an article by Robert Steele,6 he puts forward one U.S. official definition 
of open source intelligence (OSINT) used by the U.S. Intelligence Community: 
"publicly available information appearing in print or electronic form. Open 
source information may be transmitted through radio, television, and news 
papers, or it may be distributed by commercial databases, electronic mail 
networks, or portable electronic media such as CD- ROMs." This definition 
also indicates that OSI can be disseminated by a number of means to the 
broad public, or to a more select audience, through literature, which might 
include conference proceedings, company shareholder reports, and local 
telephone directories. Open source information is, by definition, unclassified 
and it is not subject to any proprietary constraints other than copyright.

One of the upcoming tools of the intelligent organization is the concept 
of Coherent Knowledge-based Operations (CKO), as discussed previously in 
the book. The attributes of CKO that will separate the successful from the 
unsuccessful are described as decisive, proactive, adaptable, and agile. The 
physical world will always lag behind the virtual domain that, in turn, will 
lag behind the realm of the human mind. This must be considered when new 
products and services are introduced. Situational awareness, the OODA model, 
and CKO will significantly increase an organization's chance of being successful.

If the CKO approach is to be accepted, then traditional strategies will have 
to be abandoned or, at the very least, severely modified. The role of the 
system security officer will have to change and there will have to be a role 
for information or KM. The defensive and offensive aspects of information 
warfare will have to be dealt with as part of a coherent whole rather than as 
two totally separate functions, and all will have to accept and adapt to the 
fact that they will need to operate in partnership to be effective. The choice 
of where to invest resources will be (hopefully) better informed and will be 
spread across the three main areas.

If there is to be any progress in gaining support for the adoption of this 
philosophy, then an element of what will need to be implemented will have 
to be metrics that will let the decision makers and the accountants be informed 
as to the cost benefit of the investments and also provide the operations staff 
with indications of the effectiveness of the measures they are using.

Adaptation
We have seen the rise and fall of the first wave of dot.com companies and 
there are a number of lessons that can and must be learned from this 
phenomenon if we are not to be doomed to repeat the past. The unsupportable 
valuations of the companies based on the hope of future earnings was driven 
by a failure of the investors to understand that there was no substantive value 
in the companies in the terms that have been commonly understood and used 
to value companies of the type that have existed until now. In conventional 
markets, the value of a company is made up of a number of elements. Part 
of this value is the bricks-and-mortar assets, part the track record, part the 
brand-name value, part the intellectual property, and part the earnings and
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future earning potential. In the dot.com companies, there was no history (track 
record), there was no bricks-and-mortar value, there was no brand awareness 
(they were mostly new starters), and there was little likelihood of profit in 
the early years. Yet people still invested. Why? Because they felt that the 
dot.com route was the future of commerce and that they had to be a part of 
it or get left behind in the rapidly moving electronic world.

The early adopters of the dot.com philosophy were driven by the oppor 
tunity and need to get to market and become a known name. Security 
awareness and the need for it to enable them to succeed, even if the product 
they were selling was viable, was not high in the minds of the entrepreneurs 
who led the way. Given that the dot.com boom was based on network 
technologies, it was essential that senior leadership understood the require 
ment for security that would ensue and the impact that it would have on the 
bottom line of the accounts of any venture.

For any security that is applied to a system to be effective, it is imperative 
that any actions taken have the support and backing of management. This 
starts with senior members of government who need to understand the issues 
and provide support for high-level policy, and then to senior management 
within organizations, without whose support there is no possibility that any 
security within an organization will be implemented or maintained.

The Threat of Corporate Espionage7
It is becoming increasingly clear that the threat to profitability and survivability 
of a venture is real and one of the vectors through which the threat to the 
venture is manifested is corporate espionage. The concept of industrial or 
business espionage is not new. The act has been taking place since the very 
early days of trade and has long been accepted as something that, while 
unsavory and distasteful, is a necessary evil if competitive advantage is to be 
maintained. A number of cases that illustrate how this activity has translated 
into the information age are given below.

In 1999, Will Knight reported that Egyptian police were investigating8 an 
extremely serious, if low-tech, computer crime involving the theft of floppy 
disks from laboratories at Cairo University. The disks were reported to contain 
classified data giving details of Egypt's oil, gas, and uranium reserves in 
addition to the location of gold and copper deposits. While no value was 
placed on the information, it is easy to understand that the value would, 
potentially, have been huge.

In July 2001, industrial espionage apparently hit the high-tech world of 
Formula One motor racing when the Benetton team revealed that its season's 
world championship hopes had been damaged after computer hackers "stole" 
engine design data. The news was broke that it had been discovered that 
hackers had broken into the company's computer system in 2000 when the 
team was working on the final designs for the 2001 season's Benetton car. 
In 2001, the team has only managed to score one point in the first 11 races 
of the season.
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One of the more infamous recent industrial espionage cases was that in 
which the former vice president for worldwide purchasing from General 
Motors, Jose Ignacio Lopez de Arriortua, was reported to be involved. He was 
indicted on charges of defrauding the company by taking boxes of its confi 
dential documents with him when he took up a top post at Volkswagen in 
1993- Lopez was indicted on six counts of wire fraud and interstate transpor 
tation of stolen property. It was reported at the time that the Justice Department 
had asserted that Lopez had copied a range of GM computer files on the cost 
of auto parts and of future car models and took them to VW when he moved 
to the German car maker.

In the United States in 1999, it was reported9 that an Internet bookseller 
called Alibris, based in California, agreed to pay $250,000 to settle federal 
charges that its corporate predecessor had intercepted e-mails sent by its 
business rival Amazon.com and also that it had in its possession unauthorized 
password files. The company was charged with ten separate counts of unlawful 
interception of e-mail messages and a separate count of unauthorized posses 
sion of passwords with intent to defraud. The charges related to the company's 
predecessor, Interloc Inc., which had been an online bookselling organization 
that had also, through a business called Valinet, provided Internet service in 
the Greenfield area.

The information presented alleged that in the period between January and 
June 1998, Alibris/Interloc had intercepted e-mail messages from Amazon.com 
to clients of Alibris/Interloc that used Interloc e-mail addresses. The prosecu 
tion argued that the interception of the e-mails was intended, if possible, to 
gain a competitive advantage for Alibris' online book-selling business.

Prosecutors also alleged that Interloc kept unauthorized copies of the 
confidential password files and customer lists of its competitor Internet service 
providers. In defense of the actions of Interloc, a lawyer for Alibris, Ethan 
Schulman, stated that while Alibris accepted that Interloc had improperly 
intercepted the e-mail traffic, the intention was not to spy on Amazon.com, 
but to trace the source of a problem with a computer system.

In another case, it was reported10 that the Italian police had arrested 21 
people who were accused of taking part in a huge online banking fraud. If 
successful, the fraud could have cost the Sicilian regional government more 
than one trillion lire (U.S.$465 million) after accessing an account that con 
tained European Union structural funds for regional development.

According to Italian officials, members of a criminal group, with reported 
links to the Cosa Nostra, allegedly succeeded in creating a bogus online branch 
of the Banco di Sicilia and were thought to be preparing to remove funds 
from an account that belonged to the Sicilian regional government. According 
to a senior member of the Palermo police department, the organization was 
reported to have used two bank employees who had been subverted to gain 
access to and utilize stolen computer files, codes, and passwords to enter the 
bank's information systems. If they had been successful, the funds would have 
been transferred to a bank in the Bologna area, and from there to accounts 
that were located overseas.
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In a report in the New York Times, 11 it was revealed that computer com 
panies affiliated with the Japanese Aum Shinrikyo doomsday sect, which had 
been responsible five years before for the release of nerve gas in the Tokyo 
subway that killed 12 people, had developed software for at least ten separate 
government agencies, including the Defense Ministry and law enforcement. 
According to police, who had carried out surprise raids on a number of the 
group's sites, they had also worked for more than 80 major Japanese companies 
in recent years.

There was considerable concern that affiliates of the Aum Shinrikyo sect 
should have had access to the systems of these government agencies and 
companies, and a number of organizations immediately ceased to use any 
software that had been created by these companies.

According to another report from William Malik, an analyst at Gartner 
Group, there were two cases of electronic espionage during the past couple 
of years that cost the companies involved over $500 million. In one of the 
cases, two companies involved in heavy engineering were bidding against 
each other for a $900 million contract. In the end, the winning company 
managed to outbid the other and won the contract by a fraction of a percent. 
According to Malik, this was not just due to bad luck. The company that had 
lost the competition had been testing network monitoring software during the 
bidding process and had later discovered that an unknown person had broken 
into the company's computer network and accessed files that contained 
bidding strategy information. If not for the monitoring software, they would 
never have known that anything was wrong.

In another case reported by Bill Hancock, the security chief of Exodus 
Communications (a French defense contractor) became aware that its designs 
were being given away. In the ensuing investigation, a computer criminal was 
identified who had taken a job inside the French company. Once there, he 
had laboriously embedded the organization's trade secrets inside Web site 
images that he then posted on the company's public Web site. A colleague 
then downloaded the secrets from the company's own home page. The method 
was only discovered as a result of Hancock noticing slight variations in the 
size of the image file.

While the problem is not new and the motives have not changed, the 
difference now is the level of access that it is possible due to networked 
computer systems and the speed with which they can be used against their 
owners.

The Dilemma-Security and ROI
Many chief executive officers (CEOs) and chief information officers (CIOs) 
have been slow to understand and invest in information security because they 
do not know and have great difficulty in establishing any method for measuring 
their return on investment (ROI). This has been the age-old problem with 
information security. Intangible assets such as information do not tend to be
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valued and, to date, no real effort has been made to calculate the cost of 
acquiring and maintaining the information.

Given that the "thing" that is to be protected does not have an allocated 
value to the organization, how can the decision makers make rational decisions 
as to how much they should spend on keeping the information safe and 
available? The other issue is actually, in part, that we have people like CIOs 
making decisions such as these. Do we involve the production manager in 
the decision making for the security of the operation? No, we use security 
professionals for this and they consider all aspects of the environment in 
forming their decision. In the case of information technology, we tend to 
regard it in isolation and this can be a very expensive and inefficient way to 
tackle the problem.

In an article by Dr. Anita D'Amico, 12 a very bright and articulate woman 
who is the director of Secure Decisions, a Division of Applied Visions, Inc. 15 
from the Northport, New York area, she outlines some of the considerations 
that should be made when trying to measure the cost of providing security. 
In the article, she identifies that the costs of an information security breach 
can be both tangible and intangible. She then goes on to describe that the 
tangible costs can be derived from estimates of the:

• Lost business, due to unavailability of the breached information resources
• Lost business, which can be traced directly to accounts fleeing to a "safer" 

environment
• Lost productivity of the non-IT staff, who have to work in degraded mode, 

or not work at all, while the IT staff tries to contain and repair the breach
• Labor and material costs associated with the IT staffs detection, contain 

ment, repair, and reconstitution of the breached resources
• Labor costs of the IT staff and legal costs associated with the collection 

of forensic evidence and the prosecution of an attacker
• Public relations consulting costs, to prepare statements for the press, and 

answer customer questions
• Increases in insurance premiums
• Costs of defending the company in any liability suits resulting from the 

breached company's failure to deliver assured information and services.

Not all of these tangible costs will occur with each breach; some -will only 
occur with major, well-publicized breaches.

The intangible costs refer to costs that are difficult to calculate because 
they are not directly measurable — but are nevertheless very important to the 
business. Many of these intangibles are related to a "loss of competitive 
advantage" that results from the breach. For example, a breach can affect an 
organization's competitive edge through:

• Customers' loss of trust in the organization
• Failure to win new accounts due to bad press associated with the breach
• Competitor's access to confidential or proprietary information
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Dr. D'Amico wrote this article with a focus on the commercial world, but 
noted that the military environment has similar cost issues, even if the costs 
are measured differently. In the military, the most obvious tangible costs are 
measured in human lives, the cost of replacement of equipment, and prolonged 
military operations. The intangible costs would include the loss of a tactical 
advantage, the loss of international prestige or credibility, and a weakened 
negotiating position.

D'Amico also introduced a number of hypothetical examples of the cost 
impact of security breaches and quoted a report in which Forrester Research 
estimated the tangible and intangible costs of computer security breaches in 
three hypothetical situations. Their analysis indicated that, if thieves were to 
illegally wire $1 million from an online bank, the cost impact to the bank 
would be $106 million. They also estimated that, in the hypothetical situation 
that cyber-techniques are used to divert a week's worth of tires from an auto 
manufacturer, the auto manufacturer would sustain losses of $21 million. 
Finally, they estimated that if a law firm were to lose significant confidential 
information, the impact would be almost $35 million.

D'Amico comments that Forrester Research used both tangible costs and 
intangible costs in its estimates and included the loss of confidential informa 
tion and reputation and gives some real-world examples of cost impacts which 
are based largely on the tangible costs.

In December, 1998, Ingram Micro, a PC wholesaler, had to shut down 
its main data center in Tucson, Arizona due to an electrical short.

While the reason for the shutdown was not a security breach, the 
loss of Ingram's Internet business and electronic transactions from 8:00 
AM to 4:00 PM mimicked what could happen with a Distributed Denial 
of Service (DDOS) attack or a major intrusion. As a result of its one day 
of lost sales and system repairs, Ingram estimates that it lost a staggering 
$3.2 million. This figure is comparable to Forrester's projection of a $21 
million loss for an auto manufacturer who is unable to get tires for a 
week,

D'Amico then went on to discuss the cost impacts across industries and 
gave some examples including: Some research and consulting firms such as 
Computer Economics (www.computereconomics.com) measure the impact of 
computer breaches across several companies or industries.

Open Source Intelligence
The concept of OSI and OSINT was mentioned previously in this chapter, but 
is a significant area that requires further discussion.

OSI is being put across as a "new" concept that has been made possible 
by the advent of the Internet. Nothing could be further from the truth. OSINT 
has been available and utilized for as long as we have maintained records of
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our activities. The factor that has changed is the ease of access and the sheer 
volume of information that is now available to anyone that wants to see it. 
Individuals and organizations give out vast amounts of information about 
themselves, some of it intentional, but for the most part in total ignorance. 
Governments spend vast amounts of money creating and maintaining agencies 
to gather and maintain information on anything that could be considered a 
potential threat to their security.

One of the cants of hackers in justifying their actions is that "information" 
should be free. A number of them, from members of the "Legion of Doom" 
in the early days of hacking, have been tried, convicted, and sent to prison 
because they individually and collectively tried to access proprietary information. 

It would be a reasonable expectation that if information is a strategic asset, 
organizations will have made an assessment of its value based on the cost of 
acquiring and maintaining it and the potential gain or loss that may occur as 
a result of the availability of the right element of this information at the right 
time. Unfortunately, this is not the case. Information is, in most organizations, 
valueless because the organizations do not view it as an asset. As a result, 
the protection that could be offered to the asset is not applied.

Even within the information security community, there is widespread 
ignorance of the volume and type of information regarding an organization 
that can be collected from "open sources." This is not surprising because it 
has, historically, been a business intelligence function to gather information 
on competitors and the publication of information to the world has not been 
a security issue. The bad news is that if organizations do not take this problem 
a lot more seriously than they have in the past, they will do so at a. high cost. 

Robert Steele6 defines OSINT as "intelligence that is derived from public 
information. This will provide tailored intelligence which is based on infor 
mation that can be obtained from public sources that is acquired in a manner 
that is both legal and ethical." The use of OSINT can act as a force multiplier 
(make your manpower more effective, unit for unit, than that of the opposi 
tion), a resource multiplier (make your equipment more effective, unit for 
unit, than that of the opposition), or both. The use of OSINT can provide a 
practical political, military, or commercial advantage that complements the 
advantage that can be provided by effective and timely traditional intelligence. 
Unlike the traditional intelligence sources, OSINT is available at low cost and 
is increasingly ubiquitous.

The conventional definition of OSINT is confined to the standard commer 
cial sources of traditional information and this fails to take into account the 
importance of unpublished materials. These may include information that is 
in an electronic form and human knowledge, as long as it can be accessed 
in any way that is both legal and ethical.

In both the military and government, there is still a very dated dislike for 
the collection of intelligence, with it being considered as not being a gentle 
manly thing to do. This has not inhibited commerce, but the skills in intelli 
gence gathering and analysis still lie, primarily, with the military.

Across most communities, there seems to be reluctance by individuals to 
assume responsibility for the collection and processing of OSINT. It does not
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have the same credentials as the more conventional forms of intelligence but 
does have a number of advantages, the main ones being the speed of access 
to the information and the ubiquity of the information.

Experienced intelligence professionals within the government and military 
communities have found that OSINT is not a substitute for traditional intelli 
gence disciplines, such as human intelligence (HUMINT), imagery intelligence 
(IMINT), electronic intelligence (ELINT), and signals intelligence (SIGINT). 
However, OSINT does offer a number of advantages for the military when it 
is planning and conducting operations.

In the changing world of conflict that exists today, symmetrical conflict 
between two well-armed and balanced forces is increasingly uncommon. The 
more common event these days is a peace-keeping or peace-enforcement role 
by a coalition force in the Third World. The result of this is that there will 
probably not have been the depth of conventional intelligence collection 
performed on the forces' factions that are involved in the confrontation. The 
use of OSINT will provide a basis that can rapidly be acquired and from 
which a more complete intelligence picture can be developed in due course.

OSINT is also a potential means of achieving significant savings, in that 
many of the essential elements of information required by the commander 
and his staff can be acquired from commercial sources at a lower cost and 
in less time than from the conventional resources. OSINT, because of its origins 
and the range of resources involved in its collection, is often more up-to-date 
and involves no political risk in its acquisition.

An additional advantage of the collection of OSINT is that, whether it 
precedes or follows traditional intelligence collection, if appropriate, it can be 
used to protect the classified source of the information. The quantity and 
quality of OSINT will depend on, and will vary according to, the area in which 
the operations are due to take place.

The correlation between this type of use by government and the military 
and industry is not difficult to visualize. All of the disciplines mentioned above 
and the types of use can easily be of benefit in the commercial world.

A number of organizations have now come into existence that will provide 
assistance to an organization or perform the entire task of open source 
intelligence collection for an organization. Some examples of this include:

• The Online Intelligence Project describes itself as being oriented toward 
individuals and professionals who have an interest in international news, 
commerce, and references. It uses a government-type intelligence service 
model to provide the appropriate resources into departments or regional 
desks as appropriate

• The Open Source Marketplace describes itself as offering busy international 
professionals a single source through which they can gain the best-available 
open source intelligence, software, and services. OSS Inc. claims that it 
will provide its members with a selection of the best sources of information, 
including commercial imagery, useful and appropriate software for open 
source intelligence processing and analysis needs and additional open 
source information services in niche areas. They also offer their cfients a 
proxy service to manage their open intelligence sources.
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• The Intelligence Network offers a service described as being dedicated to 
providing individuals and groups with news and documents from around 
the world that have been aggregated into a suitable and convenient format. 
This organization describes its offering as a fusion of software and human 
experts that traverse a network of more than 500 Web sites to deliver up- 
to-date news, documents, photographs, videos, and other content. It also 
claims to provide original content based on reports received from their 
own sources on the ground.

OSINT is, potentially, both an asset and a liability. There is a huge amount 
of information available on almost any subject if the searcher has the ingenuity 
to think in a lateral manner. A lot of this information is still in written form 
but increasing amounts are available electronically, and that means easily. To 
give an example, an individual posted messages to a newsgroup from an 
e-mail address at an organization. He was an engineer who had been con 
tracted by the organization to install firewalls. Because he was inexperienced 
on some of the issues related to installing a firewall in the environment in 
which he was working, he had posted to the newsgroup asking for advice 
on how to configure the equipment.

Over a period of time, he asked for and received a range of advice in 
response to a number of questions. No great damage you might think. 
However, in his chats on the newsgroup, he had revealed quite a large amount 
of information about the system he was working on, including the platform, 
the network operating system, and a number of the applications. The situation 
was now that an individual, who was associated with the organization, had 
revealed a significant amount of information about the network topology. He 
had also used information from "experts" on the Internet, whose credentials 
he did not know, to configure the organization's firewall. To the criminal, this 
is as close to perfect as it gets; he can now, with minimal effort, by pressuring 
a man who has exposed too much information on an organization for whom 
he is a contractor, gain access to that organization's networks. When this story 
was used to illustrate the subject at an industry forum, the security manager 
for another organization in the same industry suddenly went white and started 
to make phone calls — his organization had used the same contractor! To put 
the situation in perspective, this was the banking industry.

Summary
In our increasingly interconnected environment — in which citizens need to 
be able to communicate with government and industry, and industry needs 
to be able to communicate and share information with government and other 
areas of industry — it is clear that doing more of what we have already done 
will give us more of what we already have, which is a situation where the 
cost of operation is rising to a level that will make it prohibitive.

If we are to succeed, we must operate in a very different way. Governments 
must make themselves trustable by industry and the citizen, a fundamental
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and nontrivial task. Both government and industry must start to use information 
effectively and efficiently and this will require sharing, collaboration, and joint 
effort on a level basis.

Within organizations there will need to be a massive change in the way 
in which information is perceived, handled, and valued. If we cannot better 
manage the information and understand its relevance to the organization's 
effectiveness, then the cost of ownership may prove to be too high.

There are already efforts underway to tackle a number of the major issues 
being led, not surprisingly by the United States. This is also a potential problem 
because, based on past performance, the government will try to retain control; 
and if it does so, it will cause the inevitable failure of any such initiatives. 
Internationally, there is likely to be minimal rapid progress, so any actions 
that are taken in the short term that have any hope of success will have to 
be led by industry. It is industry alone that has the resources and interest to 
make this work.
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Annex F - A paper, in two parts, on what Infosec professionals 
should know about information warfare tactics by terrorists
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rut;' directive commands them to kill 
itians and Jews, to kill all Americans, 
nake no distinction among military and 
3m, including women and children. This 
i and its leader — a person named 
id bin Laden — are linked to many other 
libations in different countries, including 
gyptian Islamic Jihad and the Islamic 
merit of Uzbekistan. There are 
ands of these terrorists in more than 60 
riesi They are recruited from their own 
us and neighbourhoods and brought to 
s in places like A/ghanistan, where they 
•ained in the tactics of terror. They are 
wck to their homes or sent to hide in 
ties around the world to plot evil and 
action." — Qeorge W. Bush, President of 
'nited States of America

ittacks on the World Trade Center and the 
igon were extreme but were conventional 
ist attacks, although in terms of one of the 
s, some may consider the attacks to be on 
iformation infrastructure. However, some 
: retaliatory action that took place in the 
'ing days and weeks occurred in cyber- 
. The outcome of these actions must be 
a by the results. However, the attacks were 
ully also a wake-up call to information 
us security (InfoSec) professionals.

nation warfare attacks and defences
d to terrorism are being implemented. The

following are just a few of the information 
warfare-related examples of such activities that 
have occurred within just a few days of 9/11':

Hacker defaces thousands of sites in 
WTC protest
A hacker defaced thousands of websites and re 
routed traffic to the attackers website. Part of 
the message included: "Fluffi Bunni Goes Jihad" 
and "We're Coming for you Oslahmamama."

The Chaos Computer Club
A German hacker group, ironically condemned 
the "use of Internet as a battleground" and 
thought "communication networks are essential 
for contributing to international 
understanding."

Crackers prepare retaliation for terrorist 
attack
The "Dispatchers" stated that they have 
disabled ISPs in Palestine and aim to destroy 
ISPs in Afghanistan. They claim to have over 
1000 computers under their control. They are 
allegedly joined by crackers in the US, UK, 
Russia, Brazil, Mexico, China, Australia, 
Canada, India, Egypt, Germany, Holland, and 
Denmark.

Jewish group seeks crackdown on 
'terrorists' online
B'nai B'rith in Canada is allegedly urging law 
enforcement officials to 'crack down' on 
websites that help in the promotion of Islamic 
terrorists.

Senate OKs use of carnivore against 
terrorism
The United States Senate has approved the use 
of the FBI software program "Carnivore" (the 
program is a US Government software program 
that can be used for surveillance of emails on
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the Internet) for email surveillance during their 
investigations of terrorism.

Lawmaker wants cybersecurity in 
anti-terrorism plans
A US Congressional body proposes that the 
Director of Homeland Security address 
electronic attacks as part of US plan to combat 
terrorism.

Taliban threatens UN techies
Reports suggest that the Taliban has threatened 
to kill UN workers using computers and 
communications equipment inside Afghanistan.

There are many threats to information, 
networks, and information infrastructures that 
we depend on in our information-based world. 
Increasingly in the present environment, one of 
the most dangerous out there are the terrorists. 
We already have seen that they care little for 
their own lives or their innocent victims. So, do 
you think they would have any concern about 
destroying your networks and the information 
infrastructures we all depend on, whether it is 
the primary target or just happens to be in the 
line of fire? One must first understand terrorism 
and then begin an aggressive, proactive 
defensive posture to protect the networks and 
information that you are responsible for 
defending. Remember, no-one and no systems 
are immune to attacks.

Information warfare tactics 
by terrorists
The purpose of any act of terrorism is to 
terrorize the target audience. The motivation 
of a terrorist is to undermine the effectiveness 
of a government by whatever means it chooses. 
This includes attacking non-government 
facilities and networks, as we have seen. It is 
worth remembering at this point that a 
terrorist in one country is a freedom fighter in 

• another, and as a result, there is no stereotype. 
When you take into account the differing 
cultures around the world and the differing 
political regimes that exist, it is easy to

understand that a whole variety of actions may 
be terrorist actions when carried out for 
political means.

Let us first address a term that is in current and 
widespread use — cyber-terrorism.

While it can be accepted that this can be used 
to convey a general meaning, it is not possible 
to accept the current use of the term to be 
anything more. The definition of terrorism that 
was adopted by the 'gateway model' in the 
United Nations in the spring of 1995 is:

• "A TERRORIST is any person who, acting 
independently of the specific recognition of 
a country, or as a single person, or as part of 
a group not recognized as an official part of 
division of a nation, acts to destroy or to 
injure civilians or destroy or damage property 
belonging to civilians or to governments in 
order to effect some political goal.

• TERRORISM is the act of destroying or 
injuring civilian lives or the act of destroying 
or damaging civilian or government property 
without the expressly chartered permission of 
a specific government, thus, by individuals or 
groups acting independently or governments 
on their own accord and belief, in the 
attempt to effect some political goal.

• All war crimes will be considered acts of 
terrorism.

• Attacks on military installations, bases, and 
personnel will not be considered acts of 
terrorism, but instead acts by freedom 
fighters that are to be considered a 
declaration of war towards the organized 
government."2

Given the current events it is noteworthy that a 
very different definition was offered at the Fifth 
Islamic Summit that was convened to discuss 
the subject of international terrorism under the 
auspices of the UN, which is as follows:

"Terrorism is an act carried out to achieve an 
inhuman and corrupt (mufsid) objective, and
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living threat to security of any kind, and 
stion of rights acknowledged by religion and
kind."3

notable that in the main body of this 
lition, there is no reference to the nation-
•, something that, in the West, would be 
lamental to any understanding of terrorism. 
author then goes on to make a number of 
tional points to clarify the definition, the 
i significant of which are:

We have used the term 'human' instead of 
ntemational" for the sake of wider 
onsensus, official or otherwise, so as to 
tnphasize the general human character of 
je statement."

SPe have referred to various types of 
jrrorism with the phrase; "security of any 
tad."

We have mentioned the two criteria, i.e. 
jligious and human, first to be consistent 
ith our belief and then to generalize the
riterion."

totally different approach to the issue 
irorism is significant and a clear reminder 
te nation-states that consider themselves 
: 'Western' that not all cultures view 
ssue in the same manner as Anglo/
•ricans.

i given these diverse views of the meaning 
rrorism, there is an underlying trend of 
ical destruction and of the actions being of 
a magnitude and type as to cause 'terror' to 

wople. This does not fit well within the 
.•r1 environment as there is no direct 
icai destruction (other than 'Os and Is') 
without the effect of the bullet or the blast 
image of the bomb, the 'terrorization' of the
•le is difficult in our current state of 
nological advancement. It is more likely 
as our cultural values change and we 
me more highly dependant on technology 
we currently are, that the cyber-terrorist in 
me sense will come into being. For

example, today and more so into the future, as 
we increase our proliferation and dependence 
on telemedicine:

• A terrorist may attack a computer system 
shutting off life support to patients.

• Change their dosages of medicine, killing 
them in the process.

• Manipulate blood bank information causing 
the wrong blood type to be given to patients 
resulting in numerous deaths.

What do they want to 
achieve?
Let us firstly look at what a terrorist will want 
to achieve through the use of the Internet. 
This may be one or more of a number of things. 
The terrorist organization may wish to use the 
medium for the transmission of communications 
between individuals and groups within the 
organization. Look at the potential:

• The terrorist has been offered all of the 
facilities that the Cold War spy always 
dreamt of. It is possible to be anonymous on 
the Internet, with 'pay for use" mobile 
phones, and free Internet accounts.

• In many cases, no attempts are made by the 
service providers to ascertain that the details 
provided by a customer are real and actually 
do relate to the user.

Once the user is online, there are a number of 
ways in which a user can further disguise their 
identity:

• There are anonymous re-mailers and 
browsers that can disguise the identity of 
the user.

• There is freely available high-grade 
encryption which law enforcement 
cannot yet break and there are 
(particularly in the West) civil liberty 
groups that want to ensure that this 
situation remains so. The desire of civil
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liberty organizations to maintain the 
privacy of messages on the Internet is 
actually nothing to do with the terrorist 
— they have the liberty and privacy of 
the individual at heart, but the terrorist is 
just one of the winners of the pressure that 
they seek to exert.

A well reported example of a terrorist use of 
the Internet in this way is the activity of 
Osama Bin Laden who is reported to have used 
steganogtaphy (the ability to hide data in 
other files or the slack space on a disk) to pass 
messages over the Internet4 . It was reported 
that Bin Laden was "hiding maps and 
photographs of terrorist targets and posting 
instructions for terrorist activities on sports 
chat rooms, pornographic bulletin boards, and 
other websites." According to another report, 
couriers for Bin Laden that have been 
intercepted have been found to be carrying 
encrypted floppy disks . Other references to 
the use of the Internet by Bin Laden, describe 
the use of a new form of the Cold War 'dead 
letter box,' which was a pre-determined place 
where one agent deposited information to be 
collected by another agent. A June 2001 report 
indicated that Bin Laden was suspected of 
using encryption for his messages for at least 
five years.6

According to the reporter Jack Kelleyvii, FBI 
director Louis Freeh stated that: "Uncrackable 
encryption is allowing terrorists — Hamas, 
Hezbollah, Al-Qaida (another name for Bin 
Laden's organization) and others — to 
communicate about their criminal intentions 
without fear of outside intrusion." Kelley also 
reported that according to other unnamed 
officials. Bin Laden's organization uses money 
from Muslim sympathisers to purchase 
computers from stores or by mail, after which 
easy to use encryption programs are downloaded 
from the Internet. As evidence, they site the 
case of Wadth El Hage, one of the suspects of 
the 1998 bombing of two US embassies in 
Africa, who is reported to have sent encrypted

emails under a number of aliases including 
'Norman' and 'Abdus Sabbur' to associates of 
Al-Qaida.

Also cited as evidence is the case of Ramzi 
Yousef, the man convicted of masterminding 
the World Trade Center bombing in 1993, who 
is reported to have used encryption to hide 
details of the plot to destroy 11 United States' 
airlines. The computer was found in his Manila 
apartment in 1995 and passed to United States' 
officials who cracked the encryption and foiled 
the plot. The same report goes on to say that 
two of the files took more than a year to crack. 
This is, in itself, revealing, as it gives some 
indication of the level of effort that government 
and law enforcement agencies are prepared to 
invest in their efforts to bring to justice this 
type of criminal; as well as the level of effort 
and sophistication that is being used by 
terrorists.

It is clear that Osama Bin Laden is also skilled 
in the use of the media to promote the aims and 
the aura of the organization. This is evident 
from his use of the press to provide interviews. 
He is a well educated, and through his family, a 
wealthy man. He has a good understanding of 
the way in which the media can be used to 
influence public opinion and has used the 
media to promote his philosophy.

Tactics
Having identified some of the types of effects 
that terrorists might want to use the Internet to 
achieve, let us now examine the tactics and 
tools that they would use to realize their aim. In 
the case of Osama Bin Laden, he is apparently 
communicating via the Internet using 
steganography and encryption.

Dealing with the two issues separately for the 
purposes of describing the tactics, this is in no 
way implying that the two, steganography and 
encryption, do not go together, in fact quite the 
reverse. If you are paranoid, and you want to 
make sure that your messages get through
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tected and in a state that is unreadable 
yone that should guess their presence, 
the combination of techniques is a 
rful one.

actics noted are used by both cyber- 
ists (those that use cyberspace) and 
o-tenorists (those that use technology, 
Dt in cyberspace) to commit theit acts

rot.

a Hiding_________
em that is commonly used for the hiding
a is steganography. What is
LOgraphy? The word steganography
[y means 'covered writing' and is derived
he Greek language. The concept includes
array of methods of secret
imications that conceal the very
ace of the message. In real terms,
ography is the technique of taking one
>f information and hiding it within
:r. Computer files, whether they are
i, sound recordings, text and work
sing files, or even the medium of the disk
ill contain unused areas where data can
d. Steganography takes advantage of
ireas, replacing them with the
ation that you wish to hide. The files can
e exchanged with no indication of the
mal information that is stored within. A
d image, perhaps of a popstar, could itself
n another image or a letter or map. A
recording of a short dialogue could
n the same information. In an almost
: twist in the use of steganography, law
:ment, the entertainment industry, and
tware industry have all started to
nem with the use of steganography to
lidden identifiers or trademarks in
i music, and software. This technique is
4 to as digital watermarking.

oes it work? Well, the concept is simple. 
M to hide one set of data inside another, 
way that you achieve this will vary

depending on the type of material in which you 
are trying to hide your data.

If you are hiding your data in the unused space 
of a disk" you are not, primarily, constrained by 
the size of the data, as you can break it into a 
number of sections that can be hidden in the 
space described below. Storage space on disks is 
divided into 'clusters', that in Microsoft DOS 
and Windows file systems are of a fixed-size. 
When data is stored to the disk, even if the 
actual data being stored requires less storage 
than the cluster size, an entire cluster is 
reserved for the file. The unused space from the 
end of the file to the end of the cluster is called 
the 'slack space'. For DOS and older Windows 
systems that use a 16-bit File Allocation Table 
(FAT), this results in very large cluster sizes for 
large partitions. As an example, if the partition 
on the disk was of a 2 Gb size, then each cluster 
would be of 32 Kb. If the file being stored on 
the disk only required 8 Kb, the entire 32 Kb 
storage space would be allocated, resulting in 24 
Kb of slack space in the cluster. In later versions 
of the Microsoft Windows operating system, 
this problem was resolved (or at least reduced) 
by the use of a 32-bit FAT that supported 
cluster sizes of as small as 4 Kb, even for very 
large partitions.

Tools to enable you to do this are available on 
the Internet for free and examples of this type 
of tool include:

S-Mail
This is a steganographic program that will 
run under all versions of DOS and Windows. 
The system uses strong encryption and 
compression to hide data in EXE and DLL 
files. (Yes, it is possible to hide files within full 
working programs, after all, that is what a virus 
does.) The software has a pleasant user 
interface and has functions in place to reduce 
the probability of its hiding scheme being 
detected by pattern or ID string scanners 
(these are tools that can identify the use of 
steganographic techniques).
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Ffe Size= 59.198KB 
TWs picture la Ih0 original

File Size = 59.198Kb 
IDS picture Ms had «» snSra taut of 
this chapter concealed within ttw file.
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Camouflage
This is a Windows-based program that allows 
you to hide files by scrambling them and then 
attaching them to the end of the file of your 
choice. The camouflaged file then appears and 
behaves like a normal file, and can be stored or 
emailed without attracting attention. The 
software will work for most file types and has 
password protection included.

Steganography Tools 4
This software encrypts the data with one of the 
following: IDEA, MPJ2, DBS, 3DES and NSEA 
in CBC, ECB, CFB, OFB, and PCBC modes. 
The data is then hidden inside either graphics 
(by modifying the least significant bit of BMP 
files), digital audio (WAV files), or in unused 
sectors of floppy disks.

If you are attempting to hide data in files, no 
matter what the type, then you have two 
options:

• You can hide your material to the file by 
adding to the data that is already there and 
thus increase the size of the file.

• You can replace some of the data that is 
already in the file with the information that 
you want to hide and retain the same file 
length but have a slightly reduced quality in 
the original representation.

To explain this in more detail, if you are using 
an image file to hide data, the normal method is 
to use the 'least significant bit' of each 
information element as a place to store hidden 
data. In doing this, the changes to the image 
are so subtle as to be undetectable to the naked 
eye. But the changes are significant enough for 
steganographic software to be able to hide 
relatively large quantities of information in the 
image and also for the software to recognize a 
pattern within the image that it can use to 
reveal hidden material.

It would not be unrealistic to hide the contents 
of this article in a relatively small image, for 
example, if you look at the two grey scale

images that are reproduced in Figure 1, they are 
relatively small and yet it is possible to hide 
more than thirty pages of text within one of 
them with no noticeable degradation in the 
quality of the image.

For the most part, the size of the file and the 
quality of the image are not significant — after 
all if you don't have the before and after copies 
of the file or image to hand, how can you tell 
that the file has grown or that the image has 
been degraded? Even when you look at the two 
images above side by side, it is not possible to 
detect any significant difference.

Other methods that can be used to hide data in 
other types of files are:

• The use of programs such as Snow, which is 
used to conceal messages in ASCII text by 
appending white spaces to the end of lines. 
In the conventional page of text, there are 
normally 80 columns of information to the 
page. When we use a text file to save 
information that we have created on a 
computer screen, we do not use all 80 of the 
columns — if the word at the end of the 
line falls short of the 80th column, then we 
get a carriage return character after the last 
letter. If it is the last line of a paragraph, 
then there may be a considerable number 
of unused columns in the row. The snow 
program fills in all of these unused spaces 
and uses the least significant bit of each 
of the bytes to hold an element of the 
hidden message.

• Software such as wbStego lets you hide data 
in bitmaps, text files, HTML and PDF files. 
The data is encrypted before it is embedded 
in the carrier file.

• If you want to hide messages in music and 
sound files (MP3) then software such as 
MP3Stego will hide information in these 
files during the compression process. The 
data is first compressed, encrypted and then 
hidden in the MP3 bit stream. Although
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lP3Stego was written with steganographic 
pplications in mind, again there is the 
otential fot it to be used for the good of the 
lusic and movie industries by allowing them 
> embed a copyright symbol or watermark 
ito the data stream. If an opponent 
iscovers your message in an MP3 stream 
id wishes to remove it, they can 
ncompress the bit stream and recompress it, 
hichwill delete the hidden information, 
he data hiding takes place at the heart of 
IB encoding process, namely in the inner 
op. The inner loop determines the 
lantity of the input data and increases the 
rocess step size until the data can be coded 
ith the available number of bits. Another 
op checks that the distortions introduced 
i the process do not exceed the predefined 
ireshold.

x the Linux enthusiast, there are programs 
ch as StegFSix which is a Steganographic 
le System for Linux. Not only does it 
icrypt data, it also hides it such that it 
mot, given current detection techniques, 
: proved to be there.

plethora of choices of software and 
Jing schema allows the terrorist a 
set of options to suit the chosen 
od of communication. If the selected 
od of covering the communications is 
igh a newsgroup which exchanges music, 
the use of an MP3 encoder is most 
ble, after all, if the other users of the 
group have the same taste in music as the 
:r and recipient of the message, there is 
oblem, they can download the file, play 
joy it and yet be totally unaware of the 
:n content. If the chosen method of 
uinication is one of image sharing, then 
i the images can be posted in public, with 
leable to view the images, but only those

that are aware of the additional content likely 
to use tools to extract it.

On the plus side of this is that, increasingly, it is 
possible to detect the use of steganography. 
There is now software that is becoming 
available that will identify the use of an 
increasing range of the steganographic packages 
in use.

One example of a tool that can detect the use 
of steganography in the Steganography 
Detection & Recovery Toolkit (S-DART) 
which was sponsored by The United States Air 
Force Research Laboratories10 which was 
commissioned from WetStone Technologies, 
Inc. The aim of this kit was to develop 
algorithms and techniques for the detection of 
steganography, in digital image files, audio files, 
and in text messages. The aim of the project 
was to develop a set of statistical tests that 
could detect the use of steganography and also 
identify the underlying method that was used to 
hide the data.

Another tool is Stegdetect, an automated tool 
for detecting whether there is steganographic 
content in images. It is capable of detecting a 
number of the different steganographic methods 
that are used to embed hidden information in 
JPEG images. Currently, the methods that can 
be detected by this software package are jsteg, 
jphide for Unix and Windows, invisible secrets, 
and outguess 01.3b.

While these tools are still limited in the range 
of data hiding techniques that they can detect, 
this will increase rapidly, however, as with 
viruses and most other forms of malicious code 
on the Internet, the detection tools will always 
lag some time behind the tools that provide the 
capability.

Part two of this article will be published 
in Computers & Security Issue 21-02.

Andy Jones MBE is an 
experienced Military 
Intelligence Analyst and 
Information Technology 
Security specialist. He has had 
considerable experience in the 
analysis of Intelligence 
material in Strategic, Tactical, 
and Counter-Insurgency 
operations, and a wide range 
of Information systems 
management experience. In 
addition, he has considerable 
experience in the security of 
Information Technology 
systems, having been 
responsible for the 
implementation of 
Information Technology 
security within all areas of 
the British Army and in some 
joint service organizations.

Dr. Gerald L Kovacich has 
over 37 years of industrial 
security, investigations, 
information systems security, 
and information warfare 
experience in both the U.S. 
government as a special 
agent, and in business as a 
technologist and manager for 
numerous technology-based, 
international corporations as 
an ISSO, security, audit and 
investigations manager, and 
consultant to United States 
and foreign government 
agencies and corporations.



Computers ISSN 0167-4048

International Source of Innovation for the 
rmation Security and EDP Audit Professional

w. compseconline. com
Information

Security Insights

Addressing the Worsening 
Computer Virus Problem

A Novel Key Management
Scheme

Development of Information 
Security Baselines

ELSEVIER
I ADVANCED!
TECHNOLOGY



V/?at InfoSec Professionals 
Ihould Know About 
^formation Warfare Tactics 
ty Terrorists

K first part of this article (Computers & 
curity, Vol. 21, No. 1) defined terrorism 
d the aims °f terrorists. Part I also 
•atssed different tactics which may be 
flayed to hide data from governments and 
idol agencies including steganography. The 
md part of the article considers other 
\thods of data hiding as well as the different 
as of attack which may be used by 
rorists. Finally it offers advice to 
ormation security professionals looking to 
mKr the affects of such terrorist actions.

yptography
nakes sense that if you are a terrorist and you 
nt to communicate using the Internet, you 
: not going to risk your life or your liberty to 
jple not being able to recognize the use of 
ganography on its own. As the stegano- 
iphic software is not interested in the type of 
iterial that it is incorporating into the carrier 
:, it will hide an encrypted message just as 
ppily as it will hide a clear text message.

i encryption program scrambles information 
a controlled manner through the use of a 
'ptographic key. In the past, you sent a 
ssage encrypted with a particular key to 
neone and they had to be in possession of 
: same key to decrypt the message. This is 
own as symmetrical cryptography. This, 
fortunately, meant that you had to 
mmunicate the key to the person to whom 
«were sending the message.

"is was achievable for governments that 
ve the infrastructure to distribute the 
ptographic keys in a secure manner, however,

this type of approach is just not realistic for the 
general public to consider. It is only in recent 
years that the technology has increasingly been 
found in the public domain. Perhaps the best 
known of the publicly available high grade 
encryption systems is Pretty Good Privacy 
(POP), the system developed by Phil Zimmer- 
man. As a result of the prominence that PGP 
has achieved, this discussion will concentrate 
the description of cryptography on this system.

PGP is a public'key encryption software 
package that was initially intended for the 
protection of electronic mail. Since PGP was 
published domestically in the USA as a 
freeware offering in 1991, it was very quickly 
taken and adopted all over the world, with the 
result that it has become the de facto worldwide 
standard for encryption of email.

The author of the software was under investi 
gation for a period of about three years by auth 
orities (the United States' Customs Service) 
who were investigating a possible breach in the 
arms control relating to the export of weapons, 
which includes high-grade encryption. It is one 
of the nonsenses of the age of technology that it 
was considered to be an offence to export the 
software package that incorporated the 
encryption algorithm, but there seemed to be 
no problem with leaving the country with the 
algorithm printed onto a t-shirt. The 
investigation into the situation was finally 
closed without Zimmerman being indicted, in 
January 1996.

It is interesting that in at least one interview, 
Zimmerman stated, as part of the rationale for 
the development of PGP, that the software was 
now used all over the world, particularly in 
Central America, in Burma and by the

Dr Gerald L 
Kovacich and 
Andy Jones, MBE
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government in exile from Tibet, by human 
rights groups and human rights activists who 
were documenting the atrocities of death squads 
and keeping track of human rights abuses. He 
went on to state that he had been told by these 
groups that, if the governments involved were 
to gain access to the information that had been 
encrypted, all of the individuals involved would 
be tortured and killed.

Propaganda
Another of the reasons that a terrorist 
organization may use the Internet is to spread 
the organization's message and further the 
cause. For this, the Internet is an outstanding 
tool. It is the most widely used, uncontrolled 
medium that has international reach. The 
number of organizations that have exploited 
this reach and lack of censorship is huge. Some 
of the better examples of this are the 
Provisional Irish Republican Army (PIRA), the 
Euskadi Ta Askatasuna (ETA), the Mexican 
Zapatistas or the Chechen rebels.

The PIRA has a well-founded presence on the 
Internet through the auspices of its political 
wing, Sinn Fein, and publications with a strong 
online presence such as An Phoblact. Websites 
that support the aspirations and the 'cause1 of the 
PIRA can be found in a number of countries and 
some good examples are the Sinn Fein home 
page [1] or Sinn Fein Online [2]. Other informa 
tive sites can be found at the Irish Republican 
Network [3] or the Trinity Sinn Fein websice [4]. 
In addition to the large number of sites that 
provide information on the IRA, other sites 
provide a different perspective on the conflict in 
Northern Ireland, some of the sites providing a 
more balanced view than others, but undoubted 
ly, that statement in itself demonstrates a prejud 
ice as other people would take a different view of 
the balance of reporting of the sites. The conflict 
in Northern Ireland is one of the longest running 
of the 'terrorist' actions that has taken place in 
the English speaking world and, not surprisingly, 
attracts a lot of comment and debate and

presence on the Web. While the PIRA is the 
best known of the groups that represent one side 
of the conflict, there are a large number of other 
groups that claim to be active in the Province.

The other main groups are:

• Continuity Irish Republican Army

• Combined Loyalist Military Command

• Irish National Liberation Army

• Irish People's Liberation Organization

• Irish Republican Army

• Loyalist Volunteer Force

• Real Irish Republican Army

• Ulster Defence Association

• Ulster Freedom Fighters

The majority of these also have, to a greater or 
lesser degree, a Web presence, and some of the 
more notable of these are:

• The Irish People's Liberation Organization 
[5] which represents another view of the 
republican perspective a loyalist view can be 
found at the Ulster loyalist Web page [6].

• The Ulster Volunteer Force (UVF) presence 
with the UVF page of the Loyalist Network 
[7J.

In addition to all of these many partisan views of 
the situation, there are a number of sites that 
attempt to provide a 'neutral' view of the situa 
tion. Examples of these sites can be found at 
Rich Geib's Universe [8] or the Irish Republican 
Army Information Site [9]. Other sites that 
provide insight into the attitudes of, and 
towards, the various parties in the province can 
be found at Vincent Morley's flags Web page 
[10] and a unionist Mural Art from Belfast page 
[11].

An example of a terrorist site from another part 
of Europe is the case of the Euskadi Ta 
Askatasuna (ETA). This violent terrorist group,
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hich lays claim to a portion of Northern Spain 
id Southern France, has its own Web presence 
.present the case for its grievances and to
•plain culture and history and to justify its
•tions and seek support. As with other similar 
oups, it has its supporters and detractors, both 
'which groups use the Web to try to influence 
,e opinion of the readership.

i the case of supporters of ETA and the Basque 
ate, which they, themselves, refer to as 'Euskal 
erria', the primary Web pages are the Euskal 
aiia Journal, which promotes itself as Basque 
urnal [12] and puts forward the aims and 
;pectations of the group that it represents and 
ie Basque Red Net [13], which puts forward a 
iry well developed argument based on the 
ilture and history of the area.

view of ETA from the Spanish Government 
n be seen at the Ministry of the Interior page 
i the terrorist group that has the title 'ETA - 
urder as Argument' [14]- This Web page is 
oduced in three languages, Spanish, French 
id English, to enable the widest reasonable 
adership of the arguments presented. One 
ench view of the issues can be seen at the 
:bsiteof the Mediapaul Project [15].

i an example from Central America, the 
ipatista rebels in the Chiapas region of 
lexico have become one of the most 
iccessful examples of the use of information 
stems and communications by a hugely 
Jtnumbered and out-resources group of 
:tivists. The Zapatistas used the Internet to 
itmanoeuvre the Mexican Government and 
'bring world pressure to bear on a situation 
iat was entirely internal to Mexico. The use 
the Internet gained the Zapatistas not only 

ipport from throughout Mexico but also from 
ie rest of the world. It will also now be used 
a template for actions in other parts of the 

otld and the implications of the Zapatista 
bellion will have an effect on other 
mfrontattons with contemporary capitalist 
:onomic and political policies.

The surge of support for this, to European and 
North American eyes, very parochial action in a 
central American republic, came when a report, 
written for Chase Emerging Markets clients by 
Riordan Roett was apparently leaked to Silver- 
stein and Cockburn's Counterpunc/i newsletter. 
The report was found to call for the Mexican 
government to "eliminate" the Zapatistas in 
order to demonstrate its command over the 
internal situation in Mexico. When this news 
and the report were posted on the Web, there 
was a worldwide reaction against the Mexican 
Government, America, and the American bank 
that had commissioned the report.

Part of the response to this news was an increase 
in the hacking of Mexican Government web- 
sites. In addition, the Electronic Disturbance 
Theater (EDT) [16] released what they referred 
to as a digital translation of the Zapatista Air 
Force Action, which they called the Zapatista 
tribal port scan. This was carried out to comm 
emorate a non-electronic act that involved, on 
3 January 2000, the Zapatista Air Force 
'bombarding' the Mexican Army federal 
barracks with hundreds of paper airplanes on 
each of which was written a message for the 
soldiers monitoring the border.

Despite the fact that the action in the Chiapas 
region has effectively been underway since 
1994, there is still support and online action 
such as that by the EDT in 2001.

In the former Soviet Union, the situation with 
regard to the ongoing conflict in Chechnya is 
one that the media is now starting to class as an 
'information war'. The Chechen separatists are 
primarily represented on the Internet by two 
sites, one from the Chechen Republic of 
Ichkeria and the other from Kavkaz-Tsentr [17]. 
The Ichkeria site is seldom updated, but the 
Kavkaz-Tsentr, is reported as an example of a 
professional approach to information war. This 
site is kept up to date with daily reports on 
Chechen military successes against Russian 
forces, as well as more light-hearted items and 
the events that surround Chechnya.
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According to numerous reports from 
organizations, including the BBC, Moscow is 
applying the same tactics that it observed 
NATO using in the former Republic of 
Yugoslavia to try to win the information war in 
Chechnya. In the previous Chechen war that 
started in 1994, the then fledgling commercial 
station NTV showed graphic pictures from both 
sides of the conflict, however, now the Russian 
broadcasters and press are much more selective 
in the reporting of the fighting.

The Kavkaz-Tsentr site has repeatedly been 
targeted by hacker attacks since at least 1999. 
The hackers have repeatedly defaced the 
website with anti-Chechen images and slogans 
and have redirected traffic intended for the site 
to a Russian Information Center site, however, 
the site has generally managed to restore 
normal operations within 24 hours.

Vigilanties and the reaction to 
the World Trade Center and 
Pentagon attacks
This has been inserted here as the case that will 
be highlighted shows the dangers of Vigilanties' 
and people who, for the best of intentions, take 
actions for which they have not researched the 
background information. The action in question 
was reported by Brian Me William of Newsbytes 
[18] on 27 September 2001, who revealed that 
members of a coalition of vigilante hackers had 
mistakenly defaced a website of an organization 
that had had offices in the World Trade Center. 
The hacker group, called the Dispatchers, 
attacked the website of the Special Risks 
Terrorism Team, which in fact was owned by 
the Aon Corporation. The other sites that were 
attacked by this group were both in Iran, which 
for the geographically challenged is not in 
Afghanistan, and is in fact hostile to the 
Taliban regime and Osama Bin Laden. One can 
understand the anger and the frustration and 
the desire to strike out in the aftermath of the 
attacks, but this type of action, by uninformed 
and non-representative individuals does much

to damage relationships with countries and 
organizations that have not (at least in recent 
years) caused any offense and are in fact 
sympathetic to the cause.

Denial-of-service
When a terrorist organization cannot achieve 
its objective by the means that are normally 
used, the bullet and the bomb, it has the 
potential to use the Internet and the 
connectivity of the systems on which we now 
rely so heavily to gain the impact that is 
desired. There are a number of advantages and 
disadvantages to this approach, but if the 
normal techniques cannot be used, it allows 
another vector of attack to be utilized that has 
the advantages of being untraceable to the 
source and non-lethal.

When compared to the average activity of a 
hacker, who has a limited capability in terms of 
equipment and sustainability, the terrorist will 
normally have a greater depth of resources and 
of motivation. An action that is taken in 
support of a cause that is believed will have a 
much higher motivation to succeed than the 
whim of an idle mind or simple curiosity.

What is a denial of service attack?
A 'denial-of-service' attack is characterized by 
an attempt by an attacker or attackers to 
prevent legitimate users of a service from using 
that service. Types of deniaL-of-service attacks 
that may be seen are:

• Network flooding, resulting in the 
prevention of legitimate network traffic 
attempts to disrupt connections between two 
machines, which results in the prevention of 
access to a service, attempts to prevent a 
particular individual from accessing a 
service, attempts to disrupt service to or from 
a specific system or person. Not all 
disruptions to service, even those that result 
from malicious activity, are necessarily 
denial'of-service attacks. Other types of 
attack may include a denial-of-service as a
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component, but the denial-of-service itself 
may be part of a larger attack.

The unauthorized use of resources may also 
result in a denial-of-service. For example, an 
intruder might make use of your anonymous 
ftp area as a location where they can store 
illegal copies of software, using up disk space, 
using CPU time, and generating network 
traffic that consumes bandwidth.

lie impact
:nial-of-service attacks can disable either the 
mputer or the network. In doing so, this can 
utralize the effectiveness of your organization. 
:nial-of-servtce attacks can be carried out 
ing limited resources against a large, 
phisticated or complex sites. This type of 
ack may be an 'asymmetric attack*. An 
fnunetric attack is one where a less capable 
versary takes on an enemy with superior 
ources or capabilities. For example, an 
acker using an old PC and a slow modem 
ght be able to attack and overcome a much 
ter and more sophisticated computer or 
twork.

»pes of attack
:nial-of-service attacks may manifest them- 
ves in a number of forms and be targeted at a 
ige of services. There are, primarily, three 
KS of denial-of-service attacks:

Destruction or alteration of configuration 
information for a system or network. An 
incorrectly configured computer may not 
operate in the intended way or operate at all. 
An intruder may be able to alter or destroy 
the configuration information and prevent 
the user from accessing their computer or 
network. For example, if an intruder can 
change information in your routers, the 
network may not work effectively or at all. If 
an intruder is able to change the registry 
settings on a Windows NT machine, the 
system may cease to operate or certain 
functions may be unavailable.

• Consumption of precious resources. 
Computers and networks need certain 
facilities and resources in order to operate 
effectively. This includes network 
bandwidth, disk space, CPU time, 
applications, data structures, network 
connectivity, and environmental resources 
such as power and air conditioning.

• Physical destruction or modification of 
network elements. The primary problem 
with this type of attack is that of physical 
security. In order to protect against this type 
of attack, it is necessary to defend against 
any unauthorized direct access to the 
elements of your system, whether that be 
computers, routers, network elements, power 
and air conditioning supplies, or any other 
components that are critical to the network. 
Physical security is one of the main defences 
that are used in protecting against a number 
of different types of attacks in addition to 
denial-of-service.

Denial-of-service attacks are normally targeted 
against the network elements. The technique 
that is normally used in an attack is to prevent 
the host from communicating across the 
network. One example of this type of attack is 
the 'SYN flood" attack. In this type of attack, 
the attacker initiates the process of establishing 
a connection to the victim's machine. It does 
this in a way that prevents the completion of 
the connection sequence. During this process, 
the machine which is the target of the attack 
has reserved one of a limited number of data 
structures required to complete the impending 
connection. The result is that legitimate 
connections cannot be achieved while the 
victim machine is waiting to complete bogus 
'half-open' connections.

This type of attack does not depend on the att 
acker being able to consume your network band 
width. Using this method, the intruder is engag 
ing and keeping busy the kernel data structures 
involved in establishing a network connection.



Gerald L Kovacich and Andy Jones

References

1 Sinn fern website. 
http://www. sinnfein. ie/

2 Sinn Fein Online
http://wmi.geodtiei.com/ 
sinnfeinonline/

3 http://www.geocities.com/ 
diarmidlogan/

4 http://www.csc.tcd.ie/-sinnfein/

5 http://www.irsm.org/ifsp/
6 http://www.ulsterioyalist.co.uk/ 

wetcome.htm
7 http://www.houstonpk.freeserve. 

co.uk/uvfpg.htm
8 Rich Ceib's Universe.

http://www.rjgeib.com/thoughts/ter 
rorist/responseT .html

9 Irish Republican Army Information 
Site, http://www.geocities.com/ 
Capitoimil/Congress/2435/

10 Vincent Morley's Flag Webpage. 
http://www.fotw.stm.it/flags/gb- 
ulste.html

1 1 Unionist Murals from Belfast.
http://www.geocities.com/Heartlan 
d/Meadows/798S/mural. html

\2 The Basque Journal.
http://free.freespeech.org/ehj/html/ 
freta.html

13 Basque Red Net.
http://www.basque-red.net/cas/ 
enlaces/e-eh/mlnv. htm

M Spanish Ministry of the Interior Web 
page, http://www.mir.es/ori5/ 
infoeta/indexin.htm

15 http://www.ac-versailles.fr/etabliss/ 
pldpie/MediaBasqueZOOT.html#ancr 
e4S175

16 Electronic Disturbance Theater 
website, http://www.thing.net/ 
-rdom/ecd/ecd.html

17 KavkazTsentr website. 
www.kavkaz.org

18 Hacking Vigilantes Deface WTC 
Victim's Site. Brian McWilliam, 
Newsbytes. 17SeptZ001.

19 CERT goes down to DoS attacks. By 
Sam Costello, IDC News Service, 
OS/23/01

10 The NIPCpublication is available at 
http://www.nipc.gov/pubticationsfrii 
ghlights/2001/highlight-Cn-W.pdf

The effect of this is that an attacker can execute 
an effective attack against a system on a very fast 
network with very limited resources.

According to a report posted on 23 May 2001, 
the Computer Emergency Response 
Team/Coordination Center (CERT/CC), one of 
the most important reporting centres for 
Internet security problems, was offline for a 
number of periods during Tuesday and 
Wednesday as a result of a distributed denial-of- 
service attack [19].

The CERT/CC posted a notice on its website 
on Tuesday saying that the site had been under 
attack since 11:30 a.m. EST that day and, as a 
result, at frequent intervals it was either 
unavailable or access to the site was very slow. 
The CERT/CC is a government-funded 
computer security research and development 
(R&D) centre that is based at Carnegie Mellon 
University. The site monitors Internet security 
issues such as hacking, vulnerabilities, and 
viruses, and issues warnings about such issues 
and incidents.

According to the report, the organization was 
still able to conduct its business and had not 
lost any data. The centre issues warnings and 
sends alerts through email. News of the attack 
on CERT/CC came on the day after researchers 
at the University of California at San Diego 
issued a report stating that over 4000 DoS 
attacks take place every week.

A distributed denial-of-service attack, such as 
the one experienced by the CERT/CC comes 
when an attacker has gained control of a 
number of PCs, referred to as zombies, and uses 
them to simultaneously attack the victim.

According to an unclassified document [20] 
published 10 November by the NIPC, 
technologies such as Internet relay chat (IRC), 
Web-based bulletin boards and free email 
accounts enable extremist groups to adopt a 
structure that has become known as 'leaderless 
resistance'. Some extremist groups have adopted

the leaderless resistance model, in part, to "limit 
damage from penetration by authorities" that 
are seeking information about impending 
attacks.

According to the report, which was prepared by 
NIPC cyber-terrorism experts, "An extremist 
organization whose members get guidance from 
emails or by visiting a secure website can 
operate in a coordinated fashion without its 
members ever having to meet face to face."

In addition to providing a means of secure 
communications, the range and diversity of 
Internet technologies also provides the 
extremists with the means to deliver a "steady 
stream of propaganda" intended to influence 
public opinion, and also as a means of 
recruitment.

The increasing technical competency of 
extremists also enables them to launch more 
serious attacks on the network infrastructure of 
a nation state that go beyond email bombing 
and Web page defacements, according to the 
NIPC.

According to a separate article on international 
terrorism by a professor at the Georgetown 
University, the leaderless resistance strategy is 
believed to have been originally identified in 
1962 by Col. Ulius Amos, an anti-Communist 
activist and this approach was advocated, in 
1992, by a neo-Nazi activist, Louis Beam.

Lessons Learned
The are many lessons for the InfoSec 
professional to learn from the 11 September 
2001, attacks on the World Trade Center. The 
lessons are based on the lack of security and 
defences indicated by the successful attacks, e.g. 
airport security, aircraft security. As an InfoSec 
professional, it is clear that some of the most 
basic processes that can assist in making your 
networks and information more secure from all 
those who threaten them are ignored. They 
include:
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v Users ate allowed access often without pre- 
employment background checks; after they 
no longer need access, their IDs and 
passwords remain on the system.

. InfoSec personnel are often overworked and 
otherwise too busy to follow-up periodically 
to determine if" the accesses are still required. 
They tely on the users (or company 
management) to 'turn themselves in' when 
they no longer need access or leave the 
company or government agency.

Physical access to facilities and IT devices, 
e.g. desktop computers networked to local 
area networks, the Internet, intranets, etc., is 
weak or non-existent.

Often InfoSec responsibilities are given to 
employees as an 'additional job' with little or 
no training, e.g. a records clerk in a hospital 
making almost a minimum wage.

Employees are not checked 35 they carry 
removable media out of the facility; 
sometimes not even checked, and the 
authority verified, when carrying hardware 
our of the facility.

Networks and computer devices are poorly
secured.

InfoSec budget is kept to a minimum in 
order to save money or spend it on other 
'higher priorities'.

And of course, the constant spreading of 
computer viruses.

^at are we to leam from this horrendous 
•agedy; well, at least the following:

Prior to access to IT devices that store, 
transmit and process sensitive information, a 
background check of an individual must be 
conducted and accesses verified and 
validated on a regular basis.

Physical security of facilities should be 
hardened.

• One must aggressively follow-up where there 
are vulnerabilities or where personnel are 
not complying with the InfoSec policies, 
procedures and processes.

• Profiling must be done of users to determine 
their normal work habits; and those 
operating outside the norm, must be 
aggressively investigated.

• InfoSec is important and must accordingly 
have sufficient budget to do the job right.

• InfoSec staff should be highly trained, 
certified and paid accordingly.

• InfoSec professionals must always be alert to 
potential attacks and be in a position to 
successfully defend against those attacks; 
plan for the unexpected.

• A current and often tested
emergency/disaster recovery/contingency 
plan must be in place and all applicable 
personnel trained on what to do in the event 
various incidents occur.

• InfoSec professionals must understand, esp 
ecially in the United States, that the world 
has drastically changed and it is a more 
dangerous and inhospitable place — we are 
at war. Get on an InfoSec 'war footing'.

Also remember that:

• A 'second Pearl Harbor' has occurred and 
the warnings of a coming 'electronic Pearl 
Harbor' may not be far off and you may be a 
victim.

• YouVe seen what global terrorists can do to 
the world financial community through their 
bombing attack of the World Trade Center. 
Imagine what they could do by 'electronic 
bombing' of the world's financial computer 
networks.

• The increased threat of global terrorism is 
real, and sooner or later, they will use cyber- 
space weapons, and your systems may be one 
of their targets. They already are computer
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1. Introduction
Information Operations aims to provide the military with a holistic approach to protecting 
information, whilst also facilitating the exploitation of information owned, or used, by the 
opposition and thus reducing its value to them. This paper explores the benefits that could be 
gained by re-interpreting Information Operations for use in the private sector. We start by 
considering how the needs of the private sector have changed over recent years and have 
begun to converge with those of the public sector. As this interdependency grows stronger it is 
possible to see the benefits of developing security as a core competence within commercial 
organisations. The principles of Information Operations are examined as a means of enabling a 
more elegant approach to security in the private sector. Finally some of the practical issues of 
implementing these ideas are explored.

2. The needs of the private sector
The United Nations has identified over 60,000 global enterprises and we have witnessed some 
of the most prominent struggling to develop a coherent approach to securing their information 
assets. As global peace has extended its reign for more than fifty years, so has the 
development of international trade and commercial organizations. It is now a reality that some 
companies have achieved such an overwhelming global status that they have profit levels 
higher than the gross national product of some countries. Should we now start to consider these 
organisations in the same way that we treat nation states? If a company, and let us take for 
example one from the petrochemical industry, is to operate with the greatest potential for profit 
and for the safety of its staff, it requires access to all of the same types of information and 
facilities as a government. It needs to have access to, and be able to analyse, current 
information on the area of operations as it becomes available and, based on that information, 
must make decisions as to the actions that need to be taken. Business strategy will be 
developed to support the organisation as a geographic whole - to protect and develop the 
business for all its stakeholders. This can be a complex undertaking as failure to correctly 
interpret information from a large number of sources on a whole range of topics can be 
catastrophic. For example, a message that will appease local hostility and reduce the danger of 
sabotage to the physical infrastructure of an oil facility may be totally unacceptable to the 
shareholders (it may make the facility economically unviable). These two functions of 
intelligence gathering and information dissemination are core to what governments and the 
military have now termed as 'Information Operations'.

It is interesting to note that out of the 500 largest multi-national organisations 430 come from the 
'triad'. The triad is made up of the three major trading and investment blocks in the international 
arena - Europe, Japan and the US. Technology has had a major impact on the triad. With the 
spread of communications technology it is no longer possible to effectively isolate either a 
geographic area or an organization from the communications infrastructure, with the 
accessibility of fixed landlines, radio, TV, satellite communications and microwave systems. It is 
now the norm that, if one type of communications facility fails, the load will be taken up, almost 
seamlessly, by the spare capacity of one of the other types of carriers.
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As this interconnectivity has increased, it has become clear that the dependencies across public 
and private sector cannot be ignored. Governments, in the main, no longer own the 
infrastructure on which their nations are dependant. In fact it is often the case that the company 
that runs and maintains elements of the infrastructure is owned and run from another country. 
This is demonstrated by the concept of the Critical National Infrastructure (CNI). A number of 
countries have now recognized that there are a set of facilities and infrastructures on which the 
well being of the country is dependant, but over which they may not have the necessary 
influence to ensure that they are protected to a level that their national significance would 
demand. Examples of elements of the CNI are power, water telecommunications systems and 
finance organisations. The natural progression of our understanding of this interdependency is 
to recognize that one nation's CNI may well depend on that of another nation for its survivability.

3. Information operations
Typical Information Operations campaigns are carried out by nation states but, as we have 
shown, the parallels between the problems faced by the military and those witnessed in the 
private sector are becoming ever more striking. As Carl von Clauswitz pointed out, war could 
more accurately be compared to commerce, and history has shown us that concepts that are 
developed for the military will eventually find their niche in the corporate environment.

Information Operations in general works on three different target levels - perception, information 
and the physical. This highlights that there is both a hard and a soft side to information 
operations. Defensive information operations aims to integrate and co-ordinate policies, 
procedures, operations, personnel and technology to both protect and defend information 
systems. The aim is to ensure timely, accurate and relevant information access, while denying 
adversaries the opportunity to exploit friendly information systems for their own purpose.

With the interconnectivity and dependencies apparent in the structure of the CNI it is in the 
interests of both the public and private sector to build on the principals of Information 
Operations. In this paper we've used the term Corporate Intelligence to describe Information 
Operations in the private sector. We recognize that in order to be successful in what we are 
proposing we will have to respect the differences between the public and private sector and 
these are differences of language, culture and operations - not just function.

4. Security as a core competence
As a first step we believe that information security needs to become a core competence in all 
organisations. Although corporate governance requirements pay lip service towards this ideal 
ultimately these requirements do not effect a change in organisational culture and this has the 
result of ensuring that security continues to be addressed in functional silos. By exploiting the 
value of open source intelligence, threat assessment and perception management, it might be 
possible to develop an effective security culture within private sector organisations. This would 
have the benefit of alleviating the pressure from already overworked IT security departments 
and would ensure the involvement of all functional areas within an organisation. Furthermore it 
would encourage organisations to become pro-active in the defence of their information and to 
take a strategic, rather than a purely tactical, approach.

In a recent report that QinetiQ commissioned from the Henley Management College the point 
was strongly made that information security needs to move from being a functional concern to 
become a core part of business strategy. But we know that in many cases this simply isn't 
happening yet. The report discussed how boards could start to make this move and offered a 
roadmap to help with this transition. But what about those organisations whose board members 
don't read the report - who then will bridge the gap between the functional and strategic threads 
of information security? What roles are there within companies that will understand the benefits 
offered by this approach? How, in real terms, will information security become aligned with 
business strategy when it's still the case that IT strategy isn't always aligned with business 
strategy?
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It seems that risk could be the linchpin that connects these two threads of function and strategy. 
This was brought out in the Information Assurance Advisory Council (IAAC) research paper 
'Engaging the Board'. Risk can be broken down into a number of areas to be addressed and all 
apply to information security - technology, business processes, the environment and people.

As we've seen in organisations with a mature approach to information security, technology risk 
is probably well understood. It's a way of protecting assets within the business and should bring 
together an understanding of business processes with the technology that supports them. 
Organisations have focused a great deal of attention in this area already - although 
undoubtedly there is still work to be done, particularly in the area of metrics and dependency 
risks.

If we look at the environment in which organisations currently operate we can see the impact 
that scandals such as Enron and WorldCom have had with the widespread move to tighten up 
corporate governance. Regulation is one way to ensure that boards address information 
security issues - even if it's not always necessarily for the right reasons. We've seen legal 
regulations such as the Data Protection Act, anti-money laundering requirements for those in 
the finance sector, along with operational risk requirements such as those from the Financial 
Services Authority and the proposed Basel Accord and standards such as ISO 17799. At the 
macro level there are still the Turnbull requirements to be met and the Higgs report to be 
considered. Is there a danger of over-regulation? Will the explicit incorporation of information 
security into corporate governance regulations help information security in the long run or wilf it 
just be seen as a further example of 'regulatory creep'? We believe that there is a need to 
balance regulation with an approach that encourages organisations to move from a 'tick-box' 
mentality to honestly addressing the issues.

Perhaps a different approach could be considered. Organisations that can clearly see how 
specific regulations have an impact on their ability to do business are usually much better at 
complying in spirit rather than just by the letter. How do we develop this further - to make sure 
that all boards appreciate the links between regulatory requirements and business need?

Our ideal aim should be to make information security a core competence within organisations - 
at all levels. In the long run it is the integrity and ethical stance of individuals that poses the 
highest risk - if this is skewed then regulations can always be subverted. And this is the area 
that is undoubtedly the most difficult to address - people and the organisational culture. What 
we want is for IT governance and information security to become part of an organisation's 
corporate social responsibility and it is obvious that this isn't an area where information security 
is struggling on its own. If we assess company business strategies the strongest areas are likely 
to be between the matching of company strengths and weakness against the opportunities and 
threats offered by the industry sector. The area that is more likely to be out of alignment is that 
between the values of the key implementers in an organisation and the expectations of the 
society in which it exists. This area encompasses the whole problem of building trust between 
individuals within an organisation, and between the organisation and the society in which it 
exists. All these areas need to be aligned, and perceived as such, for business strategy to be 
successful. Furthermore information security has to be accorded its proper place if there is to be 
to a mapping between the culture of the organisation, its reason for being and the environment 
in which it operates.

This brings us from the boardroom to the individual and this is always going to be the hardest 
part of the equation to address but probably also the most fruitful in the long run if we are truly to 
ensure that security becomes a core competence.

5. Towards an elegant approach
Overall there is a need for a more elegant approach to implementing security, for shorter 
timescales in evaluating risk and a better understanding of the threats posed by the external 
environment. Whilst we've seen a growing maturity in the approach that the private sector is
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taking to secure their information, now might be the time to take that understanding one step 
further.

It is perhaps inevitable that as organisations begin to feel comfortable with inward-looking ways 
for protecting corporate information they will seek more proactive strategies to ensure that they 
stay ahead. There is a growing realization that it is necessary to have access to correct 
information at the right time in order to make informed decisions about business strategy and 
the protection and enhancement of the business.

Corporate Intelligence has the potential to reach out beyond the area of IT, and even 
information, security and alerts organisations to potentially high-risk incidents, or events that 
could impact on any functional area within the business. It enables organisations to stay ahead 
of the competition, to protect both market share and brand whilst satisfying corporate 
governance requirements. It offers a way of achieving 'smart' security by developing strategic 
agility within an organisation.

What do we mean by strategic agility? The best way to develop a strategic approach to an issue 
is being able to think about situations from different perspectives - or through different lenses - 
combining an appreciation of past experience, an understanding of planning and control with 
the ability to think innovatively. This is a tall order and depends on having access to timely, well- 
developed information and being able to act upon it within a timescale that ensures an 
advantage is achieved and that future scenarios can be anticipated. It can also depend on 
collaboration between organisations in the form of strategic alliances. In the face of increasingly 
turbulent, fast-changing and uncertain business environments (often termed hypercompetitive 
environments) organisations need to acknowledge that advantages may be temporary and that 
success may depend on adapting to situations in the short term, building up the speed of 
reactions, acting flexibly and encouraging innovation. As any business strategist will realize this 
is just as applicable to the general business environment as it is to the success of defeating 
attacks against information networks. We would suggest that we need much better flows across 
information networks in order to facilitate the protection of information systems and assets and 
to ensure that organisations can reap the benefits of indirect action, become creative in their 
responses and ensure that businesses are well placed to cope with the unexpected.

In military terminology this can be explained with reference to the OODA loop - the cycle of 
activity where you Observe, Orient, Decide and the Act on the information available. In a 
competitive market (and what is war if not the ultimate competitive struggle), the ability to 
operate at a faster pace than your competitors may mean the difference between profit or loss 
and ultimately the survival of the company. This may be achievable if an organisation has better 
intelligence or if they can mis-direct the reactions of the competition to information.

So - how can organisation gain an advantage from Information Operations? Well, they need to 
understand what attacks might look like - yes; they could be computer network attacks. 
Hopefully these will be prevented by security activities such as penetration testing and 
compliance with good practices; at worst they will be detected through the employment of 
security aware staff and the deployment of intrusion detection systems. Either way the impact of 
a computer network attack will be mitigated by a thorough understanding of the risks. However, 
other attacks against information networks could include media manipulation (misuse of images, 
brand names and logos), inadvertent or purposeful leakage of proprietary information (such as 
business plans and strategies). There are plenty of examples of this occurring.

As we've already discussed risk assessment is a fundamental area for organisations to address. 
Corporates have so far managed to move from looking at technical risks to information risks but 
this still occurs in functional silos. Many commercial organisations are now starting to consider 
how they can take a more holistic approach to risk management - one that encompasses risk 
assessments undertaken for project risk, audit, regulatory compliance and business processes. 
This is a good start but there is still a fundamental gap in the way that most organisations 
approach risk - they still don't take into account the external environment, that is they don't 
understand the level of threat that they face.
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In the past the level of threat has been analysed and expressed at a national level, because it 
was only at this level that there was considered to be a problem - after all, countries have 
conflicts with each others, don't they, not with corporations? This situation has now changed 
radically, there is a realization that a company may be part of the supply chain of a nation or 
even part of the CNI and, as a result, be the target. Private sector organisations are now 
interested in assessing the level of threat that faces their business and increasingly they are 
turning to open source information to assist with this. Structured methodologies have been 
developed that will allow an assessment of the threat that is relevant to a particular organization 
or industry sector. These methodologies enable organisations to make the best use of open 
source information. In the past threat assessments at this level were not considered possible. In 
general threat assessments were carried out by intelligence organizations on behalf of nation 
states and the information that was used was the best available - which inevitably meant that it 
was classified.

Having produced a threat assessment organisations can then act on the information gained to 
reduce the risk that they face. An understanding of threat begins to demonstrate where 
resources should be invested. There may be a weakness or vulnerability within the organisation 
but without a threat agent with the motivation and capability to exploit the vulnerability there will 
be little benefit to be gained from the heavy expenditure of resources to plug the vulnerability. 
Further actions may take the form of changing the physical, procedural, personnel or electronic 
security measures. It may also take the form of convincing the opposition that you have done so 
when in fact you have not - in other words, by managing their perception, you gain the benefit 
without necessarily incurring the costs.

Risk is a term with which senior managers are familiar and they are willing to spend more time 
on understanding and defining their risk. By positioning our interpretation of this aspect of 
Information Operations, in the form of Corporate Intelligence, within the broad framework of risk 
assessment business managers are more likely to accept the concept.

6. Some of the practical issues
We've used the term Corporate Intelligence but in many circles it would also be understood as 
competitive intelligence. This may already exist in certain parts of various organisations (for 
example in commercial organisations in marketing departments and strategy departments). In 
the arena of security we should probably be doing something similar, and some organisations 
are already doing this. If open source information is to help us ascertain security threats to 
organisations, or to industry sectors this information needs to be gathered efficiently and 
processed rigorously. This could be resource intensive but if we are serious about defeating 
attacks against information assets and systems then these are the kind of initiatives we should 
be considering. They will undoubtedly be easier to achieve if we find ways of ensuring that there 
are better information flows across the field of security. Monitoring open source information can 
also point to the misuse of company information and branding. Some organisations have 
departments that exist to protect the company brand and therefore its reputation - and, by 
implication, its ability to function as part of an information network. This may take the form of 
monitoring press reports but it also extends to monitoring cyber squatting and 'typo' squatting. 
With brand value forming an important part of a commercial organisation's assets this is not a 
trivial matter. Similarly monitoring web sites that encourage individuals to 'sound-off about 
organisations may be useful in determining how the organisation is perceived. More importantly 
it could highlight catalyst events that may be sufficient to trigger a threat. Here we get into the 
realm of defeating information attacks by anticipating them - not specifically but perhaps 
enough to enable us to raise our 'alert state' for example.

Not only will software tools be invaluable in helping to gather this information but they can also 
help to analyse the data. However, Corporate Intelligence is still essentially a human skill and 
while technology can assist it will also require the input of trained intelligence analysts. 
Organisations may already have some of these, either with a government or military background 
or perhaps in a strategy department for example. They may already be using the techniques
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and tools that we've mentioned but with a different focus. If this is the case then it should be 
possible to leverage off what they have already achieved, to take the techniques and tools and 
re-focus them slightly. If this activity is a completely new venture, however, it will be possible 
able to add value to the organisation by sharing information with functions such as marketing (in 
the form of competitive intelligence) and perhaps finance departments (for fraud prevention and 
anti-money laundering initiatives).

When developing Corporate Intelligence it is important to take into account the fact that private 
sector organisations will be using open source information. In order to make effective use of 
open source intelligence, it is necessary, in the first place to understand what information you 
need to gather and where you are likely to be able to obtain it. There is no point in gathering 
information for the sake of it - this leads to a state of 'information overload' where there is too 
much information and relevant items cannot be extracted to inform the decision-making 
process. When the information is gathered it will then need to be collated and analysed. Once 
this process in underway (it is unlikely to ever be finished unless intelligence is being gathered 
for one specific purpose) the relevant intelligence will need to be reported to the decision 
makers to allow them to make effective decisions.

So what resources do you need for an open source intelligence cell? The tools that the open 
source intelligence staff will use vary and will depend on the level of skill and knowledge that 
they possess and their personal preferences. In commercial organisations they will need access 
to specialised search tools and for complex analysis they may need data mining software and 
expertise. An experienced analyst will require tools to allow the manipulation of the data and 
that will enable the visualisation of the data in a form that is suitable to the situation and the 
organization. There will need to be a collector who can understand the requirement and be 
tasked to go and acquire the required information. A collator will also be needed and an analyst 
to bring the individual items of information together and to understand their relevance. Finally, 
there will need to be someone who is capable of understanding the intelligence and its 
relevance to the organization and brief it to the decision makers. In a small organization, these 
skills may all be contained within one person, but they are unlikely to be skilled in all of the 
areas.

Of course you may ask where the skill lies in using intelligence from open sources - surely by 
definition if they are open then anyone can gain the same information and there is no 
advantage. Firstly, while in theory anyone could have access to the same information it is not 
always easy to find it - particularly when it is held in electronic form. Secondly, and most 
importantly, it is the analysis that turns information into intelligence that holds the benefit. 
Analysis becomes of primary importance when developing open source intelligence and a wide 
variety of analytical skills are invaluable in a commercial open source intelligence unit - for 
example this could include, those with a psychological background, with a business background 
(particularly in accountancy) and, of course, security.

It should be noted though that in the UK there is considerable reservation about the use of open 
source Intelligence, as it considered to be a part of industrial espionage and the British attitude 
to this makes it less acceptable here than in other parts of the world. Open source intelligence 
gathering, is, by definition, legal. The sources of information that are being used are those that 
exist in the public domain, for example newspapers and web sites, company reports that are 
published, and business and telephone directories. Some practices that are acceptable 
elsewhere but are not generally acceptable in the UK are activities such as 'dumpster diving' 
where the contents of waste bins are examined for relevant information. Good, well organized 
open source intelligence units will have clear ethical guidelines and training for their staff to 
ensure that they operate in a manner that is acceptable to the organization and does not leave it 
open to bad publicity or legal action.

With increasingly limited resources Corporate Intelligence is a way of ensuring that business 
cases can be established for security budgets and that resources are focused on those areas 
that need them - in whatever function they happen to reside. In this way security becomes an 
organisational concern and more importantly a core competence, rather than being focused
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down in the IT department and struggling to communicate with physical security and business 
continuity. This offers the organisation a way of becoming strategically agile - as trends can be 
identified, forecast and acted upon. For organisations to succeed they need to create and 
sustain an information advantage.

7. Conclusion
To end with a quote from the Tofflers:

'.. .knowledge is inexhaustible. It can be used by both sides simultaneously. And it 
is non-linear. That means that a small input can cause disproportionate 
consequences.'

We need to use knowledge strategically - particularly in the field of security. As information 
security matures it should become a core competence within our organisations (whether public 
or private sector). Within our organisations we can help ourselves by starting to look beyond our 
own boundaries at the broader threats that face our information networks and to become more 
proactive in gathering and using information that can improve our security posture. Most 
importantly, we can use the principles that underpin Information Operations to facilitate this 
process.

References
Basel Committee on Banking Supervision, The New Basel Capital Accord, (issued for comment

by 31 st July 2003), Switzerland, (Bank for International Settlements, April 2003) 
Henley Management College for QinetiQ, Information Security: Setting the Boardroom Agenda,

London (GRIST 2002) 
Johnson, Gerry and Scholes, Kevan, Exploring Corporate Strategy, Essex (FT Prentice Hall,

2002) 
Jones, Andrew, Identification of a Method for the Calculation of Threat in an Information

Environment, MSc Dissertation, University of Glamorgan, 2002 
RAND Europe for the Information Assurance Advisory Council, Engaging the Board: Corporate

Governance and Information Assurance Cambridge (IAAC, 2003)
Rugman, Alan and Hodgetts, Richard M., International Business, Essex (FT Prentice Hall,2003) 
von Clauswitz, Cart, On War, translated by J.J. Graham, Hertfordshire (Wordsworth Classics,

1997)

173



Annex H - Paper on the use of COTS products on the Battlefield
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Digital watch
Andrew Jones and Colin Nash say that using off-the-shelf technology on the 
battlefield need not compromise security

I Intil 1989 and the fall of the Berlin wall, a large pro- 
\J portion of the British armed forces were engaged in a 
Cold War stand-off across the inner German border. The 
enemy was well known, and had a long, traceable history 
allowing predictions to be made based on known tactics.

Since the end of the Cold War, British forces have been 
increasingly involved in operations ranging from peace 
making and keeping in the former Yugoslavia, to peace 
keeping in Africa, to mobile, armoured conflict during the 
Gulf War.

Many have described the Gulf War as first war of the 
Information Age, where, among the conventional reasons 
for target selection, targets were chosen with the aim of 
cutting the flow of information around the enemy's loca 
tions, thereby reducing his ability to command and con 
trol his own forces. The ability to achieve 'information 
dominance' (having all the information you want, in the 
form you need it and at the appropriate time, while deny 
ing the same to your adversary) in any conflict is viewed 
as a 'force multiplier', enhancing your chance of winning.

To enable British forces to mount a variety of operations 
worldwide, force structures will have to be flexible and 
scaleable, and any command and control systems must be 
capable of supporting this. Operations are more likely to 
be expeditionary, featuring rapid escalation and change. 
They are also likely to take place in an environment of 
changing alliances and coalitions.

The digitisation of the battlespace (land) (DEL) pro 
gramme requires procurement of a number of different 
systems, most of which are on different timelines. It will 
be a system of systems and, once combined, will provide 
command and control (C2) support from the general in 
the deployed land component command (LCC) HQ to 
the soldier on the frontline.

The two main elements will be the formation battle 
management system (FBMS) and the battlegroup battle 
management system (BGBMS). FBMS will cover the main 
HQs from the LCC HQ to the battlegroup HQ, and 
BGBMS covers the remainder of the battlefield, including 
thebattlegroups forward to the frontline. Supporting both 
FBMS and BGBMS will be a layer of communications, 
with trunk communications provided by the Ptarmigan 
system, and the combat net radio, Bowman, due in serv 
ice at approximately the same time as FBMS.

Overlaying the BMS will be a number of battlefield 
information systems applications which will provide the 
users with a set of tools with which to run the operation.

With so many links between units and HQs within the

battlefield and also, potentially, externally to the Alliance 
joint, multinational inter-agency systems, there will be 
many complex networks and interconnections needing 
protection. Battlefield systems are unlike strategic sys 
tems in that they do not operate in a static environment, 
but in one which changes to suit the current state of the 
operation, adding to the complexity.

The C2 system will also need to provide secure support 
to a small expeditionary task force on peace-support oper 
ations which may have to utilise the local infrastructure. 
A global reduction in military spending means an increas 
ing requirement to use commercial off-the-shelf (COTS) 
software and hardware wherever appropriate.

In order to achieve DBL, the use of appropriate modern 
COTS software will be essential. But this will not only pro 
vides opportunities, but also vulnerabilities. New technolo 
gies are unproven in real situations, and where bespoke 
systems were tailored to meet a specific need, COTS products 
are generic in nature and may not meet full user-requirements.

During a vulnerability assessment of a large number of 
systems in used by the armed forces a number of inter 
esting points became apparent. Older systems, designed 
during the Cold War era, depended on physical, proce 
dural or personnel security measures. The electronic 
measures that are now available did not exist.

Many of these systems were built using bespoke soft 
ware, so that few people were technically competent to 
exploit the systems - if they could manage to get access 
to the systems in the first place. One of the most obvious 
changes is the emergence of the computer hacker. In the 
early 1980s, when the accessibility of computers was lim 
ited, the threat to military systems was confined to action 
by hostile intelligence forces and military action. Now, 
and in the future, the situation is very different.

Everyone now has access to the same technology 
used by the armed services. Military organisations now 
place a heavy reliance on publicly-accessible networked 
systems (for example, commercial satellite systems and the 
Internet) in order to obtain the band width necessary to 
deliver information to the battlefield at the appropriate time.

With the reliance on COTS products and the increased 
connectivity of systems, coupled with the integration of 
previously separate systems into one coherent digitised 
structure, the risk to any operation has increased 
considerably. There is now a greater exposure of the sys 
tems to unauthorised access, a higher level of knowledge 
of the software components integrated into the system, 
and a reduced diversity in the platforms used and the »>•
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communications paths which connect them.
DEL is unlikely to be completely homogeneous and 

ensuring the security of information within DBL will be of 
paramount importance. Security must ensure the confi 
dentiality, integrity and availability of the whole BMS 
structure, which includes: user and system data, application 
and system software, hardware and LANs and WANs.

The system must be able to: identify when it is under 
attack, continue to function while under attack, take the 
appropriate measures against the attacker, and automat 
ically trigger recovery techniques to restore the system. 
All of this activity will have to take place in addition to 
those functions for which the system was deployed.

The variety of operations in the predicted future spec 
trum of conflict will make security management a 
dynamic issue. The management of the BMS and all of its 
constituent parts will become vitally important. Security 
mechanisms in use will largely be a subset of those used 
in strategic systems.

Many may have to be modified to work over the lim 
ited band widths available on the battlefield. The mech 
anisms used may include network management tools to 
ensure that the system administrators know who is on 
their networks, intrusion detection tools, boundary pro 
tection devices to ensure only legitimate users/opera 
tions are allowed and tools to aid the recovery of the BMS 
should an attack manage to break through the defences.

However well the system is secured when initially 
fielded the longer it is in use the more vulnerabilities will 
appear. Therefore it is essential that not only are the secu 
rity mechanisms monitored and constantly updated, but 
also that there is a recovery mechanism that can monitor 
the system and react if it comes under attack.

Together these tools will form a major part of a defence- 
in-depth concept, backed up by physical and procedural 
measures, which must be able to: protect the complete 
system, guarantee secure environments where access is 
controlled, stop an electronic attack on the system, collect 
evidence in the event of an intrusion, provide for the 
recovery of data/information and restoration of the oper 
ating state of the system.

One of the major threats to any computer system con 
nected to other systems, particularly across the Internet, 
is the 'hacker', although his ability to gain access to 
deployed systems will be more difficult than static sys 
tems connected directly to the Internet. He will need first 
to achieve physical or electronic access. Physical access for 
a 'hacker' will, hopefully be, impossible, and electronic 
access will only be achievable via a connection to another 
'trusted' network. The wide-area communications secu 
rity mechanisms of DBL will add to this difficulty. DBL 
will normally be a constantly moving and restructuring 
system. A connection which exists at one point in time 
may be gone the next time the 'hacker' tries to connect.

However, we must still put in place all those tools to 
ensure that we secure the boundaries of the deployed 
system, even though there has to be some element of trust 
when connecting to other known systems.

The internal disaffected user or traitor would have 
electronic access and therefore t-hc system must be mon 
itored to ensure that it is only used by legitimate users. 
Achieving this in the dynamic environment of the battle 
field will be challenging.

In the event that a 'hacker' does breach the outer rim of 
security he then has the advantage. Only he knows what 
he is going to attack and how he is going to do it. So the 
defender will always be operating behind the rimeline of 
the attacker, reacting to his actions. The ultimate aim for 
any defender must be to get his rimeline almost coincident 
with that of the attacker. There is concern that the vast 
amounts of data stored in computer systems will create 
single points of failure. With the advent of DBL there will 
be no more single points of failure in the future than there 
are now as there will not be a fundamental change in the 
doctrine of the British Army. On operations the British 
Army uses a robust redundancy system, both of key per 
sonnel and HQs, and this will continue; under DBL it 
will include the redundancy of data.

Another important consideration will be the need to 
protect 'prone to capture' equipment and this will involve 
a range of measures. These will include the ability to 
either deny the enemy access to data held on the equip 
ment or deny him the opportunity to use the on-board 
equipment to gain access to British armed forces systems. 
Cryptographic techniques similar to those used to protect 
mobile computers are being considered for the on-board 
equipment as part of these measures.

Much of the data stored on these platforms will be only 
relevant to the task in-hand and therefore short-lived in 
nature. Much of the information which was previously 
held in hard copy, code books, map displays etc, will now 
be stored in computers, from which the above mecha 
nisms will make it significantly more difficult for the 
enemy to gather intelligence on the operation.

The future BMS must be based on COTS products in 
order to utilise the best available technology in the time- 
frames required, but this will bring added vulnerabilities 
and risks. The planners must be able to deploy a dynamic 
and secure integrated system which can provide com 
mand and control over a wide range of operational sce 
narios. Many of these operations will involve the connection 
of the system other national, international or organisa 
tional systems. The ability to achieve this must be embod 
ied in platforms used close to the front line (if this can be 
determined). These platforms may be captured by hostile 
forces and need a range of suitable security mechanisms.

Maintaining and updating the security of the BMS will 
be a challenge for many years to come if the armed forces 
are to be provided with the command and control systems 
they need to conduct their operations.

Andrew Jones is Infosec business group manager,
and Colin Nash a senior engineer, at Command

Information Systems at the UK's Defence Evaluation
and Research Agency
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Abstract
The proliferation in the use of information and communications technologies over the last 
three decades has resulted in significant changes in the level and type of threat that is posed 
to the information environment that we have come to rely on. The way in which the threat 
that is posed to an information environment is assessed has not advanced at the same rate as 
the technology. As a result, there is, at the present time, no way in which the threats that are 
posed to information systems can be either modelled or quantified in any meaningful or 
repeatable manner. This paper will investigate a number of methodologies in order to 
attempt to identify one that will provide an accurate representation of the threat to 
information systems in a range of scenarios.

Introduction
The proliferation in the use of both information and communications technologies over 
approximately the last three decades has resulted in significant changes in the level and type 
of threats that are posed to the information environment that we have come to rely on. The 
way in which the threats that are posed to an information environment is assessed has not 
advanced at the same rate as the high technology (technology that is microprocessor based) 
has developed and as a result, has not yet transitioned from being an art to science. Because 
this transition has not occurred, there is currently no way in which the threats that are posed 
to information systems can be either modelled or quantified in any meaningful or repeatable 
manner.

Governments and other organisations need to make meaningful risk assessments for their 
business and their information systems, on which they can make decisions on the investment 
that E required in order to ensure that they maintain the required level of confidentiality, 
integrity and availability to their information. This paper has been written under the generally 
accepted premise that the risk to an information system is a product of the combination of 
threats and vulnerabilities and the impact of an incident. In order for those who have the 
responsibility for making the risk management and security decisions to better understand the 
situation and to achieve a more accurate quantification of the risk to information systems, it is 
increasingly important that the information on which they base their decisions is as accurate 
and up to date as possible and expressed in a form that has a common meaning and basis.

In order to improve the information that is available on the threats to information systems for 
input to the risk assessment process, this paper will investigate a number of methodologies in 
an attempt to identify one that will provide an accurate representation of the threats to 
information systems in a range of scenarios. The aim of the paper is to identify or develop a 
method of representing the threat to information systems that can be used in a wide range of 
scenarios and that can be modelled and replicated in an objective manner. There are a number
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of algorithms and calculations that can be used to help to determine the risk to a system and a 
number of these will be explored to determine their relevance or applicability to defining a 
method for the calculation and expression of the capability of threat agents.

Within the UK, the Security Service has the responsibility for the generation of threat 
assessments that are relevant at the national level. These are for use, primarily, within 
government, but increasingly, with the recognition of its existence and the identification of 
the components, by the elements of the Critical National Infrastructure (CNI). Within the 
Ministry of Defence (MoD), internal resources are utilised to provide more specific threat 
assessments for individual operations. These assessments, both for government and also, 
more specifically, for defence, are produced by skilled analysts, using all sources of 
intelligence and relying on their knowledge and experience. They are subjective and cannot 
be replicated or modelled in a repeatable manner as they rely on the interpretation of 
information that is produced by an individual or group of individuals. They assess the threat 
to the nation and the military forces deployed on a specific operation, but do not normally 
examine the threat to individual elements of the infrastructure. As a result, there is currently 
no means for an individual organisation to gain a realistic assessment of the threat to its 
market sector or interests.

The information on systems' vulnerabilities that is used as a part of the risk assessment 
process is currently derived from one or more of the publicly available sources such as the 
US National Institute of Standards and Technology (NIST) ICAT vulnerability database 1 or 
the Silicon Graphics Incorporated (SGI) vulnerability database2 . These vulnerability 
databases, which are owned and maintained by external and mainly foreign organisations, are 
normally not validated any further by the end user, due to the perceived accuracy of the 
databases, the probity of the organisations that 'own' or maintain the databases and the 
investment that would be required to carry out this process.

The cost to an organisation of an incident, commonly referred to as the impact, can only 
effectively be calculated by the organisation that owns the information and the systems, as 
they alone will be able to calculate the cost of reproducing the data, the cost of lost 
productivity, of lost confidentiality and all of the other potential impacts of an incident.

The aim of this paper is to determine whether it is possible to measure the level of threat 
posed to an information system by a particular malicious threat agent. Natural threats and 
accidental damage will only be investigated where there is a possibility that methods or 
techniques used us their measurement may be of use in gaining an understanding of a way in 
which malicious threat agents may be measured.

Definitions
Due to the diversity of interpretations across the different sectors of the Information 
Technology (IT) industry and also within the commercial, academic and government sectors, 
the following definitions are given for clarity of understanding within this paper.

The INTERNET RFC Glossary of terms describes threat in the following ways to cover 
differing environments as:

(Internet Usage) A potential for violation of security, which exists when there is a 
circumstance, capability, action, or event that could breach security and cause harm. That is, 
a threat is a possible danger that might exploit a vulnerability. A threat can be either
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"intentional" (i.e., intelligent; e.g., an individual cracker or a criminal or "accidental" (e.g., 
the possibility of a computer malfunctioning, or the possibility of an "act of God" such •"• "- 
earthquake, a fire, or a tornado).

as an

British Standard (BS) 7799, which has been developed into International Standard (ISO/IEC) 
17799:2000 - Code of Practice for Information Security Management, and as such, is one of 
the most relevant documents and standards in this area and defines threats, risks, 
vulnerabilities. These definitions provide a good baseline for understanding but, by 
necessity, are still too general. For the purposes of this paper the BS7799 definitions will be 
refined to:

Risk: The likelihood that a threat agent will successfully exploit a vulnerability to create an 
unwanted or adverse impact.

Threat: A threat is a natural disaster, an unintentional act by an individual that causes harm 
or a malicious act by an individual or a group of individuals. In order for a malicious 
individual or group to be an effective threat, it is necessary that they have intention and
capability.

Vulnerability: A vulnerability is a weakness or flaw in a system that has the potential to be 
exploited with a damaging outcome.

Impact: An impact is an unwanted or adverse effect on a system or organisation that an 
incident would have.

Malicious Threat Agents
A malicious threat agent can be generated from any one of the groups or group combinations 
that are identified in Figure 1 below.

Threat 1

^ r
Malicious

State 
Sponsored

Terrorist Criminal Pressure 
Groups

Commercial 
Groups

Hacker

Figure 1: - The components of the Malicious Threat Agent

This is not meant to be an exhaustive list of potential sources or groupings of malicious threat 
agents, as these will change over time as high technology, education, national and 
international politics, cultural and a host of other factors have an effect.
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Relationship of Malicious Threat Elements
The potential for a malicious threat agent to pose an actual threat to an information 
infrastructure will be influenced by a number of factors. In reality, for the threat agent to pose 
a real threat to an information infrastructure, the agent must possess a capability and must 
also be able to gain either physical or electronic access. Its level of capability will influence 
the impact that such a threat agent will have. The threat agent will be weakened by one set of 
factors that will inhibit its ability to form a threat and will be strengthened by other factors. 
In addition there will be some type of catalyst that will cause the threat agent to act, 
depending on their motivation. The components of 'Threat' that apply to a malicious threat 
and their interrelationships are detailed in figure 3 below:

Threat Agent

Catalysts

————————— *

————————— *
Motivation

1
Capability

< —————— -

Access

Inhibitors

Threat

Figure 2: — The Threat Components and Their Relationships

Capability
In order for a malicious threat agent to be effective, they must have the capability to conduct 
and sustain an attack or to totally destroy the system and any replacement. The constituent 
elements of 'capability' are detailed below.

m

Equipment

w 

Facilities Personnel 
/Time

Funding Education 
and Training

Books and 
Manuals

Methods

Figure 4: - The Components of Capability
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For malicious threat agents to be able to carry out an attack, they must have the means and 
the necessary skills and methods to be successful. They must also, in some cases, have a 
sustainable depth of capability in order to achieve their aims.

Catalysts
Detailed below are some of the generic groups of factors that may act as catalysts for an 
attack.

Technology Changes Personal Circumstances

Figure 5: — The Components of the Catalysts

The casual factor in a threat agent deciding whether to and when to carry out an attack on an 
information system may be as a result of an event, such as publicity for a organisation with 
which the agent has a disagreement, or perhaps the start of an armed conflict between the 
agents country, or one that they support, and an opponent.

Another factor may be the circumstances of the agent and any change (perhaps in location, 
social grouping or employment status) may affect their ability or desire to carry out an attack. 
An attack may also be triggered by the advent of a new high technology which makes what 
was previously not achievable a possibility.

Motivation
Detailed below are a number of the elements that may affect the motivation of a threat agent 
to conduct an attack.

The motivation of the threat agent is a subjective area that is influenced by a wide range of 
factors that will be dependent on the grouping or combination of groupings from which the 
threat agent originates. The components that are shown above are not intended to be a 
comprehensive list of motivational factors, but rather to give an indication of the range of 
drivers that may have an influence. In some cases a number of these drivers will act together 
to influence the threat agent.
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Revenge | | Financial Knowledge 
or 

Information

Peer 
Recognition

Power Curiosity

Figure 6: - The Components of the Motivation

Access
In order for a malicious threat agent to carry out an attack, they must have access to the
system.

Physical Access Electronic Access

i Direct [ Indirect

Figure 7: - Access methods

Access to a system can only be gained in one of the two ways identified above. In order to 
manipulate a system, the attacker must either gain direct physical access to the system in 

question, so that they can make changes to the hardware or to the software via an input device 
that is connected to the system, or they must gain indirect access through electronic means.

Inhibitors
There are ranges of factors that may either inhibit or assist a malicious threat agent in 

perpetrating a successful attack. These have been labelled as inhibitors and amplifiers. It is
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possible that the same influence, with a different value may act to inhibit or amplify an 
attack. An example of this might be the security measures that are in place to defend a 
system. If they are weak, this will encourage an attacker to mount the attack whereas if they 
are seen to be strong, it may deter an attacker.

An inhibitor will either prevent a threat agent from initiating or carrying out a successful 
attack or in some other way minimise the impact that a successful attack will have or reduce 
the inclination of a threat agent to initiate an attack. The fear of being captured as a result of 
conducting an attack may well act as a sufficient deterrent to the threat agent and cause it to 
decide not to carry out the attack. If the threat agent perceives that their peers or indeed the 
public, will hold him or her in contempt for attempting the attack (for example if the target 
was a hospital or a charity), this may be sufficient to inhibit the attack. Also, if Hie level of 
technical difficulty that the threat agent encounters is sufficiently high, it may be that the 
threat agent will decide that it not worth the investment of effort that they would require in 
order to attempt or continue the attack.

The factors that come together to inhibit an attack are, or may be, used as part of the 
protection and defence of the system and will assist in the mitigation of the risk to the system. 
A range of the influences that might act as inhibitors are detailed below.

Level of Technical 
Difficulty

Figure 8: — The Components of Inhibitors
Amplifiers
A range of the influences that might act as amplifiers to an attack occurring are

— —— m. 
Fame

. ____ fe —— . 
Peer 

Pressure

_______ T. —————— -

Access to 
Information

Changing 
Technologies

De-Skilling 
through 
Scripting

Skill and 
Education 

Level

Figure 9: — The components of the Amplifiers
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The types of influences that will amplify or increase the possibility of a successful attack are 
varied, but will include factors such as peer pressure. In this amplifier, there is the desire of 
the threat agent to be well regarded by his or her peers. His or her desire s to gain the 
recognition and respect of their peers through the demonstration of their skills and this will 
strengthen their resolve to carry out the attack. The level of education and skill that an agent 
possesses, or can gain access to, will improve the confidence of a threat agent and also 
increase the likelihood of success. Access to the information that the agent needs in order to 
mount an attack, in terms of information on the target, other relevant information systems, 
organisations or in terms of programming scripts sand tools that can be run to conduct an 
attack, will also increase the possibility of a successful attack.

Threat Assessment
Malicious Threat Agent - Nation-State Sponsored
Nation-State sponsored malicious threats may take the form of denial of service attacks on 
financial systems or the CNI in order to modify public perception or cause instability in the 
country and cause or prevent the country from taking other actions. A characteristic of this 
group is that it will be risk averse and will be conservative in its actions and will usually take 
great efforts to evade identification. Information on nation-states is, in the main part readily 
available from open sources. The limiting factor in this is that by its nature, it may be dated 
and the elements of information that are of use for the purposes of determining a nation- 
state's readiness to mount an attack may be limited.

For an attack that is sponsored by a nation state to be effective, it would require; that the high 
technology was available to mount the attack; that there were the telecommunications, 
Internet and power supplies to allow the attack to take place and for it to be sustained; that 
there were sufficient personnel resources with an adequate level of education and skill to 
mount and maintain the attack. Each country will have specific cultural drivers. Taking each 
of these factors in turn:

• Population Level: Details of population levels, with specific interest in the number of 
adults.

• Literacy/Education Level: The state and level of education within a country is monitored 
and reported by a number of organisations.

• Cultural Factors: In some countries, cultural factors will have an influence on the 
country's motivation and ability and the likelihood of them using it to carry out an attack.

• Power Supply: Details of National power grids and availability of power supply.

• Telecommunications infrastructure: Statistics for the level of infrastructure that exists.

• Internet access: The crude measure of the level of Internet access can be obtained from a 
variety of the organisations that collect statistics on Internet usage and demographics.

• Level of Technological development: This can be derived from a variety of factors, 
including whether the country has any software or high technology production capability. 
Using these inputs, the following aspects can be measured.
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• Technical Expertise: The level of expertise that is available within a nation will vary 
tremendously around the world, but some indication of the generally available level can 
be estimated from the level of secondary education and range of high technology industry 
and services that are available.

• History of Relevant activity. Whether any activity that may be relevant has taken place in, 
or been attributed to the country.

t Indigenous Capability. Whether the country is known to possess technologies and 
capabilities that could be applied.

• Allied nation Capability. Whether the country has allies that it could call on that possess 
the capabilities.

A threat agent that is sponsored by a nation-state may have the objective of preventing or 
reducing access to the information systems (denial of service), or of manipulating or 
corrupting the information (disinformation) or of gaining access to the information 
(Netspionage). The impact that each of these types of attack will have will vary and the 
likelihood of each must be considered separately.

Malicious Threat Agent — Terrorist
Terrorist activity may be linked to criminal activity and as a malicious threat agent, the 
terrorist may operate in both groups. Terrorism requires funding to be effective and as a 
result, given that terrorists operate outside of the normal national and international laws, it is 
common for them to resort to criminal activity to generate funds to support their activities in 
addition to any direct terrorist related action.

Direct terrorist activities may include the publication of propaganda, communications or 
attacks on systems to either influence the public, the users or owners of a sys tern or to prevent 
the system from operating. For example, to cause the electrical supply system to fail in a city 
centre and gain the effect that they desire from the ensuing chaos.

Qualitative information on terrorist organisations is not, for the main part, readily available 
from open sources. Whilst generic information from external sources will be available, 
accurate and in depth information is not normally available in a form which can be verified 
except where it is released or disseminated from national resources that will probably be 
hostile to the 'terrorist' organisation.

For a terrorist sponsored attack to be effective, it would require that the technology was 
available to mount the attack, that there were the telecommunications, internet connectivity 
and an adequate power supply to allow the attack to take place. If one of the required 
outcomes of the attack requires that it is sustained, then they must also have sufficient depth 
of personnel resources with an adequate level of education and skill available to mount and 
maintain the attack. Each terrorist group will have specific drivers. These may be religious, 
cultural, ethnic, political or any number of other single or groups of drivers.

A good generic resource for information on terrorism and terrorist groups can be found at 
The Jurist3 . This publication provides a large number of links to other documents that give 
specific information on particular groups and also to resources that provide general 
information on terrorism.
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Taking each of the factors that are likely to have an influence in turn:

• Group size: Details of number of activists in a terrorist group.

• Cultural Factors: Details of factors that will have a significant influence on the activities 
of a terrorist group.

• Access to Telecommunications: This will be dependant on the type of organisation and on 
the countries that it is sponsored by. When the sponsoring countries and bases of 
operations are known, then this information can be abstracted from the same sources that 
the country information would be derived.

• Technical Expertise: The level of expertise that is available within a nation will vary 
tremendously, but some indication of the generally available level can be estimated from 
the range of high technology industry and services that are available.

• Other Factors: Terrorist groups are affected by a wide range of factors that will have an 
influence on their motivation and ability and on the likelihood of them carrying out an 
attack. The sources of this information will be varied, but the most likely sources will be 
those that are detailed above that concentrate on the terrorist organisations or the media, 
which is likely to have up to date information.

A terrorist threat agent is most likely to have the objective of preventing or reducing access to 
the information systems (denial of service) and this should be the area that is further 
investigated.

Malicious Threat Agent - Pressure Group
Pressure groups will tend to have a specific focus or cause that they support and wish to 
further the aims of. Recent history has shown that such groups, whether they are secular or 
religious, have learned that they can achieve results by exerting influence on peripheral 
targets rather than on a direct attack on the primary target.

Qualitative information on pressure groups is not, for the main part, readily available in the 
public domain from open sources. Whilst generic information from external sources will be 
available, accurate and in depth information is not normally available in a form which can be 
verified, as these are not accountable organisations.

For an attack that is sponsored by a pressure group to be effective, it would require that the 
technology was available to mount the attack. It is assumed that there would be the 
telecommunications, Internet connectivity and an adequate power supply to allow the attack 
to take place. If the required outcome of the attack is that it is sustained, then the pressure 
group must also have sufficient personnel resources with an adequate level of skill available 
to mount and maintain the attack. Each pressure group will have specific drivers that may be 
religious, cultural, ethnic, political or any number of others.

Due to the range of organisations that are included in this group and the fact that they have 
varying degrees of legitimacy and history, identifying specific sources of information for the 
various aspects of the pressure group cannot easily be documented. As a result, the sources 
listed below are a sample set of data sources that refer to the subject area. For detailed
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information on a specific pressure group, it would be necessary to look at the information 
sources that were specifically related to that group.

A threat agent that is sponsored by a pressure group may have the objective of preventing or 
reducing access to the information systems (denial of service), or of manipulating or 
corrupting the information (disinformation) or of gaining access to the information 
((industrial) espionage).. The impact that each of these types of attack will have will vary and 
the likelihood of each occurring must be considered separately in the light of the aims of the 
organisation and the target.

Malicious Threat Agent - Commercial Group
A threat agent that acts on behalf of a commercial group will tend to have one of a small 
number of objectives. These will range from industrial espionage to damaging the interests 
of competitors to influencing small nation states. A characteristic of this group is that it will 
be risk averse and will be conservative in its actions and take great efforts to evade 
identification.

For an attack that is sponsored by a commercial group to be effective, it would require that 
the resources were available to mount the attack. If the required outcome of the sttack 
requires that it is sustained, they must also have sufficient personnel resources with an 
adequate level skill are available to mount and maintain the attack. Each commercial group 
will have specific drivers, but these will predominately be financial or competitive gain.

Qualitative information on the capability of a commercial organisation to carry out an attack 
is not, for the main part, available in the public domain from open sources. Whilst very 
specific and detailed information will be available on a number of aspects relating to the 
commercial concern, specific information with regard to its capability to pose an information 
threat will only be generated from analysis of the organisation or from information on past 
activity that becomes available.

For an attack that is sponsored by a commercial organisation to be effective, it would require 
that the technology was available to mount the attack. It is assumed that there would be the 
teleeommunications, Internet connectivity and an adequate power supply to allow the attack 
to take place. If the required outcome of the attack is that it is sustained, then the 
organisation must also have sufficient personnel resources with an adequate level of skill 
available to mount and maintain the attack. The driver for a commercial organisation to 
mount an information attack will be to gain a commercial advantage in the marketplace, 
either by gaining information on or from its competitors or by reducing the ability of the 
competitor to operate efficiently in the marketplace.

Taking each of these factors in turn:

• Commercial Group information: Information on the size, resources and interests of the 
commercial group can be obtained from a huge range of information repositories.

• History of activity: The publicly available history of activity by a company or a 
corporation will be available from a wide variety of sources fhat will include the press, 
trade journals and industry focussed material.

• Is the target part of the CNI: This information will be known to the company and to
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government, but can be deduced by an analyst with knowledge of the industry and the 
infrastructure of the country.

• Other Factors: Commercial groups are affected by a wide range of factors that will have 
an influence on their motivation and ability and the likelihood of them carrying out an 
attack.

A threat agent that is sponsored by a commercial group may have the objective of preventing 
or reducing access to the information systems (denial of service), or of manipulating or 
corrupting the information (disinformation) or of gaining access to the information 
((industrial) espionage). The impact that each of these types of attack may have will vary and 
the likelihood of each type of attack must be considered separately in the light of the 
perceived aims of the attacker and the target.

Malicious Threat Agent - Criminal
Criminal activity that provides a threat to information systems will be as a result of the 
criminal attempting to:

• Gain access to the system in order to defraud someone of resources (money or property).
• Prevent the detection or investigation of other criminal activity.
• Gain information that will enable them to commit other crimes.
• Gain access to personal information that will enable them to commit other crimes 

(identity theft, blackmail, stalking, harassment).As the descriptor 'criminal' covers a huge 
range of activities, from financial gain through to murder, drug smuggling, trafficking and 
sex offences, it is not possible to define generic characteristics.

For the purposes of this paper the threat agent from a 'criminal' group will tend to have one 
of a small number of objectives. These will range from industrial espionage to damaging the 
interests of competitors to influencing small nation-states. A characteristic of this group is 
that it will be risk averse and will be conservative in its actions and take great efforts to evade 
identification.

For an attack that is sponsored by a criminal group to be effective, it would require that the 
resources were available to mount the attack. This is not normally an issue for a criminal 
group as they tend to be 'cash rich' and do not have to account for their funds. If the required 
outcome of the attack requires that it is sustained, they must also have sufficient personnel 
resources with an adequate level skill are available to mount and maintain the attack. Each 
criminal group will have specific drivers, but these will predominately be financial or 
competitive gain.

Any form of useable information on the capability of a criminal organisation with regard to 
its ability to carry out an attack is not, for the main part, available in the public domain from 
open sources. Law enforcement and national intelligence agencies invest a vast effort on 
attempting to gather this type of information and have only limited success. Some inference 
can be gathered over a period of time as the effect of the actions of a group become apparent.

For an attack that is sponsored by a criminal group to be effective, it would require that the 
technology and level of skill was available to mount the attack. It is assumed that there 
would be the telecommunications, Internet connectivity and an adequate power supply to 
allow the attack to take place. If the required outcome of the attack is that it is sustained, then
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the organisation must also have sufficient depth of personnel resources with an adequate level 
of skill available to mount and maintain the attack. The driver for a criminal group to mount 
an information attack will be for financial gain or influence. This may not be apparent from 
the form of an attack, for example the Cali Drug Cartel may mount an intelligence gathering 
attack to gain information on the movements of British Royal Naval shipping assets in the 
Caribbean. The purpose of gaining this information would be to enable them to avoid the 
ships and thus allow them to deliver the drugs to mainland USA and as a result make more 
profit.

It is difficult to deal separately with each of the factors that may contribute to the capability 
of a criminal group to pose a threat, however considerable information is available from 
which the individual elements that are required can be extracted:

• Criminal groups: Information on the size, resources, capabilities, historical activities and 
interests of the criminal group can be obtained from the following sources:

1. Russian Organised Crime Homepage4 - Resource giving information on Russian 
Organised Criminal groups.

2. The INTERPOL5 web site - This resource provides an oversight of the types of crime 
and the organisations that are involved.

3. Nathanson Centre for the Study of Organised Crime6 - This site provides a good 
description of crime groups that can be accessed through a number of characteristics 
such as name, geographic area, type of crime.

4. Transnational Crime and Corruption Center (TraCCC)7 - This resource not only 
provides a wealth of information on general criminal trends, but also provides detailed 
information on individual groups of criminals and a large number of links to other 
sites that have information on specific groups.

Other Factors: Criminal groups are affected by a wide range of factors that will have an 
influence on their motivation and ability and the likelihood of them carrying out an attack.

A threat agent that is sponsored by a criminal group may have the objective of preventing or 
reducing access to the information systems (denial of service), or of manipulating or 
corrupting the information (disinformation) or of gaining access to the information 
((industrial) espionage). The impact that each of these types of attack will have will vary and 
the likelihood of each must be considered separately in the light of the perceived aims of the 
criminal group and the target.

Malicious Threat Agent - Hacker
The objectives of a hacker will normally be to demonstrate to his peers that they have a level 
of skill that will gain them status or to cause visible damage to a system 'because they can'. 
Other reasons for an attack may be to gain access to a system in order to utilise its resources, 
either for the processing capability or in order to cover other activities. Due to the basis of 
this group being a technical capability rather than a specific motive or pressure, the type of 
attack that may be mounted will not be based on the impact to the system owner but rather 
the real or perceived benefit to the perpetrator.
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For an attack that is sponsored by a hacker or hacker group to be effective, it would require 
that the resources were available to mount the attack. This is not normally an issue for a 
hacker group, as they have support from their peers. If the required outcome of the attack 
requires that it is sustained, they must also have sufficient personnel resources with an 
adequate level skill are available to mount and maintain the attack. Each hacker group will 
have specific drivers, but these will predominately be for self-aggrandisement or revenge.

It should also be considered that a hacker, or hacker group, may be used by any of the other 
threat agent groups to act on their behalf.

Any form of useable information on the capability of a hacker group with regard to its ability 
to carry out an attack will, if it is available, be in the public domain from open sources. Law 
enforcement and national intelligence agencies invest limited effort on attempting to gather 
information on these groups but, due to their transient nature, have had only limited success. 
Some inference can be gathered over a period of time as the effect of the actions of a hacker 
group become apparent.

For an attack that is sponsored by a hacker group to be effective, it would require that the 
appropriate level of skill was available to mount the attack. It is assumed that there would be 
the telecommunications, Internet connectivity, suitable technology and an adequate power 
supply to allow the attack to take place. If the required outcome of the attack is that it is 
sustained, then the group must also have sufficient depth of adequately skilled personnel 
available to mount and maintain the attack. The driver for a hacker group to mount an 
information attack will varied, with the main drivers being anything from curiosity to 
financial gain to revenge.

It is difficult to deal separately with each of the factors that may contribute to the capability 
of a hacker or hacker group to pose a threat, however considerable information is available 
from which the individual elements that are required can be extracted:

• Hacker group details: Information on the probable size, resources, capabilities, technical 
expertise and interests of the hacker group can be obtained from the following sources:

1. Internet Newsgroups such as alt.hackers where individuals and groups discuss all 
matters relating to hacking.

2. Hacker group web pages. A number of the better known hacker groups maintain their 
own web pages and it is possible to gain a good overview of them from this source. 
Sites such as The Hacker Choice8 provide information on the members, their 
aspirations, the papers that they have written and the other groups that they are 
associated with.

3. General Hacker Sites. Sites such as Attrition.org9 provide a large amount of general 
information on hackers and hacking. There is information on hack attacks on tools 
and events and on groups and individuals.

• Other Factors: Hacker groups are affected by a wide range of factors that will have an 
influence on their motivation and ability and the likelihood of them carrying out an 
attack.
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A threat agent that is sponsored by a hacker group may have the objective of preventing or 
reducing access to the information systems (denial of service), or of manipulating or 
corrupting the information (disinformation) or of gaining access to the information 
((industrial) espionage). The impact that each of these types of attack will have will vary and 
the likelihood of each must be considered separately in the light of the perceived aims of the 
hacker organisation and the target.

Malicious Threat Agent - Disaffected Staff
A disaffected member of staff will consist of any individual or group of individuals who are 
seeking to cause damage to the image or structure of the organisation or to extract value in 
the form of funds or property to some value. They may be disaffected with the organisation 
or with the underlying infrastructure of the host nation-state or, more parochially, with their 
boss. In a world where the economies and politics of nations are in a constant state of change 
and where the financial markets are subject to sudden and dramatic changes, it is impossible 
to provide a generic answer to what may cause a member of staff to be dissatisfied. It may, 
however, be possible to identify some of the key indicators that will show when a disaffected 
member of staff is taking some form of action. For an attack that is undertaken by a 
disaffected member of staff to be effective, it would require that they possess appropriate 
level of skill. The drivers for a disaffected member of staff to mount an information attack 
will be varied, with the main drivers being anything from financial gain to revenge.

Threat Amplifiers
A threat amplifier will be any factor that increases either the likelihood of an attack taking 
place or the likelihood of the attack being successful. The factors may be either real or 
imagined. Examples of amplifiers may be discussio n amongst hackers of the discovery of a 
new method for penetrating the security of a particular system of the announcement of a 
breakthrough in research at a particular organisation that attracts attention from competitors. 
Of the factors that were identified, those that are detailed below were considered to be the 
most significant. Taking each of these factors in turn:

• Peer Pressure . A threat agent is more likely to carry out an attack if they feel that to do 
so will advance their prestige or status within their peer group. Particularly within hacking 
circles, elevated status and regard by other hackers will gain the individual access to 
information and resources that they did not have before and will also achieve one of their 
aspirations of increased status within the community.

• Fame. In all social groupings, a proportion of the individuals will seek to be recognised 
for actions that they have undertaken. These actions may have been good or bad, but the 
desire of the individual that has carried out the attack to be recognised for their skill and 
daring will be quite high.

• Access to Information. If an individual or group believe that they will gain access to 
information that is of use to them, either as a direct result of carrying out an attack or as an 
indirect reward for it they will, in some cases, be more inclined to carry out the attack. 
This access to information may be the primary motivation for the attack or a secondary 
benefit.

• Changing High Technology. As technology develops, there is a recurrent theme that has 
developed of a release of a new technology, acceptance into common use, discovery of 
weaknesses in the technology, then exploitation of the weaknesses for illicit purposes.

• De-Skilling through scripting. As new techniques to subvert the security of systems are 
understood, the more skilled attackers, most particularly from the hacking community,
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will write scripts that will automate the attack. As these become available to the less 
skilled users who could not carry out the attack without the automated tools, the number of 
people that could conduct an attack is increased.

• Skill and Education Levels. As the general level of education with regard to technology 
increases and the use of technology becomes almost ubiquitous and as the skill bvel with 
regard to the use of new technologies increases, so the number of people who have the 
understanding of the technology and ways to carry out attacks will rise.

Other issues that will amplify the threat to a system are:

1. Law enforcement activity. The following characteristics with regard to law enforcement 
may influence a threat agent to attempt to carry out an attack:

1. If the laws within the target country or the country from which the threat agent is 
operating are perceived to be weak or not relevant to the types of activity that the 
attackers are using (for example using the theft of electricity to charge a person for 
a hacking offence),

2. if the laws that are being used have not been tested in the courts or have been 
tested and shown to be ineffective,

3. if the law enforcement community is seen to be reluctant in its application of the 
law, this will act an amplifying factor.

2. Target Vulnerability. If the target that the threat agent has identified is perceived to be in 
a poorly protected state (for example if the system software is poorly maintained) or if it 
has vulnerabilities that come into effect through no fault of the system management, this 
may amplify the likelihood of the threat agent undertaking the attack.

3. Target Profile. If the profile of the target is such that in comparison to similar 
organisations, it is more attractive to the threat agent, this will amplify the likelihood of an 
attack.

4. Public Perception. If the perception of the public is against the organisation that the 
target represents, then this will increase the likelihood of a threat agent carrying out an 
attack. An example of this would be Arab language web sites in the period after 11 Sept. 
2001.

Threat Inhibitors
A threat inhibitor will be any factor that decreases either the Ikelihood of an attack taking 
place or the likelihood of an attack being successful. The factors may be either real or 
imagined. Examples of inhibitors may be publicity relating to individuals being prosecuted or 
investigated for attempting to break into a system or a change in the state of the security of a 
system. Of the factors that were identified, those that are detailed below were considered to 
be the most significant. Taking each of these factors in turn:

• Fear of Capture . If the threat agent has the perception that, if they initiate an attack, they 
are likely to be identified and captured, this will act as a deterrent and will inhibit the 
perpetrator.

• Fear of failure. If the threat agent believes that they are likely to fail in their attempt to 
conduct an attack, this may act to deter them from trying. This effect will be further 
enhanced if they are sensitive to the opinions of others and believe that the failure will 
become known to them.

• Level of technical difficulty. If the defences of a target that has been identified by a 
threat agent is shown to be difficult to overcome, then this will, in most cases, reduce the 
likelihood of the threat agent attacking the system as the threat agent will search for a less
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challenging target. In some cases this may be inverted as the threat agent will attack the 
most difficult of targets to prove or demonstrate their skills and abilities.

• Cost of participation. If the cost of undertaking the attack is too high, then this will 
inhibit the threat agent from initiating the attack. The cost may be in terms of finances or 
of the appropriate equipment or of time or information.

• Sensitivity to public perception If the target that the threat agent has selected is one that 
would gain the threat agent disfavour in the eyes of the public, this may act as a deterrent. 
An example of this would be an attack on the military resources of your own country 
during a conflict or an attack on a respected charity. The sensitivity of the threat agent to 
the public feelings may inhibit the action.

Qther issues that may inhibit the threat to a system are:

• Law enforcement activity. If the laws within the target country of the country from 
which the threat agent is operating are strong and relevant laws that have been tested in the 
courts and shown to be effective and if the law enforcement community is seen to be 
aggressive in its application of the law, this will act an inhibiting factor.

• Target Vulnerability. If the target that the threat agent has identified is perceived to be in 
a well protected state (for example if the system software is well maintained and any 
probes of the system are actively pursued) or if the system is thought to be protected by a 
variety of devices, this should inhibit the likelihood of the threat agent undertaking the 
attack.

• Target Profile. If the profile of the target is such that in comparison to similar 
organisations, it is less attractive to the threat agent, this will inhibit the likelihood of an 
attack.

• Public Perception. If the perception of the public is in favour of the organisation that the 
target represents (for example a hospital or an animal rescue centre), then this will reduce 
the likelihood of a threat agent carrying out an attack.

• Peer Perceptioa If the consensus of opinion of the peers of the threat agent is that the 
target would be 'poor' for reasons of ease of access, resulting in nor peer 
acknowledgement for a successful attack, or because of the business of the target receives 
the support of the peer then this decrease the likelihood of an attack.

Threat Catalysts
Threat catalysts are those factors or actions that cause an attack to be initiated at the time and 
on the target that is selected. Again, the catalyst may be either real or perceived. Examples 
of catalysts are a change in the political relationship between two countries or the initiation of 
armed conflicts between two groups or an event that receives media attention and is, as a 
result, highlighted in the public awareness. The main groupings of threat catalysts have been 
identified as:

• Events. An event may be related to the attacker or to the target, either directly or 
indirectly. An event that influences the threat agent might be a personal experience or 
exposure to news that triggers pre-determined actions. An event that affects the target 
might be a declaration of war or the initiation of a conflict between two nation states or 
for a company, a research and development success that might change the value of the 
company.

• Technology Changes. A change in technology occurs at approximately nine month 
intervals and as a result, new uses for technology become apparent and also shortcomings
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in the technologies that are in use become understood in the wider community. This 
constant technology churn can be the catalyst for an a threat agent to cany out an attack as 
they see an opportunity developing.

• Personal Circumstances. A change in the personal circumstances of the threat agent 
may be as a result of exposure to information that affects their values beliefs. 
Alternatively it might be as a result of the actions of others, such as them being fired from 
their job and as a result having time to conduct an attack and the motivation of revenge 
against the former employer. Another alternative may be an elevation in position or peer 
regard and a desire for them to demonstrate their skills.

Threat Agent Motivators
The factors and influences that motivate a threat agent are diverse and may operate singly or 
in unison. Whilst a range of groupings of Threat Agent motivators can be easily generated, 
the reason that each of the factors would come into effect and the degree that it would 
influence the threat agent is subject to a large number of varying influences.

The primary groupings of threat agent motivators are detailed below, together with a general 
description, but no further analysis of this subject area will be undertaken as a part of the 
research in this paper. The main motivational factors are:

• Political. Where the motivation is for the advancement of a political cause, it may be 
because the threat agent wishes to further the cause of the political organisation or further 
their own position within the political grouping. The outcome may be an attack on a 
political party's web site or the denial of service of a resource, particularly during the 
period running up to an election.

• Secular. If the motivation of the threat agent is to support their secular beliefs, it is 
possible that the level of action that they will be prepared to take is quite high. A person 
that is supporting their secular beliefs will be likely to pursue an attack to a final 
conclusion.

• Personal Gain. There are a number of aspects that have been grouped together under 
this general descriptor, as individuals are motivated by different rewards and gains. In 
this example, three types of gain have been identified and these are:
a) Financial gain, where the threat agent will gain money, goods or services as a result of 

carrying out the attack. This may be direct gain as the result being able to use stolen 
credit card numbers or it may be indirect gain through being paid to carry out the 
attack,

b) The acquisition of knowledge or information. In this area the benefit that the threat 
agent may seek is in the information itself or the knowledge that is gained in 
obtaining access to the information

c) Recognition by the threat agents' peers. This may result in the threat agent gaining 
status amongst their peers or gaining access to additional information or resources as 
a result of having demonstrated their abilities.

• Religion, This is one of the more regularly observed motivational factors. Religious 
conflicts are amongst the most common and as a result it is to be expected that this will be 
a major motivational factor for a threat agent. Given the number of conflicts that are 
occurring at any point in time and the profile of the varied religions and the ability of an 
attacker to identify not only the religious artefacts but also the assets of the adherents of 
that religion (in a number of cases, it is possible to tell from an individuals name what 
their religion is likely to be), attacks on these types of targets are common.

• Power. If an individual seeks to gain or to demonstrate that they have gained power, they
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may choose to demonstrate their capability through an attack on an information system.
• Terrorism Cyber-terrorism has not yet been conclusively observed. The use of 

information systems by terrorists is, conversely, well proven. If a terrorist threat agent 
were to use their capability to further their cause by deny service to the enemy or by 
achieving a propaganda victory.

• Curiosity. This is a strong and difficult to quantify motive. As it is normally unfocussed 
and will only be directed at the target in question whilst the curiosity lasts, it is difficult to 
predict or to determine when the threat agent will have sated their curiosity.

Conclusions
The purpose of this research was to review existing methodologies for the calculation of risk 
to information environments and to determine whether any of them could be used or adapted 
for use in the determination and calculation of the threat to an information environment. If 
these methodologies could not be easily used or adapted to the determination of threat to 
information systems then a method for the calculation of the threat to information systems 
would be investigated.

After looking at a number of methods and tools from the information system risk and 
insurance areas, it was determined that none of these was useable and that it would be 
necessary to examine a new method for the expression and calculation of threat to 
information systems from malicious threat agents. Once this had been decided, the 
investigation of ways in which the threat could be expressed were examined and it was 
determined that there was no single simple way to express all of the different factors that may 
have an effect.

In order to understand and express the elements that comprise a threat to an information 
system, it was found to be necessary to decompose the subject and to examine the 
components. Once decomposed into the groupings of different types of threat agents and 
causal factors and influences, it was possible to create a method of expressing each of the 
elements. Once a common method of expressing the factors was determined, it was possible 
to determine a method that would allow the diverse influences to be calculated to provide an 
output that was meaningful for use n subsequent risk assessments.

When a method for the expression of the capability of the threat agent had been developed, it 
was possible to evaluate the model through the use of historical data. Each of the components 
of the model was subjected to inputs of data and, where possible, control data, and the 
outputs from the model were reviewed for consistency and accuracy. In the areas where it 
was possible to make meaningful judgements on the outputs, the values that were generated 
were found to be within rational bounds. It is concluded that this research into the 
development of a method to calculate the capability of threat agents in an information 
environment has been successful and that a valid method has been produced. This method 
should now be subject to further analyses, peer review and extensive further testing with live 
rather than historical data in order to determine whether the method holds true for all groups 
of threat agents and under all sets of conditions.

Further research is required into the factors that influence the threat agents in order for a 
robust and comprehensive method of threat assessment to be produced. This research will 
need to determine metrics for the motivation aspects of the threat agent, the catalysts and the 
inhibitors and amplifiers to allow a coherent and comprehensive method to be created that 
can be used to calculate the threat and to model different scenarios.
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the Measurement of Threat Agents in an 
Information Environment
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Management Ltd, email: a.jones@eris.qinetiq.com.

Introduction
The proliferation in the use of computer and 
communications technologies over the last 20 
years or so has resulted in a huge change in the 
type and level of threats that are posed to the 
information environment that we have come to 
rely on. The way in which threats to information 
environments is measured has not advanced at 
the same rate as the high technology (technology 
that is microprocessor based) has developed and 
as a result, has not yet transinoned from being 
an art to science. Because this transition has not 
occurred, there is currently no way in which the 
threats to information systems can be either 
quantified or modelled in any meaningful or 
repeatable manner.

In order to make effective investment 
decisions, Governments and commercial 
organisations need to be able to conduct 
meaningful risk assessments for their business 
and their information systems to maintain the 
required level of confidentiality, integrity and 
availability for their information. The risk to 
an information system is a product of the 
combination of threat agents, vulnerabilities to 
which the threat agent will have access, and 
the impact of an attack on their systems. In 
order for those who have the responsibility for 
making the risk management and security 
decisions for information systems to better 
understand the information and to better

quantify the risk, it is increasingly important 
that the inputs on which they base their 
decisions is as accurate and up to date as 
possible and that they are expressed in terms 
that have a common meaning and basis.

To improve the information that is available 
on threats for input to the risk assessment 
process, a number of methodologies were 
investigated in an attempt to identify one that 
would provide an accurate representation of 
the threats in a range of scenarios. None of the 
existing methodologies that were reviewed 
were useable and as a result, the method 
detailed below was developed.

Within the UK, threat assessments that are 
relevant at the national level are currently 
produced by the Security Service. These are 
for use, primarily, within government, but 
increasingly, with the recognition of its 
existence and the identification of the 
components, by the elements of the Critical 
National Infrastructure (CNI). The 
assessments, both for government and also, 
more specifically, for defence, are produced by 
skilled analysts, using all sources of 
intelligence and their knowledge and 
experience. They are subjective and cannot be 
replicated or modelled in a repeatable manner 
as they rely on the interpretation of 
information that is produced by an individual 
or group of individuals. The output of these 
threat assessments is a short statement of the 
threat with an indication of the level, normally 
expressed as High, Medium or Low. What the
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assessment does not provide is a description 
of how this value was reached and the factors 
that were considered in arriving at that value.

If the threat assessment is to be used as an 
input to a risk assessment on which 
investment budgets will be allocated, there 
is a drive from the non-governmental 
elements of the CNI for greater detail and 
for detailed reasoning of how the values 
were derived.

The information on the vulnerabilities of 
systems that is used as a part of the risk 
assessment process is currently derived from 
publicly available sources such as the NIST 
[CAT vulnerability database [1] or the SGI 
vulnerability database. [2] These vulnerability 
databases, which are owned and maintained 
jy external and mainly foreign organisations, 
ire trusted as accurate and as comprehensive 
is possible and are normally not validated any 
iirther by the end user, due to the investment 
:hat would be required to carry out this 
Mocess. Consequently the aim of this paper is 
o determine whether it is possible to measure 
he level of threat posed to a system by a 
articular threat agent.

n order for those who have responsibility for 
ystems to understand the risk that is relevant 
o their systems, it is necessary to carry out a 
isk assessment of the relevant information 
environment. The assessment of the risk is 
ssential in the modern environment as it will 
>rovide guidance on the system with regard to 
he likelihood of an event occurring after all of 
he identified threats and vulnerabilities have 
'een taken into account and the selected 
ountermeasures have been implemented. 
rom this, the relevant parties will have a better 
nderstanding of the residual risk that they 
'ill be accepting if they choose to operate the 
pstem in the manner that has been defined. 
he factors that must be considered when 
onducting such a risk assessment include:

• The Agent that is causing a Threat to the 
system;

• The Vulnerability within the system that 
the threat agent can access;

• The Impact of a successful attack; and

• Mitigating factors.

Assessment of threats in the physical and 
political environments has been undertaken 
for many centuries at the Regional, National 
and International Governmental level. They 
are undertaken by skilled analysts who look at 
indicators over an extended period of time 
and have been applied to the threat to the 
nation-states' physical assets. The threat that is 
posed to an intangible environment such as an 
information system has never been 
successfully assessed. The threats that have 
been considered, historically, have been other 
nation-states and terrorist organisations. 
The threat that is posed by a commercial 
organisation or a non-terrorist, non 
government organisation has not been 
considered, nor have the threats to non 
government organisations and the elements of 
the Critical National Infrastructure.

Whilst this is not necessarily an exhaustive 
list of the constituent elements of threat, 
those selected offer a realistic cross section. 
They are:

Natural Threats and accidents:

• Likelihood of Occurrence 

Malicious Threats:

• Capability

• Motivation

• Access
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Threat Agent

Catalyst

Capability

Motivation

Access

. . r. . 
Inhibitors Amplifiers

Threat

figure 1 - The Threat Components and Their 
Relationships

• Catalysts

• Inhibitors

• Amplifiers 

System Issues:

• Exploitable Vulnerability

• Impact

Natural Threats and Accidents

For natural threats and accidents, which 
includes fire, wind, water, earthquake and 
accidental damage, there is a well 
documented history of incidents that allow 
the person who is calculating the risk to make 
realistic decisions.

Malicious Threat Agents

For malicious threat agents, this historical 
information does not exist in any depth and 
such information as is available is mainly 
anecdotal. In order for a malicious threat to

exist, there must be an agent that will 
implement the threat and that agent must 
have the motivation to carry it out, the 
capability and the opportunity to do so.

In order for a threat agent to mount a 
successful attack on a system, there are at least 
two system related factors that must be 
present. The first is that there must be an 
exploitable vulnerability in the system and for 
a vulnerability to be exploitable, it must be 
known to the threat agent and the threat agent 
must have sufficient access to the system to 
carry out the attack. The vulnerability may 
exist in the hardware, the operating system 
software or the applications software. The 
second factor is that the attack must have an 
impact on the target system or the target 
organisation's business process or that it is the 
only target that is available to the threat agent.

The Elements of a Threat Agent and their 
Relationships

In order for a threat agent to pose a threat to 
an information infrastructure, there will be a 
number of factors that have an influence. The 
agent must possess capability and motivation 
and be able to gain either physical or 
electronic access. In addition, the threat will be 
inhibited or amplified in its ability by other, 
external factors and there will be a catalyst of 
some type that will cause the threat agent to 
act at a particular time. The components of 
'Threat' that apply to a malicious threat and 
their interrelationships are detailed in figure 1.

For Malicious Threat Agents, the 'Threat 
Agent' box can be expanded into the types of 
threat agent outlined in figure 2.

A malicious threat agent may be generated 
from any one of the groups or group 
combinations that are identified above. This is 
not an exhaustive list of potential sources or 
groupings of malicious threat agents, as these
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Threat 
Agent

Maticious

Criminal Commercial 
Groups

Terrorist Pressure 
Groups

Subversive or 
Secretive Groups

State 
Sponsored

Hacker

Disaffected 
Employee

Figure 2: - The components of the Malicious Threat Agent

will change, over time, as high technology, 
education, national and international politics, 
cultural and a host of other factors have an
effect.

In order for a malicious threat agent to be 
affective, they must be capable of conducting 
and sustaining an attack that will achieve the 
desired effect. The constituent elements of 
capability' are detailed in figure 3.

for malicious threat agents to be able to carry 
3ut an attack, they must have the means and 
:he necessary skills and tools and techniques 
to be successful. They must also, in some 
ases, have a sustainable depth of capability in 
Jrder to achieve their aims.

There are ranges of factors that may either 
nhibit or assist a malicious threat agent in

perpetrating a successful attack. These have 
been labelled as inhibitors and amplifiers. It is 
possible that the same influence, with a 
different value may act as either an inhibitor 
or an amplifier. An example of this might be 
the security measures that are in place to 
defend a system, where, if they are perceived 
to be weak, will encourage an attacker 
whereas if they are seen to be strong, may 
become a deterrent.

An inhibitor will either prevent a threat agent 
from carrying out an attack or reduce the 
impact that an attack will have. Fear of 
capture may well act as a sufficient deterrent 
to the threat agent and cause them to decide 
not to carry out the attack. If the threat agent is 
sensitive to public opinion or that of their 
peers, this may be sufficient to inhibit the 
attack. If the target presents a sufficiently high
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Capability

Software Books and 
Manuals

Technology Methods

Facilities Education & 
Training

Figure 3: - The Components of Capability

level of technical difficulty, the threat agent 
may decide that the investment of effort 
required is too high.

The factors that come together to inhibit an 
attack may be used as part of the protection 
and defence of the system and will help to 
reduce the risk to the system. Some of the 
influences that might act as inhibitors are 
shown in figure 4.

Other influences may well cause an increase in 
the likelihood of an attacker carrying out an 
attack or being successful. Some of the 
influences that might act as amplifiers are 
shown in figure 5.

The types of influences that will amplify or 
increase the possibility of a successful attack 
are varied, but will include factors such as

peer pressure. An attackers desire is to gain 
the recognition and respect of their will 
strengthen their resolve to carry out the 
attack. The level of education, knowledge 
and skill that an agent possesses, or can gain 
access to, will improve the confidence and 
capability of a threat agent and also increase 
the likelihood of success. Access to the 
information that the agent needs to mount an 
attack, in terms of information on the target 
or organisations or programming scripts and 
tools, will also increase the possibility of a 
successful attack.

The trigger that will cause a threat agent to 
initiate an attack can be referred to as the 
catalyst. This may be as a result of an event, 
such as publicity for a organisation with 
which the agent has a disagreement, or 
perhaps the start of an armed conflict between
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Inhibitors

Fear of Capture Sensitivity to 
Public Perception

Fear of Failure Cost of 
Participation

Level of Technical 
Difficulty

figure 4: - The Components of Inhibitors

the agents country, or one that they support, 
and an opponent. The main types of catalyst 
are shown in figure 6.

Another factor may be the circumstances of 
the agent and any change (perhaps in location, 
social grouping or employment status) may 
affect their ability or desire to carry out an 
attack. An attack may also be triggered by the 
advent of a new high technology which makes 
what was previously not achievable a 
possibility.

The motivation of the threat agent is a 
subjective area that may be influenced by a 
wide range of factors that are dependent on 
foe grouping or combination of groupings 
from which the threat agent originates. The 
"omponents that are shown below give an

indication of the range of influences that may 
have an effect. In some cases a number of 
these drivers will act together to influence the 
threat agent (see figure 7).

Having broken down the problem into a 
number of constituent parts, it is possible to 
examine each of these in turn and look for 
sources of information that would allow a 
value to be allocated to each of the elements. 
As an example of this, looking at Nation-State 
sponsored threats, it is possible to determine 
the most likely types of attack that the threat 
agent will pose and a range of other 
characteristics that can be inferred.

Nation-State sponsored malicious threats 
may take the form of denial of service 
attacks on financial systems or the critical
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national infrastructure in order to modify 
public perception or cause instability in the 
country and cause or prevent the country 
from taking other actions. A characteristic of 
this group is that it will be risk averse and 
will be conservative in its actions and will 
usually take great efforts to evade 
identification. Information on nation-states 
is, in the main part readily available from 
open sources. The limiting factor in this is 
that by its nature, it may be dated and the 
elements of information that are of use for 
the purposes of determining a nation-state's 
readiness to mount an attack may be 
limited.

For an attack that is sponsored by a nation 
state to be effective, it would require; that

the high technology was available to 
mount the attack; that there were the 
telecommunications, Internet and power 
supplies to allow the attack to take place and 
for it to be sustained; that there were sufficient 
personnel resources with an adequate level of 
education and skill to mount and maintain the 
attack. Each country will have specific cultural 
drivers. Each of these elements is measurable 
and there are a wealth of 'open source' 
information sources from which it can be 
accessed.

A threat agent that is sponsored by a nation- 
state may have the objective of preventing or 
reducing access to the information systems 
(denial of service), or of manipulating or 
corrupting the information (disinformation)

Amplifiers

Fame

Peer Pressure

Skill and 
; Educational 
i Levels

t

De-Skilling through 
Scripting

Access to 
Information

Changing 
Technology

Figure 5: - The components of the Amplifers
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Catalysts

Events Personal 
Circumstances

Technology 
Changes

:i$ure 6: - The Components of the Catalysts

>r of gaining access to the information 
Netspionage). The impact that each of these 
ypes.of attack will have will vary and the 
ikelihood of each must be considered 
separately.

^ terrorist threat agent would present a very 
Afferent type of threat. This type of threat, 
which may be linked to criminal activity and 
he terrorist threat agent may well operate in 
Mh groups. Terrorism requires funding to be 
rffective and as a result, given that terrorists 
operate outside of the normal national and 
Jtfernational laws, it is common for them to 
resort to criminal activity to generate funds to 
iuPport their activities in addition to any 
iirect terrorist related action.

Direct terrorist activities may include the 
publication of propaganda, communications 
or attacks on systems to either influence the 
public, the users or owners of a system or to 
prevent the system from operating. For 
example, to cause the electrical supply system 
to fail in a city centre and gain the effect that 
they desire from the ensuing chaos.

Qualitative information on terrorist 
organisations is not, for the main part, readily 
available from open sources. Whilst generic 
information from external sources will be 
available, accurate and in depth information is 
not normally available in a form which can be 
verified except where it is released or 
disseminated from national resources that will
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Gain

f= i ri s. ri d i ^ I riosity

7: - The Components of the Motivation

probably be hostile to the 'terrorist' 
organisation.

For a terrorist sponsored attack to be 
effective, it would require that the 
technology was available to mount the 
attack, that there were the 
telecommunications, internet connectivity 
and an adequate power supply to allow the 
attack to take place. If one of the required 
outcomes of the attack requires that it is 
sustained, then they must also have 
sufficient depth of personnel resources with 
an adequate level of education and skill 
available to mount and maintain the attack. 
Each terrorist group will have specific 
drivers. These may be religious, cultural, 
ethnic, political or any number of others.

A good generic resource for information on 
terrorism and terrorist groups can be found at 
The Jurist. [3] This publication provides a 
large number of links to documents that give 
specific information on particular groups and 
also to resources that provide general 
information on terrorism. The type of 
information on a terrorist group that allows 
any sort of measurement and common 
understanding are; the size of the group; any 
cultural factors that will have a significant 
influence on the activities of a terrorist group; 
their level of access to Telecommunications; 
their level of technical expertise and any other 
group specific factors.

A terrorist threat agent is most likely to have 
the objective of preventing or reducing access
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:o the information systems (denial of service) 
md this should be the area that is further 
investigated.

\ third example can be found in the pressure 
Toup threat agent. Pressure groups will tend 
:o have a specific focus or cause that they 
mppprt and wish to further the aims of. 
decent history has shown that such groups, 
vhether they are secular or religious, have 
earned that they can achieve results by 
ixerting influence on peripheral targets rather 
han on a direct attack on the primary target.

Qualitative information on pressure groups is 
lot, for the main part, readily available in the 
mblic domain from open sources. Whilst 
;eneric information from external sources will 
>e available, accurate and in depth 
nformation is not normally available in a 
brm which can be verified, as these are not 
iccountable organisations.

<or an attack that is sponsored by a pressure 
poup to be effective, it would require that the 
echnology was available to mount the attack, 
t is assumed that there would be the 
elecommunications, Internet connectivity 
md an adequate power supply to allow the 
ittack to take place. If the required outcome of 
he attack is that it is sustained, then the 
>ressure group must also have sufficient 
>ersonnel resources with an adequate level of 
'kill available to mount and maintain the 
ittack. Each pressure group will have specific 
irivers that may be religious, cultural, ethnic, 
political or any number of others.

3ue to the range of organisations that are 
rcluded in this group and the fact that they 
iave varying degrees of legitimacy and 
ustory, identifying specific sources of 
nformation for the various aspects of the 
pressure group cannot easily be documented. 
^s a result, the sources listed below are a 
sample set of data sources that refer to the

subject area. For detailed information on a 
specific pressure group, it would be necessary 
to look at the information sources that were 
specifically related to that group.

A threat agent that is sponsored by a pressure 
group may have the objective of preventing or 
reducing access to the information systems 
(denial of service), or of manipulating or 
corrupting the information (disinformation) 
or of gaining access to the information 
((industrial) espionage). The impact that each 
of these types of attack will have will vary and 
the likelihood of each must be considered 
separately in the light of the aims of the 
organisation and the target.

Threat Amplifiers

A number of internal and external influences 
will act on the threat agent to make it more or 
less probable that they carry out a successful 
attack. A threat amplifier will be any factor 
that increases either the likelihood of an 
attack taking place or the likelihood of the 
attack being successful. The factors may be 
either real or imagined. Examples of 
amplifiers may be discussion amongst 
hackers of the discovery of a new method for 
penetrating the security of a particular 
system of the announcement of a 
breakthrough in research at a particular 
organisation that attracts attention from 
competitors. Of the factors that were 
identified, those that are detailed below were 
considered to be the most significant. Taking 
each of these factors in turn:

• Peer Pressure. A threat agent is more likely 
to carry out an attack if they feel that to do 
so will advance their prestige or status 
within their peer group. Particularly within 
hacking circles, elevated status and regard 
by other hackers will gain the individual 
access to information and resources that 
they did not have before and will also
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achieve one of their aspirations 
increased status within the community.

of

• Fame. In all social groupings, a proportion 
of the individuals will seek to be 
recognised for the actions that they have 
undertaken. These actions may have been 
good or bad, but the desire of the 
individual that has carried out the attack to 
be recognised for their skill and daring will 
be quite high.

• Access to Information. If an individual or 
group believe that they will gain access to 
information that is of use to them, either as 
a direct result of carrying out an attack or 
as an indirect reward for it they will, in 
some cases, be more inclined to carry out 
the attack. This access to information may 
be the primary motivation for the attack or 
a secondary benefit.

• Changing High Technology. As
technology develops, there is a recurrent 
theme that has developed of a release of a 
new technology, acceptance into common 
use, discovery of weaknesses in the 
technology, then exploitation of the 
weaknesses for illicit purposes.

• De-Skilling through scripting. As new
techniques to subvert the security of 
systems are understood, the more skilled 
attackers, most particularly from the 
hacking community, will write scripts that 
will automate the attack. As these become 
available to the less skilled users who could 
not carry out the attack without the 
automated tools, the number of people that 
could conduct an attack is increased.

• Skill and Education Levels. As the general 
level of education with regard to 
technology increases and the use of 
technology becomes almost ubiquitous and 
as the skill level with regard to the use of

new technologies increases, so the number 
of people who have the understanding of 
the technology and ways to carry out 
attacks will rise.

Other issues that will amplify the threat to a 
system are:

• Law enforcement activity. The following 
characteristics with regard to law 
enforcement may influence a threat agent 
to attempt to carry out an attack:

1. if the laws within the target country or the 
country from which the threat agent is 
operating are perceived to be weak or not 
relevant to the types of activity that the 
attackers are using (for example using the 
theft of electricity to charge a person for a 
hacking offence),

2. if the laws that are being used have not 
been tested in the courts or have been 
tested and shown to be ineffective,

3. if the law enforcement community is seen 
to be reluctant in its application of the law, 
this will act an amplifying factor.

• Target Vulnerability. If the target that 
the threat agent has identified is perceived to 
be in a poorly protected state (for example if 
the system software is poorly maintained) or if 
it has vulnerabilities that come into effect 
through no fault of the system management, 
this may amplify the likelihood of the threat 
agent undertaking the attack.

• Target Profile. If the profile of the 
target is such that in comparison to similar 
organisations, it is more attractive to the threat 
agent, this will amplify the likelihood of an 
attack.

• Public Perception. If the perception of 
the public is against the organisation that the

32 Information Security Technical Report, Vol. 7, No. 2



Developing A Method For The Measurement of Threat Agents in an Information Environment

target represents, then this will increase the 
likelihood of a threat agent carrying out an 
attack. An example of this would be Arab 
language web sites in the period after 11 Sept.
2001.

Threat Inhibitors

A threat inhibitor could be any factor that 
decreases either the likelihood of an attack 
taking place or the likelihood of an attack 
being successful. The factors may be either 
real or imagined. Examples of inhibitors may 
be publicity relating to individuals being 
prosecuted or investigated for attempting to 
break into a system or a change in the state of 
the security of a system. Of the factors that 
were identified, those that are detailed below 
were considered to be the most significant. 
Taking each of these factors in turn:

• Fear of capture. If the threat agent has the 
perception that, if they initiate an attack, 
they are likely to be identified and 
captured, this will act as a deterrent and 
will inhibit the perpetrator.

• Fear of failure. If the threat agent believes 
that they are likely to fail in their attempt to 
conduct an attack, this may act to deter 
them from trying. This effect will be further 
enhanced if they are sensitive to the 
opinions of others and believe that their 
failure will become known to those people.

• Level of technical difficulty. If the
defences of a target that has been identified 
by a threat agent is shown to be difficult to 
overcome, then this will, in most cases, 
reduce the likelihood of the threat agent 
attacking the system as the threat agent 
will search for a less challenging target. In 
some cases this may be inverted as the 
threat agent will attack the most difficult of 
targets to prove or demonstrate their skills 
and abilities.

• Cost of participation. If the cost of 
undertaking the attack is too high, then this 
will inhibit the threat agent from initiating 
the attack. The cost may be in terms of 
finances or of the appropriate equipment 
or of time or information.

• Sensitivity to public perception. If the 
target that the threat agent has selected is 
one that would gain the threat agent 
disfavour in the eyes of the public, this may 
act as a deterrent. An example of this 
would be an attack on the military 
resources of your own country during a 
conflict or an attack on a respected charity. 
The sensitivity of the threat agent to the 
public feelings may inhibit the action.

Other issues that may inhibit the threat to a 
system are:

• Law enforcement activity. If the laws 
within the target country of the country 
from which the threat agent is operating 
are strong and relevant laws that have been 
tested in the courts and shown to be 
effective and if the law enforcement 
community is seen to be aggressive in its 
application of the law, this will act an 
inhibiting factor.

• Target Vulnerability. If the target that the 
threat agent has identified is perceived to 
be in a well protected state (for example if 
the system software is well maintained and 
any probes of the system are actively 
pursued) or if the system is thought to be 
protected by a variety of devices, this 
should inhibit the likelihood of the threat 
agent undertaking the attack.

• Target Profile. If the profile of the target is 
such that in comparison to similar 
organisations, it is less attractive to the 
threat agent, this will inhibit the likelihood 
of an attack.
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• Public Perception. If the perception of the 
public is in favour of the organisation that 
the target represents (for example a 
hospital or an animal rescue centre), then 

„ this will reduce the likelihood of a threat 
agent carrying out an attack.

• Peer Perception. If the consensus of 
opinion of the peers of the threat agent is 
that the target would be 'poor' for reasons 
of ease of access, resulting in nor peer 
acknowledgement for a successful attack, 
or because of the business of the target 
receives the support of the peer then this 
decrease the likelihood of an attack.

Threat Catalysts

There will always be a causative factor that 
operates on a threat agent to trigger the start of 
an attack. Threat catalysts are those factors or 
actions that cause an attack to be initiated at the 
time and on the target that is selected. Again, 
the catalyst may be either real or perceived. 
Examples of catalysts might be a change in the 
political relationship between two countries or 
the initiation of armed conflicts between two 
groups or an event that receives media 
attention and is, as a result, highlighted in the 
public awareness. The main groupings of threat 
catalysts have been identified as:

• Events. An event may be related to the 
attacker or to the target, either directly or 
indirectly. An event that influences the 
threat agent might be a personal experience 
or exposure to news that triggers pre 
determined actions. An event that affects 
the target might be a declaration of war or 
the initiation of a conflict between two 
nation states or for a company, a research 
and development success that might 
change the value of the company.

• Technology Changes. A change in 
technology occurs at approximately nine

month intervals and as a result, new uses 
for technology become apparent and also 
shortcomings in the technologies that are in 
use become understood in the wider 
community. This constant technology 
churn can be the catalyst for an a threat 
agent to carry out an attack as they see an 
opportunity developing.

• Personal Circumstances. A change in the 
personal circumstances of the threat agent 
may be as a result of exposure to 
information that affects their values beliefs. 
Alternatively it might be as a result of the 
actions of others, such as them being fired 
from their job and as a result having time to 
conduct an attack and the motivation of 
revenge against the former employer. 
Another alternative may be an elevation in 
position or peer regard and a desire for 
them to demonstrate their skills.

Threat Agent Motivators

The factors and influences that motivate a 
threat agent are diverse and may operate 
singly or in unison. Whilst a range of 
groupings of Threat Agent motivators can be 
easily generated, the reason that each of the 
factors would come into effect and the degree 
that it would influence the threat agent is 
subject to a large number of varying 
influences.

The primary groupings of threat agent 
motivators are detailed below, together with a 
general description, but no further analysis of 
this subject area will be undertaken as a part 
of the research in this paper. The main 
motivational factors are:

• Political. Where the motivation is for the 
advancement of a political cause, it may be 
because the threat agent wishes to further 
the cause of the political organisation or 
further their own position within the
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political grouping. The outcome may be an 
attack on a political party's web site or the 
denial of service of a resource, particularly 
during the period running up to an
election.

• Secular. If the motivation of the threat 
agent is to support their secular beliefs, it is 
possible-that the level of action that they 
will be prepared to take is quite high. A 
person that is supporting their secular 
beliefs will be likely to pursue an attack to a 
final conclusion.

• Personal Gain. There are a number of 
aspects that have been grouped together 
under this general descriptor, as 
individuals are motivated by different 
rewards and gains. In this example, three 
types of gain have been identified and 
these are:

1. Financial gain, where the threat agent will 
gain money, goods or services as a result of 
carrying out the attack. This may be direct 
gain as the result being able to use stolen 
credit card numbers or it may be indirect 
gain through being paid to carry out the 
attack,

2. The acquisition of knowledge or 
information. In this area the benefit that the 
threat agent may seek is in the information 
itself or the knowledge that is gained in 
obtaining access to the information,

3. Recognition by the threat agents' peers. 
This may result in the threat agent gaining 
status amongst their peers or gaining 
access to additional information or 
resources as a result of having 
demonstrated their abilities.

' Religion. This is one of the more regularly 
observed motivational factors. Religious 
conflicts are amongst the most common

and as a result it is to be expected that this 
will be a major motivational factor for a 
threat agent. Given the number of conflicts 
that are occurring at any point in time and 
the profile of the varied religions and the 
ability of an attacker to identify not only 
the religious artefacts but also the assets of 
the adherents of that religion (in a number 
of cases, it is possible to tell from an 
individuals name what their religion is 
likely to be), attacks on these types of 
targets are common.

• Power. If an individual seeks to gain or to 
demonstrate that they have gained power, 
they may choose to demonstrate their 
capability through an attack on an 
information system.

• Terrorism. Cyber-terrorism has not yet 
been conclusively observed. The use of 
information systems by terrorists is, 
conversely, well proven. If a terrorist threat 
agent were to use their capability to further 
their cause by deny service to the enemy or 
by achieving a propaganda victory.

• Curiosity. This is a strong and difficult to 
quantify motive. As it is normally 
unfocussed and will only be directed at the 
target in question whilst the curiosity lasts, 
it is difficult to predict or to determine 
when the threat agent will have sated their 
curiosity.

Conclusions
While there are a number of existing 
methodologies for the calculation of risk to 
information environments that were reviewed, 
none of them were suitable for use in 
determining the level of threat to an 
information environment. As a result, the 
method that is described in this paper was 
created. In the current and future 
environments, where the information and
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communications systems have become 
ubiquitous and essential to the welfare of 
nation states and corporations, it is no longer 
viable to categorise the threats to these systems 
in simplistic levels of high, medium or low, 
with no audit trail on the reasoning that led to 
the assessment. In addition organisations need 
to be able to define the potency and 
sustainability of a threat agent and determine 
whether it is increasing or decreasing. If 
progress is to be made delivering reasoned 
arguments for the reason for changes in the 
environment on which the investment in 
resources and finances can be justified, then a 
method which can be understood and on 
which changes to the environment can be 
evaluated must be used. The method 
described above provides a framework on 
which such a method can be developed.

In order to understand and express the 
elements that comprise a threat to an 
information system, it was necessary to 
decompose the subject and to examine the 
components. Once decomposed into the 
groupings of different types of threat agents 
and causal factors and influences, it was 
possible to create a method for expressing 
each of the elements. When a common method 
of expressing the factors was determined, it 
was possible to outline a method that would 
allow the diverse influences to be calculated to 
provide an output that was meaningful for use 
iri subsequent risk assessments.

When a method for the expression of the 
capability of the threat agent had been 
developed, the model was evaluated using

historical data. Each of the components of the 
model was subjected to inputs of data and, 
where possible, control data, and the outputs 
from the model were reviewed for 
consistency and accuracy. In the areas where 
it was possible to make meaningful 
judgements on the outputs, the values that 
were generated were within rational bounds. 
This method must now be subject to further 
analysis, peer review and further testing with 
live rather than historical data in order to 
determine whether it holds true for all 
groups of threat agents and under all sets of 
conditions.

More testing is required into the factors that 
influence the threat agents for a robust and 
comprehensive method of threat assessment 
to be produced. The metrics for the motivation 
aspects of the threat agent, the catalysts and 
the inhibitors and amplifiers that allow a 
coherent and comprehensive method to be 
created must also be developed so that it can 
be used to calculate the threat and to model 
different scenarios.
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Abstract
In recent years we have recognised that there is a 
changing level of risk that we accept when we use in 
formation systems. The conventional wisdom has been 
that we evaluate the risk to information systems in 
terms of the level of threat to the system, the vulnera 
bilities that could be exploited to carry out an attack 
and the impact that an attack would have. There are 
well established risk assessment methodologies such as 
the British Government supported CRAMM and 
other commercial tools and there are international 
standards such as ISO 17799 to provide guidance on 
the best practice for the protection of information sys 
tems. The vulnerabilities that exist in all types of in 
formation systems software are well reported and the 
way in which their impact can be minimised is re 
searched and reported by reputable centres of excel 
lence around the world. Unfortunately, when the 
threat aspect is reviewed, there are no methods avail 
able and to date we have relied on 'experts', mostly 
working for government, to provide us with the neces 
sary information. As a result, risk assessment meth 
ods have accepted a threat input that could not be ex 
plained or justified. It has now been recognised by all 
areas that this is inadequate and that a more accurate 
input is required.

Introduction
The huge expansion in the use of, and reliance 
on, information and communications technolo 
gies (ICT) since the!970s has had unexpected 
consequences in that, alongside the benefits that 
have been gained, have come new threats and a 
higher level of exposure to threats that already 
existed. Unfortunately, the way in which the 
threats to systems have been identified and as 
sessed has not changed to accommodate the 
new environment. As a result of this failure to 
deal with a changed and changing environment, 
there is still currently no way in which the 
threats that exist to information systems can be 
expressed, modelled or quantified in any mean 
ingful or repeatable manner.
It is increasingly being recognised by Govern 
ments (who possess such limited capability to as 
sess threats that exists) and, more importantly, 
other organisations, that there is a need to make 
meaningful risk assessments for their business 
and their information systems. As increasing lev 
els of investment are committed to the protec 
tion of information systems, it is important that 
the assessments on which the required invest 
ment decisions are based is accurate, timely and 
verifiable. If security measures are to be imple 
mented in the most cost effective manner, it is 
also important that the effects of a changing en 
vironment can be modelled in order to deter 
mine the most suitable set of measures to ensure 
that the systems maintain the necessary levels of 
confidentiality, integrity and availability to their 
information. It is also important to be able to ac 
count for different balances in the requirement 
for these aspects of security. Historically, because
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government have been the prime drivers behind 
the implementation of security, the emphasis has 
been strongly on the protection of the confiden 
tiality of the information.
Within the UK, the Security Service has the re 
sponsibility for the generation of threat assess 
ments that are relevant at the national level. 
These threat assessments are, properly, at a high 
level, and the investment in the production of 
these assessments is high as they are generated 
from all sources of intelligence, open and propri 
etary. Also within government, the Ministry of 
Defence (MoD) has internal resources that are 
utilised to provide specific threat assessments for 
individual operations. Both of these types of as 
sessments (government and defence) are pro 
duced by skilled analysts and rely on their wide 
range of knowledge and experience.
Unfortunately, because they are at a high level 
and expensive to produce, they are of limited or 
no value to the private sector where the require 
ment is for a threat assessment that is specific to 
the interests of the organisation and current. At 
the very highest level, for those organisations 
that form the Critical National Infrastructure 
(CM), there is an added problem - they exist in 
both environments. The organisations that form 
the Critical National Infrastructure are mostly 
privately owned corporations operating in the 
commercial arena, whilst at the same time, being 
of national significance and of interest to the 
government.
The threat assessments that are currently pro 
duced are subjective and cannot be replicated or 
modelled in a repeatable manner as they rely on 
the interpretation and analysis of information 
that is produced by an individual or group of in 
dividuals. They assess the threat to the nation 
and the military forces deployed on a specific 
operation, but do not normally examine the 
threat to individual elements of the infrastruc 
ture. As a result, there is currently no way that 
an individual organisation to obtain a realistic or 
timely assessment of the threat to its market sec 
tor or interests.

This problem has been recognised and at a recent 
high level conference where representatives of 
the Government, the head of the National Infra 
structure Security Coordination Centre (NISCC), 
Senior representatives from Law Enforcement, 
the Financial sector and the software industry 
and academia all highlighted that the lack of 
comprehensive, timely, accurate and detailed 
threat assessments were inhibiting progress in the 
containment and reduction of 'cybercrime'.
As stated earlier, the commonly held view is that 
risk can be expressed in terms of the threats that 
exist, the vulnerabilities and the impact of a suc 
cessful attack. The information on the vulnerabil 
ities of systems that is utilised in the risk assess 
ment process is mainly derived from one or 

the publicly available sources such as

- the US National Institute of Standards and 
Technology (NIST) ICAT vulnerability data 
base [1] '

- Bugtraq [2]

- the Silicon Graphics Incorporated (SGI) vulner 
ability database [3]

- the MITRE Common Vulnerabilities and Expo 
sures (CVE) database [4].

These databases, which are owned and main 
tained by external and mainly foreign organisa 
tions, are normally not further validated by the 
end user as the status of the organisation that 
maintains the database is taken as an adequate 
credential for the perceived accuracy of the data 
bases. To further validate the information is ex 
tremely expensive and does not add significant 
value except in the most paranoid of organisations.
The impact of an incident, which is normally ex 
pressed in terms of the overall or average cost to 
an organisation of an incident can, in reality, only 
be accurately calculated by the organisation that 
owns the information and the systems, as they 
have the best access to the information that will 
allow them to calculate the cost of reproducing 
the data, of lost productivity and confidentiality 
and all of the other potential costs of an incident.
The aim of this paper is to show that it is possi 
ble to measure the level of threat posed to an in 
formation system by a particular malicious threat 
agent. Natural threats and accidental damage 
will only be discussed where the methods or 
techniques used in their measurement can help 
in understanding the way in which malicious 
threat agents can be measured.
Since the introduction in 1998 of BS 7799, the 
Code of Practice for Information Security Manage 
ment and the subsequent publication in 2000 of 
ISO 17799, which is described as "a comprehen 
sive set of controls comprising best practices in 
information security", there has been a concerted 
effort to develop a common language in which 
information security related issues could be ad 
dressed. The use of best practice guides and 
codes of practice is a way in which all levels of 
organisation can adopt a common framework 
without necessarily having to adopt all of the in 
dividual elements, but allows everyone to use a 
language of commonly accepted terms.
British Standard (BS) 7799 provides definitions of 
the terms of threats, risks, vulnerabilities. These 
definitions provide a good baseline for under 
standing but, by necessity, are still too general. 
For the purposes of this paper the BS7799 defini 
tions are further refined to:

Risk: The likelihood that a threat agent will 
successfully exploit a vulnerability to create 
an unwanted or adverse impact.
Threat: A threat is a natural disaster, an unin 
tentional act by an individual that causes
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harm or a malicious act by an individual or a 
group of individuals. In order for a malicious 
individual or group to be an effective threat, 
it is necessary that they have intention and 
capability.
Vulnerability: A vulnerability is a weakness or 
flaw in a system that has the potential to be 
exploited with a damaging outcome.
Impact: An impact is an unwanted or adverse 
effect on a system or organisation that an in 
cident would have.

Malicious Threat Agents
A malicious threat agent, by definition, must 
have malicious intent, but this is a wide ranging 
term that can be generated from any one of a 
number of groups or combinations or groups. 
The motivation may vary from group to group, 
but the malicious intent is common to them all. 
Examples of the types of groups that may have 
the intent to cause harm are: State Sponsored 
groups (government agencies or military forces), 
Terrorists (whether sponsored by another nation 
state or not), Criminals, Pressure Groups, Com 
mercial Groups, Hackers or a disaffected em 
ployee or group of disaffected employees.
This is not meant to be an exhaustive list of po 
tential sources or groupings of malicious threat 
agents, as these will change over time with the 
changes in the environment, whether it be as a 
result of high technology, education, national and 
international politics, cultural or other factors.

Relationship of Malicious Threat Elements
The potential for a malicious threat agent to pose 
an actual threat to an information infrastructure 
will be influenced by a number of factors. In real 
ity, for the threat agent to pose a threat to an in 
formation infrastructure, the threat agent must 
have the required capability and must also be able 
to gain either physical or electronic access to the 
target. The level of capability that the threat agent 
possesses will influence the impact that such a 
threat agent will have on the target. The threat 
agent will be made more or less likely to carry out 
an attack by one set of factors that will inhibit its 
ability to carry out an attack and another set of 
factors that will be increase its capability or resolve 
to do so. In addition there will be a catalyst that 
will cause the threat agent to act when it does. The 
interrelationship of the factors that create an effec 
tive threat agent is shown in Figure 1.

Capability
As identified above, in order for a malicious 
threat agent to be effective, they must have the 
capability to conduct and sustain an attack at the 
appropriate level or to totally destroy the system 
and any replacement that may be brought in to 
replace it. This capability will be the result of a 
number of factors working together. These will 
include technologies, software, resources in the 
form of Equipment, Facilities, money and per-

Figure 1 - The Threat Component 
and Their Relationships

sonnel or time and knowledge in the form of ed 
ucation or training, books and manuals or meth 
ods and techniques.

Catalysts
In order for a threat agent to act at a specific 
point in time there must be a catalyst of some 
type. These can be categorised as: events, such 
as publicity for an organisation with which the 
agent has a disagreement, or perhaps the start of 
an armed conflict between the agents country, or 
one that they support, and an opponent: 
changes in technology, for example the advent 
of a new high technology which makes what 
was previously not achievable a possibility or: 
changes in the circumstances of the group or in 
dividual, for example the location, social group 
ing or employment status that may affect their 
ability or desire to carry out an attack.

Motivation
The motivation of a threat agent to carry out an 
attack will be affected by one or more of a num 
ber of different elements and influences. These 
will include political, religious, secular influ 
ences, membership of terrorist or criminal 
groups, a specific set of beliefs, the desire to gain 
competitive advantage or for personal gain, 
which can, in turn, be broken down into the de 
sire for revenge, financial gain, power, knowl 
edge or information, peer recognition or curios 
ity. The motivation of any individual threat 
agent is a subjective area that is influenced by a 
wide range of factors that will be dependent on 
the type of threat agent. The components that 
are detailed above are not intended to be a com 
prehensive list of motivational factors, but rather 
as an indication of the range of factors that may 
have an effect. In some cases a number of these
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factors will combine to act together to influence 
the threat agent.

Access
For a malicious threat agent to carry out an at 
tack, they must have access to the system. In or 
der to manipulate a system, the attacker must ei 
ther gain direct physical access to the system in 
question, so that they can make changes to the 
hardware or to the software via an input device 
that is connected to the system, or they must 
gain indirect access through electronic means.
When a.threat agent has the capability, motiva 
tion, a catalyst and has access to the target, it has 
the potential to mount an attack. Whether that 
attack is launched and the consequent effect that 
an attack will have will be dependent on other 
influences that will have a positive or a negative 
effect on the threat agent. These can be referred 
to as amplifiers or inhibitors. Amplifiers are ex 
ternal influences that will make it either more 
likely that the threat agent will mount the attack, 
more likely that they will succeed or increase the 
impact that an attack has. Inhibitors will make it 
less likely that a threat agent will carry out the 
attack, less likely that they will succeed or re 
duce the impact of an attack.

Amplifiers
A range of the influences may act as amplifiers 
to an attack occurring. These will include influ 
ences such as access to the necessary level of ed 
ucation and skill, fame and peer pressure, where 
there is the desire of the threat agent to be well 
regarded by their peers. It will also include ac 
cess to information that the agent needs in order 
to mount an attack, in terms of information on 
the target, other relevant information systems, 
organisations, or in terms of programming 
scripts and tools that can be run to conduct an 
attack, changes in technology that make attacks 
possible will also increase the possibility of a suc 
cessful attack.

Inhibitors
An inhibitor will either prevent a threat agent 
from initiating or carrying out a successful attack 
or in some other way minimise the impact that a 
successful attack will have or reduce the inclina 
tion of a threat agent to initiate an attack. The 
fear of failure or of being captured as a result of 
conducting an attack may well act as a sufficient 
deterrent to the threat agent and cause it to de 
cide not to carry out the attack. If the threat 
agent perceives that their peers or indeed the 
public, will hold him or her in contempt for at 
tempting the attack (for example if the target 
was a hospital or a charity),, this may be suffi 
cient to inhibit the attack. Also, if the level of 
technical difficulty that the threat agent encoun 
ters is sufficiently high, it may be that the threat 
agent will decide that it not worth the invest- 

of effort that they would require in order 
attempt or continue the attack. Finally, if the

cost of participating is too high, either in terms 
of return on investment or in terms of the initial 
entry cost of undertaking the attack, then this 
will act as an inhibitor.

Threat Assessment
Having decomposed the problem into a set of 
constituent elements, it becomes possible to ex 
amine these in more depth and to look at each of 
the elements as they relate to the specific threat 
agent. It also becomes possible to examine the 
threat that is posed to a system from individual 
types of threat agent instead of the current prac 
tice of examining the threat from all of the differ 
ent types of agents in one cental assessment. In 
reality, the threat from anything other than state 
sponsored groups, terrorists and international 
crime is not currently considered. Looking at a 
number of the threat agent groups, it is possible 
identify the differences between the types of at 
tack that are likely to be conducted by the differ 
ent groups, the level of resource that they could 
bring to bear on an attack and the motivational 
factors that are likely to influence them. It also al 
lows the person carrying out the assessment to 
place some level of value on the level of potency 
and relative values that will exist between the dif 
ferent groups. Examples of this are:

State Sponsored Threat Agents
Nation-State sponsored malicious threats may 
take the form of denial of service attacks on fi 
nancial systems or the CNI in order to modify 
public perception or cause instability in the 
country and cause or prevent the country from 
taking other actions. A characteristic of this 
group is that it will be risk averse and will be 
conservative in its actions and will usually take 
great efforts to evade identification. Information 
on nation-states is, in the main part readily avail 
able from open sources. The limiting factor in 
this is that by its nature, it may be dated and the 
elements of information that are of use for the 
purposes of determining a nation-state's readi 
ness to mount an attack may be limited.
For an attack that is sponsored by a nation state to 
be effective, it would require; that the high tech 
nology was available to mount the attack; that 
there were the telecommunications, Internet and 
power supplies to allow the attack to take place 
and for it to be sustained; that there were suffi 
cient personnel resources with an adequate level 
of education and skill to mount and maintain the 
attack. Each country will have specific cultural 
drivers. Taking each of these factors in turn:

- Population Level: Details of population levels, 
with specific interest in the number of adults. 
This will provide a baseline figure from which 
assumptions can be made.

- Literacy/Education Level: The state and level of 
education within a country is monitored and 
reported by a number of organisations. This is
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relevant as, when gaining an appreciation of 
the level of resource available, the literacy level 
and level of population will provide an indica 
tion of the potential.

Power Supply: Details of National power grids 
and availability of power supply.

Telecommunications infrastructure: Statistics for 
the level of infrastructure that exists. In order 

. to gain some realistic baseline for the facilities 
available to mount an attack on information 
systems, it is essential that the level of power 
and telecommunications availability is taken 
into account.

• Internet access: The crude measure of the level 
of Internet access can be obtained from a vari 
ety of the organisations that collect statistics on 
Internet usage and demographics. This infor 
mation together with the power and telecom 
munications information will provide the ana 
lyst with an indication of the ease that a group 
will have access to the required facilities.

• Cultural Factors: In some countries, cultural fac 
tors will have an influence on the country's 
motivation and ability and the likelihood of 
them using it to carry out an attack.

• Level of Technological Development: This can be 
derived from a variety of factors, including 
whether the country has any software or high
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technology production capability. Using these 
inputs, the following aspect can be measured.

- Technical Expertise: The level of expertise 
that is available within a nation will vary 
tremendously around the world, but some 
indication of the generally available level 
can be estimated from the level of second 
ary education and range of high technol 
ogy industry and services that are avail 
able.

- History of Relevant activity: Whether any activ 
ity that may be relevant has taken place in, or 
been attributed to the country.

- Indigenous Capability: Whether the country is 
known to possess technologies and capabilities 
that could be applied.

- Allied Nation Capability: Whether the country 
has allies that it could call on that possess the 
capabilities.

A threat agent that is sponsored by a na 
tion-state may have the objective of preventing 
or reducing access to the information systems 
(denial of service), or of manipulating or corrupt 
ing the information (disinformation) or of gain 
ing access to the information (Netspionage). The 
impact that each of these types of attack will 
have on a target will vary and the likelihood of 
each must be considered separately.
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It would, perhaps be topical, given the recent top 
pling of the regime, to conduct an assessment of 
the threat posed by a country such as Iraq. In the 
coming months and years we will gain access to 
increasing volumes of information about the capa 
bilities and intentions of this country towards its 
neighbours and the West, but did they ever pos 
sess the ability to pose a tangible threat? In the 
first Gulf war when the allied nations removed the 
Iraqi forces from Kuwait, there were rumours that 
a group of (Dutch) hackers had offered to break 
into American Military systems for the regime [5], 
but that they had not been taken seriously. Did 
this change in the intervening period?

Terrorist Threat Agent
Terrorist activity may be seen in isolation or may 
be linked to State Sponsored or criminal activity 
and as a threat agent, the terrorist may operate 
in any of these groups. The potential link to 
criminality is a result of the reality that terrorism 
requires funding to be effective and as a result, 
given that terrorists operate outside of the nor 
mal national and international laws, it is com 
mon for them to resort to criminal activity to 
generate funds to support their activities in addi 
tion to any direct terrorist related action.
Terrorist activities may include the publication of 
propaganda, communications or attacks on sys 
tems either to influence the public, the users of a 
system or the owners of a system or to prevent 
the system from operating. For example, to cause 
the electrical supply system to fail in a city cen 
tre and achieve the effect that they desire from 
the ensuing chaos.

Qualitative information on terrorist organisations 
is not, for the main part, readily available from 
open sources. Whilst generic information from 
external sources will be available, accurate and in 
depth information is not normally available in a 
form that can be verified except where it is re 
leased or disseminated from national resources 
that will probably be hostile to the 'terrorist' or 
ganisation.

For a terrorist attack to be effective, it would re 
quire that the technology was available to mount 
the attack, that there were the direct access or 
the telecommunications, Internet connectivity 
and an adequate power supply to allow the at 
tack to take place. If one of the required out 
comes of the attack is that it is sustainable, then 
they must also have sufficient depth of ade 
quately skilled and trained personnel resources 
available. Different terrorist group will have 
their own specific drivers. These may be reli 
gious, cultural, ethnic, political or any number of 
other single or groups of drivers.

Good generic resources for information on ter 
rorism and terrorist groups can be found at The 
Jurist [6] or in Extremistgroups.com [7] or in the 
Federation of American Scientists (FAS) Intelli 
gence Resource Program [8]. These sites and

publications provide a large number of links to 
other documents that give specific information 
on particular groups and also to resources that 
provide general information on terrorism.
Taking each of the factors that are likely to have 
an influence on a terrorist group in turn:
- Group Size: Details of number of activists in a 

terrorist group.

- Cultural Factors: Details of factors that will 
have a significant influence on the activities of 
a terrorist group. For example, religious belief 
or cultural identity.

- Access to Telecommunications: This will be de 
pendent on the type of organisation and on 
the countries that it is sponsored by. When the 
sponsoring countries and bases of operations 
are known, then this information can be ab 
stracted from the same sources that the coun 
try information would be derived.

- Technical Expertise: The level of expertise that is 
available within a group will vary tremen 
dously, but some indication of the generally 
available level can be estimated from the range 
of high technology industry and services that 
are available in the countries where the group 
is based.

- Other Factors: Terrorist groups are affected by a 
wide range of factors that will have an influ 
ence on their motivation and ability and on 
the likelihood of them carrying out an attack. 
Available sources of this information will be 
varied, but the most likely ones will be those 
that are detailed above that concentrate on the 
terrorist organisations or the media, which is 
likely to have up to date, but perhaps unveri 
fied information.

The primary objective of a terrorist threat agent 
is most likely to be of preventing or reducing ac 
cess to the information systems (denial of ser 
vice) and this should be the area that is further 
investigated.
As early as the mid 1990s, the then active Provi 
sional Irish Republican Army had shown that 
they were a potentially potent threat to the gov 
ernment of the United Kingdom. They had 
shown over a number of years, through their de 
velopment of remote detonators for their Impro 
vised Explosive Devices (lEDs), that they had the 
technical capability to pose a threat. They also 
had an active presence on the Internet and a so 
phisticated web site to present their views. In an 
attack on the power supply system for the city of 
London that was described in the trial of 
Hanrattay [9], in 1997, they also demonstrated 
that they had sufficient understanding of the 
weaknesses, at that time, of the Critical National 
Infrastructure of the UK to be able to cause sig 
nificant damage. In summary, the Provisional 
IRA had the resources, the knowledge and the 
skill to pose a threat to the information environ-
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merit, so why was it not realised? There is end 
less potential for speculation here but it is proba 
ble that firstly: the IRA gained the greatest effect 
through the use of the bullet and the bomb. 
Shutting down the power system, whilst affect 
ing many more people, does not have the shock 
and horror that a bombing causes. Second, this 
was at the start of the peace talks and the IRA 
had called a cease fire.

Pressure Group Threat Agents
A pressure group will tend to have a specific fo 
cus or cause that they are prepared to take action 
to support. Each pressure group will have specific 
drivers that may be religious, cultural, political, 
ethnic or any number of others. Recent history 
has shown that such groups, no matter what 
their reason for being, have learned that they can 
achieve results by exerting influence on periph 
eral targets rather than on a direct attack on the 
primary target. A classic example of this would be 
the action by animal rights activists against the 
banks that were handling the financial affairs of 
Huntingdon Life Sciences. Where the direct 
threat would have been perceived to be to the or 
ganisation itself, and against which protection 
had been established, the reality was that pres 
sure was exerted against banks and their staff 
who had no allegiance or direct involvement with 
the organisation and who did not want to 'suffer' 
for another organisations problems.
Qualitative information on pressure groups is 
not, for the main part, readily available in the 
public domain. Whilst generic information from 
open sources will be available, accurate and 
in-depth information is not normally available in 
a form that can be verified, as these are, in the 
main, not accountable organisations.
For an attack that is executed by a pressure 
group to be successful, the relevant technology 
would need to be available. It can be assumed 
that the telecommunications, Internet connectiv 
ity and an adequate power supply would be 
available to allow the attack to take place. If, to 
be successful, the attack needs to be sustained 
over a period of time, then the pressure group 
would also need sufficient adequately trained 
and experienced personnel resources.
Due to the diversity of organisations that are in 
cluded in this group and the varying degrees of 
legitimacy and history that they have, the identi 
fication of specific sources of information for indi 
vidual groups cannot easily be documented. As a 
result, sources such as the UK Politics Directory 
[10] are a sample set of data sources that refer to 
the subject area. For detailed information on a 
specific pressure group such as the Animal Liber 
ation Front, it would be necessary to look at the 
information sources that were specifically related 
to the group, in this case an example would be 
the Animal Liberation Front Website [11].
A threat agent from a pressure group may have 
the objective of preventing or reducing access to
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the target information systems (denial of ser 
vice), or of manipulating or corrupting the infor 
mation (disinformation) or of gaining access to 
the information ((industrial) espionage).

Commercial Group Threat Agents
This type of threat agent is significantly different 
from those that have been considered so far in 
this paper. A threat agent that acts on behalf of a 
commercial group will tend to have one of a lim 
ited number of objectives. These will range from 
industrial espionage to damaging the interests of 
competitors to influencing small nation states. A 
characteristic of this type of group is that it will 
probably be highly be risk averse and will be 
very conservative in it the type of actions that it 
participates in and will take great efforts to 
evade identification or capture. Each commercial 
group will have a specific set of drivers, but 
these will predominately be focussed on finan 
cial or competitive gain.

Qualitative information on the capability of a 
commercial organisation to carry out an attack is 
not, for the main part, available in the public do 
main. Whilst very specific and detailed informa 
tion will be available on a number of aspects re 
lating to the commercial organisation, specific in 
formation on its threat capability will only be 
produced from analysis of the organisation or 
from information on past activity that becomes 
available. The driver for a commercial organisa 
tion to undertake an information attack will be 
to gain a commercial advantage in the market 
place, either by gaining information on or from 
its competitors or by reducing the ability of the 
competitor to operate efficiently in the market 
place or through gaining intelligence of the fu 
ture intentions of a government.

Taking each of these factors in turn:

- Commercial Group Information: Information on 
the size, resources and interests of the com 
mercial group can be obtained from a huge 
range of information repositories, some of 
which are freely available and some of which 
are available on subscription.

- History of Activity: The publicly available his 
tory of activity by a company or a corporation 
will be available from a wide variety of sources 
that will include the press, trade journals and 
industry focussed material. In addition there 
will be information that cannot be substanti 
ated that is available from other sources.

- [/ the target organisation is a part of the CNI: This 
information will be known to the organisation 
and to government, but can also be deduced 
by an analyst with some knowledge of the in 
dustry and the infrastructure of the country.

- Other Factors: Commercial groups are affected 
by a wide range of factors that will have an in 
fluence on their motivation and ability to carry 
out an attack.

Information Security Bulletin, May 2003 Volume 8, Page 149



THREAT MANAGEMENT
A commercially sponsored threat agent will 
probably have the objective of preventing or re 
ducing the access of the target organisation to its 
information systems (denial of service), or of ma 
nipulating or corrupting the information (disin 
formation) or of gaining access to the organisa 
tion's information ((industrial) espionage).

Criminal Threat Agents
Criminals will have a specific set of reasons for 
attacking an information system. Any criminal 
activity that creates a threat to information sys 
tems will normally be as a result of the crimi- 
nal(s) attempting to:
- Gain access to the system in order to gain a fi 

nancial advantage (money or property).
- Prevent the detection or investigation of other 

criminal activity.
- Gain information that will enable them to 

commit other crimes.
- Gain access to personal information that will 

enable them to commit other crimes (identity 
theft, blackmail, stalking, harassment).

The descriptor 'criminal' covers a wide range of 
levels of capability from, at one end of the scale, 
an individual, to at the other end of the scale, an 
internationally organised group. It also encom 
passes a wide range of activities, from financial 
gain through to murder, drug smuggling, traf 
ficking and sex offences, it is not possible to de 
fine generic characteristics. Each criminal type 
will have specific drivers, but these will predom 
inately be financially related or competitive gain 
over other criminal groups.
Any form of useable information on the capabili 
ties of a criminal organisation with regard to its 
ability to carry out an attack will not, normally, 
be available in the public domain. Law enforce 
ment and national intelligence agencies invest a 
vast effort on attempting to gather this type of 
information and have only limited success. Some 
inference can be gathered over a period of time 
as information on the range and level of activity 
of a group become apparent.
The main drivers for a criminal group to attack 
an information system will be for financial gain 
or to increase its influence. This may not be eas 
ily apparent from the actual attack, as, for exam 
ple the Cali Drug Cartel may mount an attack to 
gather intelligence on the movements of British 
Royal Naval shipping assets in the Caribbean. 
The purpose of gaining this information would 
be to enable them to avoid the ships and thus 
increase their chances of successfully delivering 
a consignment of drugs to mainland USA and, as 
a result, make more profit.
It is difficult to deal separately with each of the 
factors that may contribute to the capability of a 
criminal group to pose a threat, however consid 
erable information is available from which the

individual elements that are required can be ex 
tracted:

- Criminal groups: Information on the size, re 
sources, capabilities, historical activities and in 
terests of the criminal group can be obtained 
from the following sources:

1. Russian Organised Crime Homepage 
[12] - Resource giving information on 
Russian Organised Criminal groups.

2. The INTERPOL [13] web site-This re 
source provides an oversight of the 
types of crime and the organisations that 
are involved.

3. Nathanson Centre for the Study of Or 
ganised Crime [14] - This site provides a 
good description of crime groups that 
can be accessed through a number of 
characteristics such as name, geographic 
area, type of crime.

4. Transnational Crime and Corruption 
Center (TraCCC) [15] - This resource not 
only provides a wealth of information 
on general criminal trends, but also pro 
vides detailed information on individual 
groups of criminals and a large number 
of links to other sites that have informa 
tion on specific groups.

A criminal group threat agent may have the ob 
jective of preventing or reducing access to the 
information systems (denial of service), or of ma 
nipulating or corrupting the information (disin 
formation) or of gaining access to the informa 
tion ((industrial) espionage). The impact that 
each of these types of attack will have will vary 
and the likelihood of each must be considered 
separately in the light of the perceived aims of 
the criminal group and the target.

Hacker Threat Agent
One of the most likely objectives of a hacker will 
be to demonstrate to their peers that they have a 
level of skill that will gain them status or to cause 
visible damage to a system 'because they can'. 
Other reasons for an attack may be to gain access 
to a system in order to utilise its resources, either 
for the processing capability or in order to cover 
other activities and reduce the likelihood of ar 
rest. The underlying strength of this type of 
threat agent is their underlying technical capabil 
ity rather than a specific motive or pressure, the 
type of attack that may be mounted will not be 
based on the impact to the system owner but 
rather the real or perceived benefit to the perpe 
trator. Each hacker or group of hackers will have 
specific drivers, but these will predominately be 
for self-aggrandisement or revenge.
It should also be considered that a hacker, or 
hacker group, might be used by any of the other 
threat agent groups to act on their behalf.
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Any form of useable information on the capabil 
ity of a hacker group with regard to its ability to 
carry out an attack will, if it is available, be in the 
public domain. Law enforcement and national 
intelligence agencies invest limited effort on at 
tempting to gather information on these groups 
but, due to their transient nature, have had only 
limited success. Some inference can be gathered 
over a period of time as the effect of the actions 
of a hacker group become apparent. There are a 
number of web sites that catalogue the exploits 
of hackers, but these too tend to be transient as 
they have no direct commercial income.
'It is difficult to deal separately with each of the 
factors that may contribute to the capability of a 
hacker or hacker group to pose a threat, how 
ever considerable information is available from 
which the individual elements that are required 
can be extracted:

- Hacker group details: Information on the proba 
ble size, resources, capabilities, technical exper 
tise and interests of the hacker group can be 
obtained from the following sources:

1. Internet Newsgroups such as alt.hackers 
where individuals and groups discuss all 
matters relating to hacking.

2. Hacker group web pages. A number of 
the more famous (infamous?) hacker 
groups maintain their own web pages 
and it is possible to gain a good over 
view of them from this source. Sites such 
as The Hacker Choice [16] provide infor 
mation on the members, their aspira 
tions, the papers that they have written 
and the other groups that they are asso 
ciated with.

3. General Hacker Sites. Sites such as Attri- 
tion.org [17] provide a large amount of 
general information on hackers and 
hacking. There is information on hack 
attacks on tools and events and on 
groups and individuals.

A hacker group threat agent may have the objec 
tive of preventing or reducing access to the in 
formation systems (denial of service), or the de 
facement of the website (vandalism), or of ma 
nipulating or corrupting the information (disin 
formation) or of gaining access to the informa 
tion (Curiosity ((industrial) espionage)).

Disaffected Staff Threat Agent
A threat agent that comes from within will be a 
member (or members) of staff who is/are disaf 
fected and will consist them seeking to cause 
damage to the image or structure of the organi 
sation or to extract value in the form of funds or 
property. They may be disaffected with the or 
ganisation or with the underlying infrastructure 
of the host nation-state or, more parochially, 
with their boss. In a world where the economies
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and politics of nations are in a constant state of 
change and where the financial markets are sub 
ject to sudden and dramatic changes, it is impos 
sible to provide a generic answer to what may 
cause a member of staff to be dissatisfied. It may, 
however, be possible to identify some of the key 
indicators that will show when a disaffected 
member of staff is taking some form of action. 
The drivers for a disaffected member of staff to 
mount an information attack will be varied, with 
the main drivers being anything from financial 
gain to revenge. This type of threat agent is 
highly potent, as the group have been provided 
with all of the information and access that they 
need to identify and attack the most vulnerable 
or profitable target.

Factors That Will Affect the Threat Agent
Having separated the threat agents into a number 
of groups that can be analysed and understood, 
with some possibility of success, it is necessary to 
also identify and decompose the other factors 
that will affect the threat agents capability and 
the likelihood of them carrying out an attack.

Threat Agent Motivators
The factors and influences that motivate a threat 
agent are wide ranging and diverse and may op 
erate singly or in unison. Whilst a range of 
groupings of threat agent motivators can be eas 
ily generated, the reason that each of the factors 
would come into effect and the degree that it 
would influence the threat agent is subject to a 
large number of varying influences. It is also rea 
sonable to assume that different types of threat 
agent will have different motivators.

The primary groupings of threat agent 
motivators are detailed below, together with a 
general description. They are:

- Political. Where the motivation is for the ad 
vancement of a political cause, it may be be 
cause the threat agent wishes to further the 
cause of the political organisation or further 
their own position within the political group 
ing. The outcome may be an attack on a politi 
cal party's web site or the denial of service of a 
resource, particularly during the period run 
ning up to an election.

- Secular. If the motivation of the threat agent is 
to support their secular beliefs, it is possible 
that the level of action that they will be pre 
pared to take is quite high. A person that is 
supporting their secular beliefs will be likely to 
pursue an attack to a final conclusion regard 
less of the cost.

- Personal Gain. There are a number of aspects 
that have been grouped together under this 
general descriptor, as individuals are moti 
vated by different rewards and gains. In this 
example, three types of gain have been identi 
fied and these are:
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a) Financial gain, where the threat agent will 

gain money, goods or services as a result 
of carrying out the attack. This may be di 
rect gain as the result being able to use 
stolen credit card numbers or it may be in 
direct gain through being paid to carry out 
the attack,

b) The acquisition of knowledge or informa 
tion. In this area the benefit that the threat 
agent may seek is in the information itself 
or the knowledge that is gained in obtain 
ing access to the information

c) Recognition by their peers. This may result 
in the threat agent gaining status amongst 
their peers or gaining access to additional 
information or resources as a result of hav 
ing demonstrated their abilities.

- Religion. This is one of the more regularly ob 
served motivational factors. Religious conflicts 
are amongst the most common and enduring 
and as a result it is to be expected that this will 
be a major motivational factor for a threat 
agent. Given the number of conflicts that are 
occurring at any point in time and the profile 
of the varied religions and the ability of an at 
tacker to identify not only the religious 
artefacts but also the assets of the adherents of 
that religion (in a number of cases, it is possi 
ble to tell from an individuals name what their 
religion is likely to be), attacks on these types 
of targets are common.

- Power. If an individual or group seeks to gain or 
to demonstrate that they have gained power, 
they may choose to demonstrate their capabil 
ity through an attack on an information system.

- Terrorism. Cyber-terrorism has not yet been 
conclusively observed. The use of information 
systems by terrorists is, conversely, well 
proven. If a terrorist threat agent were to use 
their capability to further their cause by deny 
service to the enemy or by achieving a propa 
ganda victory. The terrorism of the populace 
through the use of computers is not consid 
ered to be viable at the present time.

- Curiosity. This is a strong and difficult to quan 
tify motive. As it is normally unfocussed and 
will only be directed at the target in question 
whilst the curiosity lasts, it is difficult to pre 
dict or to determine when the threat agent will 
have sated their curiosity.

K a threat agent has both the capability and the 
motivation to carry out an attack, there must 
also something that will cause the threat agent 
to act when it does. There must be some trigger 
to the initiation of an attack. This is referred to 
«the'catalyst'.

Threat Catalysts
Threat catalysts are those factors or actions that 
cause an attack to be initiated at the time and on 
the target that is selected. Again, the catalyst 
may be either real or perceived. Examples of 
possible catalysts are a change in the political re 
lationship between two countries or the initia 
tion of armed conflicts between two groups or 
an anniversary or an event that receives media 
attention and is, as a result, highlighted in the 
public awareness. The main groupings of threat 
catalysts that have been identified are:

- Technology Changes. A change in technology or 
technology refresh currently occurs at intervals 
of approximately nine month and as a result, 
new uses for technology become apparent and 
also shortcomings and weaknesses in the tech 
nologies that are in use become understood in 
the wider community. This constant technol 
ogy churn can be the catalyst for a threat 
agent to carry out an attack as they see an op 
portunity developing through either the take 
up in a new technology or as a result of gain 
ing knowledge of a new vulnerability in an ex 
isting technology.

- Events. An event that might act as a catalyst 
may be related to either the attacker or to the 
target, either directly or indirectly. An event 
that influences the threat agent might be a 
personal experience or exposure to news that 
triggers pre-determined actions. An event that 
affects the target might be a declaration of war 
or the initiation of a conflict between two na 
tion states or for a company, a research and 
development success that might change the 
value of the company.

- Personal Circumstances. A change in the personal 
circumstances of the threat agent may be as a 
result of exposure to information that affects 
their values or beliefs. Alternatively it might be 
as a result of the actions of others, such as them 
being fired from their job and, as a result, hav 
ing the time to carry out an attack together 
with the motivation of revenge against the for 
mer employer. Another alternative may be an 
elevation in position or peer regard and a de 
sire for them to demonstrate their skills.

Threat Amplifiers
A threat amplifier is any factor that increases ei 
ther the likelihood of an attack taking place or 
the likelihood that the attack will be successful. 
The factors may be either real or imagined. Some 
examples of amplifiers are: a discussion amongst 
hackers of the discovery of a new method for 
penetrating the security of a particular system of 
the announcement of a breakthrough in research 
at a particular organisation that attracts attention 
from competitors. Of the factors that have been 
identified, those detailed below are considered 
to be the most significant. Taking each of these 
factors in turn:
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- Peer Pressure. A threat agent is more likely to 
carry out an attack if they feel that to do so will 
advance their prestige or status within their peer 
group. Particularly within hacking circles, ele 
vated status and acceptance of capability by other 
hackers will gain the individual access to infor 
mation and resources that they did not have be 
fore and will also achieve one of their aspirations 
of increased status within their community.

- Fame. In all social groupings, a proportion of 
the individuals will seek to be recognised for 
actions that they have undertaken. These ac 
tions may have been good or bad, but the de 
sire of the individual that has carried out the 
attack to be recognised for their skill and dar 
ing will be quite high.

- Access to Information. If an individual or group 
believe that they will gain access to informa 
tion that is of use to them, either as a direct re 
sult of carrying out an attack or as an indirect 
reward for it they will, in some cases, be more 
inclined to carry out the attack. This access to 
information may be the primary motivation for 
the attack or a secondary benefit.

- Changing High Technology. As technology devel 
ops, there is a recurrent theme that has devel 
oped of a release of a new technology, accep 
tance into common use, discovery of weak 
nesses in the technology, then exploitation of 
the weaknesses for illicit purposes. The cycle is 
almost inevitable as, due to the complexity of 
systems, it is not possible to eliminate all of the 
potential weaknesses in a technology before it 
is brought into common use.

- De-Skilling Through Scripting. As new techniques 
to subvert the security of systems are under 
stood, the more skilled attackers, most particu 
larly from the hacking community, will write 
scripts that will automate the attack to reduce 
the repetitive nature of many of them. As these 
scripts become available to the less skilled users 
who could not carry out the attack without the 
automated tools, the number of people that 
could conduct an attack is increased.

- Skill and Education Levels. As the general level 
of education with regard to technology in 
creases and the use of technology becomes al 
most ubiquitous and as the skill level with re 
gard to the use of new technologies increases, 
so the number of people who have the under 
standing of the technology and ways to carry 
out attacks will rise.

Other issues that will amplify the threat to a sys 
tem are:

- Law Enforcement Activity. The following charac 
teristics with regard to law enforcement may 
influence a threat agent to attempt to carry out 
an attack:
a) If the laws within the target country or the 

country from which the threat agent is op-
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crating are perceived to be weak or not 
relevant to the types of activity that the at 
tackers are using (for example, in some 
countries, the theft of electricity is used to 
charge a person for a hacking offence, as 
this is the only law that can be used),

b) if the laws that are being used have not 
been tested in the courts or have been 
tested and shown to be ineffective,

c) if the law enforcement community is seen 
to be reluctant in its application of the law, 
this will act an amplifying factor.

- Target Vulnerability. If the target that the threat 
agent has identified is perceived to be in a 
poorly protected state (for example if the sys 
tem software is poorly maintained) or if it has 
vulnerabilities that come into effect through no 
fault of the system management, this may am 
plify the likelihood of the threat agent under 
taking the attack.

- Target Profile. If the profile of the target is a 
strong match for the threat agent or of it is 
such that in comparison to similar organisa 
tions, it is more attractive to the threat agent, 
this will amplify the likelihood of an attack.

- Public Perception. If the perception of the public 
is against the organisation that the target rep 
resents, then this will increase the likelihood of 
a threat agent carrying out an attack. An exam 
ple of this would be Arab language web sites 
that were attacked in the period after 11 Sept. 
2001. or the Al Jazeera web site being taken 
down in the second Gulf war in March 2003.

Threat Inhibitors
Conversely, a threat inhibitor will be any factor 
that decreases either the likelihood of an attack 
taking place or the likelihood of such an attack 
being successful. Again, the factors may be either 
real or imagined. Examples of inhibitors might 
be publicity relating to individuals being prose 
cuted or investigated for attempting to break 
into a system or a change in the state of the se 
curity of a system. Of the factors that were iden 
tified, those that are detailed below were consid 
ered to be the most significant. Taking each of 
these factors in turn:

- Fear of Capture. If the threat agent has the per 
ception that, if they initiate an attack, they are 
likely to be identified and captured, this will, 
in most groups, act as a deterrent and will in 
hibit the perpetrator.

- Fear of Failure. If the threat agent believes that 
they are likely to fail in their attempt to conduct 
an attack, this may act to deter them from trying. 
This effect will be further enhanced if they are 
sensitive to the opinions of others and believe 
that any failure will become known to them.
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- Level of Technical Difficulty. If the defences of a 

target that has been identified by a threat 
agent are shown to be difficult to overcome, 
then this will, in most cases, reduce the likeli 
hood of the threat agent attacking the system 
as the threat agent will search for a less chal 
lenging target. In some cases this logic may be 
inverted as the threat agent will attack the 
most difficult of targets to prove or demon 
strate their skills and abilities.

- Cost of Participation. If the cost of undertaking the 
attack is too high, then this will inhibit the threat 
agent from initiating the attack. The cost may be 
measured in terms of finances or of the appro 
priate equipment or of time or information.

- Sensitivity to Public Perception. If the target that 
the threat agent has selected is one that would 
gain the threat agent disfavour in the eyes of 
the public, this may act as a deterrent. An ex 
ample of this would be an attack on the mili 
tary resources of your own country during a 
conflict or an attack on a respected charity. 
The sensitivity of the threat agent to the public 
feelings may inhibit the action.

Other issues that may inhibit the threat to a sys 
tem are:

- Law Enforcement Activity. If the laws within the 
target country or the country from which the 
threat agent is operating are strong and rele 
vant laws that have been tested in the courts 
and shown to be effective and if the law en 
forcement community is seen to be aggressive 
in its application of the law, this will act an in 
hibiting factor.

- Vulnerability of the Target. If the target that the 
threat agent has identified is perceived to be in 
a well protected state (for example if the system 
software is well maintained and any probes of 
the system are actively pursued) or if the sys 
tem is thought to be protected by a variety of 
devices, this should inhibit the likelihood of the 
threat agent undertaking the attack.

- Target Profile. If the profile of the target is such 
that, in comparison to similar organisations, it 
is less attractive to the threat agent, this will 
reduce the likelihood of an attack.

- Public Perception. If the perception of the public 
is in favour of the organisation that the target 
represents (for example a hospital or an animal 
rescue centre), then this will reduce the likeli 
hood of a threat agent carrying out an attack.

- Peer Perception. If the consensus of opinion of 
the threat agents peers is that the target would 
be 'poor' for reasons of ease of access, resulting 
in little or no peer acknowledgement for a suc 
cessful attack then there is a reduced likeli 
hood of attack.

Conclusions
In order to understand and express the elements 
that comprise a threat to an information system, it 
was found to be necessary to decompose the sub 
ject and to examine the components. Once de 
composed into the groupings of different types of 
threat agents and causal factors and influences, it 
was possible to create a method of expressing 
each of the elements. Once a common 'language' 
for expressing the factors was determined, it was 
possible to determine a method that would allow 
the diverse influences to be calculated to provide 
an output that was meaningful for use in subse 
quent risk assessments.
When a method for the expression of the capa 
bility of the threat agent had been developed, it 
was possible to evaluate the model through the 
application of data on historical events. Each of 
the components of the model was subjected to 
inputs of data and, where possible, control data, 
and the outputs from the model were reviewed 
for consistency and accuracy. In the areas where 
it was possible to make meaningful judgements 
on the outputs, the values that were generated 
were found to be within rational bounds.

As a result of this, it is now possible to model the 
threat to information systems in order to create 
better and more relevant risk assessments. It is 
also now possible to model changing environ 
ment and also to model the application of varied 
scenarios in order to determine the most effec 
tive course of action to provide better and more 
cost effective protection for information systems.
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Using Vulnerability Trees for Decision Making in Threat Assessment

Stilianos Vidalis and Andy Jones

Abstract
During the development of the TAME threat assessment methodology under framework 5 IST-2000-29601, the 
problem of analysing and examining vulnerabilities was identified. The methodology was developed for the 
assessment and analysis of threat and vulnerabilities within the context of a security risk management. TAME was 
developed with the needs of electronic payment systems in mind and it consists of four stages: a) Scope of 
Assessment, b) Scenario Construction & Modeling, c) Threat Agent & Vulnerability Analysis, and d) Stakeholder 
Evaluation. The requirement for this paper was identified in the "Vulnerability Complexity Analysis", which is part 
of the "Threat Agent & Vulnerability Analysis" stage of the methodology. Identifying vulnerabilities in isolation is 
not sufficient for analysing, assessing and securing a network. There is a need to identify vulnerability chains and to 
model their relationships.

Through use of the TAME methodology the user should be capable of producing a matrix identifying the most 
significant of the vulnerabilities for each asset involved with the system under analysis. From this there is a 
requirement to find out how easy (or difficult) it is for a vulnerability to be exploited by a threat agent. Does a threat 
agent need to exploit another vulnerability in order to achieve his goal or is it enough that one vulnerability is used? 
What are the different attack paths that the agent might follow in order to achieve his/tier goals? How long will it 
take for an agent with a given set of capabilities to exploit an asset vulnerability? Wilt he be able to manifest a threat 
in that time window? How complex is for the different types of threat agents to exploit system vulnerabilities and how 
"worried" should the information security officers be? Vulnerability trees can provide the answers to the above 
questions by helping the users of the TAME methodology to identify key vulnerabilities that are common to more than 
one assets of the system and help them to counter them in a cost effective manner.

The phrase that can best describe the problem that is being addressed in this paper comes from Keeney and Raiffa: 
"In an uncertain world the responsible decision maker must balance judgments about uncertainties with his or her 
preferences far possible consequences or outcomes. " Information security (IS) as a concept is chaotic. The four goals 
of IS: confidentiality, integrity, availability and non-repudiation, are in tension with cadi other in such a way that a 
shift in favor of one of these elements may make an attack on another of them more likely. As a result, a decision 
maker has to make assumptions and judge situations according to his/her experience. In the modern electronic world 
that we live in, there is a need for a more formal technique to help with the above process. In this paper we will 
present such a technique based on the Object Oriented principles, the utility theory. FTAs and other methodologies. 
The technique is part of a process that is aiming in minimising and controlling the threats against e-Business and e- 
Commerce.

Introduction
During the development of the TAME threat assessment methodology (Vidalis '01), the problem of 

analysing and examining vulnerabilities (Blyth '01) was identified. The concise oxford dictionary (Sykes 

'81), defines the term Vulnerability to mean: "is susceptible to damage". Vulnerability has been defined as 

follows:

- A point where a system is susceptible to attack (Kaoay '96).
- A weakness in the security system that might be exploited to cause harm or loss (Pfleeger '97).

- Some weakness of a system that could allow security to be violated (A.J.C.BIyth '01).



However, for the purpose of a threat assessment we require a definition that is more general to information 
security and encompasses, information technology, communication systems, and business processes. 
Therefore we will define vulnerability as a measure of the exploitability of a weakness. According to 
(Pfleeger '97), (A.J.C.BIyth '01), (Summers 77), (Scambray '01), (M.Smith '93), (Forte '00), , there are six 
types of vulnerabilities that can exist in any system, and these are: Physical, Natural, Hardware/Software, 
Media, Communication, and Human. We need a process that will be able to analyze all of the above 
different types.

The problem examined in this paper was identified in the "Vulnerability Complexity Analysis" step, which is 
part of the Threat Agent & Vulnerability Analysis" stage of the TAME methodology (Vidalis '01). For 
reference purposes the different stages of the TAME methodology are:

o Scope of Assessment. Business Analysis, Stakeholder Identification, System Boundaries
Identification, and Threat Agent Identification & Selection 

o Scenario Construction & Modeling: Scenario Generation, System Modeling, Asset
Identification

o Threat Agent & Vulnerability Analysis: Threat Agent Preference Structuring, Threat Agent 
Capabilities, Vulnerability Type Identification & Selection, and Vulnerability Complexity 
Analysis

o Evaluation: Stakeholder Evaluation, Scenario Selection & Conflict Resolution, Threat Impact 
Analysis, Threat Statement Generation and Transfer

Through use of the TAME methodology the user should be capable of producing a matrix identifying the 
most significant of the vulnerabilities for each asset involved with the system under analysis. From this 
there is a requirement to find out how easy or difficult it would be for a vulnerability to be exploited by a 
threat agent (Stalling '00), (Carroll '96), (Ammann '02). Does a threat agent need to exploit another 
vulnerability in order to achieve his goal, or is it enough that one vulnerability is used? What are the 
different attack paths (Moore '01) that the agent might follow in order to achieve his/her goals? How long 
will it take for an agent with a given set of capabilities (Vidalis '01), (A.J.C.BIyth '01), (Barber '01), (Hoath 
'98), (Rees '96), to exploit a vulnerability, and will he be able to manifest a threat in that time window? How 
complex is for the different types of threat agents to exploit system vulnerabilities and how concerned 
should the information security officers be? Vulnerability trees can provide the answers to the above 
questions by helping the users of the TAME methodology to identify key vulnerabilities that are common to 
more than one assets of the system and help them to counter them in a cost effective manner (Summers 
77).



State of the Art
There are quite a few tools that can be used for analyzing systems and identifying vulnerabilities. Some of 

the tools are: COPS (COPS '02), NESSUS , SystemScanner (SystemScanner '02), Retina, NetRecon, 

Whisker, and CyberCop. It is recognized in (Ammann '02) that just identifying individual vulnerabilities is 

not sufficient and adequate in today's electronic era of cyber-crime (Bequai '01).

There are quite a few approaches when it comes to modeling vulnerabilities in order to perform some sort 

of analysis in a computing system. The safety critical systems field examines the hazard analysis process. 

Vulnerabilities can be perceived as being hazards for a computer system. The different techniques that 

analyse hazards include: checklists, fault tree analysis, event tree analysis, and cause-consequence 

analysis.

Checklists are static and cannot demonstrate the relationships between the vulnerabilities. Furthermore, 

they do not examine the how and the why two vulnerabilities are related to each other. Fault trees are just 

chronological orderings of events over time and are not adequate to visualize and model the different types 

of vulnerability relationships. Each level of the fault tree merely shows the same thing in more detail. Event 

tree analysis is a Boolean approach to examine vulnerabilities and failures. Most of the vulnerability types 

of a computing system though cannot be expressed with Boolean values. The technique work very well for 

hardware vulnerabilities, but according to (Nuemann '95) there are six other vulnerability types, that cannot 

be addressed effectively. Cause-Consequence Analysis (CCA) is a top-down or backward technique that 

can determine the causes of an event. It can model both time dependencies and casual relationships 

among the events. The negative side of CCAs is the size of the diagrams, their complexity and the fact that 

they cannot accept data from other diagrams.

Another technique is the use of history attack data for producing patterns and attack trees. This technique 

is trying to predict the path that the threat agent will follow by analyzing the exploits that might be used. 

Each path through an attack tree represents a unique attack on the enterprise. The problem with attack 

trees is that they cannot analyse big systems or large—size networks (Ammann '02) mainly due to their 

complexity. A different number of exploits might be used for attacking more than one vulnerabilities, and 

the same exploits can be used for attacking different vulnerabilities. Producing attack trees using exploits 

as nodes is not efficient for a system that changes constantly.



Vulnerability Trees Definition
Vulnerability trees are hierarchy trees (Keeney '93) constructed as a result of the relationship between one 
vulnerability and other vulnerabilities and/or steps that a threat agent (A.J.C.BIyth '01), (Carroll '96), (Rees 
•96), (Hinde '01), (Icove '95) has to carry out in order to reach the top of the tree. The top of the tree is 
known as the top vulnerability or the parent vulnerability and we will symbolise it with a capital 'V. There 
are a large number of ways that such a top vulnerability can be exploited. Each of these ways will 
constitute a branch of the tree. The branches will be constructed by child vulnerabilities. Consequently the 
child vulnerabilities can be exploited by steps that the threat agent will have to perform in order to get to 
the parent. We will symbolise the child vulnerabilities with the lower case V and the steps with the lower 
case 's1 . Each vulnerability will have to be broken down in a similar way. Normally this will end up in more 
than one levels of decomposition. When the point is reached where the branches contain only steps, and 
no child vulnerabilities, then we know that we have reach the lowest level of decomposition. We will call 
that level the "step-only" level

For example let us consider the scenario of a main broker server of a micro-payment system (MPS) 
(Vidalis '01), (Manasse '95), (W3C '99), (O'Mahony '97). There is the physical vulnerability of a human 
threat agent to walk in the server room and steal the server. For doing that though, he would exploit a 
vulnerability related to the alarm system of the room, and with regard to the building, a vulnerability related 
to the security guards, and a vulnerability related to the high security doors which are installed in the server 
room. Hence, from what we have seen up to know, the tree should look like the one presented in figure 1.

©
Figure 1 - Level 0 Tree example

For the graphical representation of the vulnerability trees we will use the notation presented in appendix A. 
The notation was inspired from the FTA notation taken from (Storey '96) and (Leveson '95). Taken under 

consideration the notation, the updated tree is presented in figure 2.

Figure 2 - Updated Level 0 Tree example

If we think of the vulnerability as being an object, like all objects, it has some attributes. According to Goad 
(Coad '91) attribute is any property, quality, or characteristic that can be ascribed to a person or thing.



Attributes describe values to be exclusively manipulated by the services of the object. Based on (Coad '91) 
the service is defined as an activity carried out to provide people with the use of something. The services 
of the vulnerability object fall outside the scope of this paper, hence they will not be analysed. The 
attributes of the vulnerability object that have been identified in this initial stage are the following:

• Vulnerability ID: Unique vulnerability identifier
• Name: Vulnerability name
• Type: Indicates if node is vulnerability or step.
• Category: There are six categories of vulnerabilities that can exist in any system, and these are: 

Physical, Natural. Hardware/Software, Media, Communication, and Human. Each type will have to 
be approached in a different way.

• CV (complexity value): The complexity value is defined as:

The complexity value 'CV' of a vulnerability 
X is defined as the smaller number of 
vulnerabilities/steps that a threat agent has 
to exploit/utilize in order to achieve his 
objective.

Let us consider the following example:

Zone A

6
ZoneB

6 6
Figure 3 - FTA Example 1

Based on the notation presented in appendix A, the top vulnerability requires all of the 
vulnerabilities/steps in zone A and any one from zone B. Hence, according to the above definition, 
the complexity of that vulnerability is 3.

The above identifies the way with the least obstructions for an agent to achieve his goal. Each 
vulnerability has an educational complexity (EC) associated with it though; hence the first definition 
might not always be adequate. There is a need for showing the 'EC' of each step. The 'EC1 is 
closely related to the educational level of the agent, hence different agents will follow different 
paths/techniques to achieve their goals. An additional feature is the Time to Exploit (TTE). The 
TTE1 , according to the asset will vary in importance. According to the agent capabilities, the TTE 1 
attribute might drastically affect the agent's path in exploiting the goal vulnerability. The TTE of any 
vulnerability/step will be unique to each type of threat agent.



EC (educational complexity): Everyone can open a door and step into the server room, if the door 

is unlocked, but not everyone can use 'nmap' to perform a port mapping. The educational 
complexity is defined as:

The educational complexity 'EC' of a 

vulnerability X is defined as the educational 

qualifications that a threat agent has to 

acquire in order to exploit that 
vulnerability.

Educational complexity is related to the educational level of the threat agent. Consequently, the 

educational level of the agent is related to the capabilities and the resources that they already 

possess or can acquire in the future. Hacking is a "hands-on" activity. Just by knowing the theory 

does not automatically put an agent in a certain category. That agent will have to exercise and 

apply the theory for acquiring the knowledge. Table 1 presents the different educational levels.

Educational 
Complexity

1
2
3
4

5

6

7

8

9

10

A

B

C

Qualifications

None - No computing education
Primary education - Familiar with term "computer"
Secondary education - Computer user
GCSE — User, Basic knowledge of operating systems 
(OS) & Internet
A level — User, Basic knowledge of OS & Internet, 
Basic programming skills
University Level 1 - Power user, Knowledge of OS & 
Internet, Basic programming skills, Basic networking
University Level 2 - Power user, Medium knowledge 
of OS, Internet, programming and networking, 
Familiar with Linux
University Level 3 / BSc - Administrator, Advanced 
internet, programming, networking & OS, Basic 
scripting, Basic Linux
MSc - Root, Expert internet, programming, 
networking, scripting, Medium Linux
Post MSc - Root, Expert internet, programming, 
networking, scriptinq, Advanced Linux, active hacking
PhD - all the above, known entity to hacking 
community
Post PhD - all the above, criminal record

Alias

Script kiddy

Amateur

Amateur

Amateur

Hacker

Expert 
Hacker
Professional 
Hacker
Computer 
Criminal
Supreme 
Being

Table 1 - Educational Complexity Table
The table is not meant to tie ihe educational complexity to the academia and to a certain academic 

qualification. Most hackers do not have academic qualifications on "hacking" or on computers in 

general. The qualifications are only there for reference purposes, and for understanding the level 

of expertise that can be expected for an agent that falls under a category-



• TTE (time to exploit): The TTE is defined as the time required for a threat agent type to exploit a 
certain vulnerability. Because the exploitation of a vulnerability has a number of steps, TTE is the 
sum of the time needed to perform each of the required steps. Because different threat agent 
types have different capabilities, they have different TTEs. The golden rule is that as long as our 
sensors are able to identify the attack inside the time window presented by the TTE, and still have 
enough time to deploy the necessary countermeasures, then the asset is secure.

• FP (family position): The level of the node: 0 indicates parent or top vulnerability and any other 
number indicates child and how "far" is the child form the parent.

• Head: Identifier of the head vulnerability (needed for producing automated tool in the future)
• Asset ID: Unique asset identifier, which link the asset with the vulnerability.
• Tree ID: Unique tree identifier, which link a tree with the vulnerability. There can be more than one 

instances of the same vulnerability as different assets may have the same vulnerabilities.
• Description: Additional details to describe the vulnerability

Let us consider the very simple example of walking into the unique Broker server of a micro-payment 
system (MRS). There is the physical vulnerability of a human threat agent walking in the server room and 
stealing it. In order to do that though, he must exploit a vulnerability related to the alarm system of the 
room, and of the building, a vulnerability related to the security guards, and a vulnerability related to the 
high security doors which are installed in the server room. The vulnerability tree of the above is presented 
in figure 4.

According to the definition, the complexity of the physical vulnerability of the server being stolen is 3. For 
the vulnerability to be exploited three events must take place: bypass the alarm system, bypass the secure 
doors, and bypass the security guards. For the alarm system to be exploited, one of the following must 
happen: power failure, software failure or hardware failure. This is one point because only one of the 
previous must happen in order to have a critical situation. For the bypassing of the secure doors one of the 
following must happen: find a structural vulnerability or find the security code. This is one more point. For 
getting the security code one of the following things must happen: crack the software that allocates the 
code, or get the code from an employee. Having in mind that a chain is as strong as the weakest link, we 
say that a threat agent hasn't got to do anything from the last level of the diagram because he can succeed 
in his goal more easily and faster by going through the second level. After adding all the points together, 

we come to a complexity result of 3.

Just by having the vulnerability complexity is not adequate though. We need to calculate its educational 
complexity as well in order to identify critical paths for the different types of threat agents. The 'EC' of each 
vulnerability/step is displayed on the left and the TTE on the right. The time window in which a 
manifestation of such a threat would have an impact in the business is not applicable. If the unique Broker



server of the MPS is stolen, then the business will be affected and the impact will be catastrophic1 . The 
'EC' of the top vulnerability is 3.

Steal Broker Server

1 1
Bypass Alarm 
System

1^ — 1— -^
f Bypass \ 
1 Security I

3 I
Bypass Security 
Doors

Exploit
Structural

Vulnerability

Exploit 
I Hardware /

Exploit 
Software

Figure 4 - Tree Example

Given a threat agent with a capability of 5 in the above example, he might not always decide to go for the 

"quickest way. The exploitation of a vulnerability is a combination of capabilities, motivations and 

opportunities. Depending on his motivations the threat agent might decide not to "reveal" himself as an 

agent of such a capability (educational level) and go for another more trivial way. Furthermore, if a threat 

agent, after completing the information gathering stage, realizes that certain countermeasures are 

deployed, he might decide to alter his course of action. Hence the presented opportunity will affect the 

course of a vulnerability exploitation.

Vulnerability Trees Construction
The purpose of the vulnerability trees is to help the information security officer to understand and analyse 

the different possible attack scenarios that a threat agent will follow in order to exploit the vulnerabilities of 

a system. As a result the officer will be able to identify the easiest and/or most possible attack scenario 

and deploy countermeasures for effectively defending his/her system asset while effectively allocating

'A classification of threat impacts taken from (Vidalis'01). Vidalis. S. (2001). TAMMPS: a threat assessment model for micro-payment

Sterns. School of Computing. Pontypridd, University of Glmaorgan: 1-152 is the following:

0 Minor: minor loss of a business asset, no change in business order

0 Moderate: business disruption, moderate changes in way of conducting business

0 Major: out of business unless countermeasures are deployed immediately

0 Catastrophic: out of business from the moment that the threat was realized



defensive resources in a cost effective manner. That involves some decision analysis. According to 
Keeney (Keeney '93) a basic framework for decision analysis has at least five steps.

1. Pre-Anatysis
From the modelling stage of the TAME methodology(Vidalis '01), and from the vulnerability identification 
step of that methodology, a vulnerability is identified. That vulnerability will be the top vulnerability V of our 
tree. All the assets related to that vulnerability are identified and selected from the asset table that is 
constructed during the asset identification step. These assets are associated with a number of 
vulnerabilities. All these vulnerabilities are identified and selected from the vulnerability table that was 
constructed during the vulnerability identification step. As it can be seen the maker has very little to do as 
all the identification has be done in the past as part of another step of the TAME methodology. 
Furthermore, automated tools can be developed for the selection of the necessary data from all the tables 
mentioned above.

2. Structural Analysis
In this step the trees are constructed by deciding on the branches and on the nodes. We are working from 
the top vulnerability downwards, until we reach the "step-only" level. It will be extremely unlikely to have 
only a level 0 vulnerability tree on its own. The level 0 tree will not have any steps as nodes. The number 
of levels depends on the decomposition that the maker is prepared to do and the level of detail he wants to 
achieve. The scope of the assessment might introduce restrictions on what types of vulnerabilities the 
maker should be concerned with, hence he might willingly decide not to analyse a child vulnerability. In the 
example presented in figure 4 the decision maker can further decompose the "Exploit Employees" node in 
a level 1 vulnerability tree. In that case it is expected that the attributes of the vulnerabilities will change, 
and that the level of detail will affect the complexity value. The maker then makes a distinction between 
nodes that are under his control (decision nodes), and those that aren't (chance nodes).

For the decision nodes it will be simple and straightforward to come up with a set of countermeasures that 
will have to be deployed. Because each vulnerability is associated with an asset, and each asset is 
associated with a stakeholder, assigning responsibilities to stakeholders will be a straightforward task.

For the identified chance nodes, SLAs should be signed. Vulnerability trees will help in defining word by 
word the SLAs as they will provide all parties involved in the agreement with all the potential outcomes of 

the disaster.

3. Node Analysis
The attributes of the vulnerabilities are being populated in this step. These attributes are the following: ID, 
name, type, category, complexity value, educational complexity, educational complexity, time to exploit, 
family position, head, asset ID, tree ID, and description. T.T.E., V.C. and E.G. are being examined and 
assigned values depending on the selected type of threat agent. Information about the threat agents can 

be found under the threat agent identification step of the TAME methodology.



4. Value Analysis
In this step the critical paths to the top vulnerability are being identified depending on the selected type of 
threat agent. The result of the critical path will give us the complexity value of the top vulnerability. The 
outcome will be passed to the impact analysis step of the TAME methodology for examination. Each top 
vulnerability will now have a complexity value and an educational value associated with it, hence it will be 
straightforward on selecting the threat agents that will have the capability of exploiting that vulnerability.

5. Optimisation Analysis
After the completion of the tree, vulnerabilities that occur more than once in a tree, or in different trees, are 
being identified and selected for minimising the countermeasure costs. The identification of duplicate 
vulnerabilities can be conducted out either by observation or by an automated tool that will examine all the 
vulnerability trees and decide on the vulnerabilities that will need to be considered. The more instances 
that a vulnerability has, the more cost efficient the countermeasures will be. Furthermore, the lower the 
position of a vulnerability in the family, the easiest and more efficient the countermeasure will be. We have 
to keep in mind that vulnerability trees have the result at the top and the initiating events at the bottom.

Conclusion
Vulnerability trees examine vulnerabilities and use their relationships in order to construct chains that will 
identify different scenarios of a threat agent exploiting a vulnerability. Common vulnerabilities in the chains 
can be identified and countered in order to secure the system in a cost effective manner. Furthermore, 
critical paths will differentiate the vulnerabilities that must be countered, from those that will have to be 
countered some time in the future.

Vulnerability trees presented the information security officers who wish to use the TAME methodology with 
a technique that integrates with the other steps of the methodology, taking input from more than one of its 
different steps. It can also be used for modeling the system under the "Scenario Construction & Modeling" 
stage, hence adding to the efficiency of the methodology. Having defined the vulnerability trees and a 
technique for constructing them, it is now possible to produce an automated tool that will be able to 
construct the trees and provide the user with feedback on common vulnerabilities, critical paths and assets 
that are greatly exposed to the threat agents. Such a tool will be capable of being integrated and used in 
conjunction with intrusion detection systems for better results. The Information Security Team of the 

University of Glamorgan is currently developing such a tool.



Appendix A - Vulnerability Trees Notation

Symbol Meaning

J Event denoting vulnerability

-o Basic event, denoting a step 
that a threat agent has to 
perform

Event not fully traced to its 
source. It is taken as an input but 
its causes may be unknown

The triangle symbol is used to 
link trees. The 'in' symbol 
indicates an input from another 
tree. The 'out' symbol appears in 
place of the 'top event' and 
indicates that this point forms the 
input to another tree.

The output event occurs if ALL 
the input occur.

The output event occurs if ANY 
of the inputs occur, either alone or 
in combination.

The control condition determines 
whether the input event appears 
on the output.

Source: (Storey '96), (Leveson '95)
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Penetration testing and system audit - Experience gained and 
lessons learned during the investigation of systems within the

United Kingdom.

Andy Jones

Defence Evaluation and Research Agency 
Malvern 
England

CKGROUND

lie main, Information Technology (IT) security within the UK has been achieved as a result of the production of 
fstem Security Policy (SSP) or some similar document which defines the security requirements for the system, 
'A on the threat against it. The threat to any system is dependent on a number of factors, including the value of 
data or processes, the attractiveness of the system as a target to potential attackers and the inherent 
lerability of the system. All of these factors have to be taken into account when deciding the strategy that will 
idopted to secure the system. From the requirements laid down in the SSP, it has been the norm to procure 
:eras and components that have, where it is necessary, undergone evaluation and received certification by the 
onal authorities to the appropriate level. The person with overall responsibility for security within the relevant 
misation has then, after taking into account the security measures that have been implemented, 'accredited' the 
lemforuse in the manner defined in the SSP. The person who accredits the system is, hi so doing, identifying 
: the residual risk to that system is acceptable and signifying that they will take responsibility for this residual

: disadvantages of this approach are:

• It is largely a paper based, one off, exercise.
• It is unresponsive to changes in the threat, vulnerabilities and known attack techniques.
• It is unresponsive to changes in the system itself.
• Any practical testing of the delivered system is most often designed to test that the countermeasures 

are in place, and that they operate correctly, not whether there are any exploitable vulnerabilities hi the 
delivered system.

a result, it was felt that an alternative approach was needed; one which took into consideration what happens in 
llife. The object of any approach must be to determine whether there are any exploitable vulnerabilities in the 
ivered system, and then to recommend action to redress the problem. This must take into account changes both 
toe system and to the environment throughout the life of the system.

s notoriously difficult to convince the managers and financiers of organisations that there is a need to spend the 
luired level of precious resources on the security of their Information Systems, and that there is a real and a 
monstrable risk. One way of demonstrating the threat to a system is to emulate the hacker, one of the groups 
ely to mount an attack on the system. This type of testing has been given the name of penetration testing. 
netration tests on systems:

• Are based on known vulnerabilities and attack techniques.
• Demonstrate clearly and reproducibly the susceptibility of a system to an attack.
• Demonstrate the effectiveness of countermeasures.
• Can be updated in line with the current threat, and repeated.
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There is a growing concern that a large number of system owners perceive that the process of generating a system 
security policy is an end in itself. That is to say that the 'accreditation' of the system is the end of the process 
rather than the first step in a process that encompasses the compete lifecycle of the system.

INTRODUCTION

Since 1995, the Malvern Site of the Defence Evaluation and Research Agency (DERA) of the British Ministry of 
Defence (MoD), has carried out a series of penetration tests on IT systems belonging to a number of different 
organisations, none of which were owned by the MoD. These tests were carried out in isolation from research 
carried out hi other countries or by other organisations within the UK, but in the knowledge that a body of research 
had been carried out and that a number of problems had been identified.

The tests confirmed a methodology for penetration testing and system audit that could, in due course, be applied to 
defence systems. The methodology was pragmatic, and would, therefore, produce proof of shortcomings in the 
existing security, rather than be theoretic and document based. The benefit being sought was the identification of 
changes that could be made that would provide immediate and demonstrable improvements to the security of the 
systems. The penetration testing and system audit was not intended to replace the UK ITSEC scheme, but was 
intended to perform a complementary function.

The purpose of the individual penetration tests and system audits was to determine whether the security measures 
being applied to the system were adequate to protect it from known vulnerabilities. The tests were carried out with 
the knowledge that the US Defence Information Systems Agency (DISA) Vulnerability Analysis and Assessment 
Programme (VAAP) had carried out a series of 38000 attacks on US Department of Defence (DoD) systems 
between 1992 and 1995, of which 24700 successfully penetrated the systems. Of the 38000 VAAP tests carried 
out, only 267 were detected and reported.

The systems tested by DERA ranged from small local area networks contained within one building to large wide 
area networks which were geographically distributed through a number of countries. The operating systems and 
applications in use on the tested systems covered a wide spectrum of those in normal commercial use.

METHODOLOGY

At the start of each penetration test and system audit, the briefing given to the team that was to conduct the testing 
deliberately avoided the introduction of preconceptions with regard to the system. The team were not briefed on 
concerns that the security staffs or accreditation authorities may have had with regard to the individual system. 
Additionally, the team was not briefed on the history of the system and viewed what existed at the time of the test, 
rather than the considering the evolution of the system.

The audit of the system included:

• a review of the System Security Policy.
• determining the relevance of the SSP to the current configuration of the system and the threat.
• reviewing the Security Operating Procedures (SyOPs) and checking that they were being implemented.
• die configuration of the system.
• system maintenance records.
• the physical security of system components.

The penetration testing of the systems tested them against the types of attack tools and mediods that were available 
in the public domain at the time of each of the tests, and applied the skills of the testing team to make the most 
effective use of them. The scenarios for the individual tests varied, depending on the type of network and the 
requirements of the system owners. It is important to note that all tests were carried out with the full knowledge 
and agreement of the system owner. During the tests, the vulnerabilities that were being tested for were those that 
were known to be in the public domain, and therefore were, or could have been, known to hackers. The 
penetration testing team placed itself in the role of an attacker and used the techniques available to hackers.

The team depending on the requirements of the system owner, normally conducted the tests from a privileged 
position in that they were given access to the system to be tested. From there, they determined whether the 
networks and components were secure against unauthorised internal or external activity. The decision to operate
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from a privileged position, wherever possible, was taken for a number of reasons. First, it reduced the length of 
time that it took to conduct each test. Second, it removed the need to war-dial, strobe, etc. Third, it increased the 
confidence of the organization being tested that the tests would not leave them exposed to future''hacking' attacks 
^result of changes made to the system configuration by the penetration testing team. However, on a number of 
iccasions, the system owner decided that there was more benefit to be gained from an external test, and the full 
jnge of techniques was applied to the system, including war-dialing and strobing.

[fe last point was to become significant. Penetration testing of systems had not been widely used on systems 
(jthinthe UK and there was a degree of reservation by the system owners to allowing 'outsiders' to have access to 
keit systems. Organisations were, in the main, keen to have then- systems tested and to gain the benefits of the 
twits, but were extremely cautious as to potential damage that might be caused to their systems. A number of the 
(dividual system managers were also less than enthusiastic, as they felt that they would be embarrassed and 
horn to be inefficient if the tests identified flaws hi the security of their systems.

s a result of the above concerns and sensitivities, all tests were conducted so that the system staffs could monitor 
ie actions being taken. This has the benefit of allowing them to gain knowledge of the procedures being used and 
taring them to 'remain in control' of the situation. Additionally, the tests were non-destructive and did not alter 
«configuration, or affect the performance, of the systems. Finally, all magnetic media used in the testing could 
; erased or destroyed to meet the requirements of the system owners.

IK equipment used by the test team consisted of two Sun Spare workstations and a 486 laptop computer. All of 
esoftware was either Commercial Off The Shelf (COTS) operating systems and applications or toolkits that 
ntained the functionality of individual tools and scripts from information available to hackers (primarily derived 
mthe INTERNET and from Bulletin Board Systems).

is estimated that the total number of man days taken to conduct a full range of tests, make recommendations for 
Medial actions, and re-test to verify the impact of those actions, on a typical system of 120 servers and 1200 
(dotations, was approximately 35 man days. This is broken down as:

• reconnaissance - 3 man days.
• testing and system audit - 9 man days.
• report production including recommendations for remedial actions, presentation to host organisation 

and re-testing - 23 man days.

e initial steps taken in all of the penetration tests were:

• To identify those hosts and networks which could be seen.
• To identify those hosts that could be accessed.
• To find the ways in which those systems could be reached by. 

* Identifying which services the systems offer and 
« Which version of the service they are using.

• To isolate the known methods which could be used to exploit identified vulnerabilities.
• To identify what assistance was required and where it could be obtained from.

lowing this, the team then, having identified the points from which the system could be attacked and the
ices of any additional information that they required, tested the system and identified weaknesses that remained
he systems, using the tools that were available at the time of the test.

i important for the credibility of any testing that is undertaken that it is carried out with up to date tools. The 
of six month old tools would only indicate the relative state of the security of a system six months prior to the

IWNGS

'results obtained from the penetration testing and system audits were not unexpected and compare with the 
togs of other research which has been carried out in both the UK and the USA. The team had a great deal of 
ttssand were able for the most part to effect or simulate an intrusion into the systems under test. After

he results of all of the penetration tests and audits that were carried out, it was apparent that the mam
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causes of the security weaknesses within the systems fell into two areas. These areas have been identified as 
'System Management Issues' and Technical Issues'. To describe these more fully:

System Management Issues. This relates to those shortcomings in the security of the IT systems that it was 
concluded could have been reduced or removed by improvements in the management of the organisation or 
the system. Advice and good practice for the management of systems is widely available. However, the 
implementation of this information is not widespread or consistent.

Technical Issues. These were those security weaknesses that were identified as being specific to a particular 
operating system or set of applications. The technical shortcomings of the multitude of operating systems 
and applications is widely documented by a number of official and unofficial sources such as the various 
CERT (Computer Emergency Response Team) organisations, national agencies and even 'hacker' 
organisations such as 8LGM (the eight legged groove machine) and from bulletin boards.

System Management Issues

Analysis of the results of the penetration tests and system audits revealed that an improvement in the management 
of systems would be by far the most cost effective way to improving the security of those systems. This is not a 
unique or unexpected finding, and is reflected in studies from the US. In the US General Accounting Office 
(GAO) report B-266140 of 1996, Chapter 4, which contains recommendations to the Secretary of Defense for 
ensuring that sufficient priority, resources, and top-management attention are committed to establishing a more 
effective information systems security program.

A number of problems, inherent in the way in which large organisations are managed were identified in the 
systems reviewed and are detailed below, together with the remedial action that would need to be taken to respond 
to the situation. These are identified as:

• Inadequate or non-existent security direction for users. Security policies had not been produced for a 
number of the systems that were tested. For others, while security policies had been developed, they were 
either inadequate or out of date. In addition, the intent of the policies had not been adequately interpreted 
or disseminated to the system staffs or users.

This is supported by previous research by the National Computer Centre (NCC) which identified, as a 
result of a poll of 9500 companies, that 54 percent of systems did not have a formal security policy 
document. It also matches the first two recommendations of chapter 4 of the US GAO report for an 
improvement in security policies and procedures and for a need to increase user awareness and 
accountability and mirrors their finding that" This - demonstrates the low priority top Defense 
management officials often give security." and that "Currently, many of Defense's policies relating to 
computer attacks are outdated and inconsistent. They do not set standards or mandate specific actions for 
important security activities such as vulnerability assessments, internal reporting of attacks, correction of 
vulnerabilities, and damage assessments."There is a requirement for up-to-date, achievable and coherent 
security policies for all systems. Additionally, there should be an interpretation of the policy into 
operating procedures that define the responsibilities and duties of personnel and define the actions that 
they must take in order to implement the policy.

• Security Awareness. There was a poor level of awareness at all levels within the organisations reviewed, 
from high level organisation management, through system management to users, of security issues 
relating to IT systems .

This is reflected in the US GAO document finding that ""defense personnel lack sufficient awareness and 
technical training." According to the Software Engineers Institute, many computer users do not 
understand the technology they are using, the vulnerabilities in the network environment they are working 
in, and the responsibilities they have for protecting critical information. Defense officials generally 
agreed that user awareness training was needed, but stated that installation commanders do not always 
understand computer security risk and, thus, do not always devote sufficient resources to the problem. The 
officials told us they are trying to overcome the lack of resources by low cost alternatives such as banners 
that warn individuals of their security responsibilities when they turn on their computers. In addition, 
network and system administrators often do not know what their responsibilities are for protecting their
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systems, and for detecting and reacting to intrusions. Critical computer security responsibilities are often 
assigned to personnel as additional or ancillary duties."

There is a requirement for computer security awareness training for personnel at all levels throughout an 
organisation. This should extend down from the senior management of the organisation, without whose 
support the resources will not be made available to the system management. Additionally, if the 
organisation management is not aware of the security issues involved, any policy which is produced is 
unlikely to be relevant or effective.

i Training. Personnel from all levels from the user through to the system administration and security staffs 
were not adequately trained in security or system management to carry out their duties. There is a 
requirement for the level of security training for system staffs and users to be improved.

The findings of the US Joint Security Commission (JSC), in its February 1994 report, 'Redefining 
Security', showed similar concerns, including that "the Department (of Defence) lacks comprehensive, 
consistent training for information systems security officers, and that Defense's current information 
systems security training efforts produce inconsistent training quality and, in some cases, a duplication of 
effort. The report concluded that, despite the importance of security awareness, training, and education 
programs, these programs tend to be frequent and ready targets for budget cuts."

The GAO report concluded that "The majority of system and network administrators are not adequately 
trained in security and do not have sufficient time to perform then- duties."

The level of security training for system staffs must be improved to ensure that the system staff are able to 
manage the system effectively. Training must be targeted to meet the specific needs of the different 
groups and be provided at an appropriate time. Training for the users should be improved, primarily to 
make them more aware of the security requirement and to prevent them from making unnecessary errors 
and to make them aware of then- responsibilities for security.

• System management. The general level of system security management was poor as system managers 
did not have the experience, training, level of skill or resources to adequately carry out the task.

The JSC report stated that "According to Defense officials, installation commanders may not understand 
the risks associated with networked computers, and thus may not have devoted sufficient priority or 
resources to address these problems. These officials also cite the lack of a professional job series for 
information security officials as a contributing factor to poor security practices at Defense installations. 
Until systems security is supported by the personnel system, it will not be a full-time duty. As a result, 
security will continue to be the purview of part-time, inadequately trained personnel."

System management must be improved to meet the current threat. After an analysis of respective costs 
and benefits, it was concluded that an improvement in system management would produce the most cost 
effective improvement in the security of the IT systems reviewed. If systems were well managed and 
regularly monitored, a large number of the problems with regard to the systems would be reduced or 
removed.

• Resources. In the majority of cases there were inadequate resources available in terms of manpower to 
carry out the functions required in order to maintain the security of the system, and in terms of the funds 
to purchase tools to adequately manage the security of the systems.

This is in common with the US JSC report, which stated that "Because of a lack of qualified 
personnel and a failure to provide adequate resources, many information systems security tasks are 
not being performed adequately. Too often critical security responsibilities are assigned as additional 
or ancillary duties."

The resources available for the management of the systems must be improved both in terms of qualified 
manpower and funds to purchase tools and training, as without the manpower and tools required, the 
security management of the systems cannot improve.
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• Poor configuration of the systems. Systems either had not been correctly configured initially or the 
configuration had subsequently been changed, or both. In addition, most of the systems reviewed had 
poor or non-existent password generation or management policies. In a number of cases, even the default 
level of security offered by the provider had not been adopted.

The correct configuration of a system is dependent on the requirement of the security policy, the 
knowledge of the staff and the availability of resources. If the recommendations raised in the previous 
sections were to be put into practice, it would be possible to configure the systems more effectively and to 
ensure that they remained configured in the optimal manner.

• Systems contained known bugs. All of the systems reviewed contained known bugs for which fixes were 
available, but which had not been applied. This left the system vulnerable to known attack methods. 
Further investigation of this problem identified the main reasons as:

* System administrators/managers did not know where to obtain patches for the system.
* It was perceived that the application of patches to software would invalidate the 

Accreditation/Certification of the system.
* System administrators/managers did not have the experience to install the patches to the software.
* System administrators/managers were unwilling to install patches as they felt that this would be 

likely to introduce fresh vulnerabilities in their system and were unsure of the pedigree of the 
patches obtained.

There is a requirement to maintain the system in a secure manner and in order to achieve this, known bugs 
must be patched, with patches obtained from reliable sources, by staff who understand the impact of the 
actions that they are taking. In order to achieve this, they must be given access and guidance from a 
central focus, that is known and trusted. Additionally, system staffs must be trained and gain experience 
in the systems on which they are employed, in order to provide them with the level of competence that 
they require to carry out the patching process with confidence.

• Redundant Software. Software which had been delivered with the system as a part of the package, but 
which was not required by the organisation or for the operation of the system, had not been removed from 
the systems. The reasons for this failure to reduce the number of vulnerabilities (e.g. if you don't need 
sendmail, why leave yourself exposed to all of the sendmail bugs) were:

* A lack of policy for the removal of such software.
* A lack of competence and experience and thus confidence by the system managers/administrators.

Any software which is not security relevant and the functionality of which is not required on the system, 
as it is configured, should be removed.

• The failure to utilise facilities and tools supplied with the software. There was a widespread failure to 
utilise those facilities and tools that are supplied with the software or hardware when it was delivered. A 
typical example of this was the failure to unwrap, read or use the security manuals that were delivered as 

part of the system documentation.

The security and management tools provided with the system should be used unless more suitable tools 
are identified and utilised. Additionally, the advice provided by the manufacturer on the configuration of 
the system should be implemented as a baseline and then modified to improve the configuration from that 

level, rather than starting from the default configuration.

• Failure to monitor or audit the activity on the systems. In the majority of cases, there was no 
monitoring of system activity and audit trails were either not activated, or if they were activatca, they 
were not checked. This was, in the main, due to lack of resources or adequate tools. The lack of 
adequate tools was partly as a result of the cost of such tools and partially as a lack of availability of 

suitable tools.

The US GAO report found that "While Defense is attempting to react to attacks as it becomes aware of 
them, it will not be in a strong position to deter them until it develops and implements more aggressive,
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proactive detection and reaction programs." and recommended the setting of minimum standards for 
ensuring that system and network security personnel have sufficient time and training to properly do their 
jobs. In a separate paper by Dan Farmer, the author of the SATAN software tool on the security of 
INTERNET connected systems, he concluded that" most organisations don't have the resources or 
expertise to monitor their own critical systems effectively" He then proposed that the most efficient 
solution would be for organisations to employ a third party to maintain the security of these systems.

The level of monitoring and audit of the systems which was being conducted at the time of the tests was 
not adequate to ensure that they remained configured hi the optimally secure configuration or that there 
was no unauthorised activity on the system. There is a requirement to continuously monitor the systems 
to ensure that they remain configured in the optimally secure configuration. There is also a requirement 
to constantly review the system activity to ensure that there is no unauthorised activity on the system. 
Periodic external audit is required in order to verify the security rules and procedures against external 
criteria and to utilise tools and techniques that are not available from within the organisation.

• Poor physical security. In a number of cases, components of the systems, i.e. routers (and in one case a 
server), were located in unlocked cupboards hi corridors. As a result they were prone to theft and to the 
unauthorised connection of additional items of equipment.

All system components should be secured in such a manner that they cannot be physically accessed by 
personnel who do not have legitimate access.

• Monitoring of the changing threat to systems. After initially defining the threat to a system, in the 
majority of cases, it was not subsequently reviewed in light of the changing threat environment. 
Therefore, in a number of cases, the security measures being applied to a system were in response to a 
threat that existed five or more years ago.

There is a requirement to review the threat to a system at regular intervals or when the threat is known to 
have changed. An example of this would be, for a military system, when the state of readiness changes as 
a result of increased tension.

echnical Issues

s the result of the review of a number of systems with the same basic operating system, although perhaps hi a 
raiber of versions or releases, a number of common factors were identified. These varied with the individual 
Mating system type, but were significant and showed where improvements could be made. In a number of 
IMS, the flaws that existed were at least, in part, a reflection of the system management problems, but are 
viewed again in the following sections against the operating system to which they applied.

• The use of publicly available tools. Publicly available tools such as SATAN, CRACK and COPS had 
not been used by the system managers to test the systems for those flaws that are commonly known and 
understood. The major reasons were:

* An unwillingness by the management of the organisations and the systems to allow 'hacker' tools
to be used on corporate systems. 

» A lack of experience in the use of such tools and concern with regard to the effects that they might
have on the system.

# A lack of confidence in where an unadulterated copy of such tools could be obtained.

Inefficient segmentation of the network. The networks had not been segmented effectively and as a 
result, were all running in an open mode with all traffic being broadcast to the whole community. This 
caused three primary problems. First, it was possible to intercept data that should have been contained 
within a local segment of the network from anywhere on the wide area network. Second, a terminal from 
anywhere on the wide area network could emulate a terminal on what should have been the local segment

i
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of the net. Third, a reduction in the service availability for the network, as the whole of the wide area 
network was being flooded by al large quantity of unnecessary traffic.

• Intruder Detection. The intruder detection software which allows for a configurable number of incorrect 
access attempts to be made before the user/terminal is disabled was not activated or was poorly 
configured.

• Insecure remote access. Despite it being a requirement on a number of the systems reviewed to access 
the systems remotely, none of the management groups had considered methods by which remote access 
could be achieved securely. NOVELL provided features such as RCONSOLE and SECURE CONSOLE 
were not implemented and as a result, there was the possibility that privileged access could be obtained 
without authorisation.

CONCLUSIONS

Penetration testing and system audit, when carried out jointly, can provide an extremely cost effective method of 
identifying and remedying weaknesses in the organisation and the implementation of security of an Information 
Systems within an department. The penetration testing and system audit can be carried out at any time during the 
life of a system, with minimal disruption to the staff and the operation of the system. It will provide an up to date 
assessment of the effectiveness of security measures in use to protect the system which cannot be achieved in any 
other way. If used to support the administration and security staffs and to help them to identify actions that need to 
be taken in order to improve the security of a system, the potential benefit of this activity is high. The approach 
used must be threat based and provide the system owners with a cost effective method of assessing that it is secure 
against the threat current at the time of the test.

(c) British Crown Copyright 1997 /DERA. Reproduction woth the permission of the controller of 
Her Britanic Majesty's Stationary Office
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CAN YOU BE CONFIDENT OF THE SECURITY A 
SURVIVABILITY OF YOUR INFORMATION 

TECHNOLOGY SYSTEMS?

A Jones MBE BSc MBCS
Information Systems Department

Defence Evaluation and Research Agency
Malvern
England

BACKGROUND

There is a growing body of evidence, mostly from the USA, that even the most sensitive of our systems are not 
being adequately protected. The first question that must be addressed is why is the evidence of attacks on 
computer systems so well detailed in the USA and so poorly documented in the UK. Is it that the USA is more 
vulnerable to attack, or less able to defend their systems? Is it that in the UK we do not have a problem? Or is it 
(bat we do not publicly admit that we are suffering from attacks? Or is it just that we do not have the mechanisms 
in place to identify when we have been attacked? The answer is actually a mix of all of these. Within the USA, 
for local and central government, there is an awareness of the vulnerability to computer attacks and a significant 
amount of effort is expended by a number of organisations to identify attacks that are taking place, to minimise 
damage and identify the culprits. Within the US government there is even a degree of willingness to co-operate in 
order to negate these attacks, hi the UK, at the present, there is a scheme which is run within central government 
(the Unified Incident Reporting and Alerting Scheme(UNlRAS)) for all computer incidents, however, there is no 
method for disseminating the findings of this scheme to industry, local government or the emergency services. 
Additionally, this has been a paper based system, and does not allow for the sharing of information in real time.

In March of 1998, the National Computer Centre NCC stated that:

"Many British companies are ignoring the threat of poor business information security according to a new 
report out today. The Business Information Security Survey '98 (BISS), developed by the NCC, has 
established that nearly half of all respondents have suffered from an information security breach, 48% of 
which were serious.

According to the NCC, the cost to business could run into billions of pounds. The survey found that the 
average cost per breach was £7,146 and that this cost increases to £20,199 for sites with more than 500 
employees. Further research undertaken by the NCC has shown that the true cost to business is likely to 
have been substantially under-reported by the respondents. The real figures are likely to be as much as 
three times higher.

Despite these startling figures, only 39% of companies have some form of security policy in place. With 
72% of respondents rating security at least four out of five in importance, this highlights a large gap 
between awareness and information security practice.

It is not all bad news, however, 21% of respondents have had a third party test carried out and 56% had 
some form of business continuity plan. Of those who did have a continuity plan, 9 out of 10 respondents 
who had suffered a breach, said that it had reduced the impact.

So is the picture as black as it seems? Well, hi truth, the answer with regard to the situation within the UK is not 
known. What is certain is that we cannot draw direct comparisons with the USA. In the UK there is, to date, less 
connectivity and reliance on the INTERNET. However, with the greater openness of government and the demand 
for increased connectivity, this is a transient state and, as we progress, this situation will change.

The Command and Information Systems (CIS) Sector of the Defence Evaluation and Research Agency (DERA), 
have now carried out in excess of 60 Penetration Tests of systems, belonging to the MoD, Other Government



Departments, to the utilities and commerce. From the results of these tests, it was apparent that there were a 
number of common factors were emerging. The first was that there was little difficulty in gaining access to the 
majority of the systems. The next was that there were common causes for the problems.

In the main, Information Technology security within UK organisations, both government and commercial, has 
been achieved through the production of a Security Policy or some similar document which defines the security 
requirements for the system, based on the perceived level of risk that the use of the system creates. The risk to 
any system is dependent on a number of factors, including the value of the data or processes, the attractiveness of 
the system as a target to potential attackers, the level of access that can be gained to the system and the inherent 
vulnerability of the system. The person with overall responsibility for security within the relevant organisation 
has then, after taking into account the security measures that have been implemented, accepted the system for use 
in the manner defined in the security policy. The person who accepts the system into use is, in so doing, 
identifying that the residual risk to that system is at a level which can be tolerated and accepting the responsibility 
for that residual risk. Unfortunately, it is the norm that the person authorising the acceptance of the system into 
use has not appreciated that there is always a residual risk and that the security measures taken cannot guarantee 
that there will be no intrusions/losses.

While this approach is commonly used and is relatively easy to understand, it has a number of disadvantages.
These are:

• The system is largely paper based and is a one time exercise which is conducted prior to the system 
being brought into service.

• It is unresponsive to changes in the threat, vulnerabilities, known attack techniques and value of the 
system.

• It is unresponsive to changes in the system itself.
• Testing and examination of the system is most often designed to test that the security measures are in 

place, and that they operate correctly, not whether there are any exploitable vulnerabilities in the 
system.

There was a growing realisation that this approach could neither fully protect systems nor provide those who were 
responsible for them with adequate information on the real state of the security of the systems for which they were 
responsible. It was felt that an alternative approach was needed; one which considered what happens in real life 
once the system was in use. The object of any new approach must be to determine whether there are any 
exploitable vulnerabilities in the delivered system, and then to identify the action required to redress the problems. 
It must take into account changes both hi the system and to the environment throughout the life of the system.

Without clear proof that there are problems and that there are real threats, it is notoriously difficult to convince the 
management and financiers of organisations that there is a need to spend the required level of precious resources 
on the security of their Information Systems. One way of demonstrating the vulnerability of a system is to 
emulate the hacker, one of the groups likely to mount an attack on the system. This type of testing has been given 
the name of penetration testing. Penetration tests on systems:

• Are based on known vulnerabilities and attack techniques.
• Demonstrate clearly and reproducibly the susceptibility of a system to an attack.
• Demonstrate the effectiveness of countermeasures.
• Can be updated in line with the current threat, and repeated.

There is a growing concern that a large number of system owners perceive that the process of generating a system 
security policy is an end in itself. That is to say that the defining of the security policy for a system is the end of 
the process rather than the first step in a process that encompasses the compete lifecycle of the system.

INTRODUCTION

The tests were carried out using a methodology which had been identified as a result of research conducted at 
°ERA, in conjunction with the Communications Electronic Security Group (CESG) at Cheltenham, and by the 
Department of Defense (DoD) in the USA. hi the USA, the Defence Information Systems Agency PISA) 
Vulnerability Analysis and Assessment Programme (VAAP) had carried out a series of 38000 attacks on US 
Department of Defence (DoD) systems between 1992 and 1995, of which 24700 successfully penetrated the 
systems. Of the 38000 VAAP tests carried out by DISA, only 267 were detected and reported.



The tests that were carried out by DERA confirmed and refined the most effective method for penetration testing 
and system audit that could, in due course, be applied to UK defence systems. The testing was designed to be 
pragmatic, to produce proof of any shortcomings in the existing security, rather than be theoretic and document 
based. The tests were designed to test whether the security measures that had been implemented gave protection 
to the system from current threats, not to determine whether the security measures were working. The intention, 
in conducting the tests, was that they would identify changes that could be made to systems and practices that 
would provide immediate and demonstrable improvements to the security of the systems. The penetration testing 
and system audit was not intended to replace the UK ITSEC scheme, but was intended to perform a 
conq>lementary function. The individual penetration tests and system audits determined whether the security 
measures being applied to the system were adequate to protect it from known vulnerabilities and provided the 
system owners and managers with information on how to improve the security of their system.

The systems tested ranged in size from small local area networks contained within one room or building to large 
wide area networks which were geographically distributed through a number of countries. The operating systems 
and applications in use on the tested systems covered a wide spectrum of those in normal commercial use. This 
was considered to be an acceptable balance with the increasing drive within the MoD to utilise more Commercial 
Off the Shelf products.

METHODOLOGY

At the start of each penetration test and system audit, the team carried out a reconnaissance of the organisation 
and system to determine the scale of the system and types of hardware, operating system, communication 
protocols and applications in use. Depending on the security concerns of the system owners and managers, tests 
were tailored to explore the relevant aspects of the systems, although all tests were conducted with the same set of 
basic system investigations. The team was not briefed on the history of the system and viewed what existed at the 
time of the test, rather than the considering the evolution of the system. The elements of the tests that were 
considered essential were;

• a review of the Security Policy;
• determining the relevance of the Security Policy to the current configuration of the system and the 

	threat;
• a review the Security Operating Procedures (SyOPs) and checking that they were being implemented;
• a review of the configuration of the system;
• a review of the system maintenance records;
• a check of the physical security of system components.

Hie penetration testing of the systems utilised the types of attack tools and methods that were available in the 
public domain at the time of each of the tests, and therefore were, or could have been, known to hackers. The 
skills of the testing team were then applied to make the most effective use of them. The scenarios for the 
individual tests varied, depending on the type of network and the requirements of the system owners. It is 
important to note that the rationale behind the tests was that they should be supportive of the system management 
and aid them in improving the security of the systems. All tests were carried out with the full knowledge and 
agreement of the system owner. This basis for testing was totally different from that adopted by the DISA in the 
USA, where the aim was to test the system managers to ensure that they were providing the levels of security 
required by the DoD. Security inspection of systems has been hi use within the UK. MoD for a number of years, 
but has been found to be ineffective due to system managers and owners being unwilling to make themselves 
liable to the 'blame' that results from having a system which is identified as not meeting the necessary levels of 
security, while at the same time not possessing the required levels of skill or resources required to redress the 
situation.

The penetration testing team, depending on the requirements of the system owner, normally conducted the tests 
from a privileged position, in that they were given access to the system to be tested, as this proved to be the most 
cost effective approach. It also removed the need to war-dial, strobe, etc, and increased the confidence of the 
organisation being tested that the tests would not leave them exposed to future 'hacking' attacks as a result of 
changes made to the system configuration by the penetration testing team. From there, they determined whether 
the networks and components were secure against unauthorised internal or external activity. However, on a 
number of occasions, the system owner decided that there was more benefit to be gained from an external test, and 
the full range of techniques was applied to the system, including war-dialling and strobing.



This point was to become significant. Penetration testing of systems had not been widely used on systems within 
He UK and there was a degree of reservation by the system owners to allowing 'outsiders' to have access to their 
systeras. Organisations were largely enthusiastic to have their systems tested and to gain the benefits of the 
results, but were extremely cautious as to potential damage that might be caused to their systems. However a 
number of the individual system managers were less than enthusiastic, as they felt that a test of their system would 
embarrass them and show them to be inefficient, if the tests identified flaws in the security of then- systems.

With regard to system owners and managers concerns and sensitivities, and in order to achieve the greatest 
transfer of knowledge and skills, all tests were conducted so that the system staffs could monitor the actions being 
taken. This has the benefit of allowing them not only to gain knowledge of the procedures being used, but also to 
'remain in control' of the situation. A pre-requisite of all tests was that they were non-destructive, did not affect 
the performance of the system, and that the configuration of the system was returned to its pre-test state (or an 
agreed changed state that improved the security of the system). Finally, all magnetic media used in the testing 
could be erased or destroyed to meet the requirements of the system owners.

The equipment used by the test team initially consisted of two Sun Spare workstations and a 486 laptop computer. 
in recent tests this has been refined and reduced to two Pentium laptop computers. All of the software was either 
Commercial Off The Shelf (COTS) operating systems and applications or toolkits that contained the functionality 
of individual tools and scripts from information available to hackers (primarily derived from the INTERNET and 
from Bulletin Board Systems).

To carry out each full set of tests, make recommendations for remedial actions, and re-test to verify the impact of 
those actions, on a typical system of 120 servers and 1200 workstations, took approximately 35 man days. This is 
broken down as;

• reconnaissance - 3 man days;
• testing and system audit - 9 man days;
• report production including recommendations for remedial actions and presentation to host 

organisation - 17 man days;
• re-testing of system — 6 man days.

The initial, preparatory steps taken in all of the penetration tests were;

• To identify those hosts and networks which could be seen;
• To identify those hosts that could be accessed;
• To find the ways in which those systems could be reached by: 

4 Identifying which services the systems offer and 
* Which version of the service they are using.

• To be conversant with the methods that could be used to exploit identified vulnerabilities;
• To identify what assistance was required and from where it could be obtained.

Having identified the points from which the system could be attacked and the sources of any additional 
information that they required, the team carried out the test of the system and identified weaknesses that existed in 
the systems, using the tools that were available at the time of the test. It is important for the credibility of any 
testing that is undertaken that it is carried out with up-to-date tools. The use of six month old tools would only 
show the state of the security of a system six months prior to the test.

FINDINGS OF THE TESTS

The results obtained from the penetration testing and system audits were not unexpected and compared with the 
findings of other research that had been carried out in both the UK and the USA, The tests enjoyed a high level of 
success and it was possible, in the majority of the tests, to effect or simulate an intrusion into the systems under 
tet. After analysis of the results of all of the penetration tests and system audits that had been carried out, it was 
apparent that the main causes of the security weaknesses within the systems fell into two areas. These areas have 

esignated as 'System Management Issues' and 'Technical Issues'. To describe these more fully:

System Management Issues. It was concluded that the security of the majority of the systems reviewed



could have been significantly increased by improvements in the management of the organisation or the 
system. Advice and good practice for the management of systems is widely available. However, the advice 
is often contradictory and the implementation of this information is not widespread or consistent.

Technical Issues. These were security weaknesses that were identified as being specific to a particular 
operating system, protocol or set of applications. The shortcomings of the multitude of operating systems 
and applications are widely documented by a number of official and unofficial sources such as the various 
Computer Emergency Response Team (CERT) organisations, national agencies and even 'hacker' 
organisations such as 8LGM (the eight legged groove machine) and from bulletin board systems.

System Management Issues

Analysis of the results of the penetration tests and system audits revealed that an improvement in the management 
of systems would generate the greatest single source of improved system security and was by far the most cost 
effective way to improving the security of those systems. This finding is reflected in studies from the USA. In 
the US General Accounting Office (GAO) report B-266140 of 1996, Chapter 4, which contains recommendations 
to the Secretary of Defense for ensuring that sufficient priority, resources, and top-management attention are 
committed to establishing a more effective information systems security program.

A number of problems, inherent hi the way in which large organisations are managed were identified in the 
systems that were tested by DERA and are detailed below, together with the remedial action that could be taken. 
These are identified as:

• Inadequate or non-existent security direction for users. Security policies had not been produced for a 
number of the systems that were tested. For others, while security policies had been developed, they were 
either inadequate, out of date or had not been adequately inteipreted or disseminated to the system staffs or
users.

This is supported by previous research by the NCC which is detailed above. It also matches 
recommendations in the US GAO report. This report stated that" This - demonstrates the low priority top 
Defense management officials often give security." and that "Currently, many of Defense's policies 
relating to computer attacks are outdated and inconsistent. They do not set standards or mandate specific 
actions for important security activities such as vulnerability assessments, internal reporting of attacks, 
correction of vulnerabilities, and damage assessments." There is a requirement for up-to-date, achievable 
and coherent security policies for all systems. Additionally, there should be an interpretation of the policy 
into operating procedures that define the responsibilities and duties of personnel and define the actions that 
they must take hi order to implement the policy.

• Security Awareness. There was a poor level of awareness of security issues relating to IT systems at all 
levels within the organisations reviewed, from high level organisation management, through system 
management to users.

This is reflected in the US GAO finding that ""defense personnel lack sufficient awareness and technical 
training." According to the Software Engineers Institute, many computer users do not understand the 
technology they are using, the vulnerabilities in the network environment they are working in, and the 
responsibilities they have for protecting critical information. Defense officials generally agreed that user 
awareness training was needed, but stated that installation commanders do not always understand computer 
security risk and, thus, do not always devote sufficient resources to the problem. The officials told us they 
are trying to overcome the lack of resources by low cost alternatives such as banners that warn individuals 
of then- security responsibilities when they turn on their computers, hi addition, network and system 
administrators often do not know what their responsibilities are for protecting their systems, and for 
detecting and reacting to intrusions. Critical computer security responsibilities are often assigned to 
personnel as additional or ancillary duties."

There is a requirement for computer security awareness training for personnel at all levels throughout an 
organisation. This must extend down from the senior management of the organisation, without whose 
support the resources will not be made available to the system management. Additionally, if the 
organisation management is not aware of the security issues involved, any policy which is produced is



unlikely to be relevant or effective.

• System management. The general level of system security management was found to be poor, as system 
managers did not have the experience, training, level of skill or resources to adequately carry out the task.

The US Joint Security Commission (JSC), in its February 1994 report, 'Redefining Security', stated that 
"According to Defense officials, installation commanders may not understand the risks associated with 
networked computers, and thus may not have devoted sufficient priority or resources to address these 
problems. These officials also cite the lack of a professional job series for information security officials as 
a contributing factor to poor security practices at Defense installations. Until systems security is supported 
by the personnel system, it will not be a full-time duty. As a result, security will continue to be the purview 
of part-time, inadequately trained personnel."

System management must be improved and modified to meet the current threat. After an analysis of 
respective costs and benefits, it was concluded that an improvement in system management would produce 
the most cost effective improvement in the security of the IT systems reviewed. If systems were well 
managed and regularly monitored, a large number of the problems with regard to the systems would be 
reduced or removed.

• Training. Personnel from all levels from the user through to the system administration and security staffs 
were not adequately trained in security or system management to carry out then- duties. There is a 
requirement for the level of security training for system staffs and users to be improved.

The findings of the JSC showed similar concerns, including that "the Department (of Defence) lacks 
comprehensive, consistent training for information systems security officers, and that Defense's current 
information systems security training efforts produce inconsistent training quality and, hi some cases, a 
duplication of effort. The report concluded that, despite the importance of security awareness, training, and 
education programs, these programs tend to be frequent and ready targets for budget cuts." The US GAO 
report concluded that "The majority of system and network administrators are not adequately trained hi 
security and do not have sufficient time to perform then- duties."

The level of security training for system staffs must be improved to ensure that the system staff are able to 
manage the system effectively. Training must be targeted to meet the specific needs of the different groups 
and be provided at an appropriate time. Training for the users should be improved, primarily to make them 
more aware of the security requirement and to prevent them from making unnecessary errors and to make 
them aware of their responsibilities for security.

• Resources. In the majority of cases there were inadequate resources available in terms of manpower to 
carry out the functions required hi order to maintain the security of the system, and in terms of the funds to 
purchase tools to adequately manage the security of the systems.

This is in common with the US JSC report, which stated that "Because of a lack of qualified personnel 
and a failure to provide adequate resources, many information systems security tasks are not being 
performed adequately. Too often critical security responsibilities are assigned as additional or ancillary
duties."

The resources available for the management of the systems must be increased, both in terms of qualified 
manpower and funds to purchase tools and training, as without the manpower and tools required, the 
security management of the systems cannot improve.

• Systems contained known bugs. All of the systems reviewed contained known bugs for which fixes were 
available, but which had not been applied. This left the system vulnerable to known attack methods. 
Further investigation of this problem identified the main reasons as:

* System administrators/managers did not know where to obtain patches for the system. 
« It was perceived that the application of patches to software would invalidate the authority to use 

the system/Certification of the system.
* System administrators/managers did not have the experience to install the patches to the software.
* System administrators/managers were unwilling to install patches as they felt that this would be



likely to introduce fresh vulnerabilities in their system and were unsure of the pedigree of the 
patches obtained.

There is a requirement to maintain the system in a secure manner and in order to achieve this, known 
bugs must be patched, with patches obtained from reliable sources, by staff who understand the impact of 
the actions that they are taking. In order to achieve this, they must be given access and guidance from a 
central focus, that is known and trusted.

. Redundant Software. Software that had been delivered with the system as a part of the package, but 
which was not required by the organisation or for the operation of the system, had not been removed 
from the systems. The reasons for this failure to reduce the number of vulnerabilities (e.g. if you don't 
need sendmail, why leave yourself exposed to all of the sendmail bugs) were:

» A lack of policy for the removal of such software.
«• A belief that removing elements of the software would invalidate the authority to use the 

system/System Certification.
* No clear guidance on which elements of software formed part of a functional group and which 

elements were shared with other functions.
* A lack of competence and experience and thus confidence by the system managers/administrators.

Any software which is not security relevant and the functionality of which is not required on the system, 
as it is configured, should be removed.

• The failure to utilise facilities and tools supplied with the software. There was a widespread failure to 
utilise those facilities and tools that are supplied with the software or hardware when it was delivered. A 
typical example of this was the failure to unwrap, read or use the security manuals that were delivered as 
part of the system documentation.

The security and management tools provided with the system should be used unless more suitable tools 
are identified and utilised. Additionally, the advice provided by the manufacturer on the configuration of 
the system should be implemented as a baseline and then modified to improve the configuration from that 
level, rather than starting from the default configuration.

• Failure to monitor or audit the activity on the systems. In the majority of cases, there was no 
monitoring of system activity and audit trails were either not activated, or if they were activated, they 
were not checked. This was, in the main, due to lack of resources or adequate tools. The lack of 
adequate tools was partly as a result of the cost of such tools and partially as a lack of availability of 
suitable tools.

The US GAO report found that "While Defense is attempting to react to attacks as it becomes aware of 
them, it will not be in a strong position to deter them until it develops and implements more aggressive, 
proactive detection and reaction programs". In a separate paper by Dan Farmer, the author of the 
SATAN software tool, on the security of INTERNET connected systems, he concluded that" most 
organisations don't have the resources or expertise to monitor their own critical systems effectively".

The level of monitoring and audit of the systems which was being undertaken at the time of the 
penetration tests was not adequate to ensure that the systems remained configured in the optimally secure 
configuration or that there was no unauthorised activity on the system, hi order to maintain control of 
systems, there is a requirement to continuously monitor the activity on them to ensure that there is no 
unauthorised activity. Periodic external audit is required in order to validate the security rules and 
procedures in use against external criteria and to utilise tools and techniques that are not available from 
within the organisation.

• Monitoring of the changing threat to systems. After initially defining the threat to a system, in the 
majority of cases, it was not subsequently reviewed in light of the changing threat environment. 
Therefore, in a number of cases, the security measures being applied to a system were in response to a 
threat that existed five or more years ago.

There is a requirement to review the threat to a system at regular intervals or when the threat is known to
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have changed. An example of this would be, for a military system, when the state of readiness changes 
as a result of increased tension.

Technical Issues

In a number of cases, the flaws that existed on systems were, at least in part, a reflection of the system 
management problems, but are reviewed again in the following section as they could have been minimised by the
use of technology:

• The use of publicly available tools. Publicly available tools such as SATAN, CRACK and COPS had 
not been used by the system managers to test the systems for those flaws that are commonly known and 
understood. The major reasons were:

* An unwillingness by the management of the organisations and the systems to allow 'hacker' tools 
to be used on corporate systems.

* A lack of experience in the use of such tools and concern with regard to the effects that they might 
have on the system.

* A lack of confidence hi where an unadulterated copy of such tools could be obtained.

• Inefficient segmentation of the network. The networks had not been segmented effectively and as a 
result, were all running hi an open mode with all traffic being broadcast to the whole community. This 
caused three primary problems. First, it was possible to intercept data that should have been contained 
within a local segment of the network from anywhere on the wide area network. Second, a terminal from 
anywhere on the wide area network could emulate a terminal on what should have been the local 
segment of the net. Third, a reduction in the service availability for the network, as the whole of the 
wide area network was being flooded by al large quantity of unnecessary traffic.

• Intruder Detection. The intruder detection software which allows for a configurable number of
incorrect access attempts to be made before the user/terminal is disabled was not activated or was poorly 
configured. Additionally, even where it was available, user account management software was not being 
used.

• Insecure remote access. Despite it being a requirement on a number of the systems reviewed to access 
the systems remotely, none of the management groups had considered methods by which remote access 
could be achieved securely. NOVELL provided features such as RCONSOLE and SECURE CONSOLE 
were not implemented and as a result, there was the possibility that privileged access could be obtained 
without authorisation.

CONCLUSIONS

Penetration testing and system audit, when carried out together, can provide an extremely cost effective method of 
identifying and remedying weaknesses in the organisation and the implementation of security of an Information 
Systems within an organisation. The activity can be conducted at any time during the life of a system, with 
minimal disruption to the staff and the operation of the system. It will provide an up to date assessment of the 
effectiveness of the electronic and some of the procedural security measures in use to protect the system which 
cannot be achieved hi any other way. If used to support the administration and security staffs and to help them to 
identify actions that need to be taken hi order to improve the security of a system, the potential benefit of this 
activity is high. The approach used must be threat based and provide the system owners with a cost effective 
method of assessing that the system is secure against the threat current at the time of the test.

(c) British Crown Copyright 1998/DERA
Published with the permission of the controller of Her Brittanic Majesty's Stationary Office.
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ABSTRACT
The issue of trust and trust relationships between organisations, individuals and systems has risen in importance 
as we have increasingly embraced the electronic environment. Unfortunately, at the same time, the basis on 
which we have historically considered trust has been eroded. The aim of this paper is to consider a range of 
issues that have affected trust relationships and to put forward issues for consideration with a view to improving 
our ability to form trust relationships in the future.
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WHAT DO WE MEAN WHEN WE REFER TO TRUST?

Lewicki and Rwiker(1996) 1 identify three different types of trust: calculus based trust, knowledge 
based trust, and identification based trust. Calculus based trust is identified as a deterrence based trust 
in which the basis of trust is that the parties will behave in a consistent manner with the assurance of 
this being based on their fear of the consequences if they fail to do so. Perhaps one example of this 
was the relationship between the USA and the Soviet Union during the cold war when it was clear that 
any unexpected behaviour by either party could break the stalemate of Mutually Assured Destruction 
(MAD) that was created by the nuclear standoff and invoke severe penalties.

The next form of trust is known as knowledge based trust. This form of trust relies on the parties 
involved having a good enough knowledge of each other that they should be able to anticipate the 
likely actions of each other. This type of relationship can only develop over a period of time as the 
parties get to know each other better. It is not the type of relationship that can be imposed and be 
effective.

The third type of trust relationship is that of identification based trust. This is not based on any type of 
mechanism for the identification of the other party, but rather for the identification of one party with 
the desires and objectives of the other party. In this type of relationship, the trust is generated by the 
bonding to a common cause and an appreciation of the shared aspirations.

Whilst each of these forms of trust has merit and will work in some circumstances, there does not 
appear to be one model that will fit all eventualities, yet we continue to strive to achieve just that when 
we look at information systems.

ENHANCING TRUST

In the current environment, there would seem to be little to offer in the way of hope that we can do 
anything to enhance trust through social change or the implementation of currently available technical 
solutions.

We are in a situation where, in an ideal world, the citizen would be able to trust the government that 
they (hopefully) have had some say in electing to carry out the wishes of the people. Unfortunately, in
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a number of the major democratic countries, there would appear to be little trust in the leadership.. In 
the UK we have seen considerable pressure on the Prime Minister and the Cabinet as a result of the 
decision to go to war in Iraq on 'intelligence' that would now appear to be controversial, with claims 
that it had been 'sexed up' and the subsequent death of an expert in the issue of weapons of mass 
destruction' and the resultant 'Hutton Enquiry' 2 . In the USA, as a result of the apparent exposure by a 
source within the Whitehouse of a CIA operative3 , who coincidentally is married to the man who went 
to Niger to investigate, and refute the evidence that was put forward as a significant factor in the 
invasion of Iraq. In Australia, a former senior intelligence officer, Mr. Andrew Wilkie4, has publicly 
stated that the intelligence that was put forward to support their involvement was also exaggerated. 
Speaking to an inquiry called by the Australian Senate, Mr. Wilkie said that information contained in 
intelligence reports had been distorted by the Prime Minister.

This might seem a somewhat glib introduction, but when you start to question the basic elements and 
find that the very infrastructure that you need to rely on there is a fundamental problem. If the citizen 
does not have trust in the government that sets the standards and controls the laws of the country, how 
can either the individual or an organisation have faith that the system is reliable and effective?

Trust, in reality, is a social construct that is based on emotion not fact. Whilst we adopt the construct 
for our very positive/negative environment of computing, in reality, it will be a subjective judgement 
by a human that sets up the infrastructure on which we operate. We rely on the concept of trust when 
we grant an individual privileges on our systems and we rely on trust relationships between systems to 
provide what we think is an acceptable level of security to our environment when the measures that 
are being used to protect it are outside our control.

Why do we have to have trust? The reality is that we need to interact with other organisations, groups 
and individuals and in order to do this, in an environment that we cannot totally control, we have, at 
some point to give trust and to gain the trust of others.

THE RELATIONSHIP BETWEEN TRUST AND POWER.

Inevitably, in any trust relationship, there will be a desire of one or both parties to be the dominant 
organisation. For example in a trust relationship between a government and a commercial company, 
the government will probably be in a position to and have the desire to control the relationship. After 
all that is part of what governments do. In the described trust pairing, that would probably be 
acceptable as the commercial organisation will understand the requirement and be structured to accept 
it without any major problems. The scenario is however very different when you look at organisations 
that might be considered peers. If for instance there are two government departments that require a 
trust relationship in order to work effectively with each other, how will the relationship be managed? 
Take the example of the US military, where the different departments Army Navy Air Force and 
Space Command all need to operate in conjunction with each other and support each other 
operationally, yet are pitted against each other for funding. The result is that each department has 
developed its own capabilities in a number of areas - Information operations for one, and they do not 
co-operate with each other easily for best effect and the most economic use of resources. If, 
hypothetically, the Army and the Navy needed to form a trust relationship, which one would take 
primacy? Would that be acceptable to the other party?

A long time ago, when I was responsible for the security of Information Systems for the UK Ministry 
of Defence, my boss at that time had a saying that he used often and which has always stuck with me, 
because it really summed up the situation so well. His saying was 'Trust is nice but Control is better' 
and reflects the attitude that pervades all areas of information security. People will talk about trust, 
but will always prefer to control the relationship. It is worth remembering that one of the easiest ways 
to gain unauthorised access to an information system is to use social engineering techniques to obtain 
the information required to gam access. This type of attack is a direct attack on the trust relationships 
that exists within an organisation to enable it to operate effectively.
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How do we improve trust? There have been a huge number of initiatives that have been started with 
the intention of producing mechanisms that will allow one group to have trust in another. Perhaps the 
most widely know is the PKI initiative, which uses the concept of a trusted third party (TTP) as a 
neutral and impartial and trusted holder of the keys. Unfortunately, whilst the concept for this is 
sound, there have been a number of problems that have surfaced. If we use a technical solution as a 
universal panacea to the problem, it is required to meet all of the needs of a hugely diverse 
community. For example a certificate that as issued by a bank might warrant the financial viability of 
an organisation within a certain limit. This is very useful in the banking and commercial area, but 
what use is this for a government department who wish to deal with a citizen? Without doubt we could 
continue to expand the vocabulary of the certificate to include all of the requirements, but what would 
this do to improve matters - we would now have universal certificates that were useable for everything 
- but what would this have done to an individuals right to privacy - why should the government 
department that he wishes to be authenticated to have access to information on his financial details? 
Why should the company that he is doing business with have knowledge that he is in correspondence 
with a government department?

The next issue, even assuming that the last was capable of being solved, is that of how up to date the 
information on a certificate is. Also how accurate is it and with what proof? If all certificates are 
universally accepted, then they must all adhere to the same degree of proof when validating facts. If 
an individual has a certificate, how was their identity and status verified? Did they have to produce 
documentary evidence of the facts that the certificate supports? Is this documentary evidence to the 
same level as would be required in another country? Is the evidence time sensitive and is this reflected 
in the life of the certificate? Here we are only talking about individuals and you can already start to 
see that the collection and the proper maintenance of this type of information is going to be costly and 
require a high level of resourcing. What organisations exist that can claim to be independent and 
neutral and that can deploy the type of resources required to gather and manage this level of 
information.

Within an organisation, who will be responsible for their certificates? How will they be managed and 
what trust will other organisations be able to have in the fact that they have been managed properly. Is 
the person within an organisation that has used a certificate, actually authorised to use it? It may seem 
a stupid question, after all, that surely is the purpose of a certificate, but when you look at the 
management of anything electronic, you start to understand that most organisations are not capable of 
managing the most simple or most important of issues. Let us look at user accounts on organisation 
systems. We all know that it should be one of the steps taken when an employee leaves an 
organisation that their accounts are disabled and their privileges are revoked, but how often does this 
actually happen and how quickly? In reality it may not happen at all and in most organisations, will be 
at some significant time after the individual has departed (do you remove them when they resign or 
when their employment actually terminates?) Can you remove the account from the system or do you 
need to preserve the details of activity and correspondence in order to maintain your business?

As technologies develop the problem should be reduced, as the individual will have more effective 
means of identification through the use of smart cards and biometrics, but do not hold your breath, 
there is both customer resistance to a number of these techniques and an industry apathy. In the UK, 
they have just announced that the use of smart cards for financial transactions will replace the current 
magnetic strip system and that 20 percent of customers will have the new cards by the end of the year. 
Interestingly, the technology is now fairly dated and could have been introduced for wide-scale use 
several years ago. Why did it not get taken up? The level of losses that the financial houses were 
suffering was within the limit that they could accept - remember, it is not their money that is being 
lost, it is yours and mine - they just increase the interest charges that we, the customers pay to cover 
the losses.

Common language. If we are to gain any headway in developing an environment that enables trust, 
one of the fundamental issues that we must overcome is the ability to understand each other. What is 
required is a common language. This will allow us to understand what the organisation with whom we
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are developing a relationship means when it makes statements regarding issues on which a trust 
relationship will be developed. For example, when we allow a trust relationship to exist between 
information systems to occur, and place trust that the other organisation has adequate security 
implemented to provide the same level of security that we currently enjoy, how do we measure the 
effectiveness of the steps that they have taken? How do you ensure that they continue to maintain that 
level of security?

Currently, we smile at each other and provide platitudes. We may be able to point to some national or 
organisational standards (that most organisations aspire to rather than achieve), but what do they 
actually mean? Would it not be better to have a specific language in place to define what is actually 
meant. What about a globally accepted set of levels of security that could be used to describe the 
overall effect of the security measures that have been taken and the requirements for maintaining it,

How else will we be able to improve the trust that we need to generate between organisations in an 
environment that is rapidly reconfiguring? In the context of the type of the unstable environment that 
we will find in times of 'cyber conflict', how will we know who to trust and how will we know the 
entity that we are in contact with is actually the one we thought it was?

The introduction of new technologies can go a long way in helping to enhance the establishment of 
trust relationships that we can rely on but only if it is appropriate to the use that we want to put it to, 
can be made acceptable to the user and is affordable. The Public Key Infrastructure (PKI) concept, 
whilst having potential, has so far failed to gain common acceptance, as it does not easily translate into 
the way we currently operate. Concepts such as Key Escrow and Trusted Third Parties (TTPs), while 
normally referred to in the context of PKI could stand alone as mechanisms to enhance the 
development of trust relationships, but only if the fundamental issues of cost and the acceptance of 
independence of the TTP can be resolved on a global basis can be resolved

One issue that we do not address well is that of inherited trust relationships. If we develop a trust 
relationship between your entity and that which I represent, how do I know who else you have trust 
relationships with and how do you know who I trust? Let us consider a scenario where we have a trust 
relationship and you have a trust relationship with another organisation. They in turn have their own 
relationships and one of these trust relationships is with a direct competitor of mine. Would I have 
been made aware of this information? If so would it have affected my relationship with you?

One concept for viewing trust is the NICE model, which expands to the keywords:

• Need,
• Identification,
• Competence and
• Evidence.

These four keywords sum up the main elements that we need to generate in order for trust to exist. 
The first, Need, reflects that we must need to have this relationship for it to be effective and to receive 
the attention that will be required in order to maintain a trust relationship. The second, Identification, 
reflects the need to be able to accurately and with confidence, identify the person or organisation that 
is being communicated with. If we cannot guarantee that we can have confidence in the identification, 
there is no basis for trust. This can be developed in a number of ways, for example through 
biometrics, smart cards or even the best form of identification that exists - personal recognition. The 
third, Competence, is an element that we do not normally express when we think of trust, but is highly 
relevant. If we are confident of the competence of the other party and can convince them of our 
competence, then there is a sound foundation for a trust relationship. At the moment we have no 
effective way of measuring or communicating competence, whether it is gained as the result of 
training or experience. The final element is evidence - how do we supply evidence of car credentials 
in an electronic form that can be trusted and understood across a global environment. I do not pretend
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that these are simple issues, but of we are to enhance the trust that we can generate in relationships in 
an electronic environment, they are issues that we must address and resolve.

If we accept that trust is a subjective, emotion based construct that we apply to a very ordered and 
structured environment of information systems, there is one issue that we must address. If we accept 
that the world is not perfect and that the basis on which all of our decisions are made is subjective, 
then there will be occasions when the trust relationship breaks down. Given that if there were no 
mechanism to rectify this, we would soon reach a point where, in an environment of inherited trust, 
trust was impossible because a sufficient number of relationships had broken down. We must 
therefore consider and develop a mechanism of repairing trust relationships where it is appropriate. 
Depending on the type of trust relationship that existed - whether was Calculus based, knowledge 
based or identification based, will affect the direction of any effort that is taken to undo the damage 
caused by a broken trust relationship.

CONCLUSION

Whilst we have a number of protocols and processes that we use to develop trust relationships between 
individuals and organisations, we have tried to use the one size fits all maxim to address all of our 
problems. If we are to enhance the trust that we can generate between parties, we must go back to the 
fundamentals of why we need these relationships and what type of trust we are going to base the 
relationship on. We have to develop ways to deal, in a consistent manner with broken trust 
relationships and finally, we need to manage each relationship that we have to ensure that it is 
appropriate to the requirement and is still required in the current environment. We also need to start to 
understand the implication of inherited trust relationships and find ways to express them and let our 
partners understand their implications.
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Executive Summary

Cyber crime is a vague term, covering a range of issues and crimes, some carried out 
by individuals and others by organised groups. A difficulty in defining the scope of 
high tech cyber crime activity adds to the confusion. This research study aims to 
resolve some of the uncertainty with definitions, taxonomies and high - level counter 
measure models.
The lack of authoritative statistics and a cyber crime reporting mechanism is a major 
problem for Europe. The development of e-Europe and the expansion of European e- 
business will be severely restricted until the business community and the consumer is 
confident that they will be free from random attack and fraud on the Internet. 
.This study points out that there is no clear and common European legal framework for 
combating cyber crime.
The modus operandi of cyber crime is equally varied and difficult to track, the goals 
can be for illicit profit, technical challenge, politics, excitement or malicious 
vandalism.
The possible solutions to cyber crime will come from a combination of social 
measures, operational procedures, law enforcement and technology. Our 
understanding of the complexity of the problem is only being developed, and more 
resources are required to identify and combat cyber crime. However cyber crime is 
technology driven and the types of attacks and vulnerabilities that are exploited 
change day by day. Counter measures need to match this trend with a strong 
technology component. The scale of evolution is causing strains within the IT security 
and law enforcement communities to respond.
The scope of technical counter measures includes prevention, detection, response, 
enhanced IT security, less vulnerabilities in products, new operational procedures and 
better tools for evidence gathering and forensics.
This research study co-ordinated by the European Commission's Joint Research 

Centre together with expert partners is a move to better understand the type and the 
scale of the problem we are facing, the threat to the citizen and the processes required 
to reduce the risks.

This study looks at the current situation, concluding that, despite major 
deficiencies in the information available, it is clear that there are significant threats 
and risks. The study offers a taxonomy of cyber crime and a characterisation of threats 
and vulnerabilities. The study also looks in some detail into counter measures 
available. 
The study then presents a series of recommendations, covering three main areas:

> Reporting of incidents of cyber crime within a secure and anonymous system.
> Development of operational security and analysis standards.
> Raising awareness and actively involving industry and users in combating 

cyber crime.
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1 Introduction

There is no satisfactory characterisation of "cyber crime", and this study does not 
attempt to offer a comprehensive one. As far as the "crime" element is concerned, the 
study looks at criminal and anti-social behaviour on the Internet, without examining in 
detail whether the actions concerned constitute an offence in any relevant jurisdiction. 
Concerning the "cyber" element, the study looks at all activities involving computers, 
whether the computer system is the target of the activity (viruses, Trojan horses, 
denial of service, theft of services, etc.) or merely the means by which the activity is 
carried out ("spoofing", fraud, forgery). As the title suggests, the study focuses 
primarily on crime connected with the processes of electronic business, though there 
is an inevitable spill over into computer-related crime in a more general sense. 
Especially when attacks against computer systems are considered: a virus, for 
example, may not make any distinction between computers used for e-commerce and 
others connected to the Internet or a service providers network. In the study we refer 
to the Internet to cover all networked computers and on-line services.
If what constitutes cyber crime is hard to define, so too is its extent. There is a lot of 
evidence to suggest that the extent is much greater than the small number of incidents 
reported. According to security experts, consultants and law enforcement agencies 
cyber crime is growing extremely fast. However there is no robust information, such 
as a macro time series, to provide clear evidence for this assessment.
In the absence of such unambiguous evidence, this study attempts to explore the 
nature of cyber crime and to identify the technological, operational, social and 
political challenges to addressing and responding to cyber crime. The aims of the 
study were to identify what constitutes cyber crime, how it is operated, its impact and 
any possible prevention methods. In the course of this work, a wide range of source 
materials were studied and various experts in multiple disciplines consulted to try and 
identify and assess the current activity of cyber crime.
Unauthorised access to a computer system or network may be a malicious attack 
intended to disrupt the system, steal information, or commit some other illegal act. 
The safety of European users of the Internet is crucial to the development and 
expansion of the e-Europe vision. It is a critical component in the confidence of on 
line business transactions and e-commerce.

> Cyber crime is a threat to society, individuals and companies using the
Internet 

> Cyber crime disrupts the whole of society because of widespread
dependence on information infrastructures 

> Cyber crime impedes the development of e-Europe because of its effects on
user confidence 

> Cyber crime affects the Internet and on-line service providers equally
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1.1 Background
It is frequently asked whether cyber crime is important, does it really happen, what is 
the scale of its impact. Those who have worked in the field of electronic 
communications, security and business transactions appear to no longer ask these 
questions. Combating computer based crime, in particular that which is internal to a 
company, has long been a concern of security experts, developers and administrators 
trying to protect their computer systems from such abuse. This is especially true for 
those who operate in the financial sectors.
However, this work was carried out in a secure environment and any concerns about 

threats were not widely publicised. Today the awareness of cyber crime and external 
Internet attacks has changed this situation. Such attacks now receive much more 
visibility. Unfortunately very little documented evidence on its exact scale, rate of 
growth or fields of operation is available. There appear to be several reasons for this:
- Commercial under reporting to avoid negative PR.
- The requirements of verifiable evidence in the judicial system.
- A lack of detection at the user level.

This study tries to assess the reality of this new form of crime and abuse while 
keeping a balanced approach to benefits and threats of the Internet.
The communication from the European Commission: "Creating a Safer Information 
Society of Information Infrastructures and Combating Computer Related 
Crime", has set a policy framework at European level. This was important for 
combating cyber crime and building confidence in an E-Europe.
The Tampere Summit of the European Council (Oct 1999) agreed on some common 
definitions and sanctions for high tech crime. The Council of Europe's recently 
adopted Cyber Crime Convention also recommends some useful common definition 
and sanctions.
E-commerce is broadly divided into two categories: business to consumer (B2C) and 
business to business (B2B). For incidents of cyber crime in B2C e-commerce there are 
some reporting mechanisms in place, in particular in the United States. However the 
reporting of incidents in B2B commerce is less well developed. In fact there is little 
systematic evidence of any large scale crime or abuse. If this reflects the underlying 
reality of on-line business crime, it is interesting to ask why it is the case. It could be 
partly due to the transfer of physical world business relationships, contracts and 
morality to online operations. It could also be due to a limited and controlled number 
of business or supply chain partnerships; "you know who you are dealing with and 
unsolicited outside offers are not encouraged"

Looking across the whole field of cyber crime, there are good reasons to suspect that 
there is substantial under-reporting of incidents. This is highlighted, for example, in 
the 2001 CBI report from the UK. In addition to increasing numbers of virus attacks, 
there have been several worrying incidents of "worms" and "Trojan horses" aimed at 
illegally accessing financial information for criminal purposes. In 1999 UK financial 
institutions reported 14,500 suspicious on-line transactions to the police for further 
investigation.
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The German foreign minister recently estimated the global figure for cyber crime to be 
more than $40 billion a year. Aspects of concern include espionage, data theft, credit 
card fraud, child pornography, far right extremism and terrorism. The UK foreign 
minister has also called this the most serious threat to the national infrastructure. 
According to Forrester Research, the global value of e-commerce is currently $6.9 
Trillion. They suggest that somewhere from 1% to 10% of this figure might be lost 
through cyber crime. However such an estimate is too vague to be an adequate base 
for policy decisions.
There are no standard definitions of cyber crime, neither within law enforcement 
agencies, member states nor economic institutions. However Interpol has produced a 
model for computer based crime that has been developed from the existing laws and 
best practices of its member states. This is an excellent starting point, which should be 
developed and expanded.
A survey in the UK, by Which Online, June 2001, discovered that the biggest 
obstacles to e-business expansion of the Internet amongst their user respondents were:

Fear of fraud and threats to morality 66%
Wanted the Internet regulated more __ 70%
Very concerned about inappropriate material 50%

1.2 Reasons for the Study
Fear of cyber crime and confidence in computer security are major citizen issues, as
reflected by many surveys such as the one mentioned in the last section.
The ability of individuals or small groups of people to exchange information directly
among themselves minimises the influence of certain social structures found in the
physical world, such as policing crime. As a consequence, both the old and new forms
of crime have taken advantage of these changes and have now moved into this new
on-line world with all its ensuing benefits.
This same ability enables small firms to sell to large ones regardless of location. This
was one of the main marketing messages to European SMEs on the benefits of on-line
e-commerce. However small can now also threaten, attack and steal from large, be it
the criminal, cyber terrorist or small dissident state. We have moved into an era where
every one with the correct expertise and access to the technology can now " hit above
his weight".
Many new opportunities have arisen from such sudden technological change. Most of
these have been positive, with the spread of knowledge and the wide and easy access
to information on the Internet. However, mere are also negative aspects, such as the
ease with which criminal activities can spread and conceal themselves.
Criminal activities over the Internet include identity theft, cyber stalking, virus
attacks, Trojans, content and service theft, on-line blackmail and credit card frauds.
These have increased the risk of operating on and buying from the Internet.
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1.3 Study Objectives
This study paper addresses some important cyber crime and abuse challenges that 
have high societal impact within the realm of European Commission policy making, 
as referred to in the Commission's Communication on Combating Cyber Crime. 
The principal aims of this study are:
a) To establish a methodology for addressing issues arising from the complexity of 

the problem of cyber abuse and crime.
b) To identify technical issues, or problems that affect the fight against cyber crime 

and the establishment of confidence and security.
It is anticipated that a better characterisation of the challenges of cyber crime would 
stimulate and generate appropriate follow up activities, resources, research and policy 
setting within focused forums. These activities may take the form of:
> Knowledge exchange on international initiatives.
> Analysis of risks to the critical infrastructure.
> Identification / clarification of the underpinning concepts for R&D projects.
> Policy setting and resource allocation.
> Partnerships and alliances to counter cyber crime.
> Focused and integrated technical solutions.

1.4 Study Approach
The study project was carried out working in close collaboration with a number of 
research organisations and industry experts. These partners have provided valuable 
contributions and reviews. The first stage of research analysis into cyber crime and 
abuse on the Internet was to examine how this behaviour materialises and how is it 
handled in both the physical and on-line worlds. The second stage was to evaluate and 
assess current knowledge and best practice in the identification of cyber crime and to 
interview key participants. The final stage was to assess how much of this knowledge 
is or might be transferable.
The research developed into three main themes of activity where analysis would help 
to clarify the scope and activities of cyber abuse and crime. 
The themes were identified as:

> Prevention
> Detection (including Audit)
> Evidence Collection and Use

The research also identified that there was a need for consistency in the analysis of 
electronic data to detect evidence of abuse. This was identified as a critical factor to 
many users and practitioners. Therefore Analysis Standards were established as an 
auxiliary theme for research.
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1.5 Reporting of incidents
The overall consensus within the e-commerce industry, and among specialists in the 
security , privacy and law enforcement domains, is that the current lack of reporting 
mechanisms is a serious problem, and contributes to significant under-reporting of the 
true scale of cyber crime. The study saw no reason to dispute this view. By its very 
nature and modus operandi the scale of cyber crime is extremely difficult to find, 
assess and quantity, which results in much speculation. As a consequence of this the 
appropriate IT security and law enforcement counter measures and resources are not 
allocated.
The situation is somewhat different in the United States, where there is a wide range 
of reporting mechanisms, many of which have been established or strengthened very 
recently. These include:
> Internet Fraud Complaint Centre (IFCQ
> Consumer Sentinel - USA, Canada & Australia
> National White Collar Crime Centre
> Computer Security Institute / FBI Yearly Survey
> High Technology Investigation Association
> System Administration, Networking and Security Institute (SANS)
> CERTCC
> National Consumers League (NCL) - Internet Fraud Watch 
> Simon Wiesenthal Centre - (a hate crimes site)

From their reports and web sites we can gather a basic picture of cyber crime and 
illegal Internet activity as it relates to the USA. It is difficult to construct a 
corresponding picture for Europe: because of the lack of formal European reporting 
and statistical gathering. This being the case our analysis of the available information 
has been based on open source publications, interviews and confidential anecdotal 
evidence.
Indeed even where figures are available there is often no guarantee of double reporting 
or counting. Another issue is the danger of under counting. Where a cyber crime has 
crossed several law enforcement boundaries no one law enforcement agency will want 
to inflate its crime figures by adding this combined incident, 'someone else can handle 
this'.
Therefore, a credible and rigorous reporting system for Europe and the member states 
is critical to understanding the scale of the cyber crime threat to the citizen and e- 
Europe.

> There is a lack of a European reporting structure, analysis and warning
> Illegal activity in Europe would appear to be mirroring global trends.
> There is a danger of double counting and of under counting.
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1.6 The nature of cyber crime
For some, cyber crime is an isolated illegal activity carried out by a single individual. 
Others think of organised crime systematically robbing innocent people on the 
Internet. The study's research aims were to identify which of these scenarios if any, 
was correct.
The answer, based on various academic studies and interviews, is that both scenarios 
are correct. The new high speed, interconnected Internet has fostered many new forms 
of crime and enhanced several traditional ones. Some local criminals have become 
networked and therefore global in their operation. The study divided cyber crime into 
three categories:

> Old crimes changing the pattern of their operations by using new
technologies.

> New crimes using Internet-based technologies 
> Attacks upon the computer systems and networks themselves

This observation was not set out as a definition of cyber crime, however many 
organisations have subsequently found it useful as a starting point.

1.7 The response to cyber crime: who is involved?
The technologies adopted by business to benefit society are now being used to attack
society in ways never conceived of by the technical industries who created them. So
can these same businesses offer new solutions and leadership to protect the Internet
user, reduce risk and increase confidence?
There are several leading industry partnerships and organisations working on the
development of a safer Internet with new security technologies, on-line trading ethics
and threat awareness training. Clearly business has a major and integrated role to play
in offering solutions to the problems of cyber crime.
The Internet was developed from an academic base with the initial purpose of
enabling researchers to share their research. From this base, present-day networks
have developed to meet the needs of all elements of society - academic, business,
military and government. There is therefore no overall ownership of the networked
systems and few standards have been adhered to or adopted beyond the core
technologies. This multiplicity of requirements and resources has resulted in a lack of
adequate security, whether physical or logical, through the whole, globally connected,
system.
Regulatory frameworks would surely be impossible to enforce upon the global nature
of the Internet. However crime on the Internet has to be combated and pursued in the
same vigorous manner as it would be in the physical world. The citizen expects this
from the authorities.
On-line and offline conduct has to be treated in the same consistent manner, with the 
same legal framework and law enforcement operations, protected by the same rights 
of privacy. An understanding of the current legal policy framework was therefore 
essential to this study.
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Law enforcement agencies' ability to tackle the scale and global presence of cyber 
crime is in question. The skills, technology, knowledge and resources required to deal 
with it are often substantial, scarce and expensive. Operations to pursue cyber crimes 
often have global and local elements, which requires close co-operation with multiple 
parties. This does not always operate effectively.
A multi-disciplined and multi-focused approach covering technology, law 
enforcement, organisational, social, and procedural initiatives will be required as a 
possible solution to cyber crime.



Page 9

2 Current Available Information of Cyber Crime

To carry out the projects research aims it was necessary to search globally for major 
sources of current information on known cyber crimes, their types and levels of 
growth. This is the result of those searches.

2.1 Computer Security Institute / FBI Annual Study.
In the USA the CSI / FBI carry out a yearly survey of companies in an attempt to
identify the scale of cyber crime, its growth and the types of crime experienced. This
survey is a useful starting point to try to assess the current situation. However, there
are recognised weaknesses in the study, its size; to few participant companies and the
total value of their collective turnover is unknown.
> 90% of the companies who responded had detected serious security breaches.
> 74% of the companies acknowledged financial losses - $265 Million.
> 25% of the companies detected attack from outside of the company.
> 75% of the companies detected internal or Intranet attacks.
> 79% of the companies detected serious employee abuse of the Internet
> 85% of companies detected computer viruses

Based on the responses to the 2000 survey it is clear that;
> Organisations are under cyber attack
> These attacks are both internal and external
> A wide range of attacks are being detected
> These attacks are resulting in significant financial losses
> Defence against attacks requires more than IT or technology solutions.

This study highlighted that only 36% of the known successful hacking cases were 
reported to law enforcement agencies. This finding is corroborated by other 
companies survey analysis.

2.2 Examples of Cyber Crime
This is a snap shot of recently recorded CC incidents:
> 2001, University of California study: identifies 4000 denial of service attacks

globally every week.
> Bloomberg.com hacking and extortion case, $200,000 - Russian criminals. 
> US Federal Trade Commission Internet Fraud operation, March 2000: Over 1600

web sites operating fraud schemes. 
> VISA, 1999: notified financial institutions that a hacker had stolen 485,000 credit

card records from an e-commerce site. 
> 2001, US Security & Exchange Commission are investigating serious allegations

against .com company founder and CEO of $600 on-line fraud. 
> 2001, US Security & Exchange Commission and International Chambers of

Commerce: identify and stop an on-line banking fraud using currency bills -
losses could mount to over $2 Billion world-wide. 

> Cyber terrorism and warfare, between Oct 2000 and Jan 2001: the Israeli -
Palestinian conflict experienced attacks that took down over 250 web sites.
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> Moonlight Mayhem, since March 1998 the US Dept of Defence has been
persistently and seriously attacked every day by a group of hackers inside Russia.
They have stolen thousands of files containing technical research and
specifications. 

> June 2001, the USA Federal Trade Commission: has charged SkyBiz, an Internet
based firm and four partners of a pyramid selling con valued at $175 million, the
biggest ever seen. 

> In April 2001: two Russians were indicted for computer crimes. They allegedly
stole 15,700 credit card details from Western Union. An unspecified amount from
Nara Bank, Speakeasy.net and CTF.com They set up a spoof site for PayPal.com
to steal more account details. In total 40 companies were victim to these criminals. 

> Internet Fraud Complaint Centre in the US: recorded 20,000 formal complaints in
the first six months of operation. 

> Consumer Sentinel Fraud Centre: registered 100,000 complaints registered in
2000

> In May, 2001, a new Trojan, Y3K Rat: defeats all firewall security defences. 
> Russia, April 2001: Blue Orchid, a large international child pornography network

is broken and 400 individual videos seized. 
> January 2000: 25,000 credit card details are released onto the Internet, by a hacker

who claims to have stolen 300,000 from CD Universe.com 
> In 2000, RealNames.com warned customers that 20,000 credit card details had

been stolen 
> In May, 2001, A&B Sound.com warned customers that their server with credit

card details had been hacked. 
> In Sept 2000 a study by Eperian credit rating agency: 9 out of 10 online credit card

frauds in the UK go unpunished. Only 57% of companies reported frauds. 
> In May, 1997, Adam Pletcher admitted sending threatening emails to extort $5

million from Bill Gates. 
> US Federal Trade Commission in 2000, recorded 500,000 cases of online identity

abuse / misuse. Image Date LLC study in 1999: estimated 1 in 5 Americans had
been a victim of identify theft 

> In the UK, Dec 2000: a large international child pornography network,
Wonderland Club, is broken and 1 Million images seized. 

> US General Accounting Office claims that identity theft is the fastest growing
crime in the USA, with $745 Million estimated to have been stolen in 1997. 

> US Secret Service testify in front of US Senate Committee on organised crime and
identity theft: 'this is the new area of operations for organised crime'. 

> Italy, Oct 2000, a large international child pornography network,
Amantideibambini, is broken with 1500 arrests. 

> Spain, April 2001, a large international child pornography network, nudeboys2,
with 20,000 images is broken. 

> Italy, May 2001, a large international child pornography network, Pedophile
Liberation Organisation, with 89,000 images, 180 videos (90 children) is broken. 

> New York, Feb 2001, a large regional ISP pleads guilty to knowingly providing
child pornography on the Internet. 

> In 2000, traditional business experienced 0.06% credit card fraud, while for online
business the rate is 1.2% of transactions, equalling $230 Million in losses in 1999.
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> Visa, in 2000: admitted Internet credit card fraud is 6 cents in every 100 dollars. In
2001 it is estimated at 30 cents in every 100 dollars. 

> A Gartner Group study, in 2000, claims Internet credit card fraud is 10 times the
rate of crime in the physical world. 

> June 2001, Univ of New Hampshire, Crimes Against Children Research Centre
Report: indicates 20% of all young people using the Internet have been solicited
for sex, presumably by adults. 

> July 6th 2001, Raphael Gray was convicted of stealing 23,000 credit card details,
causing $2.8 million in fraudulent card transactions and closing down two
companies by these acts. 

> One leading on-line retailer in the East Coast of the USA is reported to have had
their systems taken over for seven hours without being detected, during this time
customer's shipments were redirected and product prices were changed.

2.2.1 Internet Auction Fraud - May 2001, Internet Fraud Complaint Centre 
Report

The published report covered the first six months of IFCC operation, by November
2000, they had received 20,000 complaints of which they sent 6,087 for law
enforcement investigation. The mean value of the frauds was $1,259 and the largest
was for $366,248.
A May 2001 IFCC report into Internet Auction Fraud revealed that this accounted for
64% of all Internet fraud in the USA. It also showed that 84% of all these complaints
were against individuals and not against business organisations or their operations,
business to consumer activity appears to be a more reliable option.
> Internet auction fraud (IAF) accounts for 64% of all Internet fraud reported.
> Complaints against the individual accounts for 84% of all complaints reported.
> Of all victims: 25% do not know the location of the subject of the complaint
> Of all victims: 14% only have a P.O. Box for the subject of the complaint.
> Internet Auctions have 1.3 million transactions per day, only 1 % result in fraud
> Average value of a loss per complaint is $776.

Most of the frauds were USA based but some Internet frauds were perpetrated from 
outside the country, this and the age range of the users has a wide distribution, so it is 
very difficult to profile and identify a potential fraudster.

The age distribution of the complainant was:
Under 20 3.8%
20-2923.1%
30 - 39 26.6%
40-4925.1%
50 - 59 16.0%
60 - 69 4.3%
70 - 79 0.9% 
80 + 0.2%
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Top Ten Countries: Perpetrators of Fraud in the
USA
Netherlands 0.2%
Germany 0.2%
Indonesia 0.2%
Australia 0.3%
Hong Kong 0.3%
United Kingdom 0.5%
Romania 1.1%
Ukraine 1.3%
Canada 1.8%
United States 92.2%

(Internet Fraud Complaint Centre 2000)

The percentage from Canada is no surprise given its geographical location to the USA, 
however, the Romania and Ukraine rates are worth noting.

2.2.2 Credit Cards & Card Not Present (CNP) Fraud
This is the term used by the banking and credit card industry to cover the fraudulent 
use of a card still in the legitimate owner's possession at the time of transaction. This 
is a key indicator, mostly of Internet and telephone based fraud where card details 
have been stolen and reused without a physical presence or check. This activity tends 
to happen when card details are stolen or posted on the Internet. 
The 1999 figures from APACS in the UK on Internet related credit card frauds 
showed a 117% increase from 1998 to 1999, this however, only accounted for 2% of 
credit card frauds. The figures for 2000 show Internet losses of 7 million pounds, 3% 
of all UK credit card losses. Such figures are not significantly high in regards to 
Internet transaction rates. However the growth rate is of concern, it is an easy and safe 
form of crime to carry out and therefore seems set to increase. 
Visa, the international credit card company revealed in April 1999 that 47% of card 
disputes and frauds in Europe were Internet related. Sources at Visa say that they 
experienced a rise from 6 cents in every $100 in 2000, to 30 cents in 2001. This rate 
of growth corroborates the APACS figures.

> Cyber crime is impacting all groups in society globally and at random
> Motivation for the illegal activity is various and difficult to predict or profile
> Impact of the illegal activity can be extremely high and is growing
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The Consumer Sentinel is the USA Federal model for reporting consumer frauds. Below is a breakdown of the year 2000 figures (100,000) into types of complaints.

The Consumer Sentinel List of Fraud complaints - 2000
Identity Theft 23% 
Internet Services and 10%
Internet Auctions 9%
Others 11%
Prizes/Sweepstakes and Lotteries 11%
Office Supplies and Services 4%
Business Ops / Work-at-Home Plans 5%
Telephone: Pay-Per-Call/ Info Services 6%
Advance-Fee Loans 8%
Credit Protection/Repair 8%
Travel, Vacation and Timeshare 5%
Health Care 2%
Magazines and Buyers Clubs 6%

The Confederation of British Industry (CBI) have published a recent (Aug 2001) 
members survey into cyber crime, this has been an extremely useful source of 
additional information, augmenting what was found elsewhere. The number of 
respondents is unclear, the following is a summary of the findings;

CBI Members Study
66%
53%
32%

On Internet based crime 2000 /2001
Experienced a serious incident in the past year
Regard the Internet safe for B2B
Regard the Internet safe for B2C

CBI 2001 Study
Most Serious tvpes of Cvber Crimes 2001
44.8% -
13.4% -
12.8% -
11.5% -
7.9% -
5.8% -
2.6% -
1.4% -

Committed by Hackers
By Former Employees
By Organised Criminal Gangs
By Current Employees
By Customers
By Competitors
By Political & Protest Groups (Cyber Radicals)
By Terrorists

hi the next CBI columns they describe a virus, hacking and distributed denial of 
service attacks as specific attacks on their members. It is unclear that a computer 
based virus had been deliberately targeted to "attack' any single company. Most virus incidents tend to be free roaming events passed by the virus code to the victims email 
correspondents.
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CBI 2001 Study
Types of Cyber Crimes Committed
43.8% - Virus Attacks
16.2% - Hacking Attacks
10.5% - Adverse Comments on the Internet
8.6% - Infringements of IPR
7.6% - Illegal Access of the Database
5.7% - Distortion of their Web Site
3.8% - Credit Card Fraud
1.9% - Legal Liability Issues
1.9% - Denial of Service Attacks

2.2.3 Reports to US Senate
The USA Secret Service, Financial Crimes Division Director, Mr James Savage,
reported to the US Congress on the 14th June, 2001, that since 1995 they have charged
over 800 individuals with electronic crimes valued at more than $425 million.
The FBI Deputy Director for online crime, Mr Thomas Kubic, also reported that
criminal charges had been filed against 90 individuals and companies as part of an
online fraud campaign- These frauds had affected 56,000 people and were valued in
excess of $117 million.
FBI Assistant Director, John Collingwood has highlighted Russian based organised
crime as one of the biggest threats to US e-commerce and Web based banking.
'For the foreseeable future, we are going to see an explosion in this area, it is literally a brand

new area for the FBI and it is one where no one is sure of what the implications will be"
(Interactive Week, July 2001).
Over 40 companies in 20 states have been identified as targets.
Reports indicate that the Russian Mafia is known to operate in 50 countries globally,
and is estimated to consist of 5,600 criminal groups with more man 100,000 members.

A June 2001, research study by Jupiter Media Metrix of the USA into consumer 
confidence and fear of using the Internet recorded:

Fear of using credit cards online
Fear that data will be intercepted
Fear that data will be sold by trader
Fear of card misuse by trader or staff
Fear stopped them making online 
purchase
Fear of Spam & iunk mail

60%
81%
77%
59%
58%

80%
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These figures cannot be rechecked via this study project, there accuracy has to be 
accepted at face value, however there seem to be no major reason to doubt them.

A June 2001, research study by Integralis of the UK into online security found that 
user respondents were worried about:

Internal attacks on system security
External attacks / Viruses
Internal misuse of Internet facilities
Employees distribute offensive material
Employees gain un-authorised access
Internal disciplinary action for miss-use

86%
47%
63%
86%
66%
50%

The study also found that only 33% of those affected reported internal cyber crime to 
the police or had any relationship with the police. The same low number had some 
internal employee strategy for dealing with this type of crime and abuse. This figure 
corroborates the CSI / FBI study.

Conclusions on Cyber Crime Information

> Cyber crime can come from an external or internal attack on the networked
system

> Internal attacks are still the most common threat 
> Internal attacks are heavily under reported 
> There are multiple types of cyber crime threats, each requiring different

counter measures
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3 Cyber Crime Characterisation
A major research aim for the study was to identify if cyber crime was carried out by an 
organised entity. Does it exist, how does it operate, how to identify it and gather 
intelligence on its activities. How to prevent its attacks, and are new laws or 
regulations required to combat its activities. 
The study raised two research questions:
1.Within cyber crime are we seeing simply an individual criminal, ignorant of the 
possibilities of new technologies, but using a computer to carry out their daily crimes 
and stumbling upon new opportunities?
2. Is there a new, sophisticated and technically aware breed of on-line criminals? 
The study has concluded that there is proof of both. This model helps to define the 
various situations as they simultaneously exist in the on-line world. 
Some attacks are by individuals operating alone, many are by groups in loose alliances 
or forums, e.g./ even Internet Chat groups. Others are by highly organised crime 
gangs, radical activist organisations and terrorist groups.

> Employee
> Organised

	Crime
> Customer
> Individual
> Activist
> Terrorist
> Competitor

Attacks

T
> Destroy Data
> Steal Information
> Alter Information
> Deny Services

(Model 1, R Urry, JRC, 3 /8/2001)

> There are various types of cyber criminal operating at different levels of
activity 

> Some cyber criminals are highly skilled, others skill-fully use the available tools
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One of the first questions to be addressed by the research study was to define and 
classify what constitutes - cyber crime. It could be interpreted to mean any criminal or 
abusive activity involving computers. This was too wide a definition to be of use 
technically.
Cyber crime is unlike all other historical forms of general crime which are identified 
by their types of outcome; for example, theft, terrorism and blackmail. Computer 
crime is defined by the medium used to carry out the illegal activity. The study has 
concluded that the Modus Operandi of cyber crime is not a feature of the crime itself. 
The study found evidence of old crimes regenerated by the computer, and new crimes 
resulting directly from the Internet. Specifically, crimes against the computer system 
and the network itself were totally new.
Cyber crime attacks are normally for gain, malicious behaviour and / or the technical 

challenge involved. Offences can cover a variety of forms. The study identified and 
divided the crimes into three categories: 
> Old crimes / criminals changing the pattern of their operations with the new

technology.
> New crimes using information & communications based technologies. 
> Attacks upon the information systems and technical infrastructure themselves. 
(RUny.JRC, 19/5/2001)

The research indicates that the first and most fundamental distinction lies between 
using a computer as a tool in a crime and the computer system (or its data) being the 
target of the crime.
Using the computer as a tool still covers both old and new types of crime. This is 
important when we consider the growth of organised crime on-line. 
From the limited information available, it is still quite difficult to assess who the cyber 
criminal is. Training material from the National Cyber Crime Training Partnership in 
the USA suggests that:
"Criminal have gone to graduate school" (University)
Known arrests and prosecutions are still quite rare so therefore normal profiling is not 

possible, nor very useful, because cyber crime appears to vary with the circumstances 
of the actual event. This project has tried to develop from various cases, reports and 
other multiple sources, some common characteristics of cyber crime.
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The General characteristics of cyber crime include:
> Pervasive.
> Remote and difficult to detect and to trace.
^ Global in its operation.
> Spans the spectrum from IT literate / skilled hacker to unskilled script user.
^ Both internal and external to an organisation.
> Not age limited.
> Internet / Web / network focused by the nature of the technology
> For gain as well as malice / on-line vandalism.
> Seen as a technical challenge.
> Seen by many as a victimless crime.
> FT solutions alone are not sufficient deterrents or detection tools.
> Having a very large societal, business and personal impact.
> Indicators are often not available or understood.
> Successful system attacks can be traced to limited vulnerabilities.

> Cyber crime is difficult to profile until a crime has occurred
> The motivation, type of crime and modus operand! changes with each incident

3.1 Types of Internet Crime for the Taxonomy
The project has tried to assess which activities should be considered, cyber crimes. It 
was clearly unsatisfactory, to use a definition based on criminal or civil law, if these 
differed in Europe from one jurisprudence to another.

It is extremely important to identify the type of cyber crime carried out. From this 
activity there can be indicators of the type of perpetrator, technology used and 
sometimes the location. Whether they are internal or external to an organisation. 
Within some security circles there is a distinction between hacking and cracking: the 
hacker is perceived as being a highly skilled individual, perhaps an IT professional, 
who acts alone. Cracking is seen to be done by individuals who are not so much less 
skilled but are more reliant on downloading tools from the Internet to carry out their 
activity and writing some additional code for the specific task. 
This type of subtle distinction makes any analysis problematic. Further complications 
arise when one considers that organised crime can just hire both.
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The following list of the various types of cyber crime, we compiled from the work of 
the G8, the Council of Europe and USA Dept of Justice documents and various other 
reports,

Types of Cyber Crime:
1. Hacking - using individual skills to attack systems.
2. Cracking - suing programs and tools to attack sites.
3. Site Spoofing - False sites for frauds and theft of consumer details.
4. Software Piracy - illegal use of software or services. 
5 Copyright Theft - related to piracy and content theft
6. Content / Service Theft - the stealing of material which has a financial value.
7. On-line Theft - credit card numbers & details
8. On-line Fraud - the use of false details or credit card to obtain gods or services.
9. Identity Theft - using another account or computer to carry out an illegal activity.
10. Child Abuse & Pornography - the generation, sale and distribution.
11. Travellers - child molesters who trawl for young victims on chat lines.
12. Viruses - creating and the dissemination of such.
13. Denial of Service - the use of multiple computers to attack a system's inputs.
14. Cyber Terrorism - no real indicators of this yet.
15. Cyber Activist - attacking company / country critical infrastructure.
16. Cyber Stalking - using the Internet to intimidate, cause fear and alarm.
17. Cyber Harassment — using the Internet for racial, sexual or other forms of abuse.
18. Cyber Blackmail - using online records; personal, medical or product to 

blackmail.

3.2 General Issues from the Taxonomy
Various taxonomies have been proposed for cyber crime incidents, however the study 
found none of them to be neither comprehensive nor convincing. There are three 
fundamental approaches to such a taxonomy:
> One is based on the technical actions carried out.
> The second is based on the intent of the perpetrator.
> The third is based on the effects (real or hypothetical) of their actions. 

Looking at the various types of cyber crime above we compressed them into four 
overlapping fields of activity, based on either their goals, skills or usage of the 
computer systems.

This classification was quite arbitrary and clearly was not totally satisfactory, but it
does corresponded to models 1 & 2 above, and all of the 18 cyber crimes can fit into
these supra categories.
This framework of supra categories of cyber crime was then modelled with our four
most critical counter measures, identified earlier in the research (page6)
The project used a weighting on a scale of 1 to 10, to reflect the counter measure
needs of business, individuals and organisations. Another weighting (recorded in
brackets), was used to indicate the current level of counter measure activity, based on
an assessment by the focus groups.
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Priority Levels for Counter Measure Strategies within CC Categories.
C / C Category
E- Business 
Transactions
Content / EPR

Identity Theft/ 
Individual
Attacks Against 
IT Infrastructure

Prevention
10(5)

10(4)

10(2)

10(6)

Detection
10(7)

10(5)

10(2)

10(7)

Evidence
5(3)

8(2)

10(1)

5(2)

Standards
8(1)

7(2)

10(3)

10(3)

1. Prevention was primarily on awareness training of the threats & counter measures.
2. Detection was related to IT based tools.
3. Evidence was focused on computer forensics
4. Standards is based on product / services having in built security 
(Model 2, R Uny, JRC 02/4/ 2001)

This assessment is subjective. It was used as a means of focusing the study research. 
The study also used this taxonomy model for an assessment of public organisations, 
the SME and the citizen. However, it was not used for the large corporations, which 
tend to implement higher levels of both IT and physical security.

This taxonomy of actions was further defined to distinguish between:
> Gaining access to data without rights
> Modifying the data without rights
> Attacking the computer and network functions.
This helps to classify CC incidents, within the framework above, for most of the cyber
crime experienced within e-commerce. It still does not produce a totally satisfactory
basis for a technical classification because it is not always possible to immediately
identify if an incident will lead to a crime.

> There are many different types of cyber crime activity 
> What might be a crime in one country might not be so in another 
> Profiling of the crime, criminal and modus operand! as a threat template is 

difficult __________________________
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3.3 Criminal Constituencies
The study has identified that cyber crime is carried out by both the isolated individual 
and by organisations. The study's research found sufficient evidence to suggest that 
both the opportunist thief/ hacker and the highly organised criminal gang is operating 
in the new Internet based computer world.
There is evidence, amongst law enforcement agencies, of combinations of individuals 
and organisations sharing information, experiences and best practice via virtual groups 
in Internet chat lines (IRC).
"Those living by serious and organised crime have responded eagerly to the increased 
opportunities that globalisation has afforded them. Characteristically, organised crime is no 
longer constituted by groups in traditional hierarchies, but by flatter more flexible and resilient 
networks. Increasingly these networks react rapidly to exploit new markets for illicit profit, 
collaborating with other networks as the need arises. Criminals do not allow themselves to be 
encumbered by the doctrinal constraints of their politicians in forging such alliances" 
(Bill Hughes, Director General, National Crime Squad, England & Wales, Oct 2001) 
Dutch hackers have been identified giving local criminal organisations software, 
technical support and equipment.
East European organised crime gangs have used and are using local hackers to steal 
financial information and intellectual property which then allows the gang to operate 
cyber-extortion. (non usable source) Far East and East African organised crime gangs 
have been deeply involved in identity theft and fraud scams on the Internet. (US 
Secret Service report to Congress, 14th June 2001)
The study also found research (UK - NICS threat reports 2001) suggesting that 
terrorist organisations are rapidly moving into various criminal activities to help 
finance their operations. Increasingly, terrorist gangs are involved in money 
laundering, drug dealing and extortion. Such changes in criminal and terrorist 
operation have increased the possible connections, interactions and cross fertilisation 
between these groups of social outcasts.
Illegal groups, operating out with the current social structures, can now quite easily 

exploit society's dependency upon information infrastructures to either steal, cripple, 
threaten or destroy, anyone or anything, anywhere at anytime. 
As within the physical world, so now within the on-line world, the types of criminal 
activity identified have remarkably similar characteristics and combinations.

A common modus operandi of cyber crime does not appear to be a feature of the 18 
fields of crime, which adds to the subsequent difficulty of detection and evidence. 
With cyber crime, there are also additional cultural norm differences. These additional 
social factors can be expressed by the following statement, " I attacked you or your 
system because YOU did not defend it -1 did nothing wrong". Clearly this 
misunderstanding of right and wrong, of property and correct social behaviour, are 
very old problems from the physical world are spilling over into the on-line world.
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The study aimed to identify the technical capabilities necessary to operate a successful 
cyber crime. Success was defined as the achievement, by an individual or a criminal 
organisation of their goals, whether that is through theft, extortion, disablement or 
defacing of a computer system.
The study's analysis has previously shown that the level of technical understanding 
and skill amongst perpetrators of cyber crime is quite high. There appears to be a clear 
distinction between the individual who downloads software from the Web to "crack" a 
system, or create a virus, and the highly skilled person capable of writing their own 
software scripts to attack the system. There is documented evidence of organised 
Russian Mafia gangs operating in credit card fraud, identity theft and extortion, using 
computer experts at an operational level.
The project assessed the social dimensions of cyber crime awareness - both amongst 

businesses and individuals, by using the focus groups. The awareness of cyber crime 
risk is a critical part of prevention and security planning. The project also assessed if 
awareness and prevention were appropriate counter measure to cyber crime. Crime 
prevention training does have a positive effect in the physical world and we 
discovered that it also appears to have a equally positive impact in the online world. 
E-Business models in particular were assessed for their threat analysis from both 
internal and external crime. Better modelling is clearly necessary, to develop a more 
effective information security plan, technology protection and evidence gathering 
procedures.
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4 Characterisation of Threats and Vulnerabilities

4.1 Threat Analysis
Many computer attacks are fairly basic and carried out by relatively inexperienced 
people. However an increasing number are becoming highly sophisticated, focused 
and organised, especially around commercial business operations and credit card use. 
It is extremely important to assess at what level of capability any potential attack 
might come from, a commercial on line banking site would have to be more secure 
than a simple marketing web presence.
Attack patterns and system vulnerabilities have to be used as components of the threat 
analysis assessment, base lining, and industry / law enforcement information sharing 
are other key requirements for a practical threat analysis.
The use of commercial IT solutions has to be focused from the threat and risk 
analysis, this will generate a strategy and an operational plan to protect the critical 
information. This is an essential operation for all organisations using the Internet.

Terrorism related to Northern Ireland 
International Terrorism 
Espionage

SerioiE Crime 
•——— Proliferation 
..-— - Subversion

A Threat Analysis Model. (Source. UK MIS)

This is an excellent example of a threat picture assessing the scale of the threat 
through time to appreciate the current level of risk. The study project tried to match 
this for five types of cyber crime where there are available figures, however it would 
have highlighted a dramatic rise in all of the fields due to the lack of suitable figures 
over a longer time frame. The lack of a reporting history would distort the outcome 
and have given a false impression of the scale of escalation.
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4.2 Risk
The scale of any risk will vary depending on the current level of the threat and your
threat analysis; how up to date the security system is and luck. The core factors of risk
assessment are:
> Threat analysis.
> Vulnerabilities.
> Asset value.
> Probability of attack.
> Negative impacts.
> Cost of protective counter measures.
At the core of a risk management strategy in this field of operations, there has to be a 
constant technical risk identification, analysis and remedial treatment to remove or 
reduce the vulnerabilities.
These potential vulnerabilities will constantly change and a process of bench marking 
/ base lining with an industry group is a critical part of protection and awareness. The 
threat analysis model can also assist in the focusing of counter measures to future 
attacks.

4.3 System Security
The concept of security and from that the inter-linked factors of threat and risk are 
vital to any study into cyber crime. At the core of the security concept is survival, but 
we must always ask survival from what: a threat from what type of attack? The 
philosophy of security has been developed for a national and military background. 
This is why it is very often dismissed or downgraded as an activity and its relevance to 
organisations, particularly those operating globally or on the Internet is not seen as 
core to survival.
"Security is only as good as the weakest link" This has been a teaching tenant of the 
intelligence and security industry for decades and it is equally true today in the field of 
IT security and the Internet. The most dramatic recent on-line attacks have been for 
credit card details at vendor's sites, however it wasn't the transaction servers that were 
attacked in these assaults, but the back office payment servers i.e.: the weakest link.

Security in any organisation is about a variety of factors:

> Physical
> Procedural
> Information
> Individual
> Organisation
> IT Systems
> Networks - in practice
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The operation of security is often split amongst various groups within the 
organisation. Take a bank there will be the physical security, the security group who 
investigate crimes against the bank, the IT security staff, the internal audit teams, and 
credit card security. Who therefore handles cyber crime? The answer has to be all of 
them, in an integrated strategy where everyone understands their role, swaps 
information and is constantly aware of the threats and the risk.
To effectively secure e-business transaction or critical information, organisation wide 

policies, procedures and responsibilities have to be defined and updated regularly.
The lack of a coherent security plan is a serious threat to the organisation leaving an 
opening for any cyber criminal. Attempts to operate security as a single function 
within such a complex model will produce false recommendations and open 
opportunities to criminal organisations.

Security for all organisations is a business operating issue, not just a 
technology one.
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4.3.1 Threats & Vulnerabilities to the System
This model is not prescriptive, it would be relative for each organisation and it would 
also be looped as an ongoing operation.

Threats: 
External Hack 
Internal Abuse 
Cyber Terrorist 
Bad Customer 
Competition

T

Access Controls

I

Attacks

Firewall & 
Alarms

^ r

\ All IDS 
Detection

\
_____ »• Log Analysis 

For Evidence

i r

Vulnerabilities
1.
2.
3.
4.
5.

Centralised 
Architecture 
No Security 
Technology 
Human Error

Evidence for 
Internal & 
External

I
Network Information Assets being 
Attacked

1
Response & Recovery

Risk Plan 
Loss & Value

T r

Loss category 
& Damage

(Model 3, R Urry, JRC 18/7/2001)

The majority of successful attacks on the computer systems via the Internet can be 
traced to a small number of security flaws in the software. These are typically known 
vulnerabilities in the operating systems, network or application software.
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The Carnegie Mellon CERT CC (May22, 2001) one of the top places for Internet 
security was knocked down by a DDoS attack early this year. Similarly in 2001, 
Microsoft, Yahoo, EBay and Exodus were all severely disrupted by the same type of 
attack. The largest and oldest Internet Relay Chat network - Eris Free Network was 
closed (June 2001) by the largest DDoS attack yet seen. The White House was also 
the subject of a DDoS attack (Aug / Sept, 2001) by the notorious Code Red virus. All 
of these organisations have implemented above average levels of IT security, yet they 
were vulnerable to attacks.
Wireless-based networks are very popular because of flexibility, lack of cables and 
mobility, however they are creating severe security concerns about their operational 
use and the ability to freely scan them from a distance with cheap freely available 
equipment. The reduction in networking costs are leading to a significant drop in 
security, information about unsecured wireless networks in already widely circulated 
on the net and in news articles (BBC News, 17Oct 2001)

Well-protected wireless applications and LANs should have:
> Encryption of all data stored on the LAN devices.
> Key encryption of data before it is sent through the airwaves.
> Access control in all wireless devices using the LAN.
> Firewalls at all data transmission point - both in and out.
> Intrusion detection systems to monitor for any un-authorised access and

scanning. 
> Specific operating system, application and LAN protection.

Security and Complex Open Systems:
There has recently been a wide debate about the need for security in an open network 
like the Internet. That every part of the system should totally accessible thus removing 
the need to hack or attack it. However, this argument is not feasible for e-commerce 
transactions or the passing of private information, many activities will always requires 
a secure network.
Providing security, in the classical meaning of the word, for the entire information 
system by creating a barrier around it is not possible in today's networked world. 
However, integrated levels and layered security is feasible within an open network 
system. The network therefore, should be able to deliver the desirable levels of secure 
services in a dependable manner, in the presence of any assessed threat. 
Any absence of security barriers within an open network implies that the risks and 
threats from cyber crime are not real. Security of the network and security while 
accessing and operating within a network like the Internet is an extremely difficult and 
complex task. It has to be balanced with ease of use, universal access for consumers 
and secure business transactions. If this is not possible then an analysis of the threats, 
with balance given to the risk, and mechanisms to prevent and detect intrusions has to 
be incorporated into the network.
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Globally every day there are new intrusions, vulnerabilities, viruses and attacks on the 
networked computer systems on which we increasingly depend. It would appear not to 
be a matter of "if I am attacked" but 'When I am attacked' that must be the issue to be 
addressed by all companies and users.

4.3.2 Threats to the Application

The threats to the application could be either related to the transport of data through 
the communications infrastructure, or caused by other factors at the server or device 
site. Most criminal attacks have been targeted at front-end transaction servers, or at 
the back office data base servers and their applications, as highlighted by the FBI 
report which recorded the theft of I million credit card details. (NIPC, 2000) 
The major issues concerning the threats to the dependability of the applications are 
centred on technologies and procedures for monitoring such applications for the 
presence of threats. From a security perspective, complete isolation of the application 
from the data transport service implies the building of a barrier such as end-to-end 
encryption between the two secure socket layers and firewalls.
Viruses and Trojans are the most common means of attack at this level, one to destroy 
and disrupt and one to subvert the operation of the system. However the applications 
will also be subject to denial of service attacks, which will also be focus on disruption 
of activities and transactions.
In July 2001, a major security flaw was found in the Oracle 8i data base software, 
which would allow an attacker access to and complete control of all information in the 
database and files. If this was operating on an MS Windows system, then an attacker 
could control the complete system.

4.3.3 Threats to the Communications Infrastructure
All threats to the communication infrastructure can be subdivided into threats at the
communications network level and threats at the Internet working level. The
infamous attack on Citibank where $10 Million was initially reported as stolen
happened at the public switch network server and the customer cash management
account server levels, both of which are within the communication system. A denial of
service attack is the most common threat to the network and the routers; UCAL (June
2001) estimated that there are 4000 such attacks globally, per week.
In late June 2001, it was announced by Cisco Systems that their firmware / software
11.3, which runs on all of their network products (the largest controller of the Internet)
had major security holes which had been open and known about for over a year. If an
attacker had taken control at this, the highest level, they could have controlled or
stopped all traffic on the Internet. This vulnerability required only a low level of skill
to exploit.
The Internet Protocols (IPs) within the Internet are randomly designated for each
connection, making the ability to detect and misuse extremely difficult, but not
impossible.
The use of broadband communication networks, to enhance the speed of access,
brings with it an increased security risk. The IP is fixed, both at the home or the office,
which makes the ability to detect and hack a great deal easier.
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The use of wireless networks is becoming more common as costs reduce howvrr Ae 
ability to eavesdrop is also very cheap and easy. A laptop and a 50 Euro network card, 
with toe appropriate software, will enable the capture of any commercial or cmsamer 
data from the airwaves without leaving digital tracks. The necessary securitv measures 
are extremely weak and switched off by default in the system set up 
The communications infrastructure appears to be the main target for both c*ta 
activists and terrorists mainly because of its potentially crippling effects upoa i 
dependent society Hackery have successfully penetrated this irmLrucmre in d*
* M T,?y , t ^ t0 diSmpt Emerg^cy service phone «rofcs in the North East were taken over and used for criminal activities then defaced
Extortionists have also tried to blackmail companies and individuals bv mretinung 
disclosure and disruption. However these attempts appear to have mostly'finkd. 
As the study identified, intelligence sources suggest that there is a known increasing in 
the interaction amongst all of these anti - societal groups and individuals. They'aie 
using IRC to communicate and exchange knowledge and assistance It would JRWT 
to be a logical conclusion in any threat analysis to assume that they win eronnlh 
work together to achieve there various goals. However incompatible these goals may 
be.
4.4 Observations Related to Threats & Security
The study research highlights a number of observations regarding threats and iheir 
relation to the dependability of complex open systems on the Internet. 
Threats to the information infrastructure can be divided into threais to die 
communications infrastructure and threats to the application manifested through the 
communications infrastructure. A distributed denial of service attack can be aaamst 
the network and its bandwidth, thus trying to jam it by flooding the system or ra the 
server by eating up its resources.
The objective of IT security has, so far, primarily been the elimination of the efiects of 
intentional threats, on the operation of a system, by creating barriers between die 
system and the threats. For complex open systems the concept of barriers nay be 
undesirable and impractical. This remains open to debate.
The objective of security may be changed from providing a barrier between the system 
and the intentional threats to allowing the system to operate in the presence of fcoowai 
intentional threats. An attack recovery plan to re-instate the system mkht be 
considered the best operational option chosen for many users.
A core configuration with an in-built security foundation might be a suitable solution 
for some users. The ability to test and implement security and vulnerabiliry patches 
swiftly to this core, while maintaining additional requirements for specific users and 
applications, is an available option from some products.
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4.5 A Threats matrix using our criteria and threat models

Threat Aeent
Internal 
Employee

External 
Hacker

External 
Cracker

External 
Competitor

Cyber Radicals

Bad Customer

Asset
IPR
Finance 
Systems

IPR 
Finance 
Data
Systems 
Finance

IPR

Systems

Systems

Objective
Disrupt / 
Steal

Disrupt / 
Steal

Vandalise

Company 
Assets

DDoS

DDoS

Prevention
Monitor 
Access 
Access 
Control
Security 
tools
Training

Security 
tools
Training
Security 
tools
Training
Security 
tools
Security 
tools

Detection
Yes - tools

Yes - tools

Yes - tools

Yes -tools

Yes -tools

Yes - tools

Evidence
Yes/ 
Prosecute

Yes

Yes

Yes

Yes

Yes

Recovery
Interns!

Internal/ 
External

Internal/ 
External

Internal / 
External

External

External

Code for the matrix:
Finance is all the customer and accounting records held on the system.
Internal recovery is a company plan and team to implement it.
External recovery is help from an outside CERT or Supplier
IDS covers all the security tool set
Training covers awareness of threats, security plan and technical
Systems are the network, servers and users desktop
IPR is all company copyright, plans and records.
Prevention and early warning can be external - CERT provided
(Model 4, R Urry, JRC 26/ 7/2001)
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5 Countermeasures
An analysis of the current situation regarding cyber crime was necessary as a starting 
point to any investigation (Model 2, page 20) cyber crime is not a stand-alone activity 
and there are complementary overlaps into the physical world. It became clear that 
there was an overlapping between the three vital counter measure strategies in our 
research:
> Prevention: this is based upon awareness of the physical threat and the risk to the

IT systems. 
> Evidence: gathering procedures, escalation models and acceptability for court

proceedings. 
> Detection: awareness of irregularities, audit tools, anomaly and intruder detection

systems and forensics.

So a base lining study was carried out to assess and expand the field of focus. Where 
necessary, it has encapsulated the wider constituencies and constraints of: Analysis, 
Standards, Legality, Accountability, ConGdentiality, Privacy and Protection. The
study then looked at the links between organisations, society and the individual in the 
fight against cyber crime to develop this model.

Individual & 
Organisation:

> Prevention 
> Detection 
> Evidence 
> Recovery 
> Education 
> Base Lining 
> Corporate 

	Governance

Societal:

> Response 
> Lessons

Learnt 
V Early

Warning 
> Prevention

Education

(Model 5, R Urry, JRC 03/4/2001)
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Base Lining is a key activity in risk analysis for organisations. It is one of the crucial 
processes to follow in assessing the viability of an organisations information security 
plans and operations. The study therefore looked at base lining in this context and 
came to the conclusion that if practiced properly and regularly it proves to be a very 
effective operation for both information security specialist and risk analysis.

5.1 Prevention
5.1.1 Issues with respect to Electronic Crime Prevention
Prevention measures helps to stop unauthorised users and intruders from accessing 
any part of a computer system or network, effectively preventing a threat from 
becoming a reality. Good prevention, reduction and deception measures will reduce 
the probability and level of success of an intrusion.
This is an area where the core elements of policy, procedures and technologies over 
lap effectively to help prevent misuse, theft, attacks, intrusions and abuse. There are 
key weaknesses these can be resolved by a combination of changes to the core 
procedures and by innovations offered by a new generation of technologies. 
The major factors in physical or on-line crime prevention is training, threat analysis / 
risk assessment and IT security. Historically this was a domain for specialised users 
and the public telecommunications providers, however it has now become an essential 
operation for companies of all sizes, as well as those consumers connected to the 
Internet at home.

5.1.2 Training in Awareness
This is a crucial element of prevention, both at a company and an individual level. 
Awareness training of security requirements, operations and implementation at all 
levels of an operation is vital to the maintenance of secure e-transaction and use of the 
Internet. Any organisational security plan has to be understood by those who have to 
operate it at all levels of the system. The possible threats and irregularities of a cyber 
attack must be explained in detail, to ensure users know what to look for, how to react 
and what procedures to follow. This undoubtedly will require an increased focus on 
training.
It is essential for every organisation's information security staff to be continually 
trained and to be networked into an environment where best practice base lining is 
used and recent attack operations and counter measures discussed.

5.1.3 Threat Analysis
Many computer attacks are fairly basic and carried out by relatively inexperienced 
people - known as 'crackers, however an increasing number are highly sophisticated, 
focused and organised, especially around commercial or business applications. It is 
extremely important to try to assess the level of capability and motivation any 
potential attacker. For example, if the motive is financial gain, a commercial on line 
banking site would have to be more secure than a simple marketing web presence. 
However if the motive was revenge against an online company the marketing web 
presence may require additional security.
Attack patterns have to be used as components of the threat analysis assessment, 
bench marking or base lining against similar organisation, especially ones which have
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been attacked will help to focus the on the likely threats. Some software anti-fraud 
applications use various forms of pattern analysis in real time as their basis of 
operation.

An understanding of common vulnerabilities within the technology is critical to a 
threat assessment and risk analysis. The level of endorsement of the security plan and 
the internal employee weaknesses, e.g. proper use of IT security tools, leaving systems 
switched on for unfriendly access etc, should also be realistically assessed

The study developed a threat model (Model 8, page49) for our analysis, we assumed 
the following types of threats and then gave them all a probability ratine on a scale 
from Al to F6.

> Internal attack and theft from an alienated employee - high knowledge of
	operations.

> External attack from a competitor - highly skilled
> External attack from a cracker using downloaded tools - low skills
> External attack from a bad customer - medium skills
> External attack by a cyber activist - high skills
> External attack from a hacker after customer card details.

The assets and means of attack will vary considerably depending upon vulnerabilities. 
While recognising that the cyber terrorist threat exists we ignored it due to a lack of 
evidence of current activity. However in the future the threat from external 
organisations such as issue activists, terrorists and organised crime must be considered 
of equal importance, even though the goals are different;

5.1.4 IT Security
Basic IT system security is the process of preventing and detecting unauthorised use of 
the computer system or network, it has to offer confidentiality, integrity, reliability, 
authentication and high availability. Depending on the use to which the system is put, 
the factors that are most important will vary. In a banking system, it is likely that the 
confidentiality and integrity of the system will be the most important factors, whereas 
in a road traffic control system, integrity and availability would be the most important. 
This has to be delivered at the user system, server and network levels. It is normally 
done via the enhanced use of passwords, firewalls, a secure socket layer (SSL), 
encryption (PKI), anti virus software and smart cards for access and by redundant 
capacity within the systems.
The physical use of IT security is a major requirement in protection, but this is still not 
sufficiently integrated. Despite the current introduction of digital signatures, new 
technologies must be developed to enhance firewalls and protect against new crimes 
like denial of service attacks. Depending on the use to which the system is put, the 
most important factor(s) will vary.
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A security plan and the security incident cycle are used to deal wife threats, attacks, 
and breaches of the system, its confidentiality, integrity and availability. The response, 
correction and gathering of evidence of an incursion, the evaluation of the attack and 
counter measures are the later stages of the security incident cycle.

The physical operation of security within an organisation or the home is also a crucial 
element of any protection program.
The latest FBI figures highlight that 9 out of 10 companies in the USA have reported 
security breaches since March 1999. (Reality Research / PWC 2001) As is frequently 
suggested it is not a matter of 'if your are attacked - successfully or not, but when'

How to combat cyber crime?
1. Encourage cyber crime dialogue in international forums.
2. Raise awareness, give expert advice and implement security policies.
3. Increase detection capability, special policing and forensic teams.
4. Improve software security policy and the use of "fixes" to known 

problems.
5. Focus European and non-European legislation on cyber crimes.
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5.1.5 Operating a Security Model
The following model is a suggested form of operation based on the study Every 
organisation would have to generate their own following an analysis of the threat and 
nsks. The processes of the system all have key functional requirements and all use 
various technologies and procedures to deliver the security components

Awareness

Prevention & 
Reduction

i
Security Strategy

Detection

Evidence

Reaction / Patches

^Threats Analysis
Training / Strategy

Implement Plan
Manage / Update
Training in Ops
Best Practices

Systems / Updates 
Training in Threats
Response & 
Damage

Training in Need

Gathering & 
Collate

Internal Plans
External Support

(Mode) 6, R Urry, JRC 12/5/2001)

Developing, maintaining, monitoring and supporting the above information security 
plan requires participation from the whole organisation. It therefore must be a team 
effort to ensure everyone is aware of the threats, risks and the security implications of 
their actions. 
This is an integrated loop and as such needs to be an on-going updated process.
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5.1.6 Prevention within E-Business Transactions 
Some Basic Recommendations
1. Implement transparent procedures with every phase logged and date and time 

stamped. The use of open systems technology and standards should be 
encouraged.

2. Ensure that security policies are clear, credible, understood and enforced across 
the entire organisation and business

3. Interface the business processes to the security policies - this will create 
significant cost and complexity issues. However there will have to be balances to 
the loss of core information, IPR or customers

4. Ensure responsibility rests with senior personnel for the systems development, 
implementation, security integration and operation.

5. Ensure total management and staff involvement, understanding and support of its 
operations.

6. Develop appropriate levels of security, which will provide added trust and value to 
the operations. There by lessening the effects very heavy levels of security in an e- 
business operation could have on the customer base.

7. Include customers should be included in the development phase via password 
procedures and the need to identify irregularities.

8. Plan strategically well in advance of the current implementation, it is essential to 
understand new needs, technologies and threats.

9. Implement security, which does not become a restriction on the business 
operations, but at the same time should not be ignored and become ineffective.

10. Implement a central strategy and management for security which will ensure 
operational flexibility at the local business level to cover local needs and threats.

11. Develop a partnership approach to security both inside the organisation and with 
customers and suppliers.

12. Designate a chief information security / privacy manager at board level to secure 
the systems, information, DPR, brand and personal identities of all users.

13. Ensure monitoring and evaluation systems are in place to enable regular reviews 
of all vulnerability patches for manufacturers and knowledge based detection 
systems.

Security Goals have to offer: Availability, Integrity, Confidentiality, Traffic 
Monitoring, Authentication & Identification and Non-Repudiation.

The study recommends readers access further information from the National Cyber 
Crime Training Partnership and the Systems Administration, Networking &
Security Institute web pages for excellent lists of best practices, suggested 
procedures and common vulnerabilities. For consumers and home users see the 
CERT CC web site for an excellent document on home security.
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5.1.7 Base Lining & Early Warning Systems
The use of Internet operations has made it imperative for all users to base line their 
systems against those models currently in use by the industry to ensure the 
implementation of the most appropriate, cost effective and efficient security systems. 
This entails being part of and using an early warning system to identity differing 
attack types, methodology, threats and vulnerabilities common to your industry, 
sector, region or country. This is a key prevention operation.

5.1.8 Attack Analysis for Defence Counter Measures
Knowledge of how previous attacks worked, the means of entry used and the assets or 
systems under threat are all vital processes in the prevention plan, which will enable 
the overall security plan and threat analysis to be updated. This information will be 
vital to the knowledge based IDS tools used by an organisation and to staff training in 
those areas identified as critical.

5.1.9 Virus Information
Prevention and Awareness are the key to virus assaults, assaults rather than attacks 
because an attack is rarely targeted at a specific individual, it is normally general in its 
nature. The best prevention guidelines are:

> Use the latest security patches and signatures
> Do not open unknown attachments
> Always stay informed and up to date (base lining groups etc)
> Get good quality protection - anti virus, firewalls and IDS tools
> Scan the system regularly
> System Administrators to network and train regularly
> Always update the protection tools.

There are several useful virus awareness and early warning information Web sites. 
McAfee Research has recently announced a new service for general users which is 
useful.
Viruses are easily down loaded and can be used by virtually anyone who wants to 

attack a networked system. The DoveYou and the Melissa are regarded as the two 
most famous because of the suggested levels of damage they generated, SlOBillion 
and $80 Billion respectively. However these estimates would be difficult to prove. 
Newsgroups and Internet Relay Channels appear to be a major source of the spread of 
viruses and Trojans. This vast collection of messages and postings, - estimated to be 
over 230 G-bytes of data each day, is a hothouse for the spreading of this dangerous 
software, which is normally hidden as free image, sound or movie files.
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Trojans and spy software are frequently used to create 'backdoors' into user sites or 
an organisation's network for theft or for future distributed denial of service attacks. 
Most attacks launched from this source appear to be random and not a focused 
intrusion for a specific illegal purpose. However backdoors are also used in viruses 
like Code Red to take over systems and activate them collectively at a specific time 
and date for Distributed Denial of Service (DdofS) attacks.
The most infamous viruses to date are: DoveYou, Melissa, Code Red, SirCam, 
Nimda, Loveletter, Apost and Happy99. The commonest Trojans are Sub Seven, 
Backdoor, Net Trojan, Magic Horse and Back Orifice, however there are hundreds 
of these pieces of software available on the Internet.
The commonest hacking tools used are often Juno or Unisploit, depending upon the 
targeted operating system.
The hacking community uses many web sites and they have their own yearly
convention — Def Con. This community is also very active in the production of
software applications and tools to counter measure any law enforcement, system
security or citizen's attempts to identify their activities.
A joint study by Reality Research & PricewaterhouseCoopers (Summer 2001)
covering 30 countries and 5000 IT experts suggests that viruses, Trojans and DDofS
attacks are costing industry globally over $1.5 Trillion in lost productivity and
services to date. There are estimated to be 1500 new viruses every week.
The Code Red virus used a mixture of known virus and Trojan software approaches to
infect over 200,000 NT and Windows based servers for one of the largest DDofS
attacks against the White House.

Estimates of over $1.5 Trillion in lost productivity and services to date due to 
attacks
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5.2 Evidence
Judge and Jury? 'No, we are the gatherers of the evidence'.
Procedures on how to collect, identify, preserve and authenticate electronic evidence 
of cyber crime for criminal or civil proceeding is still developing, both as technical 
operations and legal processes. The presentation and understanding of electronic 
evidence is complicated, time consuming and difficult to comprehend for the courts, 
juries, defence and prosecution alike.
We consulted experts and law enforcement officials, in various countries, on best 
practice to gain a balanced understanding of the current use of evidence and the rules 
and guidelines covering its gathering, in both the physical and electronic worlds. It 
was clear that Trans-national boundaries, regional law enforcement divisions as well 
as internal company processes, all seem to limit the development of common and 
successful, evidence gathering practices.

The Council of Europe, Committee of Ministers (CofM) report, 11 th Sept 1995: 
'Concerning Problems of Criminal Procedure Law Connected with IT' produced some 
key recommendations on electronic evidence:

> Recommend the search and seizing of data & systems by law enforcement 
investigators for electronic evidence.

> International co-operation to extend the search for electronic evidence.
^ Measures on encryption to minimise negative effects on criminal investigations 

for electronic evidence.

The problems identified by this committee are still the same core issues in 2001 as 
they were in 1995. The UK Association of Chief Police Officers has produced 
valuable guidelines on the best practice for the seizing and there subsequent handling 
of equipment and data to satisfy the chain of evidence requirements. International 
evidence search operations are still hampered by a lack of common definitions of 
crime, jurisprudence and warrants. A common search and arrest warrant system, with 
clear definitions, is required for Europe. A vital key to successful investigations is a 
properly written and executed search warrant.

Search Warrant Items:
> Computer & Monitor
> Keyboard
> External Storage Devices
> Disks & Cartridges
> Modems
> Printers
> Software
> Documentation & Notes
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National jurisdictions and rules of evidence seem to contradict and oppose Trans 
national co-operation in evidence gathering. Although this situation is improving there 
are still many loopholes for the cyber criminal to slip through. The research assessed 
various uses of electronic evidence and what constitutes a cyber crime in the domestic 
law where possible. The study sent a questionnaire to local law enforcement officer 
for inputs on the current state of affairs.

5.2.1 Evidence Gathering
Computer forensics is a discipline that applies scientific knowledge to the seeking and 
compilation of electronic evidence and its expert presentation in court.
Digital evidence is the most fragile of evidence, it is easily destroyed by inexperienced 
access and handling
The routine storage of information that can be linked by computer forensics to an 
individual can very often be critical evidence in a cyber crime case, especially if the 
individual has been identified and their equipment lawfully seized. This is more 
important than in the physical world, but, as in that world, the forensic investigator 
has to be highly trained if the information gathered is to be available in a usable form. 
Operationally they can be divided into:

> Internal Organisational Discipline
> Civil Law
> Criminal Law
> ADR
> National Security
> Codes of Practice Disputes

Law enforcement bodies normally have to search for electronic evidence at extremely 
short notice, the evidence is particularly easy to destroy and the ISP / online service 
provider, chat line and message board sites all delete content and traffic information 
regularly. Evidence, of a different nature may be less vulnerable and can therefore be 
systematically collected over a longer period of time.
Computer, Internet, OSP, IRC and Telecommunication information tends to offer 
latent evidence which resides on an electronic device or within a piece of software 
which has to be identified, gathered and analysed to be of any value. 
Companies are now planning better IT security. It is widely reported that they and the 
consumer are frequently using technologies like SSL, firewalls, sandbox software 
(honey traps), anti virus tools and if cost effective, PKI. However there seems to be 
little evidence that they are planning to collect electronic evidence as an integral part 
of this new elaborate security structure. It will be in their economic interest to do so.
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Cyber investigations of any type and for any reason all tend to face very similar 
difficulties. Electronic information is seen as data on the system, not as a highly 
valuable asset, which has to be secured and protected and which might one day have 
to be treated as electronic evidence in an electronic crime scene or commercial 
litigation.
There are currently very few policies or procedures in place within organisations to 

preserve the integrity of such electronic evidence. A provable "chain of custody" 
approach has to be followed, which means the securing of evidence so that it is tamper 
proof, admissible, has a continuity of safe handling and thus has "weight" in any 
proceedings in a civil or criminal court.

Prove Internally

Prove to a Judge Prove 
Forensically

Prove chain of custody

Prove to Industry

(Model 7, R Urry, JRC 5/3/2001)

Computer forensic science is the process used by investigators, both internally and 
externally to assess, what happened, how it happened and where / whom the attack 
came from. The computer forensic investigator has to have the skills and knowledge 
of both a computer scientist and a law enforcement officer.

5.2.2 Accountability
This is a crucial element in e-business confidence and privacy on the Internet. There 
has to be a solid belief in the accountability of law enforcement to the elected 
representatives of the local community.
Law enforcement accountability during any investigation is covered by court order, 
and warrants from the legal system, the law sets the legal procedures for the gathering 
of evidence and its admissibility. There must always be openness and transparency in 
the gathering of evidence, in the confiscation of computer systems or ISP records, to 
ensure a balance between the rights of the individual citizen and the combating of 
cyber crime and terrorism.
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5.2.3 Search Areas for Electronic Evidence
The following software and hardware products collect or store information and are 
therefore potential sources from which information regarding an event or evidence can 
be obtained.

> Systems Log and Audit files
> Network Traffic files
> Intrusion Detection Audit files
> Application software files and logs
> ISP network management log files
> PC / System hard disc
> All Servers on the system

From core elements such as these, an electronic search could move into virtually any 
electronic device, application or network. A search trail would have to be very 
carefully and meticulously documented to maintain the chain of continuity. This is the 
role of computer forensics. Many hackers and professional cyber criminals will also 
use hacked systems elsewhere to hide files or use steganography (tools) to encrypt and 
hide files within files on web pages.

5.2.4 Evidence & Forensics
An in depth awareness of the technical operations of the computer system, the 
network and the Internet are essential to computer forensics. There are many places 
where a system can be compromised and attacked, differing tools available and 
intensive counter measures used to avoid detection.
Much of the challenge of forensic computing is trying to make sense of a systems 
data, most of which has an uncertain non-verifiable background. Most computer 
systems therefore do not record sufficient information to satisfy forensic evidence or 
law enforcement needs.

Most steps taken in a forensic investigation lead to the evidence being destroyed or 
compromised in such a way that its authenticity can be questioned. Every stage of an 
electronic investigation therefore has to be accurate:
"It has to be correct first time or valuable information is lost." Dan Farmer & Wietse 

Venema. (Dr Dobb's Journal Sept 2000)
Because there are many elements in the networked computer system which have to 
work together when a command is executed, any of these can be compromised by a 
cyber crime attack. Therefore they will all be of forensic interest in any subsequent 
investigation.
The challenge for forensic computing is to make sense of the various log files and 
other pertinent information, which may have been compromised, erased or rewritten 
to mislead or confuse, and are therefore unreliable.
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Most computer systems do not record sufficient data for forensic analysis, log file 
record systems tend to be basic and time restricted and sometimes difficult to 
reconstruct and analyse after an attack.
Computer systems have many sources of log activity, which may be used by computer 
forensics, from the execution commands, log in and out registers, records of network 
connections, email etc. These all have to be duplicated exactly, assessed, copied and 
cross-matched to gather a timed picture of the incident, how it was executed and 
identify where the attack originated.
Intruders nearly always attempt to hide where and how an attack was executed, by 
altering log files, system records and process accounting records of user activity. The 
most commonly used tools to disable audit records are Zap and Rootkit. 
So how trust worthy is your information and subsequent analysis in proving that an 
event has happened? Multiple log files and record analysis is essential for 
corroboration and pattern identification.
Data and disc recovery are two major focuses of computer forensics. Deleting a file or 
an image from the file system is an easy task. However, this does not destroy the file 
contents or attributes, information about the deleted files remain in the disc blocks 
previously allocated to those files. Forensic scientists use tools and programmes that 
can recover files, images and file attributes from the old disc blocks, which can then 
be copied and partitioned with date and time stamping for chain of custody handling.
The art of computer forensics is to find all the data, whether or not it has been deleted 

or corrupted and reconstructing it, to ensure it can be admissible in court.

5.2.5 Preserving Electronic Evidence
The "chain of custody" for evidence handling and production used in the physical 
world, is an appropriate process for the electronic one. Its usage and implementation 
however will obviously have many differences. Up until now the copying of discs for 
files or images has been carried out using commercial software from a number of 
vendors, which date and time stamped the partitioned sections of the copied disk.

This approach had been accepted in court as valid, however doubt has now been cast 
on the willingness of some of these companies to show their source code (Intellectual 
Property) to the defence's technical experts. This is understandable due to the high 
commercial value of the software, inherent in the IPR. However if the veracity of the 
process cannot be confirmed in the courts, future convictions are likely to be 
compromised.
There is a strong argument within the security and computer industry that open source 
software might be essential in the very near future, if everyone uses the same code as 
the basis of investigative tools, it will be more easily accepted and understood by the 
courts. The issues centred on the ability of defence experts to have total rights to 
examine proprietary source code, is perceived by many to be a potentially serious 
problem.
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5.2.6 Systems for Electronic Analysis & Retrieval
The volume of electronic evidence that requires forensic analysis is increasing rapidly 
and there are several key tools available in the market place for computer forensics 
laboratories to use. This search for electronic evidence, which is time critical as it may 
be disappear quickly, is highly specialised both in its software, operations and experts. 

The primary function of these specialised tools is, wherever possible, to enable the 
evidence to be captured and copied onto another media, for future, repeatable, 
analysis.
These tools are operated in a time critical environment and are used to look at many 
elements of a computer system, e.g. file access time patterns, time stamps, run 
function history, recycle bin, find computer function, find files function, file recovery 
and retrieval from deleted magnetic and solid state memory.

Software applications such as Coroners Tool Kit by Farmer and Venema, Silent 
Runner by Rathyon Corp or Mactime are all, potentially, essential components of a 
forensic search. Content management and indexing software, databases, which have 
be locked and time stamped, to ensure evidence continuity are crucial, just as in the 
physical world.

> Everything is Time Critical with Electronic Evidence
> Expert Knowledge and Training is Essential for Operators

> Inexperience Investigation will Damage the Evidence of Abuse

> Many Excellent Investigative Tools are Available, Standards are Crucial

Example: of a commonly used forensic tool in operation.
EnCase is a widely used product in computer forensics, it is a tool which offers 
integrated functions / utilities to the investigator. For analysis, the investigator places a 
suspect drive into their forensic computer, the driver software can be for any of the 
major operating systems, the program is written in C++. The tool makes a bit 
streamed mirror image of the suspect disk drive that is then mounted as a read only 
device for evidence. This methodology prevents an investigator from altering the data 
and invalidating the chain of evidence.
To verify that the mirror image is the same as the original, the tool calculates cyclical 
redundancy checksums and MD5 hashes, then the tool reconstructs the drive's file 
structure using logical data in the mirror image.
The EnCase tool goes beyond the operating system to view all of the disk's data, this 
includes file slack, and unallocated space and the Windows swap files where deleted 
files and other potential evidence can be stored. In displaying files, the toll compares 
known file signatures with file extensions so that the investigator can determine 
whether the user has tried to hide evidence from detection by changing its extension. 

This is not an easy tool to use, investigators have to be very well trained in its use, it 
can also lead to a dependency on the tool and an erosion of the human element in the 
investigation, however the EnCase tool has been successfully presented many times in 
court as part of the evidence gathering process.
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5.2.7 Commercially Available Forensic Tools 
Coroners Tool Kit Silent Runner 
EnCase Media Merge PC 
Safeback Ontrack 
Tiramisu Ghost 
Snapback Expert Witness 
Lazarus Hook 
Pictuate Maresware 
Trellian FTP Safeback 
(Many others are available)

5.2.8 Forensic Organisations
European Network of Forensic Science Institutions (ENFSI) This has 43 members in 
23 countries and helps to develop best practice techniques.

5.2.9 Current Global Focuses on Electronic Evidence
Many groups and organisations at a global and regional level are assessing the needs
for electronic evidence and standards in analysis and presentation. These are:
> Interpol Working Group
> G8 Group
> European Network of Forensic Science Institutes
> High Technology Crime Investigation Association (USA based but global 

membership)
> Systems Administration, Networking & Security Institute (USA based but global

membership) 
> USA National Cyber Crime Training Partnership

Presentation of Electronic Evidence
This has, so far, still to be carried out within traditional courts and law enforcement 
processes within the physical world - as evidenced by the lack of rules governing 
cyber crime or electronic evidence in any member state. Modem computer based 
technology is not being used to authenticate and present electronic evidence in a clear 
and effective way. Cases of child pornography and exploitation have had to use 
computer technology to present electronic evidence and images gathered online, these 
cases are ground breaking in their application.
Common rules of electronic evidence have to be developed at a European and Non- 
European level.
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5.2.10 Cyber Crimes Questionnaire
The cyber crime questionnaire was sent out to 23 law enforcement personnel in a 
random number of European and Non European countries. Its aim was to assess how 
they were focusing on cyber crime at a legislative, evidential and operational level. 
See Table of results in appendix.
Politicians enact laws when there is a clear demand to solve a perceived problem or 

need, however the setting of new legislation is partly driven by operational needs. 
Once passed a new law impacts on operations due to the evidence requirements, In 
order to understand the role international co-operation is playing in investigations it 
was important to assess how cyber crime is being handled in each different country. 
The four questions were set to assess if there were new laws in place to combat cyber 
crime, if existing laws were suitable and how successfully these laws have been in 
prosecutions. We were also interested in whether there were rules and procedures to 
handle electronic evidence at an investigation or in court.
Some countries have guidelines and laws on electronic evidence eg: in the UK, the 
Good Practice Guide for Computer Based Evidence produced by ACPO. (Association 
of Chief Police Officers) The gathering of evidence for child pornography cases 
appears to be at the leading edge of procedures and investigation / prosecution 
processes. Some countries, such as France and Turkey are preparing new laws on 
electronic evidence.
Some of the new laws on cyber crimes have not yet been used because the local ISP 
has been very co-operative with access, or guilty pleas have been accepted in court. 
Many countries in the survey have responded negatively, to question No 4, However 
their courts have appointed experts to advise on the interpretation of any electronic 
evidence. Few of the computer forensic tools and processes used to gather the 
evidence or the experts involved have been challenged, suggesting that a common 
case law is being developed. Where a no answer was given, this was not interpreted as 
indicating a lack of investigative activity. The study knows that all of these 
countries are very active in combating cyber crime and child pornography.

5.3 Detection
Detection is both a technical and a physical process to help to determine whether an 
attack on a computer system or network occurred or has been attempted. Detection is 
also a state of mind that develops with awareness training; "Is there something wrong?" 
An awareness of and a search for anomalous activity are becoming essential. However 
most companies and consumers appear to be unaware of the inherent threats and 
neither search for irregular activity, nor understand where or what to look for within 
their system which might identify an illegal activity.
There is a lack of strategy, operational planning and guidance to employees on what 

to look for and how to react to intrusions. There is even less information on the 
importance of conserving information which is essential to capturing and securing 
evidence for law enforcement use.
Tools for audit, intrusion detection systems, identifying attacks, software sandboxes, 
firewalls, crawlers, file access checking, vulnerability scanners and forensic analysis 
all help in identifying abuse and go some way to meeting the standards of proof.



Page 47

Issues around the use of "open or proprietary" software are becoming increasingly 
important. If a court case arises from an investigation, the data collected and the 
means used to collect it, will be questioned by the investigating judge, prosecutor and 
defence experts. The standards of analysis and the tools used will be questioned. If 
proprietary tools have been used the defence could ask to see the source codes, which 
are the property of the application providers. Commercial companies who refuse to 
submit their code for inspection could put Court cases in jeopardy.

5.3.1 Intrusion Detection Systems
Intrusion detection (IDS) is the art and science of sensing when a networked system is 
being used, or has been used inappropriately, incorrectly or without authority by an 
intruder from out with the network system. Intruder detection systems are by 
definition, set up at the boundary of a computer system or network, being one of the 
security measures to detect general intrusion. The sensors that exist within a system 
are more correctly referred to as anomalous behaviour detectors, which are more 
intelligent applications able to detect new and unknown intrusions.
IDS lowers the level of risk, however, they are far from either a perfect or a total 
solution to the threats.
A distributed networked organisation or a supply chain process will have to have all 
the EDS tools updated simultaneously, they will have to swap and share all threat and 
patches information. Commercial IDS tools do not offer this facility. 
There are a number of approaches that can be used for intrusion detection:
Host Based: installed on the system to monitor and ensure no changes to the specified 
files and fields. These host-based applications can also monitor network traffic to the 
host after it has passed a firewall, this therefore allowing a double check for 
suspicious packets.
Network Based: installed on the network to monitor and detect suspicious emails,
files or packets.
IDS can be classified into further categories for assessment and optimal use;
Post Event Audit: No immediate response to a suspected packet or protocol based
attack, but will log details of suspected events.
Real Time Monitoring: This is a knowledge or signature based system which will
offer immediate reaction to an identified event or suspect packet, offers real time
alarms and the ability to react and defend the system
Knowledge Based: These applications will, over time develop knowledge of what
constitutes "normal" behaviour on a system and will report activity, which does not
conform to this norm.
Behaviour Based: These applications tend to look at actions within the system and
the network; they will search for irregularities or abnormal use and then give real time
alarms.

Event Log Monitoring: This is a process available on both Host and Networked 
based systems and is a critical input to electronic evidence. There are two main 
approaches: anomaly detection and pattern recognition. The first looks at irregularities 
in the behaviour in networks traffic, hosts or even users (access, applications/files use,
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processes, etc.)- Normal behaviour is determined through data collection and statistics 
over long periods, for obtaining representative samples. The main problem is the 
variability of the factors involved (new software packages, changes in functionality, 
etc.) Pattern recognition aims at detecting patterns that match known intruder attack 
profiles/scenarios. They also work also on behaviour (sequences or processes), but 
using known and foreseeable attack strategies, not new threat approaches. 
Monitoring Tools: Continuous monitoring is required to maintain the reliance on the 
networked system. Monitors can collect and examine information on ports usage, file 
access, etc., for indicating suspicious activities. These are important for giving early 
alerts on denial-of-service attempts. When a questionable network activity is 
indicated, the system might disconnect or block automatically the connections/ports, 
limit or disable the affected services, isolate affected applications, and launch the 
collection of evidence for subsequent analysis.

Intrusion detection systems provide a very good addition to the overall security plan, 
however they have to be operated correctly, maintained and updated regularly to be 
effective. IDS have a tendency to provide false positives, and their signature databases 
have to be constantly updated with all known incidents and profiles to ensure constant 
value to system security. The use of early warning systems and base lining is crucial.

Another, recently popular intrusion detection tool, is known as the Honeypot. This is 
a separate application on the network designed to attract unwelcome visitors and 
deflect attacks, making it appear as if the attack has been successful. By deflecting the 
attack from the critical sites it gives the system administrator time to log and track the 
incident there by making it a very important deception system.
A growing problem associated with distributed denial of service (DDoS) attacks and 
IDS tools is that networked attacks progress by incremental compromise of resources 
- this therefore precludes the discovery of known patterns. This reduces the 
effectiveness of current IDS tools.

5.3.2 Detection Tools in the System
Most detection systems face a dichotomy, how to keep the intruders out of the 
network while identifying whom and where they are. Post event detection analysis, to 
identify the intruder and gather evidence, is time critical as authenticated and 
admissible evidence is essential for any prosecution.
Many intrusion detection tools are not responsive to the needs of the courts, 
prosecution or law enforcement regarding the gathering of suitable evidence; they tend 
to satisfy immediate safety, response and technical needs of the administrator. 
A 1997, NSTAC report stated:
"Collecting information and protecting the chain of evidence of computer intrusions so that it 

will stand up in court has always been a challenge for systems administrators and law 
enforcement"
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Firewalls: this is a system or a group of systems that enforces access control policies 
between networked computers, this is one of the most common forms of host system, 
server, router and network protection tools. Ideally they should operate at all these 
levels in an integrated security system to generate maximum protection. The firewall 
is configured with access and output information and profiles; anything that does not 
correspond is refused permission to proceed.
Network firewalls are designed to examine all streams of network traffic and all 
service requests done through a certain connection, with the purpose of 
eliminating/filtering out those not meeting the security criteria established in the 
organisation security policy. The basic filtering operates on the basis of unauthorised 
host addresses, or unauthorised service ports. More advanced firewalls authenticate 
requests, verify form and content, and relay approved services to appropriate hosts. 
Port Attack Detection: this is a key area for all attacks and intrusions for the Internet, 
it should always be monitored for the attack signatures of hackers. 
File Access Detection: this tool continuously checks file access logs to search for 
compromised files and unauthorised access by hackers or internal staff. The hacker 
will often modify an access file for further intrusions and hide their entry and 
subsequent modifications. File access alerts are triggered by software hidden within 
the access protocols, if these are modified an attack has occurred.
Anti - Virus Protection: There is a variety of anti virus software packages available
commercially and they operate in several different ways. This is perhaps the most
common and best-known security tool. These are all signature-based systems, which
have the profile signatures of all known current viruses and Trojans, and run against
your files and system memory for matches.
Any new viruses or forms of Trojan attack will not be registered and will therefore
pass the system; it is therefore essential that the virus identification data should be
kept up to date in a meticulous way. More developed anti-virus packages will monitor
activities and isolate or eradicate potential viruses.
Vulnerability Scanning: This software can carry out internal or external scanning
and examination of potential vulnerabilities on the networked systems and the
installed security tools. It will carry out "white attacks" using known and documented
attack profiles. The scanning results in a report of the status of the system and its
components that could be used for subsequent analysis.
Analysis tools: (i.e. tools for examining potential problems, weaknesses, etc.)
As attacks and vulnerabilities become more complex, it is essential to continually
assess the exposure of the networked system (and of all its components) to detect any
compromise. These tools will detect potential weaknesses in the system.
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5.3.3 Knowledge of Security Tools & Training
Awareness training in the types of threats an individual or an organisation faces is 
vital for anyone operating on the Internet. One needs to be aware of the different types 
of responses and products available as counter measures and how to utilise them to 
their best advantage, in an integrated security plan.
Hackers consistently enhance viruses and Trojan code in an attempt to stay in front of 
the anti-virus programmes. The intensity in activity and effectiveness an update can 
have is estimated to be as much as 100% within several days. (McAfee Research 
2001) This rapidly changing "combat zone" means that security experts have to 
identify practices that will enhance their abilities to compete and control the situation. 
The CIA's top technology advisor recently (E-CommerceTimes,5thJuly,2001) 
admitted to Congress that even though the USA had invested heavily in information 
warfare technologies, it does not yet have the ability to deal with Internet incursions as 
it would with other event, because the technology is changing so rapidly.

There are a variety of commercial security products available to cover the critical 
functions. These products are all designed for different tasks so a clear understanding 
of your organisation's threat and risk analysis and subsequent security plan is vital to 
the appropriate selection and operational implementation.
Many organisations security staff and system administrators have installed software 
solutions, however they have neglected either their operation or the necessary upkeep 
of threat signatures, thus defeating the initial installation.
Complacency has proven to be a major security weakness regarding cyber crime. It is 
not overestimating the problem to state that every organisation will at some point be 
attacked and everyone operating on the Internet will be compromised. It is essential to 
have both a recovery, an evidence and damage limitation plans. For detection tools to 
be of organisational and evidential value it is essential that:

> There is on going training in all crucial activities of detection and evidence.
> There has to be both internal and external early warning systems.
> There has to be an operational security plan.
> There has to be a recovery and response plan.
> Everyone must know the security plan and implement it in their operations

5.3.4 Standards & Protocols in the Use of Security Tools in Evidence
Standards exist for the various security tools that are being currently sold 
commercially. The international standards bodies have been active in this field for 
many years. However the use and the gathering of electronic evidence from these tools 
has so far not been assessed, standardised or regulated for use in court. The European 
forensic labs are trying to set up best practice tests and protocols for their use and to 
ensure consistency in interpretation of the analysis data. This has to be encouraged and 
formalised.
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The simple presentation of electronic evidence has to successfully co-ordinated into a 
process to help reduce the overall complexity. Investigators and prosecutors are 
struggling to effectively present cases in this extremely complicated world, while 
judges are confronted with totally new legal questions regarding high technology 
crimes.
Standards work should be supported to stimulate harmonisation and new product 
developments to remove the product weaknesses in the current commercial IDS tools.

There are many excellent articles on all types of detection tools. One of the best, 
detailed below, is from NATO: AC/323 Information Systems Technology Panel.
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(Model 8, IDS Characteristics, NATO AC323 Technical report)
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6 Outstanding Issues
There are many aspects to successfully combating cyber crime and cyber abuse, and 
the actions required fall on many different actors. Here we have attempted to list what 
seem to be the most urgent actions called for, whether from users, the industry, 
response teams and IT security experts, or public authorities. These actions are 
presented from a European perspective, although - as will be seen - we have not 
hesitated to draw analogies with the USA where these are illuminating.

6.1 Reporting Procedures
Reporting is a wide issue, which can concern: technical or system vulnerabilities; 
efforts, whether or not successful, to exploit these; attempted intrusions; and 
suspected criminal, fraud or other scam activities. A fundamental distinction can be 
made between "operational" reporting, which is intended to respond to a particular 
incident, and "non-operational" reporting, intended to spread knowledge of what is 
going on. In non-operational reporting, identification of the victim is not necessary - 
and indeed, as discussed earlier, identification may discourage accurate reporting. To 
encourage non-operational reporting, a reporting system must be able to assure 
anonymity.
Reporting systems are well developed in the USA, and much less well developed in 
Europe.

> USA has a more integrated and organised reporting model
> Europe lacks a substantial reporting structure, whether national or European

The USA reporting model for Internet crimes and fraud appears to operate adequately 
for all the principal parties: consumers, e-business companies and their suppliers, 
adjudicators, and law enforcement.
These reporting processes are operated by the following three organisations: 
> USA Internet Fraud Complaints Centre and the USA National White Collar 

Crime Centre serve as clearinghouses for the receipt, analysis and dissemination 
of complaints concerning possibly illegal online activity.
> USA National Infrastructure Protection Centre is focused on threats to the 

critical infrastructure. However it also publishes an extensive list of IT 
vulnerabilities, viruses and Trojans.

These centres have been very active in reporting, distributing alerts and raising 
awareness. They have a close association with the FBI, which has both positive and 
negative effects. Among the positive effects is added credibility and confidence in 
their reporting.

> USA based Consumer Sentinel is a multi-country reporting operation for 
consumers to register complaints of fraud and has been extensively used for 
incident reporting, awareness and alerts. The USA Dept of Commerce 
supports this operation.

> USA based System Administration, Networking and Security Institute is 
an industry-based organisation with extensive incident reporting, awareness 
raising, publications, vulnerabilities and alerts activities for system 
administrators and security experts world-wide.
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> USA National Cyber Crime Training Partnership is law enforcement based. Its
activities include training, publications, awareness raising, alerts, and best practice
development. 

> USA based High Technology Crime Investigation Association is another law
enforcement focused group with similar activities. It has a world wide
membership. 

> USA based CERT CC centred in the Carnegie Mellon University offers reporting,
alerts, awareness and remedial "patches" to public and private organisations. It is
the centre of the global CERT movement. 

> USA based National Consumers1 League (NCL) - Internet Fraud Watch
allows global consumers to report alleged or suspected frauds. 

> Simon Wiesenthal Centre is acting as a reporting site and database for hate
crimes committed globally.

The CERT (Computer Emergency Response Team) movement is well established in 
the USA, and has also had some development in Europe. The CERTs, along with 
company IT security teams, represent the first line of defence against computer 
security incidents, in particular malicious intrusions, viruses and other malicious 
wares. The CERTs are therefore in a position to collate and exchange information 
about vulnerabilities and attacks. However to date their activity in this area has been 
limited.

In Europe, there are few institutions corresponding to those listed above for the USA. 
Those that do exist have a national remit, and there is little co-ordination between 
them. The further development of reporting systems and co-ordination at European 
level would offer major benefits to European businesses and citizens. 
Within the context of European law enforcement (through Europol) there is a need for 
a clearinghouse for cyber crime issues and intelligence on organised crime.

6.2 Evidence, Investigation and Analysis Standards

> There are multiple investigators of electronic data as a source of evidence
> There is still a requirement for standards in analysis and presentation
> Co-ordination among the various users of evidence tools is essential

Currently, investigations into cyber abuse incidents are an ad hoc activity. Each 
investigator has to choose their tools, procedures and analysis standards even for the 
most straightforward activity. Cyber crime investigations are more formal in their 
procedures and methodology due to the rules of evidence set by the judicial system. 
There is a need to collect and analyse electronic data from log files, personal files, sent 

/ received files in a consistent and safe manner.
As far as law enforcement agencies are concerned, hiterpol has started to provide for a 
common approach. However more work is needed to develop tools, processes, and 
standards, which can be shared by all investigators, including IT security teams, 

CERTs, and law enforcement agencies.
These standards must also cover questions of privacy (see 6.8 below) and of the need 
to preserve evidence for a possible prosecution in case the investigation should turn up 

evidence of a crime.
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6.3 Technical Changes to Payment Systems
> Several useful technical solutions are being developed to protect users

If electronic payment systems, for use by individual customers and businesses, are to 
prosper, they must be secure and must be seen to be secure. This applies both to the 
actual transaction, and to the storage of information by the vendor company. 
Fortunately, there is significant progress being made in this domain. The larger banks 
and credit card companies are using improved technology for assistance to cardholders 
with the issuing of disposable and unique numbers randomly generated for each on 
line purchase. Token note registration is being piloted in several locations along with 
new thumbprints on the magnetic strip systems and readers.
Smart cards are increasingly being used for secure systems such as hospital records. 
Secure payment protocols (SET, "Verified by Visa", etc.) have been developed, 
though their market penetration may be impeded by the requirement for users and 
merchants to register in advance of using them.
6.4 Open issues - Encryption Usage

Major issues over the private use of encryption tools have to be resolved by 
governments and the EU

In recent years a controversy has arisen over the use of "strong encryption". This 
refers to ciphers that are essentially unbreakable without the de-encryption keys. 
Strong encryption is fundamental to the security of financial transactions, and is being 
more and more widely used to protect companies' computer systems from intrusions 
and attacks.
Many companies and consumers see encryption as a means of ensuring privacy and 
minimising fraud. However it also offers the possibility for criminals and terrorists to 
communicate among themselves without law enforcement or national security 
agencies being able to monitor the traffic, and there is some evidence that organised 
crime and child pornographers have been taking advantage of this possibility. 
Various forms of limitation of the free use of encryption have been suggested, such as 
trusted third parties and "key escrow". However, apart from opposition on principle 
by some privacy advocates, there are serious doubts as to the security and technical 
feasibility of these approaches, particularly now that programs offering strong 
encryption (e.g. "POP") are widely available.
EU policy will have to try to balance these conflicting needs. The 1995 Council of 
Ministers report on encryption stressed that:
"measures should be considered to minimise the negative effects of the use of cryptography 

on the investigation of criminal offences without affecting its legitimate use more than is strictly 
necessary"
In particular, if it is decided that it is not technically possible to restrict the use of 
strong cryptography, there may be a need to review other policies such as the use of 
"intrusive" technologies by law enforcement agencies to obtain passwords or 
cryptographic keys. The use of legal requirements to provide keys when a crime is 
suspected.
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6.5 Co-ordination of Laws and Regulations

> There are discrepancies between cyber crime laws in EU member states 
> New cyber crime laws evolve much more slowly than the technology and the 

imagination of the criminal

New technology innovations often lead to the introduction of new laws - the motor car 
and the telephone are examples. These laws may be required to regulate activities 
specific to the technology concerned, or they may be required to apply to the new 
technologies the principles of law applied in other areas of activity. 
Similarly the Internet may justify the implementation of new laws to combat the 
growth of cyber crime and to regulate the introduction of new investigation and 
detection techniques. In some countries existing laws are judged to be sufficient to 
cover unlawful conduct on-line, while other countries have felt the need to introduce 
new laws to tackle some of the cyber crimes more effectively. (See Cyber Crime 
Survey, 2001)
Since criminal activities on the Internet can move jurisdiction very easily, it is 
iomportant to have co-ordination, at European or world-wide level, to ensure that 
criminals cannot take advantage of weaknesses in one country's legal provisions. 
Similarly, common procedures, threat information, early warning systems, reporting, 
analysis standards and investigation processes should be coordinated to give the 
necessary focus and close the trans-national loopholes.
At the beginning of the study we identified the lack of co-ordination as a major issue 
which could help the cyber criminal to operate on the Internet. As the study 
progressed and we interviewed people in a wide range of areas, this lack of co 
ordination became increasingly more apparent. The complexity of laws and 
regulations across Europe, and the lack of coordination in information sharing, and in 
both substantive and procedural law, offer opportunities for cyber criminals. 
Co-ordinated action has to be taken at a European and global level to address cyber 
crime issues quickly and effectively. The Council of Europe Convention on cyber- 
crime, now agreed by national representatives, is a useful first step; however the 
coordination mechanisms of the EU should enable more extensive and effective 
coordination among EU countries than is proposed in that Convention.

6.6 The Role of Private Organisations & Business

> Better organisational models have to be introduced for a collective approach to
fighting cyber crime 

> Public authorities should ensure that they get the benefit of private sector
expertise in development and training of new technologies

The private sector has a crucial role to play in combating cyber crime on the Internet 
and ensuring a safe and secure on-line environment. This applies both to the 
developers of e-commerce software and e-commerce sites, and to the "merchants" 

who run those sites.
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There is already some coodination between industry and users concerning training and 
practical solutions. There is also a well established dialogue between industry and 
policy makers via various lobby groups.
Once a crime has happened and been identified it moves into the remit of law 
enforcement. But law enforcement can only carry out its work with the cooperation of 
tile industry involved. In some sectors this cooperation has been well developed, but 
the situation is very patchy. In particular there is a lack of appropriate operating 
models, which means that every investigation has to develop its own procedures. 
Whatever the reason for this - it may be because industry has not yet come to 
appreciate the importance of working along with law enforcement - it represents a 
major obstacle to effective investigation and response.
As far as technological solutions are concerned, new security technologies are 
constantly being developed - indeed the sector is highly profitable. There is also a lot 
of activity in training for prevention of cybercrime. However there are other important 
technical domains which do not appear to offer commercial possibilities, including 
research and even some operational domains. There may be a case for public support 
in these domains.
The private sector has a clear role in the development of technologies to combat cyber 
crime, and the training of users of these technologies. The pace of change is relentless, 
but the IT sector is used to this constraint. They are experts in the development of 
technology and the delivery of continuous technical training. Law enforcement and 
other public authorities should enter into partnerships with the private sector to ensure 
that they can keep abreast of the changing technologies relevant to combatting cyber 
crime, including security enforcement, data integrity, privacy, trust and confidence.

6.7 International Jurisdiction — European & Non-European

> Integrated global co-operation to combat cyber crime is essential
> A supra - national warning and investigation system should be considered
> The problem of "rogue states" has to be addressed

Given the trans-national role of the Internet, there are major issues at both policy and 
operational levels over jurisdiction in the response to international cyber crime. The 
1995 Council of Europe CofM report, Recommendations No R(95) 13, on 
international co-operation said that:
"the power to extend a search to other computer systems should also be applicable when 

those systems are located in a foreign jurisdiction, provided that immediate action is required " 
Increased coordination at European and global level of operational reporting and 
investigation are essential. These operational processes have to happen locally and be 
co-ordinated globally. New investigative techniques and evidence procedures have to 
be agreed and supported, to ensure that criminals cannot take advantage of the 
differences between legal and procedural systems to avoid detection and prosecution. 
International co-operation is vital to guarantee the necessary harmonisation of 
legislation and policy and to ensure standardisation in investigations, evidence, 
forensics and prosecution procedures.
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There remains the problem of "rogue states". These are of different types. Some states 
simply do not have the technical means to respond to requests for cooperation in 
fighting cybercrime. However there may also be a question of willingness: there is 
serious concern within law enforcement and the security industry about the close 
relationship between organised crime and certain governments. Here again, any action 
requires coordination, at the very least at EU level.

6.8 Balancing combating cyber crime and privacy.

> Policy makers have to decide on the balance between privacy requirements and 
combatting cyber crime and terrorism

The needs of law enforcement to combat cyber crime have to be balanced with those 
of the citizen for privacy and confidentiality. Of course illegal access by hackers and 
criminals to data and communications is also a threat to the citizens' privacy, and in 
some ways a much worse one than that of investigators or law enforcement agencies. 
Law enforcement agencies must be able to carry out their task of protecting citizens 
and identifying and responding to criminal behaviour, with proper accountability to 
the public. Moreover the legal and operational framework must also avoid creating 
new vulnerabilities, bearing in mind the resourcefulness of criminals in exploiting 
vulnerabilities.
While there is broad agreement among European countries on the principles of data 
protection for individuals, there is less agreement as to the extent of the investigative 
powers of law enforcement agencies. Some international coordination appears 
necessary here, to avoid the sort of "criminal jurisdiction shopping" referred to above. 
However these are sensitive issues, and it is important to ensure that the solutions 
decided upon are politically acceptable and practically workable.

6.9 The Criminal and New Technologies

> Many commercial tools help the criminal to hide their activities

There are now software programs and applications that help the criminal to avoid 
detection. This is increasingly becoming a very serious issue for law enforcement and 
policy makers. If encryption technology for the individual citizen becomes a crucial 
tool in the protection of privacy, the criminals will exploit this to their illegal 
advantage. Thus making the combating cyber crime more difficult. 
Law enforcement investigations into child pornography and paedophilia have found 
that in over 20% of the cases the criminals were using Hushmail.com. There are 
products such as Evidence Eliminator and Windows Washer, whose manufacturers 
say in their sales message: "Do not get caught; use this product to totally remove all 
traces of deleted files from the magnetic media". These products serve a legitimate 
function, however they easily exploited by criminals
Evidence Eliminator overwrites every file in the hard drive with zeroes in order to 
prevent forensic tools being used. Software packages such as Rootkit and Zap are 
intended to destroy forensic trails in any future audit process.
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Privacy organisations such Moot are claiming to develop, and make freely available, 
technological solutions to prevent future law enforcement investigations, on the 
grounds that these intrude into individual privacy.
This is also a grey and difficult area in the off-line world, where some products with 
limited but real legitimate uses (such as "grabbers" to override car security 
mechanisms) are clearly being bought primarily for illegal purposes; and the solutions 
adopted differ from country to country and from product to product. However the 
speed of development in the electronic world, and the ease of large-scale distribution, 
make it a particularly pressing problem. Only an internationally coordinated response 
makes sense.
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Recommendations

1. Reporting mechanisms for the EU and member states to be initiated as 
soon as possible.

2. Initial investigations to be carried out at the reporting stage, then passed 
for further criminal, civil investigation and prosecution as necessary.

3. Reporting to a trusted repository in a non-attributable / anonymous way 
to keep accurate statistics.

4. The exchange of all information in a secure manner.

5. Standards for investigation, electronic evidence gathering and analysis 
have to be put in place.

6. Better product standards have to be identified and jointly developed with 
industry.

7. The implementation of technology "patches" for known security breeches 
to be enforced for all critical systems.

8. Indicators and early warning delivery systems to be put in place, 
especially for SME companies and the citizen.

9. Private organisations, industry and government working groups on 
combating cyber crime to be established.

10. Cyber crime awareness raising programmes to be implemented at both 
EU and member state levels. This to be focused at small business and the 
citizen.
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7 Appendices

7.1 Definition of Concepts
In discussions involving complex issues or qualitative characteristics, one of the 
problems that need to be addressed is that of understanding the concepts involved. 
The study tried to use a common concept of definitions. For the purposes of this 
report, the following concepts and terminology will be used throughout.

Access Control: Functions that limit access to information on the networked system 
to those persons with the authority to access. These are both physical, electronic card 
and software controls.
Alternate Dispute Resolution: A process for out of court dispute settlement, once the 
normal redress procedures have been exhausted. It relates to all types of dispute 
settlements, which are not litigated before a court. Depending upon the binding 
characteristics of the final decision, there are various different types of ADR - 
arbitration, mediation, conciliation and Ombudsman.
Anomaly Detection: The art and science of detecting unusual activity on a system or 
network. This activity may be initiated by operating system or application activity or 
by a human either through malicious intent or by accident.
Audit Trail: A collection of records from an IT system or process which indicate the 
occurrence of actions. These records are used to identify unauthorised access and use 
of the facility.
Authentication: A process that seeks to validate identity or to prove the integrity of 
information
Closed system: A system consisting of a known number of components or nodes, 
their characteristics both physical and as data sources or sinks, their location and their 
interconnections.
Complex: Collection of a large number of functional entities (equipment, procedures 
and humans) with which have many interconnections.
Communications infrastructure: The collection of hardware equipment and 
procedures (software, management) for transporting data needed by an application to 
deliver specified services to the users.
The functions of a communications network correspond roughly to those of the first 
four layers (physical, link, network and transport) of the ISO 7 layer Reference Model 
for Open Systems Interconnection (OSI).
Cyber Crime: The criminal use of any computer network or system on the Internet. 
Attacks against the systems and networks for criminal purposes. Crimes and abuse 
from either existing criminals using new technologies, or new crimes that have 
developed with the growth of Internet technology.
Data Alteration: The interception and alteration of the content of a transaction en 
route to its destination. The alteration of stored data records by an individual without 
the correct authority. User name, cash value, credit card details are often sent in clear, 
not encrypted, and they are vulnerable to alteration.
Dependability: Property of a system that indicates its ability to deliver specified 

services to the user.
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Encryption: The conversion of data into a form called a cipher text, which cannot be 
easily understood by unauthorised people. Decryption, is the process of converting the 
encrypted data back into the original form so that it can be read.
Information Assets: Information, data and knowledge of an organisation 
Internet Service Provider (ISP): A company or an organisation that provides 
individuals and other companies access to the Internet and other related services such 
as Web site building and virtual hosting of content or marketing pages.
Intrusion Detection: The art and science of sensing when a system or a network is 
being attacked or used inappropriately without proper authority.
Open system: A system consisting of an unknown or partially known number of 
nodes or their characteristics both physical and as data sources or sinks. Connectivity 
is generally unknown or partially known.
Risk: The possibility of loss due to the operation of an identified threat. This
assessment is normally made on a commercial basis once the threat analysis has been
carried out, assessed and priorities developed. The core factors in an assessment will
be Threats, Vulnerabilities, Asset Value, Negative Impacts, Cost of Counter Measures
and Attack Probability. The balance between free and open access in transactions.
trade, information and services or complete control and security of the system is being
assessed.
Software Integrity: Confidence that the software being used, performs only the
functions for which it was purchased or developed.
Spoofing: Creating illegitimate Web sites that copy the legitimate trading site
published by an established company to illegally obtain credit card numbers and
details.
Steganography: Software tools and procedures for hiding data files within other data
files / fields.
System Application: A process or system providing specified services to users.
In the example of the medical information system, the services required and specified
by the general practitioner may range from accounting, to access to pharmaceutical
and patient databases, to diagnostic services provided by expert systems or the storage
of and access to patient records.
System Security: Devices and procedures used to protect the computers, applications
and networks from attack, misuse and abuse and to protect the critical information and
users privacy. Security has to have high availability, system integrity and user
authentication to be of value.
Threat: A threat is posed by a threat agent and is the result of that agent possessing
both a motive and the capability to carry out the action.
Threat Analysis: This is an assessment based upon all known and perceived threats
to the safety and security of the total system, services and information. The scale of
any potential attacks and the likely means of incursion, plus the recommendation for
defence can also be included in the threat analysis.
Unauthorised Action: Any action that is taken on a system or network for which the
initiator has neither the authority nor the owner's permission.
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User or Consumer: An entity; either a system, or one or more individuals, acting 
singularly or in some formal capacity that requires and receives specified services 
through the Internet.
Vulnerability: A weakness or flaw in the system that eliminates or reduces its ability 
to deliver the specified services.
Walled Garden: An environment on the Internet that controls the user's access only 
to certain Web content, services and sites. The walled garden directs the user's 
navigation to within particular areas, to selected material or to prevent access to other 
material. Originally designed to prevent access to dangerous content, however, it has 
become a highly profitable business tool for the vendors. AOL manages to keep 85% 
of its users on its sites.
Wireless Networks: This is the new radio based form of network communications, it 
is frequently used with laptops linked via wireless cards or mobile phones for remote 
entry to the network and hand held devices. Many LANs are also using the 
technology for flexible connections to eliminate the need for cabling.
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7.2 Questionnaire

7.2.1 Appendix 1: Cyber Crimes Questionnaire

Ql Has your County developed any new laws for cyber crime? 
Q2 Has your Country amended existing laws to tack cyber crime? 
Q3 If yes have they been successfully used? 
Q4 Are there new rules and procedures for electronic evidence?

7.2.2 Appendix 2: Summary of results

Countries
France

Germany
England
Scotland
Ireland
Spain
Norway
Sweden
Austria
Italy
Denmark
Belgium
Luxembourg
Finland
Greece
Turkey

Switzerland
Estonia
Latvia
USA

Portugal
Canada
Netherlands

Ql
No-
Preparing
Yes
Yes

Yes

No

No

No

No

No
Yes

No

Yes

Yes

No

No
Yes

No
Yes

Q2
Yes

Yes
Yes

Yes
No

Yes
Yes

No
No

No

Yes

Yes

Yes

Yes

Yes

Yes/ 
Evolved

No
Yes

Q3
No

Not Yet
Yes

Yes
No
Not Fully

Yes
No

No
Yes

Yes

Yes

Yes

No

Yes

Yes

No
Yes, Limited

Q4
No-
Preparing
No
Yes
Yes

No
No

No

No
No

No - Experts
No

No

No-
Preparing

No

No - Experts
Yes

No
No
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