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Abstract:  

The Philippine Financial Technology (FinTech) industry is the second largest in Southeast Asia, 

next only to Indonesia. The Bangko Sentral ng Pilipinas (BSP), the country’s Central Bank, had 

already been pushing for a digital shift in the country’s financial services in view of its aim to 

achieve financial inclusion by promoting financial technology and digitization. The Philippine 

FinTech industry enjoys distinct and multiple advantages: a supportive international policy 

environment, clear policy guidance from the Bangko Sentral ng Pilipinas (BSP), and a strong 

access to foreign capital. The Philippine FinTech industry is poised to become a major engine of 

the country’s economic growth. The BSP has issued several policies that have an impact on the 

Philippine FinTech Alliance. However, the absence of an enabling law on FinTech, may hamper 

the growth of the industry. New laws, such as the Anti-Terrorism Act of 2020, feature penalties 
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for the material support of terrorism covering all types of financial instruments. The authors 

present five recommendations: (a) the crafting of an enabling law for the FinTech industry; (b) 

adding a section on Countering the Financing of Terrorism in Financial Technology in the National 

Security Strategy, 2022-2028; (c) guaranteeing the independence of the Financial Intelligence 

Unit; (d) giving specialized training for law enforcement, judicial and prosecutorial staff; and (e) 

establishing public-private partnerships. These recommendations strengthen efforts to disrupt 

illicit finance actors and support a sustainable FinTech ecosystem that is able to deal with, and 

prevent, the use of FinTech for terrorist financing purposes. 
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Introduction 

The Philippine Financial Technology (FinTech) industry is the second largest in Southeast Asia, 

next to Indonesia. The Philippine FinTech industry has a total of 220 industry players as of 2022 

distributed as follows: (a) lending -27%; (b) payments – 20%; (c) digital wallets – 13%; (d) 

blockchain and cryptocurrency – 12%; (e) remittances – 12%; (f) insurtech – 4%; (g) know your 

customer/ regtech – 4%; (h) wealthtech – 4%; (i) digital banking – 2%; and (j) crowdfunding – 

8%1. The exponential growth of the Philippine FinTech industry was spurred by three factors: (a) 

the COVID-19 pandemic, which led to the mobile and online payments systems; (b) the 

government social payments which had to be delivered through FinTech solutions; and (c) the 

Bangko Sentral ng Pilipinas campaign for financial inclusion and digitization of financial services. 

The Philippines adopted a Digital Transformation Roadmap for the years 2020-2023. This 

roadmap features three elements. The first is the development of digital payment streams which is 

expected to lead to their wider acceptance and use. The second is the creation of digital finance 

infrastructures to facilitate interoperability in the digital payments ecosystem. The third is the 

implementation of digital governance standards that will safeguard the integrity and privacy of 

consumer data, and ensure appropriate governance and regulation of digital products and services.2 

The pandemic led to a government-mandated strict community quarantine for several months, 

 
1 FinTech News Philippines, “FinTech Philippines Report 2022 Highlights the Rise of Crypto and Advent of 
Digibanks,” December 1, 2021, https://FinTechnews.ph/54791/FinTechphilippines/FinTech-philippines-report-
2022-highlights-the-rise-of-crypto-and-advent-of-digibanks/.  
2 Digital Transformation Roadmap, 2020-2023, Bangko Sentral ng Pilipinas, December 2020.  
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which led to a massive reduction of face-to-face interactions and limited physical mobility of the 

citizens. 

The government’s digital disbursements of social amelioration aimed at social inclusion and 

proper implementation also contributed to the growth of the FinTech sector. Scaling electronic 

transactions across segments will result in achieving a digital economy. Financial inclusion has 

shifted from a strategy for poverty alleviation into a policy for achieving sustainable growth. 

Inclusive growth is compatible with poverty-alleviation programs.3 The G20 leaders promoted 

financial inclusion as a pillar of the global development agenda in 2010. In addition, the 2015 

United Nations’ (UN) Sustainable Development Goals (SDGs) added financial inclusion in 

achieving the SDGs. The 2020 UN SDG Report estimated that 71 million people were expected 

to be pushed back into extreme poverty in 2020 due to the pandemic.4 The BSP has supported the 

attainment of financial inclusion among Filipinos by making all formal financial services 

accessible and affordable to the low-income segment of the population. Financial inclusion is a 

tool that achieves multidimensional macroeconomic stability, sustainable and inclusive economic 

growth, employment generation, poverty reduction, and income equality. 

 

The BSP supported legislation aimed at helping the economy recover; these were Bayanihan 1 and 

2, namely the Financial Institutions Strategic Transfer or FIST (helps banks unload bad assets) and 

the Corporate Recovery and Tax Incentives for Enterprises (CREATE) (cutting corporate income 

tax and modernizing the fiscal incentives systems) laws5. The BSP actively intervened in the 

market through the provision of adequate money supply and support for FinTech transactions. The 

BSP entered into a P300-billion pesos (US$3 trillion) repurchase agreement with the Bureau of 

the Treasury at the onset of the pandemic in March 2020 to provide the national government added 

flexibility in dealing with the public health crisis. The BSP extended short-term advances worth 

540 billion pesos (US$8.5 trillion) to the national government after the first loan was settled. An 

additional advance of 540 billion pesos (US$8.5 trillion) to the national government was made in 

January 2021 after the second advance was fully settled. In brief, the BSP has injected 

 
3 Todaro, Michael & Stephen Smith. 2021. Economic Development, Boston: Pearson. 
4 United Nations. 2020. UN Sustainable Goals Report, 2020. 
5 Diokno, Benjamin. “Ulat ng Bayan”, 18 February 2021. 
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approximately 2 trillion pesos in liquidity to the financial system, equivalent to about 11 percent 

of the country’s gross domestic product (GDP).6 

The architects of the National Retail Payment System (NRPS) hope to achieve interoperability on 

electronic payment transactions, enhance transparency and accountability in financial transactions 

and allow the provision of broader range of access in financial services. The NRPS Board and the 

BSP officials supported the digital payment systems, namely PESOnet and InstaPay, during the 

pandemic. The PESOnet and InstaPay are consumer financial technology companies that offer 

retail financial products, including deposits, loans, current accounts, payments, and cards on a 

highly secure digital banking platform. The PESONet pertains to the Philippine Electronic Fund 

Transfer & Systems Operation Networks that was launched last November 2017 and operated by 

the Philippine Clearing House Corporation (PCHC) in partnership with the bank merchants. 

InstaPay is an electronic fund transfer (EFT) service that allows customers to transfer Philippine 

peso funds almost instantly between banks or other c.7 In 2020, the volume of PESONet transfers 

surged to P15.3 million (US$300,000) up by 376 percent year-on-year. The value of PESONet 

transactions rose by 188 percent, year-on-year, to reach nearly 951.6 billion pesos (US$16 trillion) 

equivalent to about 5.3 percent of the country’s GDP. Similarly, the number of payments made 

through InstaPay reached P86.7 million, up by 459 percent year-on-year. Total transactions in 

2021 were valued at 463.4 billion pesos (US$8 trillion), which was a 340% increase year-on-year. 

The InstaPay transactions are equivalent to about 2.6 percent of the country’s GDP.8  

 

The research on the adoption by banks in the Association of Southeast Asian Nations (ASEAN) 

of mobile banking technologies had the following encouraging results: (1) it positively impacted 

banks’ fee income, operating costs, consumer loans, money market deposits and profitability; (2) 

its effects were much larger for smaller banks in the Philippines and Thailand; and (3) that financial 

standards showed a significant mediating effect on bank profitability for both big banks and small 

banks in ASEAN. This research concludes that both FinTech and financial standards have a 

 
6 Diokno, p. 3. 
7 Bangko Sentral ng Pilipinas. Philippine Payments and Settlements System: The National Retail Payments System, 
https://www.bsp.gov.ph/Pages/PAYMENTS%20AND%20SETTLEMENTS_deletethis/National%20Retail%20Pay
ment%20System/National-Retail-Payment-System.aspx 
8 Diokno, p.3. 
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positive impact on the financial performance of selected commercial banks in ASEAN.9 Two 

factors are responsible for the exponential growth of FinTech. First, the payment investments 

continue to dominate, followed by banking. If we focus on the sectors, payments followed by 

banking continues to attract the maximum funding. The emergence of the buy-now-pay-later and 

micro-insurance have led to consumer interest. Second, financial services players and FinTechs 

have opened partnerships to provide new offerings for underserved segments. The industry 

consists of start-ups and disruptors, which offer to expand their services through proprietary 

FinTech solutions. The remainder of this article is organized as follows. In section 1, we discuss 

the international policy environment on FinTech. Section 2 features a brief review of literature and  

features Intellectual Property (IP) policies as it relates to Fintech. Section 3 presents regulatory 

mechanisms and  Philippine regulations governing FinTech. In Section 4, the authors highlight 

key policy recommendations to improve the Philippine FinTech industry and prevent its use for 

terrorism financing purposes. 

 

1. International Policy Environment for Countering the Financing of Terrorism in Finance and 

Financial Technology 

 

The international policy environment for countering the financing of terrorism in the finance 

sector, as well as financial technology, is robust. Several international organizations, such as the 

United Nations, the Financial Action Task Force and the European Union, have established 

regulations that deny terrorism funding for financial instruments. 

 

(a) UN Resolutions 

 

The first resolution is the International Convention for the Suppression of the Financing of 

Terrorism which was passed in 1999 (UN Convention for the Suppression of the Financing of 

Terrorism, 1999).10 This resolution highlighted that the financing of terrorism is a matter of grave 

 
9 Kiyono Hasaka. 2019. “The Impact of FinTech Innovations and Financial standards on Bank Performance: 
Evidence from selected commercial banks in ASEAN.” Thesis. Singapore Management University. 
10 United Nations. 1999. The UN Convention for the Suppression of the Financing of Terrorism, 
https://treaties.un.org/doc/db/terrorism/english-18-11.pdf. 

https://www.sciencedirect.com/science/article/pii/S0927538X2100072X#s0020
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concern to the international community as a whole. The specific provisions of Article 2 of this 

Convention are as follows: 

 

Any person commits an offence within the meaning of this Convention if that person by any means, 

directly or indirectly, unlawfully and willfully, provides or collects funds with the intention that 

they should be used or in the knowledge that they are to be used, in full or in part, in order to carry 

out: (a) An act which constitutes an offence within the scope of and as defined in one of the treaties 

listed in the annex; or (b) Any other act intended to cause death or serious bodily injury to a 

civilian, or to any other person not taking an active part in the hostilities in a situation of armed 

conflict, when the purpose of such act, by its nature or context, is to intimidate a population, or to 

compel a government or to compel a government or an international organization to do or to 

abstain from doing any act. 

 

The second resolution is the United Nations 2000 Convention against Transnational Organized 

Crime, which is also known as the Palermo Convention (United Nations Convention against 

Transnational Organized Crime).11 The Convention pertains to the recognition by Member States 

of the seriousness of the problems posed by it. States that ratify this instrument commit to 

implement multiple measures against transnational organized crime. This convention highlights 

the virtues of honesty, respect for the rule of law, accountability and transparency. The specific 

provision of this framework area is as follows (see point b, Paragraph 1 of Article 7): 

 

(b) Shall, without prejudice to articles 18 and 27 of this Convention, ensure that administrative, 

regulatory, law enforcement and other authorities dedicated to combating money-laundering 

(including, where appropriate under domestic law, judicial authorities) have the ability to 

cooperate and exchange information at the national and international levels within the conditions 

prescribed by its domestic law and, to that end, shall consider the establishment of a financial 

intelligence unit to serve as a national center for the collection, analysis and dissemination of 

information regarding potential money laundering.12 

 
11 United Nations. 2003. United Nations 2000 Convention against Transnational Organized Crime. 
https://www.unodc.org/unodc/en/organized-crime/intro/UNTOC.html. 
12 Article 7 (b) United Nations Convention against Transnational Organized Crime, (2000). 
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The third resolution is the United Nations 2003 Convention against Corruption - Merida 

Convention (see point b, Paragraph 1 of Article 14). Its significance is that it presents a 

comprehensive set of standards, measures and rules that all countries can apply in order to 

strengthen their legal and regulatory regimes to fight corruption. It fosters the application of 

preventive measures and the criminalization of all the forms of corruption in both public and 

private sectors (United Nations Convention against Corruption, 2003).13 The Merida Convention 

goes beyond the Palermo Convention because it applies the money laundering offense to the 

broadest scope of the predicate offences.14 For example, Article 14 (1)(b) of this Convention 

determines the measures to protect money laundering regarding the establishment of a 

comprehensive domestic regulatory and supervisory regime (namely, an effective customer and 

beneficial owner identification, an accurate record-keeping, and an appropriate mechanism for the 

reporting of suspicious activities/transactions) to prevent money laundering.15 The exact 

provisions of this Convention is as follows: 

 

(b) Without prejudice to article 46 of this Convention, ensure that administrative, regulatory, law 

enforcement and other authorities dedicated to combating money-laundering (including, where 

appropriate under domestic law, judicial authorities) have the ability to cooperate and exchange 

information at the national and international levels within the conditions prescribed by its 

domestic law and, to that end, shall consider the establishment of a financial intelligence unit to 

serve as a national center for the collection, analysis and dissemination of information regarding 

potential money-laundering. 

 

(b) Financial Action Task Force and New Technologies 

 

The Financial Action Task Force’s (FATF) 40 Recommendations are non-binding rules that target 

specific areas in which money launderers, and terrorists conduct illicit financial behavior. This 

 
13 United Nations. 2003. United Nations Convention against Corruption, 
https://www.unodc.org/unodc/en/treaties/CAC/ 
14 Article 23(2) of the United Nations Convention Against Corruption (2003).  
15 Article 14 (1)(a) of the United Nations Convention Against Corruption (2003). 
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research focuses on four FATF recommendations. The FATF Recommendation Number 2 is on 

national cooperation and coordination. This provision states that “countries should ensure that 

policy-makers, the FIU, Law Enforcement Agencies (LEAs), supervisors and other relevant 

competent authorities, at the policy making and operational levels, have effective mechanisms in 

place which enable them to cooperate and, where appropriate, coordinate domestically with each 

other concerning the development and implementation of policies and activities to combat ML, TF 

and the financing of proliferation of weapons of mass destruction.”16. 

 

(c) European Union Policies  

 

The European Union (EU) implemented several policies on preventing money laundering and 

countering terrorism financing. In 1980, the European Economic Community established a Select 

Committee to deal with the criminal transfer of the proceeds of crime from one country to another, 

as well as the process of money laundering via the international and national financial market.17 

This Committee encouraged all the Member States to focus on the role of their banks concerning 

the identification of the customers (know your customer principles), international and national 

cooperation among private and public sector, and an effective establishment of the banking system 

for recognizing the list of banknotes linked with criminal offences when such notes are used in the 

system.18  

 

The first EU Directive “for the prevention of the use of the financial system for the purpose of 

money laundering” (91/308/EEC) included an identification and a reporting duty of suspicious 

financial transactions for financial institutions.19 The second EU Directive (2001/97/EC), on 

money laundering extended the reporting obligation beyond financial services to other economic 

 
16 Financial Action Task Force, 40 Recommendations. 2004. https://www.fatf-
gafi.org/publications/fatfrecommendations/documents/the40recommendationspublishedoctober2004.html#:~:text=T
he%2040%20Recommendations%20provide%20a,adopted%20. 
17 Committee of Ministers of Council of Europe, ‘Recommendation No. R (80) 10 of the Committee of Ministers to 
Member States on Measures against the Transfer and the Safekeeping of Funds of Criminal Origin These 
Recommendations were implemented on 27 June 1980’ 
18 Kern Alexander. ‘Multi-national efforts to combat financial crime and the Financial Action Task Force,’ (2000) 
2(5) Journal of International Financial Markets 178, 182. 
19 The First EU AML Directive 91/308/EEC of the European Parliament. 
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sectors.20 The third EU Directive, on money laundering (2005/60/EC), broadened the definition of 

money laundering by including terrorist financing.21  

 

The fourth EU Anti-Money Laundering Directive went beyond the threshold set out in the FATF 

standards. For example, the CDD lowers the cash payment with a value of over €10,000 (previous 

value was €15,000). Furthermore, the FIU plays a crucial role in monitoring the private sector’s 

compliance with a risk-based approach designed to introduce stricter transparency rules regarding 

the ownership of legal persons via cooperation among the international FIU. This Directive applied 

the risk-based approach (RBA)-issued regulations relating to the use of electronic money, the 

central registers of ultimate beneficial ownership for the company and legal entities, implemented 

the same standards between ‘internal’ and ‘external’ politically exposed persons (PEPs), increased 

the sanctions regime, and improved the levels of cooperation between national FIUs. 22 The Fifth 

EU Anti-Money Laundering Directive (EU 2018/843), centered on the expanded customer due 

diligence measures involving the context of financial transactions of high-risk third countries. The 

Directive raised the transparency measures concerning enhanced access and powers for the 

relevant supervisory authorities and the EU FIUs.23 The European Union’s Sixth Anti-Money 

Laundering Directive (6MLD), replaced the 5MLD on 3 December 2020. This Directive provides 

its member states with clarification on emerging money laundering threats and strengthens the 

power of the FIUs and the regulatory authorities to do more in the counter against money 

laundering by expanding the range of existing regulations, laws, clarifying particular regulatory 

details, toughening punishment for criminality, and increasing the number of the predicate 

offences encompassing tax-related crimes, environmental crime and cyber-crimes.24 

 
20The Second EU AML Directive 2001/97/EC of the European Parliament and of the Council of the European of 4 
December 2001, Amending Council Directive 91/308/EEC on Prevention of the Use of the Financial System for the 
Purpose of Money Laundering, 2001. The scope in this EU Second ML Directive included lawyers, accountants, 
notaries, art dealers, estate agents, casinos, jewelers, auctioneers, remittance offices, as well as insurance companies 
21 The Third EU AML Directive 2005/60/EC of the European Parliamen and the Council of the European of 
December 2005 Amending Council Directive 2001/97/EEC on Prevention of the Use of the Financial System for the 
Purpose of Money Laundering,  . 
22 The Fourth EU Anti-Money Laundering Directive (EU) 2015/849 on the Prevention of the Use of the Financial 
System for the Purpose of Money Laundering or Terrorist Financing, Amending Regulation (EU) No 648/2012 of 
the European Parliament and of the Council, and Repealing Directive 2005/60/EC of the European Parliament and 
of the Council and Commission Directive 2006/70/EC, 2015 O.J. (L 141) 83, art. 1(5) (the 4 th AML Directive). 
23 The Fifth EU Anti-Money Laundering Directive (EU) 2018/843 on the Prevention of the Use of the Financial 
System for the Purpose of Money Laundering or Terrorism Financing (the Fifth ML Directive). 
24 The Sixth EU Anti-Money Laundering Directive (EU) 2020/843 on the Prevention of the Use of the Financial 
System for the Purpose of Money Laundering or Terrorism Financing (the Sixth ML Directive). 
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The EU adopted the Digital Finance Strategy (DFS) in September 2020 which set out the 

Commission’s intention to review the existing financial services legislative frameworks in order 

to protect consumers and safeguard financial stability, protect the integrity of the EU financial 

sectors and ensure a level playing field.25 The strategy identified these priorities: (a) removing 

fragmentation in the Digital Single Market; (b) adapting the EU regulatory framework to facilitate 

digital innovation; (c) promoting a data-driven finance; and, (d) addressing the challenges and 

risks with digital transformation. This strategy will open up channels to mobilize funding in 

support of the Green Deal. The DFS is part of a broader Digital Finance Package proposed by the 

Commission that also includes MiCA (the regulation on Markets in Crypto-Assets), a pilot regime 

for DLT market infrastructures, DORA (the Digital Operational Resilience Act) and a Retail 

Payments Strategy.26 

The Digital Operational Resilience Act (DORA) is an initiative that will address the information 

and communication technology (ICT) risks in the financial services value chain.27  With the onset 

of digitalization, financial institutions depend on third-party providers for the provision of services 

through outsourcing, which creates supervisory challenges as National Competent Authorities 

(NCAs) may be limited in their assessment of the risks and/or exercise of supervisory powers on 

the entirety of the value chains. Concentration risks, and financial stability risks abound. However, 

DORA is not intended to address other risks that may arise from the reliance of financial 

institutions on third-party providers.  

 

The DORA covers all financial actors from credit institutions to payment institutions, insurance 

companies and statutory auditors, you name it. In addition, DORA regulates critical third-party 

ICT providers. The ICT service providers will each have a Lead Overseer supervising the 

provider’s procedures and arrangements to manage the ICT risks they could pose to financial 

 
25 European Commission. 2020. “Consultation on a New Digital Finance Strategy.” 
26 EUROFI. 2021. “Digital Finance Strategy and Digital Finance Package: Objectives and Main Proposals. 
https://www.eurofi.net/wp-content/uploads/2021/04/digital-finance-strategy-and-digital-finance-
package_objectives-and-main-proposals_lisbon-virtual-seminar_april-2021.pdf 
27 European Commission. 2022. “Digital Operational Resilience Act.” 
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actors. The Lead Overseer has the powers to ask for information to conduct investigations and 

impose periodic penalty payments on service providers.  

2. Review of Literature, Intellectual Property (IP) and Regional Policy Mechanisms 

 

(a)  Review of Literature 

 

A research by the Philippine Institute of Development Studies presented two recommendations to 

improve the Philippine FinTech industry. The first recommendation is the Philippine Skills 

Framework (PSF) which will focus on pushing higher education institutions to update the 

curriculum of related disciplines in order to better prepare graduates who will enter the FinTech 

industry. The second recommendation is for the next Administration to craft a Philippine 

Development Plan that will address the disparity of the use of FinTech among Filipinos.28 Two of 

the country’s top universities initiated FinTech-related activities that addresses industry demand. 

The Ateneo de Manila University established the first university-based blockchain lab, Ateneo-

MediXServe Blockchain Education and Research Lab, (AMBERlab). The lab has the support of 

two blockchain pioneers: MediXServe, a health-tech company that uses blockchain in securing 

medical and health records, and NEM Philippines, a blockchain platform provider.29 The 

University of the Philippines, with its Junior Finance Association and in partnership with the Union 

Bank of the Philippines’ FinTech group organized a FinTech immersion program for finance 

students.30 

 

(b) Intellectual Property  

 

The Philippines has Intellectual Property laws and policies that anticipated the FinTech boom. 

Republic Act No. 8293, the IP Code, extends legal protection to copyright, patents, trademark, 

industrial designs and trade secrets. Republic Act No. 11293, the Philippine Innovation Act, the 

 
28 Mark Quimba, Mark Anthony Barral and Jean Clarisse Carlos. “Analysis of the FinTech Landscape in the 
Philippines.” Discussion Paper Series 2021-29, Philippine Institute of Development Studies, December 2021. 
29 “MediXserve, ADMU launch blockchain research laboratory.” Businessworld Online, October 25, 2019. 
30 “UP, UnionBank team up to prepare students for the future of finance.” November 5, 2020. 
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Intellectual Property Office of the Philippines promotes the registration of patents. The Philippines 

is a signatory to the Trade-Related Aspects of Intellectual Property Rights and Paris Convention 

for the Protection of Industrial Property. The Philippines adheres to the standards and the 

enforcement of the TRIPS.  The IPO Memorandum Circular No. 2020-002 (Revised Rules and 

Regulations on Voluntary Licensing) provide certain prohibited clauses that are deemed prima 

facie to have any adverse effect on competition and trade. 

 

(c) Regional Policy Mechanisms 

 

(1) Cooperation in the Asia Pacific Region 

 

There are extensive efforts by governments to combat terrorist financing in the Asia Pacific region, 

which encompass the active participation and contribution of the Financial Intelligence Units 

(FIUs) from ASEAN countries, Australia and New Zealand. Since the 1st Counter-Terrorist 

Financing (CTF) Summit in 2015, ASEAN and Australian FIUs committed to regularly take up 

the distinct challenges of terrorist financing faced in the region by recognizing the rise of the 

Islamic State of Iraq and the Levant (ISIL) and foreign terrorist fighters (FTFs), the spread of youth 

radicalization and the rapid growth of ‘lone-wolf’ phenomenon.31 The regional FIUs realized the 

sense of urgency to create a greater multilateral cooperation consisting of capacity building and 

the upgrading of professional expertise to counter terrorist financing in the region, by 

strengthening legal, regulatory and operational frameworks to identify, interrupt, and prosecute 

terrorist financiers, including foreign terrorist fighters. 

 

(2) Areas of Collaboration in Countering Terrorist Financing 

 

The series of multiple engagements in countering terrorist financing paved the way for the 

establishment of intelligence exchange working groups, the publication of regional risk 

assessments and the implementation of capacity building training activities for financial 

 
31 Australian Embassy in Indonesia. “Australia and Indonesia to co-host a regional counter-terrorism financing 
summit.” August 20, 2015, https://indonesia.embassy.gov.au/jakt/MR15_19.html 
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intelligence analysts. In order to improve financial intelligence-sharing and analysis on terrorist 

financing, the FIUs established a Financial Intelligence Consultative Group (FICG), which served 

as a multilateral forum to share information regionally by generating the best use of intelligence 

value and offering an early alert to detect and prevent future attacks. In addition, the FIUs 

organized a South-East Asia Working Group (SEAWG) to offer regular updates regarding terrorist 

financing issues in the region. The SEAWG comprises of FIUs from the Philippines, Thailand, 

Australia, Brunei Darussalam, Malaysia, Indonesia, Singapore, and New Zealand.32  

 

Third, to enhance capacity building, the regional FIUs launched the Multi-lateral Analyst 

Exchanges, Analyst Hubbing and the regional Financial Intelligence Analysis Course in 2019. 

These activities provided an avenue for financial intelligence analysts to share their insights and 

experience with the private and civil-society organizations. Through these exchanges, the country 

members of the platform developed mutual trust, which led to more reliable information-sharing 

on suspicious terrorist financing activities, persons of interest, and perpetrators. The 5th CTF 

Summit was held on 12-14 November 2019 and hosted by the Philippines’ Anti-Money 

Laundering Council (AMLC), in partnership with Australian Transaction Reports and Analysis 

Centre (AUSTRAC) and the Indonesian Financial Transaction Reports and Analysis Centre 

(PPATK). Nicole Rose, Chief Executive Officer of AUSTRAC, commended the broadening of the 

scope of the Summit to incorporate serious transnational crime. She stated that the sharpened focus 

of the Summit was on the opening up opportunities for operational engagement amongst the 

region’s financial intelligence units and the private sector, to create actionable financial 

intelligence for effective use by the region’s law enforcement agencies. In addition, the Summit 

addressed child exploitation, human trafficking, wildlife smuggling, trade-based money 

laundering and corruption, the abuse of crowd funding, social media platforms and virtual assets.33 

The projects have successfully examined the potential threat of tobacco smuggling cases, the 

online sexual exploitation of children cases, tax crimes and terrorism financing cases, focusing on 

 
32 Sylvia Laksmi, Amparo Pamela Fabe and Joan Andrea Toledo. 2021. Financial Technology and Countering 
Terrorism Financing in Southeast Asia. Jakarta: EU Embassy and GIZ-ESIWA. 
33 AUSTRAC. 2019. 5th Regional Counter-Terrorism Financing Summit: The Manila Communiqué. 
14 Nov 2019, https://www.austrac.gov.au/about-us/our-recent-work/5th-regional-counter-terrorism-financing-
summit-manila-communique 
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home-grown terrorism, FTFs, and the Marawi Siege.34 The regional FIUs published a Guide 

Handbook on Virtual Assets in 2019.  

 

3. Philippine Laws and Regulations in Countering Terrorism Financing 

 

(a) Anti-Terrorism Act of 2020  

 

The Republic Act 11479 and the Anti-Terrorism Act of 2020 directly address the issue of terrorism 

and all allied activities, while at the same time ensuring the protection of the citizens’ civil and 

political rights.35 The Anti-Terrorism Act of 2020 is a counter-terrorism law intended to prevent, 

prohibit, and penalize terrorism in the Philippines. The law was passed by the 18th Congress and 

signed by President Rodrigo Duterte on 3 July 2020, effectively replacing the Human Security Act 

of 2007 on 18 July 2020. In the course of the preparation of the rules and regulations of this law, 

the members of the Philippine Anti-Terrorism Council revisited the Constitution, national laws, 

and other rules and regulations, jurisprudence, including the Rules of Court. All of these efforts 

were made to guarantee that the executive prerogatives are tempered by the Constitution, national 

laws, and the existing jurisprudence. The rules and regulations thus contain very detailed 

provisions on terrorism and terrorism-related crimes, on surveillance, on the designation of 

terrorist individuals and organizations, on proscription, and on the examination of bank accounts.  

 

The Anti-Terrorism Act of 2020 allows the detention of suspects for up to 24 days without charge, 

compared with just 36 hours in the country’s Revised Penal Code. It also empowers a government 

anti-terrorism council to designate suspects or groups as suspected terrorists, which renders them 

subject to arrest and surveillance. Nine out of the twelve Philippine Supreme Court justices voted 

to strike out a line that says public protests, dissent, work stoppages and other exercises of political 

rights would not be considered as acts of terrorism, as long as these “are not intended to cause 

death or serious physical harm or to create a serious risk to public safety. The justices said the 

qualifying conditions were “overbroad and violative of freedom of expression.” Nine justices 

 
34 Amparo Pamela Fabe. 2020. “Financing Terrorism: Following the Money Trail in the Marawi Siege.” In The 
Marawi Siege and Its Aftermath, Rommel Banlaoi, 74-75.UK: Cambridge Scholars Publishing. 
35 Republic Act 11479 or the Anti-Terrorism Act of 2020. 2020. Manila: Philippine Congress.  
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declared that it was unconstitutional for the Anti-Terrorism Council to be allowed to designate 

people and groups as terrorists based on the requests of other countries or international 

organizations.36 

The Anti-Terrorism Act of 2020 penalizes the support for terrorism and terrorists. Based on Rule 

4.14 on providing material support to terrorists, the Anti-Terrorism Act of 2020 states the 

following: “It shall be unlawful for any person to provide material support to any terrorist 

individual or terrorist organization or association or group of persons committing terrorism as 

defined in Section 4 of the Act knowing that such individual or organization, association or group 

of persons is committing or planning to commit such acts” (Implementing Rules and Regulations 

of the Anti-Terrorism Act of 2020).37 “Material support” shall refer to any property, whether 

tangible or intangible or service. This provision can be expanded to financial technology as well. 

 

(b) National Security Policy 2017-2022 

The 12-point national security goals form the basis for the strategic actions of concerned 

government agencies and departments. Four national security goals, particularly, the guarantee of 

public safety and achieve good governance and the promotion of human and ecological security 

are in consonance with the importance of countering the financing of terrorism (CFT). The CFT 

activities fall under one of the core national interests of the country, which is the “ending all 

internal armed conflicts, i.e., communist insurgency, violent extremism and terrorism.”  

 

(c) FATF Puts Philippines in the “Gray List” 

 

On June 25, 2021, the FATF released its “gray list” or jurisdictions that will be under increased 

monitoring and actively working to “address strategic deficiencies in their regimes to counter 

money laundering, terrorist financing, and proliferation financing.”38 The Philippines must 

actively work with FATF to make swift progress in addressing the gaps identified. The gaps 

identified concern the regulation of non-financial businesses and professions (DNFBPs), casino 

 
36 Associated Press, “Top Philippine court: Anti-terror law largely constitutional,” December 9, 2021, 
  https://apnews.com/article/business-philippines-manila-terrorism-7090c42a912695866c32d361fa124621. 
37 Department of Justice. 2021. Implementing Rules and Regulations of the Anti-Terrorism Act of 2020. 
38 Philippine Star, “Philippines Lands in Dreaded Dirty Money List Anew.”   June 27, 2021,  
https://www.philstar.com/business/2021/06/27/2108317/philippines-lands-dreaded-dirty-money-list-anew 
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junkets, remittance operators, and the NPO sector. The country must submit progress reports 

throughout the year and meet certain milestones and deadlines. Otherwise, the Philippines risk 

being placed on FATF’s black list, which means an even higher level of scrutiny and, likely, 

economic sanctions. As a response to this development, the Philippine Anti-Money Laundering 

Council, the country’s Financial Intelligence Unit (FIU) issued a statement on June 26, 2021 that 

the government and law enforcement agencies have pledged to implement the 18 action plans 

within the prescribed timelines to achieve the country’s removal from the grey list.39  

 

(d) Bangko Sentral ng Pilipinas (Philippine Central Bank) 

 

In the Philippines, The Bangko Sentral ng Pilipinas (BSP) (Philippine Central Bank) presently 

pursues three strategic thrusts in its aim to harness digital technology and pave the way for greater 

financial inclusion: (a) building an inclusive digital finance ecosystem; (b) creating compelling 

use cases for financial inclusion; and, (c) fostering financial literacy and trust in the financial 

system through consumer protection. Among the BSP’s initiatives is the democratization of the 

transaction account as a gateway to broader digital financial services (DFS) through the affordable 

and easy-to-open basic deposit account (BDA). 

 

(e) General and Quasi-Banking Laws 

 

There are several laws that govern the Philippine financial sector. The General Banking Law of 

2000, known as the Republic Act No. 8791, serves as the Manual of Regulations for all banks in 

the country. It also governs the quasi-banking operations of several institutions which are quasi-

banks.40 The second law that has an impact on the FinTech sector is the Republic Act 9160, 

otherwise known as the Anti-Money Laundering Act of 2001, which was passed by Philippine 

Congress on July 23, 2001. This law implements the state policy to “protect and preserve the 

integrity and confidentiality of bank accounts and to ensure that the Philippines shall not be used 

as a money laundering site for the proceeds of any unlawful activity”.41 The law explains covered 

 
39 Philippine Star, “Philippines Eyes Removal from Dirty Money List in Less Than Two Years,” June 28, 2021, 
https://www.philstar.com/business/2021/06/28/2108711/philippines-eyes-removal-global-dirty-money-list-next-year 
40 Republic Act No. 8791. 2000. General Banking Law. Manila: Philippine Congress 
41 Republic Act No. 9160. 2001. Anti-Money Laundering Act of 2001. Manila: Philippine Congress. 
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persons as defined by Section X802 of Manual of Regulations of Banks as amended by Section 1 

of BSP Circular No. 950. The FinTech companies may be considered as covered persons, since 

their activities are similar to the covered persons. This law was amended in July 23, 2012, known 

as the Republic Act No. 10365, or an Act Further Strengthening the Anti-Money Laundering Law, 

amending for the purpose Republic Act No. 9160, otherwise known as the “Anti-Money 

Laundering Act of 2001”, as Amended.42 The amendment covers covered persons as those who 

provide any of the following services: (i) managing of client money, securities or other assets; (ii) 

management of bank, savings or securities accounts; (iii) organizing contributions for the creation, 

operation or management of companies; and (iv) operating juridical persons or arrangements, and 

buying and selling business entities. 

 

In 2021, Republic Act No. 9160 was amended and it became Republic Act No. 11521 or An Act 

Further Strengthening the Anti-Money Laundering Law. This new law includes ‘proliferation 

financing’ which refers to a situation when a person: “(1) makes available an asset; or “(2) provides 

a financial service; or “(3) conducts a financial transaction; and the person knows that, or is 

reckless as to whether, the asset, financial service or financial transaction is intended to, in whole 

or in part, facilitate proliferation of weapons of mass destruction in relation to the UN Security 

Council Resolution Number 1718 0f 2006 and 2231 of 2015.”43 

 

(f) BSP Circulars 

 

The BSP has issued circulars that cover supervisions on companies engaged in remittance services, 

e-money, digital currency, and other FinTech businesses. Both circulars amend portions of the 

BSP Manual of Regulations for Non-Bank Financial Institutions. 

 

1. BSP circular no. 942 issued on 20 January 2017 

 
42 Republic Act No. 10365, or an Act Further Strengthening the Anti-Money Laundering Law, amending for the 
purpose Republic Act No. 9160, otherwise known as the “Anti-Money Laundering Act of 2001”, As Amended. 
Manila: Philippine Congress. 
43 Republic Act No. 11521. 2021. “An Act Further Strengthening the Anti-Money Laundering Law, Amending for the 
Purpose of Republic Act No. 9160, Otherwise known as the “Anti-Money Laundering Act of 2001”, as Amended last 
January 29, 2021 Manila: Philippine Congress. 
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This circular applies to operations and reporting obligations of non-bank entities engaged in 

remittance, money changing or foreign exchange dealing. In particular, the circular applies to 

remittance and transfer companies (RTC), remittance sub-agents, and money changers/forex 

dealers (MC/FXD). RTCs include e-money issuers and remittance platform providers (RPP).44 An 

RPP is an entity that provides a shared or common platform/IT infrastructure and maintains 

settlement accounts in order to provide funds for remittance transactions within its network. RTCs 

and MC/FXDs need to register with the BSP. Existing ones need to re-register within six months 

from the effectivity of the circular. Covered entities also need to register with the Anti-Money 

Laundering Council Secretariat. Foreign RPPs must conduct business in the Philippines through a 

locally incorporated subsidiary.  

 

2. BSP circular no. 944 issued on 6 February 2017 

 

This circular governs the operations and reporting obligations of Virtual Currency (VC) exchanges 

in the Philippines offering services or engaging in activities that provide facility for the conversion 

or exchanges of fiat currency to VC, or vice versa. The circular defines VC as referring to any type 

of digital unit that is used as a medium of exchange or a form of digitally stored value created by 

agreement within the community of VC users. VCs include digital units of exchange that: (a) have 

a centralized repository or administrator; (b) are decentralized and have no centralized repository 

or administrator; or (c) may be created or obtained by computing or manufacturing effort. The 

term does not include the following: (a) e-money as defined in the BSP Manual of Regulations; 

(b) digital units used solely within online gaming platforms and are not convertible to fiat currency 

or real-world goods or services; and, (c.) digital units with stored value redeemable exclusively in 

goods and services and limited to transactions involving a defined merchant such as a rewards 

program.45 

 

(g) Cooperation between the BSP and the Philippine FinTech Sector 

 

 
44 Bangko Sentral ng Pilipinas Circular 942, issued on January 20, 2017. Manila: BSP Monetary Board. 
45 Bangko Sentral ng Pilipinas Circular No. 944 issued on 6 February 2017. Manila: BSP Monetary Board. 
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The BSP pursues three strategic thrusts in its aim to harness digital technology and pave the way 

for greater financial inclusion: (a) building an inclusive digital finance ecosystem; (b) creating 

compelling use cases for financial inclusion, and (c) fostering financial literacy and trust in the 

financial system through consumer protection. Among the BSP’s initiatives are the 

democratization of the transaction account as a gateway to broader digital financial services (DFS) 

through the affordable and easy-to-open basic deposit account (BDA). Another BSP initiative 

involves the expansion of low-cost access points through cash agents, or third-party retail outlets 

tapped by banks where clients can open an account and conduct simple banking transactions. It 

has played a vital role in developing an efficient retail payments system that serves as the backbone 

of digital finance innovations.  

 

Secondly, the BSP continues to work with various government agencies to shift from cash-based 

to account-based digital payments of social benefit transfers, wages, bills, purchases, and transport 

fares —transactions made by most Filipinos. The present health crisis and the massive government 

cash assistance programs that came with it have clearly made account ownership and digital 

payments no longer just an option, but a necessity understood by all. Lastly, the BSP is 

strengthening its digital literacy program aimed at increasing the awareness and capacity of 

consumers to use Digital Finance Systems (DFS). The BSP assists consumers and financial service 

providers in protecting themselves from the potential risks and threats arising from DFS usage. 

 

4. POLICY RECOMMENDATIONS  

 

(a) Lay the Foundation for the Legal Framework for Financial Technology 

 

The first policy recommendation is that the Philippine FinTech industry needs to have a specific 

enabling law that will specify the rules, regulations and the sanctions for financial crimes in this 

sector. When disruptive technologies such as FinTech come into play in the finance industry, the 

corresponding benefits cause market incentives to shift and affect earlier arrangements that were 

structured in part by rules shaped by the law. It is worthwhile to take note that the greater the 

disruption, the wider the levels of regulatory gaps. Whenever confronted with financial 

innovations, the government is often constrained to shoehorn these innovations into its traditional 
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understanding of relevant concepts. Although the pertinent regulatory authorities, such as the 

Philippine Bangko Sentral ng Pilipinas and the Securities and Exchange Commission, have issued 

rules and regulations, these may be inconsistent or have overlapping jurisdictions. Thus, a holistic 

legal framework is necessary to keep the FinTech industry in a secure and sustainable environment.  

Unger and den Hertog (2012) posit that the major effect of anti-money laundering policy is 

substitution that takes place within the financial sector and between sectors. They argue that 

financial sector money laundering is substituted by using the still uncontrolled parts of the financial 

sector and by finding new forms of laundering in other sectors. Laundered money seems to move 

like water, which always finds its way through certain hindrances.46 For example, the Philippines 

has made positive strides in tackling AML measures in banks and quasi-banks; however, it has not 

instituted legal measures to protect the FinTech sector. A study points out the weaknesses of the 

remittance sector, a key niche of the FinTech industry. Angeles, Zelsky and Avigail (2017) 

investigated the sufficiency and efficiency of the Philippine AML policies that were implemented 

by certain covered institutions in order to aid the government and law enforcement authorities in 

battling money laundering and terrorist financing. They studied covered institutions consisting of 

remittances which forms part of the FinTech sector specifically for these elements: (a) know your 

client procedure; (b) auditing and monitoring; (c) reporting and (d) after reporting procedure. The 

results of their study have shown that the remittance sector lacks safety measures as compared to 

banks and insurance companies, in combatting money laundering because it does not conduct 

auditing and monitoring procedures.47 Furthermore, they contended that after the remitter has 

conducted customer due diligence procedure, no other safeguards are implemented that would aid 

in detecting and preventing money laundering. Thus, the researchers argue that the amended Anti-

Money Law Act of 2012 does not sufficiently prevent money laundering and terrorist financing 

because certain covered institutions such as the remittance sector does not have sufficient and 

efficient AML policies.  

 

 
46 Brigitte Unger and Johan den Hertog. 2012. “Water always finds its way: Identifying new forms of money,” 
Crime Law Soc Change (2012) 57:287–304 DOI 10.1007/s10611-011-9352-z 
47 Fernando Angeles, Francisco Zesyl and P. Avigail. 2017. Prohibiting terrorist financing committed through 
money laundering: a comparative study showing the compliance of covered institutions under the anti-money 
laundering law of the Philippines in identifying, auditing and reporting illegal transactions to prevent terrorist 
financing. Thesis, De La Salle University, Philippines. 
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(b) Add Countering the Financing of Terrorism in Financial Technology on the National Security 

Policy for 2022-2028 

 

The Philippine National Security Policy for 2022-2028 should include a section on Countering the 

Financing of Terrorism in the FinTech sector. There is a need for national security administrators 

to establish a FinTech Special Working Group comprising industry players, practitioners, bankers, 

money service businesses, consumers and security experts in an effort to prevent the use of 

FinTech in terrorism financing. A clear and a nuanced security policy on FinTech should be 

featured in the country’s National Security Policy.  

 

(c) Guarantee the Independence of the Philippine Financial Intelligence Unit 

 

In the Philippines, the Anti-Money Laundering Council serves as the FIU and it serves as a national 

center for the core functions such as the receipt and analysis of STRs and all information regarding 

ML and its associated predicate offences. Thus, we recommend that the FIU should be an 

independent body from the law enforcement authority (LEA) in each country as a buffer between 

reporting entities and LEAs in the Suspicious Transactions Regime in order to disseminate 

intelligence to the appropriate local authorities (e.g. a prosecutor or law enforcement agency, 

including sharing with a foreign FIU whenever it is appropriate and relevant).  

 

(d) FinTech Training of Law Enforcement Officials, Prosecutors and Judges  

 

The advent of financial technology requires new knowledge and familiarity on the part of the 

stakeholders of the criminal justice system. Training and extensive assistance on understanding 

FinTech technologies are essential for law enforcement officials, prosecutors and judges. The 

Philippine government should faithfully guarantee that efforts at education and capacity include 

training on how to utilize local authorities in the investigation of illicit finance involving FinTech. 

There is a need to regularly offer FinTech updates and webinars to provide timely support to all 

law enforcement officers and officers of the criminal justice system. 

 

(e) Enabling Private-Public Partnerships in Countering Terrorism Financing in FinTech 
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Public-Public Partnerships are strategic in advancing countering terrorism financing efforts. While 

the private sector specializes in financial innovations, it has to contend with barriers such as 

economic viability of serving unbanked populations and the ability to widen financial literacy, and 

address trust and identity issues. Public infrastructure is desperately needed to foster financial 

inclusion and accelerate financial innovations. In order to support the FinTech sector, it is highly 

essential to initiate a wider scope of Public-Private Partnerships so that this sector can make 

available the necessary digital financial services efficiently, affordably and quickly.  

 

Conclusion 

 

The prevailing policy thrusts of the BSP presents a window of opportunity for the FinTech sector. 

The Philippine FinTech sector has showed successive years of exponential growth from 2020-

2022. This growth was strongly supported by the Digital Transformation Roadmap which was 

implemented by the Bangko Sentral ng Pilipinas. The current international policy environment is 

replete with the necessary regulatory policies and legal frameworks that prevent the use of FinTech 

for terrorism financing. The BSP has implemented its vision to achieve three goals: a.) building an 

inclusive digital finance ecosystem; b.) creating compelling use cases for financial inclusion, and 

c.) fostering financial literacy and trust in the financial system through consumer protection. The 

FinTech sector will contribute to the growth and development of the financial ecosystem. 

However, there is a potential danger that this sector will be utilized by terrorist groups and terrorist 

individuals. Although, the existing FinTech policy and circulars have been issued by government 

regulatory agencies, the lack of an enabling law with corresponding sanctions for terrorism 

financing in the FinTech sector presents serious concerns. In addition, there is a strong need for a 

comprehensive technical training for law enforcement officials, judges and prosecutors so that they 

will acquire the necessary competence to handle FinTech cases. Finally, the establishment of 

Public-Private Partnerships is essential to enhance the growth and development of the Philippine 

FinTech ecosystem.  
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